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[Phan tich nhanh] Chién dich Phishing gia mao Co quan Thué dé
phat tan ma doc
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@’\’II‘KE}-‘Lugger D) Payloads-extracted ‘Ef:"chmingtnn.cx-:

.
921 9407c933b6159aebde11697a916263d83fe91b937b6d6d62dd754761bebac86

. .
Contacted-demains . mail.endermekanik.com

A

I] Théng béo cia HDDT Cén

@,J_u,

dab9174e00a55

Hién tai, & Viét Nam dang c6 nhitng thay d6i quan trong vé quy dinh thué lién quan dén ca nhan va hé kinh doanh,
dac biét la nhitng thay doi sé c6 hiéu lyc tir nam 2026. Muc tiéu ctia cac co quan quan ly nham dong bo héa quy
dinh, don gian héa tha tuc va tang cwong quan ly thué. Trong nhitng thay d6i nay thi cac thay doi d6i véi Ho kinh
doanh la dang ké va sé cd hiéu lyc chu yéu tir ngay 01/01/2026, theo d6 viéc bé thué khean nhim dam bao tinh
minh bach hoat dong cia h¢ kinh doanh, ciing nhv tao sy binh dang vé ché dg thué gitta hg kinh doanh va
doanh nghiép.

Lgi dung cac thay doi vé chinh sach thué va qua trinh hoan thién cac dy ludt, cac nhém toi pham liva dao da ap
dung nhiéu hinh thic tinh vi dé chiém doat tai sdn ctia ca nhan va hg kinh doanh. Pho bién trong d6 la hinh thic

“Lwra dao qua Email/Tin nhan”:

e Muc dich: Gay hoang mang, thiic ép nan nhan nép phat hodc tra phi dé tranh rac r6i vé thué.
e Thu doan:

o Guti mail/tin nhan Yéu cau nép phat: Gtti email hodc tin nhan SMS mao danh co quan thué thong
béo rdng ca nhan/hg kinh doanh vi pham quy dinh thué hodc chwa cdp nhat thong tin theo luat,
yéu cau nop mot khoan tién phat gap.

o Dinh kém ma doc: Email thudng c6 tép dinh kém hodc dwong link chita ma ddc, yéu cau nguai
dung md ra dé xem chi tiét vi pham. Khi m@ tép/link, ma doc sé xam nhap may tinh/dién thoai dé

déanh cap thong tin ca nhén, tai khodn ngén hang, v...v...

Modi day, ngwoi em cua t6i cé gti cho té6i mot email sample
(24dc4ca6f2493e158b462f4381099c51fd274bed1ec4f03189d5e206726941bf) c6 ndi dung nhu sau:
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Bl Subject: [Théng bao ciia HDDT: Théng bao Céng ty vi pham thu& qua mirc

From: hoadondientu@gdt.gov.vn

To: [tech@vnnic.vn

CEC:

BCC:

Timestamp: |11/17/2025 1:32:08 PM Size: [164,204B

Plain | HTML

Kinh thua Quy Céng ty,

Ngay 17/11/2025, theo s5 ligu ghi nhin trén H& théng Héa don dién tf, NNT cé giad tri hadng héa dich vy bén ra vuagt qué gii
tri hang tdn kho thudc dign cdnh bdo rdi ro.
Binh kém badng tém tidt s5 tifén phat wvi pham.

Mi sé thué ngusi Tén nguoi i . .. | HNgay ca ., x .
STT a 890 b;: m i Enbgn N Co ¢gman thue guan 1y gaMYSTC‘.ap Nganh nghé kinh doanh chinh
Khéng xac THUR THAWH pud B caf Ban budn chuyén doanh khac chuwa dugc phdn vao
1 0316380929 lo/07/2020
< dinh MINH /0742020 | 4oy (G4669.)
Kinh théng béo!

B Attachments (1)

Théng bédo cia
HBET Cang ty
vi pham thug
qua mirc
Théng bédo s§
10954001
pdf.z

Chi tiét Headers cuia email nay:

Received: from gdt.gov.vn ([91.92.243.158]) by mailgwl.vnnic.vn with ESMTP id uHowBwy8fwAPSN6j for <
X-Barracuda-Envelope-From: hoadondientu@gdt.gov.vn
X-ASG-AllowlList: Sender
X-Barracuda-Effective-Source-IP: UNKNOWN[91.92.243.158]
X-Barracuda-Apparent-Source-IP: 91.92.243.158
X-Barracuda-UID:tech@vnnic.vn tech tech@vnnic.vn
From: hoadondientu@gdt.gov.vn
To: tech@vnnic.vn
Subject: =?UTF-87B?VGjDtG5nIGLDoW8gY+G7p2EgSMSQxJBUOiBUaMO@bmcgYsOhbyBDw7RuZyB@eSB2aSBwa0GboWogdGh14
Date: 16 Nov 2025 22:32:08 -0800
X-ASG-0rig-Subj: =7UTF-87B?VGjDtG5nIGLDoW8gY+G7p2EgSMSQxJIBUOiBUaMO@bmcgYsOhbyBDw7RuZyBdeSB2aSBwa0G6o
Message-ID: <20251116223208.77255C1C8746A567@gdt.gov.vn>
MIME-Version: 1.0
Content-Type: multipart/mixed;
boundary="----=_NextPart_000_0012_028BB85F .8C4DBE1F"
X-Barracuda-Connect: UNKNOWN[91.92.243.158]
X-Barracuda-Start-Time: 1763361129
X-Barracuda-URL: https://mailgwl.vnnic.vn:443/cgi-mod/mark.cgi
X-Virus-Scanned: by bsmtpd at vnnic.vn
X-Barracuda-Scan-Msg-Size: 3210
X-Barracuda-BRTS-Status: 1
X-ASG-Debug-ID: 1763361129-36817a4a32372650001-xRXqoE
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File dinh kem theo email “16112025_Théng bdo ctia HDPT Cong ty vi pham thué qua mitc Théng bdo so
10964001 pdf.z” c6 thém “.z” 1a thdy khong dang tin cy roi. Ban chat n6 la mot file nén bang Winrar, bén trong

chita mét file js (Java script):

4 (B8 Emails

4 | 24dcdca6bf2493e158b4624381099c51fd274bed1ecdf03189d5e206726941bf 10% Email EML
4 B8 Archives
4 [} 16112025 _Théng bio ciia HDDT Céng ty vi pham thu& qui mirc Théng béo s& 10964001 pdf.z 0% Archive RAR
4 B8 Other
Théng bdo cia HPDT Céng ty vi pham thu€ qua mirc Théng bao 6 10964001..js ? Other Unknown

File js nay c6 tan 1212 dong code, va bi obfuscate hoan toan:

L (((1u*7)+3) [0), (((29<<2)+8) 8 5 s 2 )+(16-(18)))), (((6+9)+51
30, (CCex1 ; ) 6 ) 1)), (((6%7)+58)), (((5%20)+1)~
L CCCux7)+73) |

yPdiC \/edexpan‘ PdiC% BANANA sio

BANANA jGzL
DEFI BANANA N%0GxydbmOy%ED OGxydbmOy BANANA Abcl0GxydbmOy (s%0Gxydbm BANANA O
BANANA /%0GxydbmOy%c sta%0Gxydb BANANA mOYrt \"\" /m%0GxydbmOy%i

qQBZOCXW BANANA %0C.b%fqQBZOCXW%at\" >nul BANANA ");

oast BANANA bondibeachlagun=set ;
BANANA chlagun! \"%OhvPYJSCuLPZA BANANA %N%OhvPYJSCVLPZA%z%O0hvPY BANANA JSCvLpZA%h%OhvPYJSCVLpZA
hvPYJSCVLPZA BANANA %N%0hvPYJSCvLpZ hvPY BANANA JSCVLPZA%D%OhvPYJSCVLPZA BANANA

hvPYJSCvLpZA! bQBwA BANANA HIAZQBzAHMAaQBVAGUALgJoN BANANA VKIVyfONLBHAF\"
ceancit BANANA ygoldcoastbondibeachlagu BANANA n! \"%GRIKXxKSAVbv RI BANANA KXxKSAVbVR% RIKXXKSAVD BANANA
GRIKXXKSAVbVR? RI BANANA KXxKSAVDbVR RIKXxKSAVD BANANA VR GRIKXXKSAVDVI RI BANANA KXXKSAVbv! RIKXXKSAVD BANANA
RI BANANA KXxKSAVDbVR RIKXxKSAVD B");
GRI BANANA KXxKSAVbvR%x=KIVyfONLBtA BANANA HAAcgBLAHMACWBpAGSAbgBNA BANANA GBAZABL\

Zh)(vLWZKp BANANA Jehl
ZbXyLWzKp BANANA Jehl

BANANA %pQmOleUXLZsbJ: pOmOlel BANANA

meOleUXLZsh A BANANA =MABGAFYAbWBQAGYAQBLAJo BANANA NVKIVYfONLFOAUGAYAD\"");
) BANANA chlagun! \"%AAmAZCkxtAupA BANANA %c%AAMAZCKXtAUpA%g%AAMAZ BANANA ChxtAupA%e%AAmAZClxtAupA
BANANA t ATAZ BANANA ChxtAupA%sSAAMAZClxtAuph BANANA PSAAMAZCKxtAup AMAZ BANANA CkxtAup) AMAZCKXtAUpA BANANA
AAMAZCKXTAUD AmAZ BANANA ") ;
%AAMAZCKXTAUPA BANANA AMAZChxtAupA%X=yfONL BANANA UAHCAVQBVADQARQBSAGUAZWB BANANA QAE0AagBKAE
BANANA ygoldcoastbondibeachlagu BANANA n! \"

ta BANANA haGUsvyFOO%i%QtahaGUsvyF BANANA 00!
a BANANA haGUsvyFOO%J%QtahaGUsvyF B");

\\" + "aAnise.b
% BANANA sion"

) + "™\\" + "Anise.bat", 1

+ "\\" + "Anise.ba true) .

+ "M\\" + "Anise.bat", mull, aull, null);

Hoat dong cua script nay nhi mot dang dropper, gom cac buwdc chinh sau:

e Drop: Tao file Anise.bat trong % TEMP % chtta code rc.
e Clean: Doc lai file, x6a chubi rac (” BANANA ).
o Execute: Dung WMI d€ chay file .bat sau khi da lam sach.
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Nhu vay file Anise.bat sau khi chay sé thyc hién cac hanh vi doc hai tiép theo. File nay gom 230 dong code va
cling bi obfuscate hoan toan:

rosxrmeoric - "AedDpO-aIERT B & exSOGKVROYIT
sma
oo Py 210k P S AL O PE TS AN gL 2AN oA O P50 L AL Ok Sy EAVN Ol PY 50 A F Y LAl P S AN A i YIS L ANl P50 L A WA P vLp A4 Q) G PE 158 22 WAl 1A2 R AU B L oV ML~
AV AN R A A GRT 12 A G.EAVvRA AR KA e TACET Y G LA oA TG A oA Ao G LS| P AN AR o pA G L S8 kA A G LA e bV DO ASHA v MASSATAEL
w -
1

s SEEATIO TASUADR IV OLTABLATGATHA
o el FIATVB AR G AT ARG

28 oomane e T T T T L T T L oA L AR T A ¥ 1L 84 ) O G TT L GGV 1 GG 4 T T Aoy LA A AL A A howby AT
32 loceancicigoldooascbondibeachiaqun! ~VaAcrHIKTerITVRVaRorHGHCRHIZANARGTHI T Y ot HIDeHICYHN AoV E N RO HICNGA Ao HI Tk aocHSHTen TN TN aRo e Q1 s P T TCY VoMo HITY AN o HITerdITY A ado GOt ATE) G aar TS~y FO B A2

Tiép tuc thue hién deobf thay no sé goi tdi powershell dé thyc hién doan code nhuv sau:

Stt dung CyberChef dé decode xem né lam gi tiép theo. Code sau khi decode van tiép tuc bi ké tdn cong che dau
thong qua Base64 va Gzip:

+oDEm

iy, SwcsTNG- | Replace Bt mach  [coseinsersiive B 3Dt matches all-

e s : -
N R E——— Dstroe e

80m:n

Vi bién $c nhu trong hinh, t6i thuwe hién Base64 dé decode va Gunzip dé giai nén. Quan sat nhanh t6i thady khong
¢6 gl quan trong @ code nay:

+o3 e

““““ 54s- - B Femone non-siphabet chars et mode LA o o

B0m:

[5(5_ .50t 108 61)); SpartZn(Sran nes 2(5_ -1k *: 27} 5(3_ Subscring())):8part
i1 348

Tiép tuc thye hién véi $d = $p1 + $p2; VGi sy hd trg caa CyberChef t6i ¢6 dugc code nhu sau:
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nnnnn

Lué6t nhanh code thi c6 thé thdy ké tan cong st dung Base64, AES (CBC) dé decrypt va Gzip dé giai nén ra cac
payload va thyc thi ching thong qua ki thuat .NET Reflection Loading, cho phép ké tan cong nap va thuc thi
.NET payload (.exe hodc .dll) tryc tiép tir b nhd (RAM) ma khdng can ghi payload xudng 6 citng. Vay cau hoi

ddt ra, cac payload nay tir dau ra? D€ y tdi doan code sau:

$host.UI.RawUI.WindowTitle = $KKfcv;
$dYauV = [System.IO0.File]::ReadAl11Text($KKfcv).Split([Environment]::NewLine);
foreach ($allhsb in $dYauV) {
if ($aWhsb.StartsWith(':: ")) {
$HgQTy = $aWhsb.Substring(3);
break;

C6 thé thay né thyc hién:

e Script doc toan b ndi dung cna file, sau dé cét nho tirng dong (split) va lwu vao mang $dYauV .

e Sau d6 duyét qua tirng dong cua file.

o Khi tim thdy dong bat dau bang ':: ' , no sé cit bo 3 ky tw dau tién (tttc la bé chir :: di) va lwu blob
data d6 vao $HgQT.

Quay lai vdi file .bat, ta c6 thé xac dinh dwgc nhanh chéng chudi nay:

v v m v k v v v
lcceancltygcldcoastbcndlbeacnlaqunl H%vDcBEOOKgDszu%%vDcBEOOkgDs zu%l%vDcBEOOKgDs Zu%d%vDCcBEOOKgD5 Zu%g%vDCcBEOOKgDs Zuki%vDCBEOOKgDs zu%Bxv D
loceancitygoldcoastbondibeachlagun ! J%Nt0suDDFOgOWk%N{%Nt0suDDFOgOWk%U%Nt0suDDFOgOWkEENt0suDDF0gOWk%[%Nt0suDDFOgOMKEI%N t0S uDDFOgOWR AN T

loceancitygoldcoastbondibeachlagun ! [l%AuJusknGggEMURERAU Iw s knGggEMURE%AU I s knGgg EMUERAU I s kmGggEMUSG%AU Jn s knGgg EMURERA U In sknGggEMUR[%AU
toceancitygoldcoastbondibeachlagun! e JxykaTWPKCHgA ke xyka IWPHCAg¥gxe Ixy ka IPHCHG A Rxe JxykaTWPHCHAERe JxykaIWPHCHORExe Ixyka IWPRCHg R fxe

Tiép tuc st dung CyberChef t6i c6 dugc cac payload:

Payload 1 (98ceccafe3754303660352f44660e56399ba91d07b4b73ed8dd74fa456071bef)
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yyyyy

- T .

Payload 2 (9407c933b6159aebde11697a916263df83fe91b937b6d6d62dd754761bebac86)

~ B EE e E=E=0 I |

uuuuuuu

Phan tich payload 2 , t6i dump dwgc payload cubi
(ef0556dc61ee9912ae1647e9dcbbdd8fbcbfb4f56e77241f2315a7ca4£20c845) 1a dong ma doc vipkeylogger.

Khi thye thi thanh cong né sé giti thong tin thu thdp dwoc vé nan nhan t6i dia chi sau:
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3 Malware Config

Extracted
Family vipkeylogger
Credentials

Protocol: smtp

Host:
mail.endermekanik.com

Port:
587

Username:
info@endermekanik.com

Password:

_-_—

Email To:
rsewusch.medipac@gmx.de

End!
m4n0w4r

PS: Loi khuyén thi khéng cé vi bdo dai néi nhiéu réi, ai dinh thi nguoi dé chiu théi (=) . Chiu khé follow nguoi em HieuPC va team
Chong Lira Pdo (CLD) dé c6 nhitng cdp nhdt nhanh nhdt, méi nhdt vé cdc “ki nghé dao Iira“.

Source: https://kienmanowar.wordpress.com/2025/11/25/phan-tich-nhanh-chien-dich-phishing-gia-mao-co-quan-thue-de-phat-tan-ma-doc/
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