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Fresh PlugX October 2019

By SC

Published: 2019-11-17 - Archived: 2026-04-05 23:04:15 UTC

On 15 November 2019, I received a VirusTotal notification for a copy of PlugX that had been uploaded ( Yara -
PlugXBootLDRCode from https://github.com/citizenlab/malware-signatures/blob/master/malware-

families/plugx.yara ).

MD5 : ce67994adee7cf90645e93aec084230d

SHA1 : b42c84£851b8b7d2d2ddfbc9ac94e001204faf45

SHA256 : 6b46e36245b5b9ed13c0fbfae730b49c04aba43b98deb75e388e03695ff5cbd1
Type : Win32 DLL

First seen :2019-11-1508:04:32 UTC
Last seen :2019-11-15 08:04:32 UTC&nbsp

First name : plugx.dll

What stood out from the notification (outside of the file being named plugx.dll) was a compilation time of Fri Oct
4 08:34:45 2019 UTC (a little more then a month before the writing of this post).

Initial Validation

This specific rule matches on operations for assembling a set of API calls - shown below

$ yara -s All.yara sample

PlugXBootLDRCode [PlugX,Family]
6b46e36245b5b9ed13c0fbfae730b49c04aba43b98deb75e388e03695ff5cbd1
0x7708:$GetProcAdd: 80 38 47 75 36 80 78 01 65 75 30 80 78 02 74 75 2A 80 78 03 50
0x7786:$L4_LoadLibraryA: C7 85 5C FF FF FF 4C 6F 61 64 C7 85 60 FF FF FF 4C 69 62
0x7859:$1.4_ExitThread: C7 85 FC FE FF FF 45 78 69 74 C7 85 00 FF FF FF 54 68 72 65
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Screenshot of match condition in IDA

As a general note, the -s flag in Yara is used for outputting the matched strings and is extremely useful for

debugging rules and evaluating why a file matched.

From a quick comparison of the strings, a quick Google search found previous reporting confirming this file was

PlugX (ref: http://takahiroharuyama.github.io/blog/2014/03/27/id-slash-idapython-scripts-extracting-plugx-

configs/)

DEMO...

THIS IS ADEMO VERSION!!!
\\\PIPEARUN_AS_USER(%d)
%WINDIR%\SYSTEM32\SERVICES.EXE
Software\Microsoft\Windows\CurrentVersion\Run
System\CurrentControlSet\Services

debug.hlp

C:\Windows\System32\rundll32.exe "%s" BypassUAC %s
PI[%8.8X]

%s\%d.plg

mytilus3.hlp

%04d-%02d-%02d %02d:%02d:%02d

Overlaps with versions

Page 2 of 4


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhPLuS1CRYPSG65PDD6c1jJJWMUAJzZpAArxOQ1bz0cOPY_q5jizFb6nmsm5A1h8CTbq8KkMniS3XLstBsgJaprM3E-_iTBU1Iw3zpGreygaHxE23jt1MDVF8JCG7OpCf0pPS82HTVpG1k/s1600/Screenshot+at+2019-11-16+21-56-04.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhPLuS1CRYPSG65PDD6c1jJJWMUAJzZpAArxOQ1bz0cOPY_q5jizFb6nmsm5A1h8CTbq8KkMniS3XLstBsgJaprM3E-_iTBU1Iw3zpGreygaHxE23jt1MDVF8JCG7OpCf0pPS82HTVpG1k/s1600/Screenshot+at+2019-11-16+21-56-04.png
http://takahiroharuyama.github.io/blog/2014/03/27/id-slash-idapython-scripts-extracting-plugx-configs/
http://takahiroharuyama.github.io/blog/2014/03/27/id-slash-idapython-scripts-extracting-plugx-configs/

https://silascutler.blogspot.com /2019 /11 /fresh-plugx-october-2019.htm|

A outstanding point of reference evaluating PlugX is the Sophos report (https://www.sophos.com/en-

covering the supported commands. In this copy, sub_10008DE acts as a command handler for evaluating operator

commands and can be used to evaluate this copy against that from 2014:

if [ vs )
(#u5)(-1, 0, 538051365, sub_1886A0BO,
sub -1 00BBSCA( ) ;
ufi = sub_1888C348( ) ;
if { vh )
{#v6)(-1, 5, 538051091, sub_18806C3B@, "Methood™);
v7 = sub 1800CT38{();
if { u7 )
(=u7)(-1, b4, 53808516893, sub_1880C7AB, "Hetstat™);
= sub_1800D6RAB() 3
- { vB )
{=u8){-1, 6, 38050856, sub 1888D718, *“0Option™};
= sub_1888DA78() ;
(ve )
(#=v9)(-1, 7, 538051365, sub 1880DAEA, "PortMap™);
vl@ = sub 1808DEBAL ) ;
if ( vi@ )
(=v10)(-1, 1, 538051076, sub_180@DE7®, "Process");
vi1 = sub 1000F668();
if { vi1 )
{(=vi11){-1, 2, 538051349, sub_1880F6DA, “RegEdit™);
sub_"10018&8EA( ) ;
vl2 = sub 10011D8BA( ) ;
if { vi12 )
{=v12){-1, 2, 538058832, sub_18811DF8, "Service"});
v13 = sub_10012F38();
if ( vi3 )
(*u13)(-1, 9, 538051333, sub 18012FAB, "Shell™);
vlh = sub_18813988( ) ;
if ( vik )
(=u14){-1, 11, 538051363, sub_160139F8, "SOL™);
v15 = sub 180146AB();
if { viS }
(=u15)(-1, 18, 538051189, sub_ 10014718, “Telnet™);
sub_10009640¢ ) ;
vi6 = CreateEventW{8, 1, 8, A):

In the above screenshot, many of the commands from the 2014 version are present; some additional commands

are present, however, handled withing sub-functions of sub_10008DE.

What did appear unique was a set of commands for monitor clipboard activity:
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1
result = (#result){-1, 13, 538518359, sub 10889718, "Cliplog™);
if { tresult )
{
hHandle = CreateEventW(B, 1, 8, 8);
if { hHandle )

htem;
thHem )

sub_1081BoDD{ Bx2%u) ;
= uh;
( vh )

InitializeCriticalSection{uvh);

uh = us + 1;
ui->Debuginfo = wih;
yo—-sLocklount L] 3
ui->RecursionCount = @3
ud = uk:

]

v7? = sub_1861B6DB{v3, Bunk_188329D8, “CLProc™, sub_18089EE@, 0);
if { w7 )

An initial Google search did not show any hits for these being previously documented commands in PlugX -

suggesting it may be a new feature - however, further analysis is needed to validate this.

Source: https://silascutler.blogspot.com/2019/11/fresh-plugx-october-2019.html
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