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Cyber spies from the Middle East

Collecting data about local and domain accounts, available file servers, internal and external IP
addresses, and OS name and architecture;

Executing code remotely;

Uploading and downloads files via the C&C server;

Detecting debugging programs used to analyze malicious files;
Disabling the attacked device if malware analysis tools are detected;
Deleting files from local drives;

Taking screenshots;

Disabling Microsoft Office security features.

Indicators of Attack
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Turkey at gunpoint
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ListOfHackedEmails.doc (eed599981c097944fal43e7d7f7el7bl)
asd.doc (21aebece73549b3c4355a6060df410e9)

F35-Specifications.doc (6c6148619abb10bb3789dcfb32f759a6)
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Who are Gladiyator_ CRK and Nima Nikjoo?
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MuddyWater and inflated self-esteem
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Try Group-IB Threat Intelligence now

Request ademo
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Found it interesting? Don't hesitate to share it to wow your friends or colleagues
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