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Remote Administration Tool for Android

Androrat is a client/server application developed in Java Android for the client side and in Java/Swing for the

Server.
The name Androrat is a mix of Android and RAT (Remote Access Tool).

It has been developed in a team of 4 for a university project. It has been realised in one month. The goal of the

application is to give the control of the android system remotely and retrieve informations from it.

Technical matters

e The android application is the client for the server which receive all the connections.

e The android application run as a service(not an activity) that is started during the boot. So the user does not
need to interact with the service (Even though there is a debug activity that allow to configure the IP and
the port to connect to).

e The connection to the server can be triggered by a SMS or a call (this can be configured)
All the available functionalities are

e Get contacts (and all theirs informations)

e Get call logs

¢ Get all messages

e Location by GPS/Network

e Monitoring received messages in live

» Monitoring phone state in live (call received, call sent, call missed..)
 Take a picture from the camera

» Stream sound from microphone (or other sources..)
 Streaming video (for activity based client only)

e Do atoast

e Send a text message

e Give call

e Open an URL in the default browser

e Do vibrate the phone

Page 1 of 5


https://web.archive.org/web/20221013124327/https://github.com/The404Hacking/AndroRAT

https://web.archive.org/web/20221013124327 /https:/github.com /The404Hacking/AndroRAT

Folders

The project contains the following folders:

e doc: Will soonly contain all the documentation about the project

» Experiment: Contain an experimental version of the client articulated around an activity wish allow by the

way to stream video

 src/Androrat: Contain the source code of the client that should be put on the android plateform

 src/AndroratServer: Contain the sources of the Java/Swing server that can be run on any plateform

e src/api: Contain all the different api used in the project (JMapViewer for the map, forms for swing, and vlcj

for video streaming)

 src¢/InOut: Contain the code of the content common for the client and the server which is basically the

protocol implementation

Screenshots

Main GUI

This is the main GUI where all the clients connected appears. The list is dynamically updated when a new client

connects or is disconnected. Moreover a log of all connections and global informations are showed in the log

panel at the bottom of the window. A simple double-click on a client open his window to interact with him.

Server Client actions Bulk actions About

Flag IMEI Location

Phone Mum...

Operator

Country SiM

Operator SIM

Serial 5IM

I im fr

Free

Free

fr

Wed Jun 13 18:17:00 UTC 2012 SERVER online, awaiting for a client...
Wed Jun 13 18:18:31 UTC 2012 Connection established temporary IMEl was assigned: Oclient
Wed Jun 13 18:18:31 UTC 2012 SERVER online, awaiting for a client...
Wed Jun 13 18:18:31 UTC 2012 CONNECT command received fromiumiiraeg
Wed Jun 13 18:18:37 UTC 2012 Preference data has been received
Wed Jun 13 18:18:37 UTC 2012 Information data has been received

Client Panel

All the actions with client can be made in the client window which is articulated around tabs. The default tab is

called Home and provide various functionalities. First as we can see in the left scrollview all the informations

about the client like sim infos, battery infos, network infos, sensors infos etc. On the right there is the options

which allow remotely to change the configuration of the client like the ip and port to connect to, either or not wait
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a trigger to intent server connection etc. Finally quick actions can be perfomed in this tab like a toast message, do

vibrate the phone or open an URL.

Options Get Android data Send command Monitoring

Home

Informations Client options
- General informations : =
Phone number = 4ame i Phones :
IME| = S St
Country = fr
Cperator (name) = Free 3 SMS :

Operator (code) = 20801

SIM operator name = Free Needed keywords :

SIM operator code = 20815
SIM country =fr L Server IP: [192.168.0.12 |

SIM serial : Server Port : |9999 |

[ ] wait event to connect

- Wifi informations : Save configuration

Is available = true
Connected / connecting = true Quick actions
Extra info =null

Reason = null | | Toast it |
Duration: | | Vibrate

- Mobile network informations : - Open url: | |
Refresh Browse it

Other tabs

The two screenshots below shows two others tabs for two functionalities which are respectively get contacts and
geolocation. As you can see on the get contacts panel the list on the left show all contacts the name, the phone
number and the picture if available. Morevover on the right three buttons allow to get more information about the
selected contact send him a sms or call him. For Geolocation we can choose our provider either GPS either
network that use google to locate. Then the streaming can be started and the map will be updated as soon as data

has been received.
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Options Get Android data Send command Monitoring

Home Contacts |

Informations
- I (id:1104) =

Id : 963

Name : A

Number :

¥ (id:1106)

Address :

Email : n/a

‘ More informations |

0y - (id: 963)

‘ call || SMS |

s
General options

m Wb AR (id:1113)
-

Wed Jun 13 16:22:59 UTC 2012 Location request received
Wed Jun 13 16:23:44 UTC 2012 Location stopped
Wed Jun 13 16:24:39 UTC 2012 Contacts request received

Options Get Android data Send command Monitoring

Home [ Map viewer |

Informations

Longitude : -&
Latitude :
Altitude : 0.0
Speed: 0.0
Accuracy : 100.0

i A B, i : Last received data :
-y JL:.-._I alE ] Lawer—y) § O fd
= o i . g [ Wed Jun 1318:22:58 UTC 2012
Start group

Location provider :

® Network
1 GPS

‘ Stop streaming ‘

‘ Center view ‘

Wed Jun 13 16:22:59 UTC 2012 Location request received

Page 4 of 5



https://web.archive.org/web/20221013124327/https://camo.githubusercontent.com/f8f46dc2ad6a1cfb6f687c000475586b049ab1aec7878699fd745f74a771548d/68747470733a2f2f7261772e6769746875622e636f6d2f5468653430344861636b696e672f416e64726f5241542f6d61737465722f646f632f636f6e746163742e706e673f7261773d74727565
https://web.archive.org/web/20221013124327/https://camo.githubusercontent.com/f8f46dc2ad6a1cfb6f687c000475586b049ab1aec7878699fd745f74a771548d/68747470733a2f2f7261772e6769746875622e636f6d2f5468653430344861636b696e672f416e64726f5241542f6d61737465722f646f632f636f6e746163742e706e673f7261773d74727565
https://web.archive.org/web/20221013124327/https://camo.githubusercontent.com/5d53a9beb7c9a3d219d5c33e486dc74ebd3a54a3e6df5ea88134f95b180140be/68747470733a2f2f7261772e6769746875622e636f6d2f5468653430344861636b696e672f416e64726f5241542f6d61737465722f646f632f6770732e706e673f7261773d74727565
https://web.archive.org/web/20221013124327/https://camo.githubusercontent.com/5d53a9beb7c9a3d219d5c33e486dc74ebd3a54a3e6df5ea88134f95b180140be/68747470733a2f2f7261772e6769746875622e636f6d2f5468653430344861636b696e672f416e64726f5241542f6d61737465722f646f632f6770732e706e673f7261773d74727565

https://web.archive.org/web/20221013124327 /https:/github.com /The404Hacking/AndroRAT

Download and Clone

Download: https://github.com/The404Hacking/AndroRAT/archive/master.zip

Clone: git clone https://github.com/The404Hacking/AndroRAT.git
The404Hacking | Digital UnderGround Team
The404Hacking

Follow us !

The404Hacking - The404Cracking

Instagram - GitHub

YouTube - Aparat

Email

Source: https://web.archive.org/web/20221013124327/https:/github.com/The404Hacking/AndroRAT
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