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I analyzed a PCAP file from a sandbox execution of the Evil Extractor stealer malware earlier today. This stealer
collects credentials and files of interest from the victim’s computer and exfiltrates them to an FTP server. It is
designed to autonomously collect and exfiltrate data rather than receiving commands from an operator through a

command-and-control channel. The EvilExtractor creators market this feature as a “golden bullet”.

Real hackers don’t use reverse shells right? If you have only one bullet, would you waste with reverse

shell? Try Evil Extractor to have golden bullet.

I downloaded the Evil Extractor capture file from Triage to a Windows Sandbox environment, to avoid
accidentally infecting my computer when extracting artifacts from the PCAP. I then opened it up in the free

version of NetworkMiner.

NetworkMiner shows that after checking its public IP on ipinfo.io EvilExtractor makes an unencrypted HTTP
connection to a web server on 193.42.33.232 to download KK?2023.zip. This zip archive contains a file called

“Lst.exe” which is used to steal browser data, cookies and credentials according to Fortinet.

&N NetworkMiner 2.8 — O >
File  Toocls Help

— Select a network adapter in the list — w Stop

Parameters {1704) Keywords Anomalies

Hosts (23) Files (78) Images Messages Credentials (1) Sessions (76) DNS (50)

Filter keyword: |80 w |:E|EE sensitive | ExactPhrase ~ | 5. port ~ || Clear || &pply
Frame nr.  Filename Size  Source host 5. port &
828 json json 2658 341175581 [ipinfo.io] TCP 80
ga4 json json 2658 34.117.55.81 [ipinfo.io] TCP 80

KE2023 zip 84202598 1534233232[1934233 232] (Lnux) TCP 80
14294 Caonfirm zip 64123598 1934233232 [193.42 33 237 (Lnux) TCP 20
21665 MnMs zip 112270958 1534233232 [1593.42.33 232 (Lnux)  TCP 80 ¥
£ >

Buffered Frames to Parse:

Image: Files downloaded from TCP port 80

Twenty seconds later an FTP connection is established to 89.116.53.55 on TCP port 21. The username and

password used to authenticate to the FTP server was “u999382941” and “Test1234”.
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https://tria.ge/230424-vv9wvsfb2v/behavioral2
https://netresec.com/?b=215d5b5
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https://www.fortinet.com/blog/threat-research/evil-extractor-all-in-one-stealer
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&N NetworkMiner 2.8 — O >
File  Toocls Help
— Select a network adapter in the list — w e Stop

Parameters (1704} Keywords Anomalies
Hosts (23} Files (78) Images Messages Credentials (1) Sessions (76) DNS (50)

Show Cookies Show MTLM challenge-response [| Mask Passwords

Cliert  Server Protocol  Usemame Password  Login timestamp

10.12... 89.116.53.55 (Linux) FTP u399382941 Test1234 2023-04-24 17:20:33 UTC

Buffered Frames to Parse:

&N NetworkMiner 2.8 — O x

File  Toocls Help

— Select a network adapter in the list — W | Stant Stop

Hosts (23) Files (78) Images Messages Credentials (1) Sessions (76) DNS (50)
Parameters (1704)  Keywords  Anomalies

Filter keyword: | FTP Reque: -~ |:EEE sensitive | ExactPhrase | Details ~ || Clear || Apply
Parameter name  Parameter value Destination host o
LISER u555382941 89.116.53.55 (Linux)

PASS Test1234 89.116.53.55 (Linux)
QOFTS utfd on 89.116.53.55 (Linux)
PWD 89.116.53.55 (Linux)

MED (United States) 89.116.53.55 (Linux)

MKD {United States)W@@Pll 1-Password Cookies  89.116.53.55 {Linux)

MKD {United States}mfz-ﬂredentials 89.116.53.55 (Linux)

MKD {United States}“/&-ﬁles 89.116.53.55 {Linux)

MED (United States}m;“}Filestesktop 89.116.53.55 (Linux)

MKD (United States) il 3-Fies/Downloads 29.116.53.55 (Linux) W
£ >

Buffered Frames to Parse:

On the FTP server EvilExtractor creates a directory named after the country and hostname of the victim's PC, such
as “(Sweden)DESKTOP-VVO03LJ”, in which it creates the following three sub directories:

o 1-Password-Cookies
o 2-Credentials
e 3-Files
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&N NetworkMiner 2.8 — O >
File  Toocls Help
— Select a network adapter in the list — w e Stop

Parameters (1704} Keywords Anomalies
Hosts (23) Files (78) Images Messages Credentials (1) Sessions (76) DNS (50)

Filter keyword: |FTP w |:ESE sensitive | ExactPhrase | Protocal ~ || Clear || &pply
Frame... Filename Destination host Protocal — Timestamp 2
11282  Chrome_Cookies json 89.116.53.55 (Linux) FTP 20230424 17:20:34
11257  Firefox_Cookies json 85.116.53.55 (Linux) FTP 20230424 17:20:34
1312 Firefox_History b 85.116.53.55 (Linux) FTP 2023-04-24 17:20: 4

11324 Google-Chrome_History b 891165358 (Lnux) FTP 2023-04-2417:20: 4
11336 Google-Chrome_Passwords bt 89.116.53.55 (Linux)  FTP 2023-04-2417:20: 4
11348  Microsoft-Edge_Histony tat 89.116.53.55 (Linux) FTP 2023-04-24 17:20:34
11360 Microsoft-Edge_Passwordstat 89.116.53.55 (Linux) FTP 2023-04-2417:20: 4

Credentials txt 89.116.53.55 (Linux) 2023-04-24 17:20:35 9
< >

Buffered Frames to Parse:

After uploading browser cookies, browser history and cached passwords from Chrome, Firefox and Edge to the
“1-Password-Cookies” directory EvilExtractor sends a file called “Credentials.txt” to the “2-Credentials”

directory. The contents of this text file looks something like this:

Public IP: [redacted]
Location: [lat],[long]
Computer Name: [redacted]
Username: Admin

RAM: 4 GB

OS Name: Microsoft Windows 10 Pro
OS Bit: 64-bit

Keyboard Language: en-US
GPU: [redacted]

CPU: Intel [redacted]

MAC Address: [redacted]
Extracted WIFI: [redacted]

The stealer also exfiltrates files with mpeg, docx, jpeg, pptx, zip, avi and rar extensions from the victim PC to the
“3-Files” directory on the FTP server. The directory structure of the victim’s PC is maintained on the FTP server,

so that files from the victim's desktop end up in a folder called “Desktop” on the FTP server.
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&N NetworkMiner 2.8 — O >
File  Toocls Help
— Select a network adapter in the list — w e Stop

Parameters (1704} Keywords Anomalies
Hosts (23) Files (78) Images Messages Credentials (1) Sessions (768) DNS (50)

Filter keyword: |FTP w |:ESE sensitive | ExactPhrase | Protocal ~ || Clear || &pply
Timestamp Dietails 2
2023.04-24 17:20:35 UTC  STOR (United States)lJy@yil2 Credentials/Credentials tx

2023-04-24 17:20:35 UTC  STOR (United States) #3-Files/Desktop./

202304-2417:20:35 UTC - STOR (United States 3-Files/Desktop. gl docx
2023-04-24 1720035 UTC 5TOR (United Statesm}ﬁlesf[]esktnpfm ipeg
2023-04-24 17:20:36 UTC  STOR (United States) WGy 3-Files/ Desktop. My ppt«
20230424 17:20:36 UTC  STOR (United States) DRl >-Files/ Desktop, MR zip
20230424 17:20:36 UTC  STOR (United States) Yyt 3-Files/Desitop, MY avi
2023-04-24 17:20:37 UTC  STOR (United States)\fhaMghil. 3-Files/Downloads /i@l rar

< >

Buffered Frames to Parse:

The stealer later downloaded a keylogger module (Confirm.zip) and a webcam module (MnMs.zip), but no

additional data was exfiltrated from this particular victim PC after that point.
IOC List

e Web server: 193.42.33.232:80

e FTP server: 89.116.53.55:21

» EvilExtractor: 9650ac3a9de8d51fddab092c7956bdae
o KK2023.zip: f07b919ff71fb33ee0f77e9e02c5445b

e Lst.exe: 163d4e2d75f8ce6c838bab888bf9629c

e Confirm.zip: 30532a6121cb33afc04eea2b8dcead61
o Confirm.exe: 0c18c4669e7ca7e4d21974ddcd24fdca
e MnMs.zip: bdaObda512d3e2a81fc9e4cf393091eb

e MnMs.exe: tb970c4367609860c2e5b17737a9f460

Users with an account on Triage can download the analyzed PCAP file from here: https://tria.ge/230424-

vv9wvsfb2v/behavioral2

Update 2023-04-27

Jane tweeted a link to an execution of this same sample on ANY.RUN. This execution showed very similar results
as the one on Triage, but with an interesting twist. Not only did the ANY.RUN execution exfiltrate images and
documents from the Desktop and Downloads folders, it also exfiltrated “vvOwvsfb2v_pw_infected.zip”, which

contained the EvilExtractor EXE file that was being run!
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&N NetworkMiner 2.8 — O >
File Toocls Help
— Select a network adapter in the list — w e Stop

Parameters (2308) Keywords Anomalies
Hosts (58) Files (106} Images (3) Messages Credentials (1) Sessions (103) DNS (104)

Filter keyword: lﬁﬂﬂﬂ sensitive | ExactPhrase ~  Protocol ~ | Clear || Apply
Filename Size  Destination... Protocol  Details 2
Credentials txt 3168 8%116583.. FTP STOR (United States)DESKTOP
230424 SwvstbZzip 61756198 8511653 . STOR (United States)DESKTOP
A J0NEB 85116.53.. FTP STOR (United States)DESKTOP
W, it 27618 8511653.. FTP STOR (United States)DESKTOP
i rif 29588 8511653.. FTP STOR (United States)DESKTOP
B o 1583828 89.11653... FTP STOR (United States)DESKTOP
W g 1609B 89%116583.. FTP STOR (United States)DESKTOP W
£ >

Buffered Frames to Parse:

406c-86d7-158efb5ede01/

Posted by Erik Hjelmvik on Wednesday, 26 April 2023 08:50:00 (UTC/GMT)

Tags: #FTP#NetworkMiner#Sandbox#Triage#ANY.RUN

Source: https://www.netresec.com/?page=Blog&month=2023-04&post=EvilExtractor-Network-Forensics
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