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Join our Community and enjoy additional community insights and crowdsourced detections, plus an

APl key to automate checks.

4 Code insights

This sample is a network worm with backdoor capabilities. It actively scans the local network for open
SMB ports (TCP/445) using connect and htons (0x1bd). It spreads by enumerating and connecting to
network shares using WNetEnumResourceW and WNetUseConnectionW, utilizing unusual UNC paths like \\?
\UNC\\ \e-. The malware achieves privilege escalation by stealing the access token from explorer.exe
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