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Introduction
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Overview

m Campaign using LODEINFO malware

o Continuously observed
for about 3 years since Dec. 2019

o Chinese state-backed APT group
is behind (APT107?)

m What we talk about today
o Features of the latest LODEINFO malware

o How to hunt and defense against threats
based on open-source intelligence

o New insight on threat actor attribution

JPCERTCCE. JPCERTICC Eyes #

A o »

. . -

Top > List of “Malware” > Further Updates in LODEINFO Malware

@ EP ZX(Kota Kino) February 18, 2021

Further Updates in
LODEINFO Malware

LODEINFO

D CED

The functions and evolution of malware LODEINFO have been described in our past
articles in February 2020 and June 2020. Yet in 2021, JPCERT/CC continues to
observe activities related to this malware. Its functions have been expanding with
some new commands implemented or actually used in attacks. This article introduces
the details of the updated functions and recent attack trends.

https://blogs.jpcert.or.jp/en/2021/02/L ODEINFO-3.html
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Overview

Focus on two topics!

m What we talk about today
o Features of latest LODEINFO malware

How to hunt and defense against threats
based on open-source intelligence

New insight on threat actor attribution

JPCERTCCY. JPCERTICC Eyes #

* oo . .

-

Top > List of “Malware” > Further Updates in LODEINFO Malware

a EP ZX(Kota Kino) February 18, 2021

Further Updates in
LODEINFO Malware

LODEINFO

The functions and evolution of malware LODEINFO have been described in our past
articles in February 2020 and June 2020. Yet in 2021, JPCERT/CC continues to
observe activities related to this malware. Its functions have been expanding with
some new commands implemented or actually used in attacks. This article introduces
the details of the updated functions and recent attack trends.

https://blogs.jpcert.or.jp/en/2021/02/L ODEINFO-3.html
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Continuous
LODEINFO Campaign
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Outline of LODEINFO

m Fileless RAT used for campaigns targeting JAPAN —
o [arget sectors: defense sector,
international politics, diplomatic, media REE

o Delivered by spearphishing mails U0 Ot R BB, s ki o
o Continuously updated since Dec. 2019

o Malware version information is hardcorded inside RAT _
o CnC servers deployed on Japan-located VPS, .

hosting services (Vultr, CHOOPA, LINODE ...

O IS said to be behind the campaigns
o Code similarity with BISONAL malware (hardcorded version information)
o Similarity in TTPs (spearphishing, DLL Side-Loading)

strcpy(v1le, "ve.1.2");
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Timeline up to 2022

First observed in Dec. 2019, Continuously updated and used

(unconfirmed)

v0.1.2 v0.2.7 v0.3.5 v0.4.6 v0.4.9 v0.5.6
m first observed m CnC ® rm command u Lanlsom, = mv, cp, m autorun,
- communication implemented eylog mkdir comc command
m |oad m’?‘“C'OUS data format command command implemented
DLL using h q B ransom, implemented implemented
Rundli32.exe SAEIEE keylog ) P m config
(LOLBAS) v0.3.2 command m ps, pkill command
e added but command implemented (not
m 11 commands :
m print not implemented available)
_Corr?mand . implemented ® commands list
Implemente obfuscated
m infection flow m CnC
changed: DLL communication is
Side-Loading more encrypted
2019 2020 2021
)
Dec Apr. May. Dec. Apr. Nov.

Copyright © 2023 N.F.Laboratories Inc. 8



Execution flow

m  Malicious VBA drops DLL,
execute via RunDII32.exe (LOLBAS)

m Malicious shellcode drop execute
embedded in LODEPNG (open-source PNG
encoder/decoder)

o https://qgithub.com/Ivandeve/lodepng mz: |

load

LODEINFO RunDII32.exe
Inject

o pdb information remains  peugartiacts

Path E:\Production\Tool-Developing\png_info\Release\png_info.pdb
GUID  6f8a1f9b-ed93-43da-b664-32471806ccea

m shellcode is encrypted by single byte XOR key:
trailing 1 byte EXE

o Encryption method remains unchanged today
svchost.exe

Copyright © 2023 N.F.Laboratories Inc. 9
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Header and Main Data part are created in separate formats, and encoded with custom Baset64
CnC verifies communications with the first 16 bytes of Header (SHA512/128)

CnC communication data format

Customized Base64 Encode Customized Base64 Encode

Data format AES Key Data Raw

AES Key
SHA512/128 size SHA512/384 Osl.azt: Payload

il 0x00 16 SHAL512 of AES key (first 16 bytes)
Header _ 0x10 4 size of base64-encoded main data part
i Ox14 1 N/A
Ox15 48 SHAbL12 of Raw Data (first 48 bytes)
Ox45 4 payload size
0x49 variable length | payload (encrypted Raw Data)

Copyright © 2023 N.F.Laboratories Inc.




Header and Main Data part are created in separate formats, and encoded with custom Baset64
CnC verifies communications with the first 16 bytes of Header (SHA512/128)

CnC communication data format

Process data in order of

Data format Raw Data => QuickLZ compress => AES256 (CBC)

OC6F60EE2h
©A28D836Ah
©B11D8222h
517277C5h

mov >
]
]
]
,» ©OD1D5A9F1h
]
]
]

mov

esp+468h+AES_key
esp+468h+var_42C
mov esp+468h+var_428

]
%
Unique AES key and |V mov esp+468h+var 424%
]
]

[

[

[ _

[ _

mov [esp+468h+var_420

1 mov [esp+468h+var_41C ©CE44234Dh
are hardCOded In eaCh mov [esp+468h+var_418 3B358AD6h
mov [esp+468h+var_414], S5A4CACFCh
mov [esp+468h+AES_iv], ©ADAB45CCh
mov [esp+468h+var_40C], 612C1558h
mov [esp+468h+var_408], 3657F156h
[

mov esp+46oh+var 404], OF353CC7Eh

Header _. samples

0x49 variable length | payload (encrypted Raw Data)
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Beacon data sample

Content-Type: application/x-www—form-urlencoded
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/77.0.3865.90 Safari/537.36
Host: 193.228.52.57
Content-Length: 193
Connection: Keep-Alive
Cache-Control: no-cache Header

Main Data

data=DIajqcc51Vulpjwvr36msaAAAAD ivMavxkoPu5RsvmRaihpE2hKkIbAI6LW53Z7SoHLeg0X51riMpKIQgqnb—
Kunf\ z03x6QAAAATUeW015GjxoLalgbTz0s3AeIFQchz4w3IATK7COXONKwQ5BI1boYejYVocL2K1ZT-
pvw4we—5j2ui4e0d0$}yer_u4.HTTP/1.0 200 0K

AN MOV [esp+460h+var 3BC], 'atad’ POST parameter name is
mov [esp+460h+var 3B8], '=' " hardcoded in shellcode

Payload plain text =

Copyright © 2023 N.F.Laboratories Inc.

for (i =0; i < buf_len; ++i )
{
s = aa_baseb4_str[i];
switch ( s )
{
case '+':
aa_baseb4_str[i]
break;
case '/':
aa_baseb4_str[i]
break;
case '=":
aa_baseb4_str[i]
break;

}

3 characters replaced

custom Baset4




-
RAT commands list
eax, [ebp+cmd_command]

dword ptr [ebp+cmd_command], ‘mmoc’ | MZ execute PE file
eax
eax, [ebp+var_40] OxE9Q execute shellcode
dword ptr [ebp+cmd_command+4], ‘'dna
eax command return available commands list
ecx, ebx
[ebp+cmd_1s], 'sl' cd change current directory
[ebp+cmd_send], ‘'dnes’
[ebp+var_68], © Is list files and directories
[ebp+cmd_recv], ‘vcer'
[ebp+var_70], © send download file
dword ptr [ebp+cmd _memory], ‘omem'’ -
dword ptr [ebp+cmd _memory+4], ‘yr' recv up|Oad file to CnC server
[ebp+cmd_kill], "1lik’ )
[ebp+var_80], © cat upload file to CnC Server
[ebp+cmd_cat], 'tac’ . ;
[ebp+cmd_cd], 'dc' memory inject shellcode into svchost.exe
e end-verl, rev kil kill process
al, al . . .

’ ver return version information

loc 32AQ45F
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Changes in ChC communication data format

m JPCERT released the decryption script
for vO.1.2 but the next version (0.2.7) changed
Its data format

m v0.2.7 is not found on open-source,
but we confirmed the new script works well
for v0.3.2 and later versions

https://blogs.jpcert.or.jp/en/2020/06/evolution-of-malware-lodeinfo.html

Partial change to data exchange format

LODEINFO encrypts data by combining AES and BASE64. The size of AES-encrypted
data is specified at the offset 0x45 in the BASE64-decoded string.

Figure 4 : Data format (in the old version)

In the v0.1.2, the data size was specified as is. However, v0.2.7 and later versions encode
the size of AES-encrypted data with 1-byte XOR key. The XOR key is specified at the offset

Figure 5

LODEINFO communicates with specific hosts and operates according to the commands
received from there. With this change, the Python script to decode a HTTP POST request
as shown in the past blog entry no longer works. Here is the code that works with the new

versions:

Copyright © 2023 N.F.Laboratories Inc.



https://blogs.jpcert.or.jp/en/2020/06/evolution-of-malware-lodeinfo.html

Changes in ChC communication data format

and key added

Customized Baseb64 Encode Customized Base64 Encode
Data format AES Key Data AES Key ngé
SHAL12/128 size SHAL12/384

0Ox00 16 SHAbLT12 of AES key (first 16 bytes)

Header — Ox10 4 size pf baseb4-encoded main data part
— Ox14 1 N/A
Ox15 48 SHAbLT12 of Raw Data (first 48 bytes)
Ox4A variable length payload (encrypted Raw Data)

Copyright © 2023 N.F.Laboratories Inc.




Change In execution flow

m malicious VBA drops signhed executable and
DLL shellcode loader

m DLL is loaded by DLL Side-Loading technique

o Chinese state-backed APT groups often use DLL
Side-Loading for defense evasion

o legit. exe: 1871402d3c83b2e15bf516d754458bd4 (md5)

Signature info ®

StsDII32.dll SfsDIISample.exe

Signature Verification

This signed exe
File Version Information COHtlnuous'y On memory

Date signed ~ 2019-08-18 23:34:00 UTC used for Side‘ : E
s loading : ‘

© Signed file, valid signature

LODEINFO

Copyright © 2023 N.F.Laboratories Inc.




Changes in CnC communication data format

Customized Base64 Encode Customized Base64 Encode
before =
AES Key bata A9 N data POl Payload
v0.5.6 SHAB12/128 size SHAB512/384 278 Key y
Customized Base64 Encode Customized Base64 Encode
v0.5.6
and later AES Key AES Key
Payload
SHA512/128 SHA512/384

Former header fields

Copyright © 2023 N.F.Laboratories Inc.




Change In beacon data

Content-Type: application/x-www-form-urlencoded
User—-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/91.0.4472.114 Safari/537.36 Edg/91.0.86.59

Content-Length: 260

for header
Cachecontrol: no-cacncJRSISCIIcTs Main Data decryption and dummy data added

7H1FTymxmYg=4Gv]j 7sWMOWo 1g@4pSzk6bzt7r5jYiwrh-wcguCciklzjFaKZcdzN1zWCU-|
ZHvzWVSdp5hoPlcAolg3ix_cOmB7MA75KdiPj4-|

PisQVwGMmM2GFXnVd8yBXy 18NXaI02hw2SivelC9mgHZMbNd6Sdme7QBBI4N1adtAnfbx@q7ALMmY8gEJSWcakt50
uqdveapdEZS181QWnvPDbUK_BKEROamY3q4CK7FE-72HAUREKOL7uW78qUiTBAFHTTP/1.0 200 OK

x4 -

00 00 20 BB 00 00

(2]
()

3683753 32
. X X 30 43 32 45 voaC2¢
offset size (byte) | description 4F 5@ 2D 56 34 KTOP
4F 65 4F 56 79 4C 0o HDOeOVyL. .
: 500 67 60 34 43 35 56 50 14C8Vy
O 4 data Size 71 31 6B 45 7S 31 6B $iE »
. 78 00 00 00 AB AB AB EE
4 4 size of dummy data
collected system information
Ox11 variable “UNIXTIME of execution|ANSI
length code|MAC Address|Computer
Name ”
data size + 27 VEITEISIE
length
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Header encryption procedure

Content-Type: application/x-www-form-urlencoded
User—-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/91.0.4472.114 Safari/537.36 Edg/91.0.86.59

Content-Length: 260
Connection: Keep-Alive|

Cache-Control: no-cache Header Main Data

7H1FTymxmYg=4Gv]j 7sWMOWo 1g@4pSzk6bzt7r5jYiwrh-wcguCciklzjFaKZcdzN1zWCU-|
ZHvzVSdp5hoP1lcAolg3ix_cOmB7MA75KdiPj4-|

Pis Mm2GFXnVd8yBXy 18NXaI02hw2SivelC9mgHZMbNd6Sdme7QBBI4N1adtAnfbx0q7ALMmY8gEJSWcakt50

uqdveapdEZS181QWnvPDbUK_BKEROamY3q4CK7FE-72HAUREKOL7uW78qUiTBAFHTTP/1.0 200 OK
= O B P e Y W Ya) I

x4 -

Get key length bytes

|
| .
I from Main Data
|

import sys

TABLE = b"abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789"

def dec_header(key: str, b64data: str) —> str:
output: str = ""
for i, d in enumerate(b64data):

strcpy(v27, "NV4HDOeOVyL");
if TABLE.find(ord(d)) == -1: .
output += d unique value (hardcoded)

continue
k: str = key[i % len(key)]
output += chr(TABLE[(TABLE.find(ord(d)) + TABLE.find(ord(k))) % 62])
return output

if _ _name__ == "_ main__":
print(dec_header(sys.argv[1], sys.argv[2]))

. python header_enc.py NV4HDOeOVyL uW78qUiTBAF

set as the POST parameter name,
and used as a key for header encryption

string index-based substitution cipher

header is encrypted by the same substitution cipher

(decryption script — Appendix D)
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RAT commands list obfuscation

command strings stored in a shellcode are (keys are unique for each command)

mov [esi+rat_struct.comm], 6

mov [esi+rat_struct.and],

mov [esi+rat_struct.ls],

mov [esi+rat_struct.rm],

mov [esi+rat_struct.mv],

mov [esi+rat_struct.cp],

mov [esi+rat_struct.cat],

mov [esi+rat_struct.mkdi], 6 "mk 6d ecx, [esi+rat_struct.comm]
mov [esi+rat_struct.r], 4E4Ch "r LE = ebx, eax

mov [esi+rat_struct.send], N OX2 5 5 e

B ecx, 0
mov [esi+rat_struct.null], 2 :

- ebx
create commandes list [ebx], ecx
ecx, [esi+rat_struct.and]
ecx, OC565h
[ebx+4], ecx
ecx, [ebp+arg_0]

compare command (Is) compare command (command)
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RAT commands list obfuscation

command strings stored in a shellcode are (keys are unique for each command)

rule malware_lodeinfo_c2_cmd_xor_bruteforce
{

meta:

mov [esi+rat_struct.comm], 6D6DAAG6h ; "comm" = Ox6D6DAAGE
mov [esi+rat_struct.and], 64AB@4h ; "and" = ..

mov [esi+rat_struct.ls], 5A47h ; "ls" = @x5A47

mov [esi+rat_struct.rm], 57B§h ; "rm" = Ox57b6 ~ Ox-

mov [esi+rat_struct.mv], 485ERN\; "mv" = Ox485E "~ Ox3E3>

mov [esi+rat_struct.cp], 4302h )\ "cp" = 0x4302 ~ 0x3361 = ¢
mov [esi+rat_struct.cat], 7440D3N\ ; "cat" = Ox7440D3 ~ ©x21BO SO
mov [esi+rat_struct.mkdi], 6964255%h ; "mkdi" = ©Ox69642553 ~ OXxA4t._ $xor 01
mov [esi+rat_struct.r], 4E4Ch ; "r"\¢ Ox4E4C "~ Ox4E3E = 0Ox72 $xor 02
mov [esi+rat_struct.send], 646E4924h 'y "send" = Ox646E4924 ~ 0@x2c57 $xor_03
mov [esi+rat_struct.null], 2C57h ; \x@& = Ox2c57 ~ ©x2c57 4xor 04

description = "Rule to detect xored command in LODEINFOQ"
author = "JPCERT/CC Incident Response Group"
hash = "3fda6fd600b4892bdald28c1835811a139615db41c99a37747954dcccaebffbe"

72 64 [3-20] 73 64 62 77 [3-20] 6Cc 64 6¢C [3-20]
71 67 [3-20] 70 67 61 74 [3-20] 6f 67 6f [3-20]
70 66 [3-20] 71 66 60 75 [3-20] 6e 66 6e [3-201]
77 61 [3-20] 76 61 67 72 [3-20] 69 61 69 [3-20]
76 60 [3-20] 77 60 66 73 [3-20] 68 60 68 [3-20]
75 63 [3-20] 74 63 65 70 [3-20] 6b 63 6b [3-20]
74 62 [3-20] 75 62 64 71 [3-20] 6a 62 6a [3-20]
7b 6d [3-20] 7a 6d 6b 7e [3-20] 65 6d 65 [3-201]
7a 6¢C [3-20] 7b 6c 6a 7f [3-20] 64 6¢c 64 [3-201]

$xor_05

create commands list $xor_06

. $xor_07
cX, [esi+rat_stri $xor_08

e X, eax $xor_09

ecx, 292Bh .
— YARA signatures based on
compare command commands list are no longer work

B e e e

https://github.com/JPCERTCC/jpcert-yara/blob/main/other/lodeinfo.yara
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Summary

m [he operation is , as evidenced by the
well-crafted decoy documents and its CnhC servers' location

m LODEINFO malware is continuously updated and used for campaigns
targeting JAPAN

o Very likely to be used after 2022

m TTPs change frequently

o Efforts to avoid analysis by tools and signature matching have been
continuously carried out

o Cannot hunt and defense from threats simply by applying threat
intelligence from others as it is

Copyright © 2023 N.F.Laboratories Inc.



Research and Hunting
Methodologies

Copyright © 2023 N.F.Laboratories Inc.
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Motivation of research

m Countering potential threats to your organization

o In addition to reading threat reports,
we need to continuously observe threats and track the latest attacks.

o A representative example is the campaigns using LODEINFO.

m But it is difficult for us to handle raw incident cases...
Aim to detect glimpses of threats with open-source intelligence !

m Actions we can take based on open-source threat intelligence
o Continuous observation from externally published [oCs
o Digging deeper into reports and creating specific detection logics
o Collecting and sharing threat intelligence actively

Copyright © 2023 N.F.Laboratories Inc.



Sources of threat intelligence

Twitter ANY.RUN & Hybrid Analysis VirusTotal

Various intelligence is in here. Famous online sandboxes. Online analysis service with
large data sets.

Objectives: Objectives: Objective:

m Broad information gathering m Searching for valuable artifacts m Real-time YARA rule hunting

m Get the first report quickly m  Conducting YARA rule hunting m  Downloading artifacts

(Price: 2 million yen/year +)
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Threat intelligence monitoring on Twitter

The official Twitter client is too difficult to use in this purpose, so use
TweetDeck to monitor key accounts and keywords.

. LODEINFO ! APT10 =] sec. vendor =) Cyber Threat

‘,)\ LODEINFO
APT1

@ AT

[;] Sec. vendor

‘,] Cyber Threat

0O #0day
A

Add column




Utilizing VirusTotal

Collect artifacts from VirusTotal based on threat reports and IoCs
Analyze malwares and create YARA rules -> using Livehunt to hunt matched artifact real-time

RULESETS

New Livehunt Ruleset Modification date desc Edit ~ Filter by ~ Sortby ¥ Help ~

=

You have not created any rulesets yet

Learn more about YARA or get inspiration looking at some interesting RAT decoder rules .

Create your first ruleset

https://www.virustotal.com/
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Is it possible to create YARA rule for loaders ?

Implementation of Shellcode loader (SfsDII32.dll) changed greatly

IDA View-A X B Pseudocode=A X B Hex View-1 X B Structures X B Enums X

61 Src[4] = o;
Src[5] = 15;
LOBYTE(Src[@]) = 0;
sub_10005E30((int)Src);
(Ox1F4u);

¥

exec_shellcode = (_BYTE *)sub_1000137

memmove (exec_shellcode, &raw_shellcode,
= exec_shellcode[¢

*(_DWol *)&ProcName|[ €
5 *(_DWORD *)&ProcName[

v31

*(_WORD *)v32 =

"VirtualProtect"

ProcName[v15 + 8] 7= v15 - 0x12;
++v15;

while ( v15 < OxE );

v32[2 K

v16 = aa_encrypt_string((_BYTE *)v33 + 3, "Kernel32");
str_Kernel32 = aa_decode_string(vi16);

hModule = (str_Kernel32);

VirtualProtect = (hModule, &ProcName[8]);

if ( ((int (__stdcall *)(_BYTE *, int))VirtualProtect)(exec_shellcode, ©x141°t

((void (*)(void))exec_shellcode)();

else

v0.3.5

IDA View-A X B Pseudocode-A X B Hex View—1 B Structures < B Enums X @  Imports

(__m128i)xor_key_xmmword) ;
*((__m128i *)v8 - 1) = _mm_xor_si128(

*(__m128i *)&v8[&raw_shellcode_48 - (_UNKNOWN *)exec_shellcode - 64]

(__m128i)xor_key_xmmword) ;

while ( !v9 );
= hProv;

H

c_shellcode[v7];
Q1A - Vv7;

v12 = vl1@[raw_shellcode - exec_shellcode];
*v10++ = v12 A g
==V

ile ( vil );
Bpen_s((FILE **)&21, "GetErrorMode", "rb");
£ (v21 )

viQ);
(void *)sub_10004FB9(hProv - vi13 + 57);
(vi4);
u);
(hProv, @, (BYTE *)vi4);
((LPSTR)v14, "GetMenuItemInfoW");
(v21);
((LPCSTR)V14);

(exec_shellcode, Au, 0x40u, &flO0ldProtect);
((void (*)(void))exec_shellcode)();
fopen_s((FILE **)&hProv, "GetErrorMode", "rb");
if ( hProv )

Easy to change implementation because loader works with a simple logic
(sometimes) cannot catch updated loaders by rules created for former samples

hunting 1 byte XOR shellcodes by brute force rules is not going to work when encryption method changes (like RAT command 2 byte XOR)
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Find TTPs that rarely change based on reports

m | ODEINFO’s loader is side-loaded from e Pttt
default execution flow of legitimate .,
executable _i { 1

Ay Z-ﬁmi? ﬁ:ék% al
1’7 Fld X =LA l-—d

e K7Sy Mn1.dll LODEINFO

m Only two legitimate executables

observed so far T TR T —
o SfsDIISample.exe: 2020/05 ~ 2021/12 ) \:5
o K7SysMon.exe: 2022/03 ~

https://www.machica.co.jp/business/security/
cyberespionage report 2021 6.pdf
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Find TTPs that rarely change based on reports

DLL Side-Loadin, g

assumption: MITRE Technique: Hiiack Exe
"It is more difficult to change legitimate executable i =
than change implementation of loader™ (
7 ;:;?Lriz ﬁ:éB% I
Z7 Fld X =LA l-—-l
ICECH LODEINFO

K7Sy Mn1.dll

» O-AF427(C) » 2-%- > [{TUyT > TMWIPA >

B

GFIUFRzip  K7SysMn1.  NRTOLFex
dll

https://www.machica.co.jp/business/security/
cyberespionage report 2021 6.pdf
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Find function called from default execution flow

(o

LPSTR CommandLineA; // ebx
DWORD CurrentProcessId; // eax
HANDLE MutexA; // edi

m analyze legitimate executable

2
3
4
5
. 6 DWORD Type; // [esp+06h] [ebp-80h] BYREF
Statlca”y 7 CHAR Name[260]; // [esp+4h] [ebp-7Ch] BYREF
8
9 Type = 0;
© sub_401000( (DWORD)&Type);
. 1 if ( Type == 1 )
[ | “ " IS the 2 return 0;
. 3 CommandLineA = 05
only loaded function called from 4  CurrentProcessId = 03
. ) (Name, "K7TS@01%08x", CurrentProcessId);
the default execution flow ?f bz = (¢, 1, Name);
8
9
)
1
Address Ordinal
DIlIRegisterServer 10006ACO 1
. . DllUnregisterServer 10002940 2
malicious DLL Loader must have Yo | T 10005720 3
StartSystemMonitor in export table ! DilEntryPoint 100014D1  [main entry]]
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Using File search modifiers

Files with "StartSystemMonitor™ in export table -> only 4 samples / 3 months

E | entity:file AND expoﬂs:StartSystequ&itorANDfs:90d+ % Help Q ™ EE% @ Noah Foster 0
~
~
Q FILES 4/4 ~ ~ /\ 90 days
AN
~
~
~ Sortby ¥ Filter by ~ Export ¥ Tools ¥ Help ~
£ — e e D e e e e e s e e = ——————— |
' |
Af F1CIBECFBDA9550786CBA8651A388D54107389844831 entlty : search ty pe I
S C:\ProgramData\lolol.d1l (copy) | . 7 I
i) T [ exports: function name in export table of PE
|
o ! -y fced !
F26FQDF288E6FOAB3A560C55EAE259FAE1ED@87AFBbEi fs: first submission
©® !
=} L oo oo o o oo o e e mm mm mm mm mm mm mm e e e mm mm mm mm mm mm
pedll
D FA5CF@@30D5C6D390B7D3EACDIB4FAT12760549F 9436DOF 4B5528804181FA133
© ®  C:\Programbata\lolol.dll (copy) 30 /71 29.00 KB 2022-11-07 2022-11-07
P\roe : Py ‘ 06:37:38 18:18:49
CE) pedll

1849CEEDOC58B58E6FA417DEFB7636D35801030CE30BOBEACSB6FO4634EB1440
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Creating YARA rule and hunt

Cheap but enough rule to hunt potential threats of LODEINFO

&b
(O]
X

Ruleset editor

i Ruleset name
Livehunt YARA ruleset template

LODEINFO v0.5.9 and later detection ri
Learn more about writing Livehunt YARA rules at

https://support.virustotal.com/hc/en-us/articles/360001315437-Livehunt. :
Pr
Ruleset active ‘)

Livehunt allows you to match file report metadata in addition to binary contents.
A ruleset is a collection of one or more Livehunt rules. A ruleset containing 3

YARA rules will consume 3 Livehunt rule cre

Y‘\fi\:,,l‘,"ikf‘f”m”mwm one containing 3 Y| Star\ts With ”MZ” and
»StartSystemMonitor” in export table
->v0.5.9 and later LODEINFO

import "pe"

rule lodeinfo_v059_later{
condition:
int16(0) == Ox5a4d and
pe.exports("StartSystemMonitor")
} Share this ruleset ®

Write here one email address per line.

Username or group Add
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Semi-automation of analysis (Hunt => Store)

k8s Cluster

submit artifact

-
cuckeo'y”

download artifact : -
Sandbox Client

fetch result

w
download artifact
MINIO——"———»
request analysis L
fetch result comment
IDA Client .
A upload artifact E G‘tH b
IDA (auto analysis) Client
Z] VIRUSTOTAL download artifact
send note > .
@ oPENCTI
API Gateway MinIO Client send result

fetch result

OpenCTI Client

Our Analysis Flow
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Storing intelligence

Automated analysis and manual analysis results are stored in OpenCTI
and converted to a format that allows correlation analysis.

oo
Qo

(0]

LODEINFO TLP:AMBER
v0.6.2(31c87d9a84c7996a56024c9378...

> &8 D

INTERNAL-REPORT

January 5, 2023 at 12:00:00 AM

A
e
b
(]
m

&

January 5, 2023 at 2:18:27 PM

January 5, 2023 at 12:00:00 AM

January 5, 2023 at 4:27:56 PM

report--56ac671a-06db-5013-a2ad-3b52.. |E]
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Storing intelligence

Automated analysis and manual analysis results are stored in OpenCTI
and converted to a format that allows correlation analysis.

oo
Qo

&
(]
B8

B B X © B

&

=80@ =

LODEINFO
v0.6.2(31c87d9a84c7996a56024c9378...

INTERNAL-REPORT

8@ X 0 &

& ©

January 5, 2023 at 12:00:00 AM

January 5, 2023 at 4:27:56 PM

report--56ac671a-06db-5013-a2ad-3b52.. |E]
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Utilizing Hybrid Analysis

Testing accuracy of self-made rules / simple hunting without VirusTotal.

?,]A-INALY s'. ) ©- B- E ®- ©ORequestinfo-

Advanced Search (YARA)

1 import "pe"

Search Results from MalQuery

2

3+ rule lodeinfo_v059_later{ Search Data Search Results Verdict Malware Found Last Seen

b condition: Tip: help grow the community results via API submissions.
5 int16(0) — OxSa4d and M0open M0open [ malicious TP 01-01-1970 (UTC) S

6 pe.exports("StartSystemMonitor")

7

' YARA rule
Accuracy earch results from HA Community Files e e Frer

® Download all Contacted Hosts (CSV) | £\

® Download all Local File Hashes (CSV) | @ Download all DNS Requests (CSV) Copy hashes | @ Selectall

~ Timestamp Details

Minimum file November 10th 2022 08:59:30 (UTC) Input  bounty-93246027575579651 © sample (29KiB)

ex. 10000, 1.8 April 30th 2022 22:20:13 (UTC) Input ~ file ® Sample (208KiB)
PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
. . 5738bf7b27c61c1421b08be98143ab3bc32b779a45d5350f40f689bf268489ed
Maximum file Threat level
ex. 10000, 1. Summary AV Detection: 69% Zusy.Generic
Environment i
Action [

| consent to the Terms & Conditions and Data Protection P@ll  April 25th 2022 04:29:20 (UTC) Input

Q  Hunt Samples

https://www.hybrid-analysis.com/yara-search

file @ Sample (213KiB)
PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

40a650488e94455b181716efba43f082e891elc6e45d3fle5ab827de319276c9
Threat level

Summary

AV Detection: 67% Zusy.Generic

Environment i
Action (]
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Utilizing ANY.RUN

Y FILTER

(D OBJECT

ANY.RUN has detailed search options and allow to download artifacts.

It may be possible to observe artifacts used in targeted attacks (need skill). U
- . | A VERDICT
R U n ty p e [ Malicious, Suspicious

# Tag

S CONTEXT
Q File hash

Q Domain
Q /P address

Q MITRE ATT&CK™ technique ID

Countr
y PE EXE, PE DLL, Microsoft Office, Archive files ~ ~
Q Suricata SID

PE EXE
PEDLL @ DATE

NEVE]

From
HTML Documents
Adobe Flash
Adobe PDF

Microsoft Office

4, VERDICT

Malicious, Suspicious

To

Malicious
Scripts

Suspicious Verdict Extension Email fles

No threats detected

Archive files

https://app.any.run
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https://app.any.run/

Utilizing ANY.RUN

Y FILTER
Public submissions [ OBJECT

[ @ INETELR 4 Q Type hash or tag to search Q Hash

Windows 7 Professional 32bit RIS SDC SR S ) muo: ILJ DUBAZGY IE4IS/H .
... 17 August 2022,11:39 PE32 executable (console) Intel 80386 Mono/.Net assembly, for MS Windows SHAT: [©) 2AFFF3E76E30 File

S (EERES PE EXE, PE DLL, Microsoft Office, Archive files
Malicious activity 1.zip MD5: ) B32735C4F4AC1B

Windows 7 Professional 32bit i i
.... 16 August 2022, 23:32 Zip archive data, at least v2.0 to extract SHAT: [) Co4986F8270D2
)

SHA256: [[) 32FE5571B2009

NETED

. . . Suspicious activity 1.zip MD5: B32735C4F4C1B 4 VERDICT
Ny Windows 7 Professional 32bit Zip archive data, at least v2.0 to extract -

Ay 16 August 2022, 23:31 g SHA1: ) Co4980F8270D2

Malicious, Suspicious
SHA256: [[) 32FE5571B2009

# Tag

i i i Malicious activity K7SysMn1.dll MDS:  [F) AB220A76C2FE3
Windows 7 Professional 32bit ;
.... 16 August 2022, 23:26 PE32 executable (DLL) (GUI) Intel 80386, for MS Windows T (D OETEEEE

SHA256: [) ASCE5A179EC56 g CONTEXT
Q File hash
Q Domain
LODEINFO posted to ANY.RUN
Q MITRE ATT&CK™ technique ID

Q Suricata SID

&3 DATE

From

To
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Utilizing ANY.RUN

1.docx - Microsoft Word

Insert  Pagelayout  References  Mailings  Review

HEAEA BodyAs - 11 -+ A AT | Aa- & % (Al

200 | paBbCeDal | AaBhC:
, B 7 U -abex, X w-A-A® By~ T Normal

Public submissions ,
[ @ INETELR 4 I

ag :Ag'f:g‘ﬁss‘z%r;{e‘ﬁig;al 32bit NEHERES S ;:E;Z. :);::u‘;able (console) Intel 8038 ~

K7SysMon Module has stopped working

Windows is checking for a solution to the probler...
Malicious activity 1.zip S

My Windows 7 Professional 32bit Zip archive data, at ie..

By 16 August 2022, 23:32

“ Windows 7 Professional 32bit SEIERBEET ;Ipz :::chlve data, at least v2.0 to extract
Ay 16 August 2022, 23:31

i ; - Malicious activi K7SysMn1.dll
.... %Towszzzrngezsglggal 32bit J PE32 executable (DLL) (GU!) Intel 80386, for MS Windows
ugus N3

LODEINFO posted to AN = ===

screenshot gives a sense of the
oddity of decoy file.
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New TTPs Observed in 2022
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Timeline and trends in 2022

m No significant change in Initial Access methodology and target sectors
o Spearphishing emails with malware attached
o Main targets are media and defense sector

m Change legitimate executable file to side-load malicious DLL
o “SfsDlISample.exe” => “K7SysMon.exe”

m some of commands and changed

https://www.macnica.co.jp/b
usiness/security/cyberespion
age report 2021 6.pdf

+
2021 :
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https://www.macnica.co.jp/business/security/cyberespionage_report_2021_6.pdf
https://www.macnica.co.jp/business/security/cyberespionage_report_2021_6.pdf
https://www.macnica.co.jp/business/security/cyberespionage_report_2021_6.pdf

CnC server infrastructure for LODEINFO

= No change in infrastructure trends

o Using hosting service such as Vultr, CHOOPA and LINODE
o |IP Geolocation is mostly Japan

CnC server Hosting service location

45.77.28[]1124 v0.5.9, v0.6.2 Oi, Saitama, Japan

172.105.223[.]216 v0.6.2, v0.6.5 Tokyo, Tokyo, Japan
202.182.108[.]127 v0.6.2, v0.6.5 Oi, Saitama, Japan

103.175.16[.]139 v0.6.3 Mondoze Kuala Lumpur, Kuala Lumpur, Malaysia
58.95[]174 v0.6.3 G-Core Labs S.A. Urayasu, Tokyo, Japan
172.104.112[.]218 v0.6.5 Oi, Saitama, Japan
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Changes in API hash algorithm (2022/3)

APl hashing algorithm changed to JSHash-based algorithm & 2 bytes XOR

Before v0.5.9 v0.5.9 and after

if 5 . . . AR .
% (vs) lunsigned int _ thiscall shr27Shl15JSHash(char *this)
v6 = (char *)v4 + v5;
v7 = (unsigned __int8 *)v4 + *(unsigned int *)((char *)&4[1].Blink + v5) unsigned int i; // eax
v33 = (struct _LIST_ENTRY **)((char *)&v4->Flink + v5); int v3; // esi
v8 = 0; . . .
for (i = *v7; int v4; // edi
V75 . . . .
v8 = (((v12 >> 1) ~ (@x82F63B78 * (v12 & 1))) >> 1) ~ (©x82F63B78 for (i = Ox4E67C6A7; ; i = v4 ~ (i >> 27) ~ (32 * i) )
* (((unsigned {
v3 *this++;

e : - N Congrreanrs  (((3 - v3 + 32;
vi1e = ((((((char)i | ox20) v8) >> 1) (ox82F63B78 (((i | ox20) ( . X d i )
vil = (((vi@ >> 1) ~ (@x82F63B78 * (v1@ & 1))) >> 1) ~ (Ox82F63B78 (unsigned int)(v3 - 65) > @x19 )

* (((unsigned _ i = v3;
v12 = (((vil >> 1) ~ (Ox82F63B78 * (vil & 1))) >> 1) ~ (Ox82F63B78 if ( 'va )
* (((unsigned __i break:
i = *v7; } ?

¥ .
if ( (v8 ~ OxBC) == al ) return 1 * OxF479;
{

CRC32 Justin Sobel hash Based Hashing
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Changes in beacon payload (2022/4)

strcpy(steal data_format, "%d|%d|%s|%s#%s");
o . - P - 1

Content-Type: application/x-www-form-urlencoded snip.
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like -
Gecko) Chrome/81.0.4044.122 Safari/537.36

memset((unsigned int *)steal data, steal data->size + 1, '-');
API_TABLE = (API_TABLE *)steal_data->API_TABLE;

strcpy(version, "v0.6.2");

Contenthengtm 304_ len = ((int (__stdcall *)(char *, int))API_TABLE->1lstrlen)(version, v24
Connection: Keep-Alive ) stricat((_BYTE *)(steal_data->size + steal_data->raw), (unsigned int)vg
Cache-Control: no-cache Header Main Data

00y11jh@Pb=0akDLygnW3PLrFUCrnbfKRCPeYuMYxzgeXKwUmulnlfVQhXGnxNaMfHiC7pu7eGyrhgp7A0Iiu5]
JUOA9IXg9GNuJoPV8mIiYmJI IxxWKENKvfmVIN_1sscMtPW7RzAqwOBDxsJVwTJvfrXCbHclrwEhTEaAH5051uMUF
rUJerIDeRylpirfPabir6u4p36wrpt2YWvNk7POSEBNXxcRr8XfIgyu9ED93xgt45458cXvyCAIc_rJTMoOpDYRK7
7h81Q3a6NcS6UOUczpRY5bItmjEZB50JgoI3Dm4.HTTP/1.0 200 OK

size -
offset (byte) description | =
4 Data Slze 00 eé AB AB A;3 Aé >A;3 AB AB ;B EE ;E ;E ;E
4 4 Dummy data size
variable Collected system information
Ox11 length | “UNIXTIME of execution|ANSI code|MAC Address| The code exists in v0.5.9,
Computer Name#key for substitution cypher ” but it does not work,
. variable probably due to a memory
Data size + 27 length unused Base64 (dummy) data manipulation error.
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Updates for memory command (2022/4)

// Magic num. for 32 bit shellcode
if ( *code == OxE9 )

Support for 64-bit shellcode L A ) = 2
se
m Check the first byte of shellcode S e ot (o G 3
{ strcpy(err_msg, "Invalid shellcode!™);
m In case of Ox8D, replace with errmsgl1o] = 05 e mes):
and execute as 64bit shellcode if ( Isize ) ;

size = (v9->lstrlen)(err_msg);
v212 = v280;
if ( size )
memcpy(v280, err_msg, size);
v212[v279] = ©;
goto LABEL_198;
}
// Magic num. for 64bit shellcode (©x8D)
HIDWORD(bit flag) = 2;
// replace header 1byte for 32-bit one.
*code = OxE9;
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Locale environment check (2022/4)

Code

No Locale check

v2 = this;

strcpy(v138, "8H-4FQYj51Mv");

v147 = thisj

if ( laa_per'Sistance_CURRENTVERSION_RUN(t
aa_persistance_CURRENTVERSION_RUN(v2

if ( aa_check_K§ylog_flag((char *)v2 +
aa_create_keylog_thread();

(int)this, 1) )

v2 = this;

v144 = HiSH]

check_locale(this);

strcpy(malware_id, "nl_1Me6YE18t1");

if ( laa_persistance_CURRENTVERSION_RUN(&v2
aa_persistance_CURRENTVERSION_RUN(&v2->1lo¢

if ( aa_check_keylog_flag(&v2->lodeinfo7) )
aa_create_keylog_thread();

ja-JP check

int _ thiscall check_locale(lodeinfo_struct *this)

{ -
snip.
strcpy(str_jajP, "ja-JP");
str_jajP[3] = '\0';
num = (this->LI_API->GetlLocaleInfoA) (2048, 89, lpLCData, 3);

snip.

is_not_jalP = (this->LI_API->1strcmpiA)(str_jajP, local_info);
(v13->free)(local_info);
if ( is_not_jalP )
check_locale(this);
return 1;

en-US check

int _ thiscall check_locale(LODEINFO_API_TABLE *this)
{ -
snip.
strcpy(str_enUS, "en-US");

num = (this->LI_API->GetLocaleInfoA) (20 lpLCData, 3);

snip.

is_not_enUS = (this->LI_API->lstrcmpiA)(str_enUS, local_info);
(v9->free)(local_info);
if ( !is_not_enuUS )
check_locale(this);
return 1;

MD5 hash

016a974e70bbce6161862e0ac01an211

dalc9006b493d7e95db4d354c5F0e99f

ff71fadc33b883de934e632ddb4c6b78

Summary

Execute subsequent processes without
checking locale information

If the locale is not ja-JP, this function
loops infinitely.

If the locale is en-US, this function loops
infinitely. ( )

Behavior varies between v0.6.2 samples
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Changes in commands (2022/6)

Removed commands from this version Implemented commands

commands description commands description

list files and directories command return available commands list

rm remove file config not implemented (return "Not available")
mv move file cd change current directory
cp copy file send download file
cat upload file to CnC recv upload file to CnC
mkdir make directory memory inject shellcode into svchost.exe
keylog enable keylogger Kill kill process
ps get process information ver return version information
pkill kill target process print take screenshot
autorun enable/disable persistence ransom encrypt file

Available commands: 2 'I = 'I 'I comc execute command using WMI
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Changes in execution flow 1 (2022/6)

SFX & DLL Side-Loading

Ir1l& ~ YA 1B’ B4R

J74) TA)H -

EH B

.
@ 1.docx

11,900 9,181 Microsoft Word 3X& 2022/06/14 11:47
2 K7SysMn1.dll 342,528 169,345 7TV -V 3vikik 2021/08/19 2:58
WK7SysMon.Exe 91,464 45,247 7FV-v3y 2022/04/19 17:44

s UTOIAVMIB A EAD)T MYV FEEATVNET

ath=%temp%\
Setup=%temp%\1.docx
Setup=%temp%\K7SysMon.Exe

Overwrite=1

Side-Loading
XOR Decode

K7SysMn1.

dil  K7SysMon.Exe

Display Decoyl :

HAE
1

-
X=)LTFRLA: L-)@outlook.jp
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Changes in execution flow 2 (2022/6)

SFX & DLL Side-Loading SFX
&

Side-Loading

Extract

288 E

& E5E
B I714) TAS—-
@ 4.docx 11,731 9,009 Microsoft Word X 2022/07/04 14:01
1% K7SysMn1.dll 60,416 26,328 7S -vavtiaR 2021/10/24 1:46
[@1K7SysMon.Exe 91,464 45,247 7FUT-v3y 2022/04/19 17:44
1%/ K7SysMon.Exe.db 115,189 46,750 Data Base File 2022/07/04 10:48

B EE

I71l&

4.docx  K7SysMon.Exe.db K7SysMnl.dll K7SysMon.Exe

Path=%temp%\
Setup=%temp%\4.docx
Setup=%temp%$\K7SysMon.Exe
Silent=1
Overwrite=1

B OHEN
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Detailed changes for v0.6.5 (2022/6)

v2 = this; vl = this;

v145 = this; v138 = this;

aa_location_check(this); aa_location_check(this + 284);

strcpy(v136, "NxAqeRV2"); v2 = (LODEINFO_API TABLE **)(vl + 247);

F( !aa_pePsistance_CURRENTVERSION_RUN(v2 + 246, v3 = aa_gen_randomnum_between arg2 to arg3(vl + 247, ©, OxFFFF

aa_persistance CURRENTVERSION_RUN(v2 + 246, va4, aa_pseudo_sleep(vl + 284, v3 + 5000);
V5 = v2[243]; if ( vl[283] && !aa_persistance_CURRENTVERSION_RUN( (LODEINFO_AH
J

i * %
AES_key iv[@] = @xFBF2A8B4; aa_persistance_CURRENTVERSION_RUN((LODEINFO_API_TABLE **)v1

AES_key iv[1] = Ox94E359F; Zirz V%Eii;];"ETnxiV'NKinHe")'
AES_key iv[2] = OXAE879BF4; py ; j ;

AES_key iv[@] = @x49DC4B91;
AES_key_iv[3] = @xD7F9CBB2; _key_iv[@] X ;

. ) AES_key iv[1] = ©x93DAB13D;
AES key iv[4] OxA9AD1BF8; B e il Ox2ECBSDED;

Implementation of pseudo sleep function by inserting useless code
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Detailed changes for v0.6.5 (2022/6)

LABEL_12:
if ( ((int (*)(void))v2->LODEINFO_API_TABLE->GetTickCount)() - start_time > arg2_min_sleep_time )
break;
v19 = v48++;
if ((v19 & 1) !'=0)

{
v24 (unsigned int *)aa_sha512_table(v37);

v25 v52;

V26 = v24; .

for (i = 0; i < Ox40; ++i ) vil = dmlsg
v138 = this;

zfc(zm\gg[;;‘]’25;1‘2’;6559]” *72) = *(BYTE ) + v25); aa_location_check(this + 284);
{ v2 = (LODEINFO_API_TABLE **)(vl + 247);
3;52;5_:3;?("26)5 '3 = aa_gen_randomnum_between_arg2 to arg3(vl + 247, O, OxFFFF
} ’ _pseudo_sleep(vl + 284, v3 + 5000);
} ¢ ( v1[283] && !aa_persistance CURRENTVERSION RUN((LODEINFO_AH
gz[je]—fz“gz;—w%“el’ 64 aa_persistance CURRENTVERSION_RUN( (LODEINFO_API_TABLE **)vi
v36 = v54: v6 = V1[245]j
strcpy(v127, "ETnxiVjNKzOiHe");
AES_key_iv[0] 0x49DC4B91;

Keep Ca|CU|atin9 SHA256 of random AES_key iv[1] = ©x93DAB13D;
string until random time elapses AES_key_iv[2] = 0x2ECBSDED

Implementation of pseudo sleep function by inserting useless code
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New execution flow (2022/6)

Initial infection #4: VBA + undiscovered downloader
shellcode DOWNIISSA

Back in August 2020, we discovered a fileless downloader shellcode dubbed DOWNJPIT, a variant
of the LODEINFO malware, and gave a presentation on it at HITCON 2021. In June 2022, we found

shellcode2vba.py

print >> outfile, 'Private Function ShellCode%s() As String' % suffix
print >> outfile, '\tDim sShellCode As String'

print >> outfile,

if encoding == 'legacy':
another fileless downloader shellcode delivered by a password-protected Microsoft Word file. The HETE £ ERrile, \eSellE & T
filename is B >KEEE D #P1E 3 % U507 D384k .doc (“Enhancing the deterrence and coping power elif x64:
of the Japan-US alliance.doc”). The document file contains malicious macro code that is # sc—x64-md3.asm
completely different from previously investigated samples. Once opened, the doc file shows a print >> outfile, '\tsShellCode = chr(&hEB) + chr(&h3A) + chr(&h31) + chr(&hD2) + chr(&h80) + chr(§
Japanese message to enable the following VBA code. chr(&h@4) + chr(&hB2) + chr(&h3E) + chr(&EB) + chr(&h26) + chr(&h80) + chr(&h3B) + chr(&h2F)'

print >> outfile, '\tsShellCode = sShellCode + chr(&h75) + chr(&he4) + chr(&B2) + chr(&h3F) + chr(
chr(&h3B) + chr(&h39) + chr(&h77) + chr(&h@7) + chr(&h8A) + chr(&h13) + chr(&h80) + chr(&EA) + chr(&hFC)'
print >> outfile, '\tsShellCode = sShellCode + chr(&hEB) + chr(&h1l) + chr(&h80) + chr(&h3B) + chr(

Frhr(ShQAY o Fhr(£h12) o Fhr(ShQ0A) o Ahr(ShFAY o Frhr(ShA1) o Fhr(ShER)Y 2 Frhr(ShAR) o ~hr(ShQAY o Frhr(Sh12) !

’ Although the execution flow was changed from
DLL Side-Loading, the threat is not difficult to
detect because of using a well-known tool

https://aithub.com/DidierStevens/DidierStevensSuite/blob/
master/shellcode?vba.py

VBA shellcode downloader was reported
as new LODEINFO execution flow

https://securelist.com/apt10-tracking-down-lodeinfo-2022-part-i/
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https://securelist.com/apt10-tracking-down-lodeinfo-2022-part-i
https://github.com/DidierStevens/DidierStevensSuite/blob/master/shellcode2vba.py
https://github.com/DidierStevens/DidierStevensSuite/blob/master/shellcode2vba.py

New execution flow (2022/6)

Exec. Download Start.
I_> EXE — EXE

winword.exe CnC sever blob.tmp msiexec.exe
m Exec. Read & 1
Decode

-------------------------- on memory .

decoy.doc ' on memory : Y

Exec. shellcode '
_
. malicious vba Downloader ! Injection LODEINFO

Side-Loading is no longer done, and it fails to achieve persistence of LODEINFO RAT
These changes seem to be spur-of-the-moment rather than permanent
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Insight into Threat Actor
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Insights from TTPs changes in v0.6.3

m Evolved to a 3-point set method frequently used by Chinese APT groups

FLegitimate executable + DLL shellcode loader + Encrypted BLOB:

o PlugX
ShadowPad
HUI Loader

m |In particular, the attack technique using sfx files
Is very similar to the attack case
reported in May 2018

https://www.lac.co.jp/lacwatch/people/20180521 001638.html

1. RITEAOESET 7 1ILOEA

2T

".exe

DmE (

@rROYIT&ET (

g ==

m.doc.scr JEF . L.ti.doc

ERI7MIL

o—45—

Bs{Eni
2= | L

EXE
Py —Pa—

peisncs.exe vntfxf32.dll jeosa.ows

*
@>TILI—KH o

A J
LA
a &

IAEU LTESL



https://www.lac.co.jp/lacwatch/people/20180521_001638.html

Abbears 2 OT decCo g

‘ m Microsoft*

1 Office

"-@ CDIFA I RES NI

12077 IVIEEEE—F TR ENTEEEA

2ZDI7AIEBFA—ILDLEBLEEA. AL
[CEBAYE—UN—0 FELZENIT B EHY
yILET,

SIRETHIENTEEL D ELICEBDAVE
—ON—=T. [T YDEME] EVIVILET,

Microsoft Visual Basic for Applications X

AVA—=32Y hEFaVFABEICLDE, 77 A NERL LD
| EOEEDRF2 XY IN-DREEFHITEI L2
YFUYORML] 7V v I LTIEIY,

AT
A O O
0 2 O s
ADDE = & of=
O apboratorie

Insights from TTPs changes in v0.6.3

APT groups
rypted BLOB,

L7 71 ILOER

=

.exe

-docscr II-EF Leit.doc

@rROYIT&ET (

—5— EBS{Enr
ERI7AIL o—% P e

EXE
Py —Pa—

peisncs.exe vntfxf32.dll jeosa.ows

< W @AEULTESL

@>TILI—EKhH » o 9 el



https://www.lac.co.jp/lacwatch/people/20180521_001638.html

Investigation of decoy file information

We found 6 LODEINFO decoy files from VirusTotal.

- DLL shellcode loader Decoy file

e7c9d5568ed5c646c410e3928ab9a093 v0.3.5 €c031b786cb0a7479cc72d299dab2f0e3

327d8070a583bdecc349275b1f018dce v0.3.6 bca533b3336240bc5cc68117408debdf N/A
e6979fdd5f92d68cbbf06889f52f4f32 v0.5.6 1871402d3c83b2el15bf516d754458bd4 N/A
cb2fcd4fd44a7b98af37c6542b198F8d v0.5.9 da20ff8988198063b56680833¢c298113 N/A

a8220a76c2fe3f505a7561c3adbab5d4a v0.6.3 bfb70a586ad1a60509dcea8839132662 | Enclosed in sfx file

O[O0 | MW |DN

26892038ab19c44ba55c84b20083cdbd v0.6.3 025aaPaeb7ed182321bc21e5c9f44fc4 | Enclosed in sfx file

Copyright © 2023 N.F.Laboratories Inc.




Investigation of decoy file information

show only timestamps of each file

DLL shellcode loader Decoy file
Compilation ; i . Last Modified
Timestamp (JST) Creation Time (JST) Time (JST)

First Submission

Time for DLL (JST)

2020/05/20 (Wed) 14:49

2009/02/20 (Fri) 23:27

v0.3.5

2020/05/18 (Mon) 11:08

2020/05/19 (Tue) 12:07

2020/05/26 (Tue) 18:00

2009/02/21 (Sat) 03:25

v0.3.6

2020/05/25 (Mon) 12:25

2020/05/26 (Tue) 16:20

2021/11/09 (Tue) 14:55

2019/01/04 (Fri) 17:18

v0.5.6

2021/08/26 (Thu) 15:37

2021/11/06 (Sat) 05:31

2022/03/07 (Mon) 16:15

2021/04/16 (Fri) 02:40

v0.5.9

2021/08/26 (Thu) 15:37

2022/03/03 (Thu) 21:21

2022/06/17 (Fri) 20:53

2021/08/19 (Thu) 02:58

v0.6.3

2022/06/14 (Tue) 11:43

2022/06/14 (Tue) 11:47

O |Oo | MW |DN

2022/07/07 (Thu) 21:00

2021/10/24 (Sun) 01:46

v0.6.3

2022/07/04 (Mon) 14:01

2022/07/04 (Mon) 14:01
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Investigation of decoy file information

The date and time of the first observation in VirusTotal and
the last modified time of the decoy file are almost identical.

First Submission DLL shellcode loader Decoy file

Time for DLL (JST) Compilation ; . . Last Modified
Timestamp (JST) Creation Time (JST) Time (JST)

] 2020/05/20 (Wed) 14:49| 2009/02/20 (Fri) 23:27 v0.3.5 2020/05/18 (Mon) 11:08 | 2020/05/19 (Tue) 12:07
2 2020/05/26 (Tue) 18:00 | 2009/02/21 (Sat) 03:25 v0.3.6 2020/05/25 (Mon) 12:25 | 2020/05/26 (Tue) 16:20
3 2021/11/09 (Tue) 14:55 | 2019/01/04 (Fri) 17:18 v0.5.6 2021/08/26 (Thu) 15:37 | 2021/11/06 (Sat) 05:31
4 2022/03/07 (Mon) 16:15| 2021/04/16 (Fri) 02:40 v0.5.9 2021/08/26 (Thu) 15:37 |2022/03/03 (Thu) 21:21
5 2022/06/17 (Fri) 20:53 | 2021/08/19 (Thu) 02:58 v0.6.3 2022/06/14 (Tue) 11:43 |2022/06/14 (Tue) 11:47
0 2022/07/07 (Thu) 21:00 | 2021/10/24 (Sun) O1:46 v0.6.3 2022/07/04 (Mon) 14:01 |2022/07/04 (Mon) 14:01
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Investigation of decoy file information

The date and time of the first observation in VirusTotal and
the last modified time of the decoy file are almost identical.

: . DLL shellcode loader Decoy file
First Submission
Time for DLL (JST) Compilation . : . Last Modified
Timestamp (JST) Creation Time (JST) Time (JST)

1 2020/05/18 (Mon) 11:08 | 2020/05/19 (Tue) 12:07

2 Seems to be concentrated in the time 2020/05/25 (Mon) 12:25 | 2020/05/26 (Tue) 16:20
range which humans are awake.

3 2021/08/26 (Thu) 15:37 | 2021/11/06 (Sat) 05:31

4 2021/08/26 (Thu) 15:37 |2022/03/03 (Thu) 21:21

5 2022/06/14 (Tue) 11:43 | 2022/06/14 (Tue) 11:47

6 Potential for use in analysis 2022/07/04 (Mon) 1401 |2022/07/04 (Mon) 14:01

Copyright © 2023 N.F.Laboratories Inc.




Investigation of author/editor of decoy file

Authors and editors vary across decoys, and It is assumed that several people are
creating information in different environments.

Decoy file
1 2020/05/18 (Mon) 11:08 John 2020/05/19 (Tue) 12:07 D3vle0
2 2020/05/25 (Mon) 12:25 D3vle0 2020/05/26 (Tue) 16:20 user
3 2021/08/26 (Thu) 15:37 D3vleOpc 2021/11/06 (Sat) 05:31 D3vleOpc
4 2021/08/26 (Thu) 15:37 D3vleOpc 2022/03/03 (Thu) 21:21 D3vleOpc
5 2022/06/14 (Tue) 11:43 2022/06/14 (Tue) 11:47
6 2022/07/04 (Mon) 14:01 user 2022/07/04 (Mon) 14:01 user
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Investigation of author/editor of decoy file

E | 897922c68132aa5663a6a259bcc43c00043b19959273f4ffb1b90014ad0becch

Q

N

o
%

Names (O

C:\Users\user\AppData\Local\Temp\1.docx
C:\Users\Admin\AppData\Local\Temp\1.docx

OpenXML Document Info (O

Document Properties

dc:creator Windows 1—4—
dcterms:modified 2022-06-14T02:47:00Z
dcterms:created 2022-06-14T02:43:00Z2
cp:lastModifiedBy Windows 1—1—
cp:revision 2

TotalTime 4

DocSecurity 0

Characters 39

SharedDoc false
HyperlinksChanged false

Lines 1

m The decoy file used in vO0.6.3 (*1) has the string
“Windows —H%—"(*2) in the office document
property

o |t seems to be the default value, but rare
because usually the host's username is to be set

(*1) MDb5: bfb70a586ad1a60509dcea8839132662

(*2) the word “Z—1—" is "user" in English
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Search and check with VirusTotal

Only

docx files with "Windows —YH—" in the surface information in 3 months

E | entity:file AND tag:docx AND metadata:"Windows ZL—+—" % Help Q ™ §§§ @ Noah Foster n
~
= ~
Q FILES 20/30 ~ /\ 90 days
\ ~
~
~
@ ~ ~ Sortby ¥ Filter by ~ Export ~ Tools ~ Help ~
I— —-— o - —\ ————————— RetPElie NG BT S O Al Last seen
’°\./Y 98069542D24ZC1681ED63532790DE290D8103F6! -tag . SpeC 1'Fy1ng dOCX 'Fl 1eS by -tag I
. 2023-01-03
o ® www.pref.kanagawa.jp_documenl |2 02:32:15
D G I metadata: Searching against file metadata I
o I
8ADBID191C2C7243CD9182D21F5F55413F3C7D92520E4A007B3L 71081 60F87CT8 — — — — — — — &= = = === = === -
2021-03-25 2023-01-03
{_} @ @ mhcelinic. jp_www_mhcintroductionsheet.docm.doc 0/65 111.96 KB 02:50:11 01:05:58
- docx  macros o o
@ 36623B0175B6EDB1532A8A872484B1D7D50E18CEFF7BEICBBBICD6@157E1BCFC
2023-01-01 2023-01-01
/ 53.52 KB
© 8 0/65 17:24:57 17:24:57

docx  calls-wmi

After about 6 months of monitoring, only 94 files were found, indicating

that this initial value is unusual
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Environments where “Windows 1—4%—" appear

TR

1515k
Windows 1—1—

V)= 30
Jo0774
H47Ir

7 NOYINER

Office DB =:

=

Office 7—Y
570

BHRAEHT LR

HmEHR
] Office

AU ARSI NTZE @
Microsoft Office Professional Plus 2016
ZOBRFUATHEENFT.

DEEREPESG
TOGHt $-0%E

0 Word ®O)\—->3V1EHR

Word, H7fi— b, 7044 1D, EEECET3EEIER.

Word @
S-S/ a5k

The initial value is set in older Japanese
versions of Office 2016 and earlier

a8, Word DBAATS A EEELES.
L")

A-Y— 425-J1(ADAT 3>

FSy5eat X SOMN; )G
EVRDZSAILR): |EDNHREDRBAZRRTS | v
Microsoft Office D1—¥—%5¢E

a-H-Z(U): Windows 1—H—

SHFU) Wi

[ office ADYA 1 ARELHNNST ., BILCNSOREZEATS(A)

LE v

Office 7=%(I): (A3 |~
RHROZE

ELET Word TEIKT7/ILA

BEOTOI5 A

L EQTOHSATRUME

DTNV —2a DEERFC 2 — M

UZNVEA h ISRV —23>DAT 3>

EASZERRICES: | Wi-JFRR v

OK

Froul
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Further investigation with VirusTotal

When limited to those judged to be malicious by AV scans,
the number of cases decreased to ~ in 3 months.

E | entity:file AND tag:docx AND metadata:"Windows Z—1—" AND p:14] % Help Q n §§§ @ Noah Foster n
N I .
.
Q FILES 2/2 p: The number of malicious judgements /N 90 days
by AV scan
@ Sortby ¥ Filter by ~ Export ¥ Tools ~ Help ~
Detections Size First seen Last seen Submitters
/\/Y DC9565D698ADBD1A89475613321DD@114482BA129515C617DE4BBC368A2B4708
® ® N 11.dot 1/66 29.81 KB 2022-11-28 2022-11-28 1
ormall.do .
03:45:39 03:45:39
docx macros open-file environ
36FB6EB6CA6A517391C722046C769A31283B784738F2B4AB62A4ACCBO528BOEA
o ® tract.d 27/58 10250k o 00%12 20221119 1 o
eeeee .docx_ .
{;} 09:36:45 03:00:35
) docx run-file exe-pattern create-fle macros environ attachment create-ole

Attack groups using old Office versions in Japanese language environments to create
decoy files could be very rare.
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Further investigation with VirusTotal

When limited to those judged to be malicious by AV scans,
the number of cases decreased to ~ in 3 months.

E | entity:file AND tag:docx AND metadata:"Windows —*—" AND p1\+| % Help Q n §§§ @ Noah Foster n
S . . .
Q FILES 2/2 p: The number of malicious judgements /N 90 days
by AV scan
@ Sortby ¥ Filter by ~ Export ¥ Tools ~ Help ~
Detections Size First seen Last seen Submitters
/\/Y DC9505D698ADBD1A89475613321DDB114482BA129515C617DE4BBC368A2B4708
© ®  Nornall.dot 1/66 29.81 KB 20221128 20221128 1
m . .
03:45:39 03:45:39

docx macros open-file environ

36FB6EB6CA6A517391C722046C769A31283B784738F2B4AB62A4ACCBO528BOEA
@ ® tract.d 27/58 10250k o 00%12 20221119 1 o
extract.docx_ .
{;} 09:36:45 03:00:35
) docx run-file exe-pattern create-fle macros environ attachment create-ole
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Collection of samples containing “Windows 21— —"

13 samples were observed under the conditions described above, of which were attributed to APT groups.

First Submission

Submission Filename

Last Modified Time

c965bcc3b2bc3d54bc93121ae46ebobo

Time for VT (JST)
2017/11/29 (Wed) 15:33

BHEED S DIFRIRR (FRFTHR)
2.docm

Creation Time (JST)

2017/11/29 (Wed) 15:33

(JST)

2017/11/29 (Wed) 15:33

797b450509e9cad63d30cd596ac8b608

2018/01/10 (Wed) 16:18

2018FE (FRL30EE) fMHliEICD
LW TT.doc, 1.docx

2018/01/09 (Tue) 12:56

2018/01/09 (Tue) 13:25

57228e857180205643a0elclb43a5c3f

2018/01/23 (Tue) 13:45

test.doc

2018/1/18 (Thu) 13:45

2018/01/18 (Thu) 13:50

fefaa@df12195fc3d90d9393ad3a7840

2018/01/30 (Tue) 13:55

HEEF7 7 MLy 2 .doc

2018/01/29 (Mon) 18:41

2018/01/29 (Mon) 18:55

9706c9b6c5133c2a9be5a67dav69b97f

2018/02/01 (Thu) 13:41

[MD5 hash value]

2017/11/29 (Wed) 15:33

2017/11/29 (Wed) 15:33

b7b97eb5a297e8371b6964a83f4650da

2018/02/01 (Thu) 13:45

Imane.doc

2017/11/29 (Wed) 15:33

2017/11/29 (Wed) 15:33

95b8621508bd2473012065947abc2eb3

2018/03/12 (Mon) 18:36

MRS RBERE DR doc

2018/03/09 (Fri) 18:05

2018/03/09 (Fri) 18:09

edb9a79d594e5a05a83e450e7a27637b

2018/04/03 (Tue) 17:08

test.doc

2018/04/03 (Tue) 16:47

2018/04/03 (Tue) 16:47

£82fbfb10958eb37e0d570c66c180clb

2018/04/03 (Tue) 19:03

1.docx

2018/01/09 (Tue) 12:56

2018/01/09 (Tue) 13:25

82f65647ff02fb0f13880f9158acfbcd

2018/04/26 (Thu) 18:50

[6B26H (A) ] T=BEERER
ig=s ZEMW2.doc.docm

2018/04/26 (Thu) 18:49

2018/04/26 (Thu) 18:49

56cbbea8535c0e8ae967fcdecl17db491

2018/05/24 (Thu) 08:02

EZRER EERETS.doc

2018/05/15 (Tue) 09:45

2018/05/15 (Tue) 13:06
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Collection of samples containing “Windows 21— —"

13 samples were observed under the conditions described above,

First Submission
Time for VT (JST)

Submission Filename

of which were attributed to APT groups.

Last Modified Time
(JST)

All 11 decoy files used in
APT10 operations reported in
May 2018

(Moderate Confidence)

PBrEEN S OBHRER (&R

2.docm

Creation Time (JST)

2017/11/29 (Wed) 15:33

2017/11/29 (Wed) 15:33

20185 E (FH30FE) HimlciEIcD

WWT.doc,

2018/01/09 (Tue) 12:56

2018/01/09 (Tue) 13:25

test.doc

2018/1/18 (Thu) 13:45

2018/01/18 (Thu) 13:50

HEEF7 7 MLy 2 .doc

2018/01/29 (Mon) 18:41

2018/01/29 (Mon) 18:55

[MD5 hash value]

2017/11/29 (Wed) 15:33

2017/11/29 (Wed) 15:33

Imane.doc

2017/11/29 (Wed) 15:33

2017/11/29 (Wed) 15:33

MRS RBERE DR doc

2018/03/09 (Fri) 18:05

2018/03/09 (Fri) 18:09

test.doc

2018/04/03 (Tue) 16:47

2018/04/03 (Tue) 16:47

2018/01/09 (Tue) 12:56

2018/01/09 (Tue) 13:25

[6BH26H (k)] T=@BEES
ig=s ZEMW2.doc.docm

ura
R

2018/04/26 (Thu) 18:49

2018/04/26 (Thu) 18:49

EZRER EERETS.doc

2018/05/15 (Tue) 09:45

2018/05/15 (Tue) 13:06
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Diamond model for LODEINFO campaign

Adversary

o Believed to be China state-backed k Social-Politics Axis

o There are likely to be members
associated with APT10

o Motivated to Attack Japanese
Economic Organizations

Capabilities
o Custom Malware
(LODEINFO/

MirrorFace) Technical Axis

o Spear-phishing

Infrastructure o DLL Side-Loading
o Japanese decoy file

o VPS/Hosting service _
(Vultr/CHOOPA/LINODE) o Using custom RAT

o Use of IPs belonging to Japan

Victims

o Japanese defense, diplomatic, politics and media
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Relation to Operation RestyLink

22 RERE. ERBUA. 3 AT(TERBELIEESh IR RTER

A k . . J b d LODEINFO &FFIENBHRATIL T 7 EFAVIE(E. 2019 3R LUK 2022 £ b3 HIHREL TER
tt 1 1 AEBNRRSN L, WEOENES WIS BHIERFR. B2 EM. BRECA. 545, AF(7 Thot,
a dCK cam p al g Nns 1a rg etin g d p an opserve OB, KR AL 1) A R EEN TS, RIEEE (BTE) EAN
. BERCHEOSS. RET S, BALHHL TS, A LOFHT7 L TEHTEEH (T
SiNnce aroun d O C't 2 O 2 -I 97 DEHO—FERALEET7AL) DF— BRI RRERETSHABET B0
ERBORNEE EIFB-HBRII—TVFDRAEEARICTOTVIIEN @RS, A—DE—45 Y
. . MEHLT — T EABASAE LR A— L ER— M SHEL DT Y BVKEATHATEY.
T . d h k_ k EHEOBMISLE DY, VOLEEAEHHEOBE (Advanced Persistent Threat; EFF APT) DEET

o Target sectors: academic (energy), think-tan aomsE
F=f2. BRTEFEOADSICHLTHEA— L BREOOTBER. BHRGLEIANRRZTONDEIAL

O S pea rp h IS h l n g e m a I |S lea d to a U R I_ With a HYHFIZ 21 [SRBLEBBICHASEFBRSABILD, COREEFFHMELYRYICH A 5N S(E

EDFEE. MF. \EBITERLTVEVATRESIEH S, T FATABEERORETRLGLF—LAE

. - . HLTNBARERLH 515,
ma | ICIOUS fl |e 2022 £ LA BB BHBTHREA— L ORIETICHHENTOEE. BAMN. I ORRTHI—
PR LS NI A— L EBEL TN BB RREN TS, B4 WIEA— L& BELIIBS ZSEHL
. - FADERES HTUVENA . TS T PERAE T B> TOENAEE | K% B (AR TORE.
] Th e attac ke r 1Is not attri b ute d ) RIS, BHENEE A TE T oA F 1— D £5 IR R AR TV R E

THAH5,
Fi=. 21 ISREBLERZBETE—Sybego1-#i. BAN. THLoDKBTIXFEMSN =X ETEL>
. . TW=BHBHERINTND, 3= I REIRELBHNEEL TS =D-F=FZ5H>-Dh . H5
WEHBEICHESIIH S KEEMTHEBREEBLTVD LWL HIDONEIZDEF M SIE
m J-CRAT reported LODEINFO emails spoofing the i el e e g e L

- - - - HFFUWNE Cld, LI'SHYAFEIA2—IVZENT I . BIaCHILDIRTHEGS LGN 2— /bW EY 1
organization attac ked by O peration Re sty Link LR 7 (LTI 5 5D~ DB BB ERET £35S r LT S=7 o T ITER
YRARLTELHY . FBEA—ILICR OV BB THEICEHSE KBEDHTICHHLIKEY—/ILDME
WIZWV=DBWNWT—REH D, —ATIDESIBT—RATIE, BAFCHFEFEEE LB AL, BBY—IILE
EURL ., #HE O HIIESFFEIC@E = IEDRETE T DL TR =8 BIBLAINEHER (FE

A—)L) BHoIHE TR TOFERE BMELIERERE (IFRBE) (CTHRHLEERLL,

https://www.ipa.go.jp/files/000106897.pdf

“2.17 => Operation RestyLink
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https://www.ipa.go.jp/files/000106897.pdf

Spearphishing emails that may be relevant

o Center for International
Japan Productivity Center (Aug. 4th, 2022) Economic Collaboration(Aug. 10th, 2022)

IEC =D e =

[ rmmx |

BYTELXA—WICHATEITER

R—L  VEYI—DOWT HAhYvT  BHLEDE

202248A48

BOFTERULA—IICET 2 ER | mEwE |

=TI NEENORIE
8A10BI., YHFOMBLER>ILABEX—IL. WbbD MEDTHUX—)by HRECRKEENT  HTFI FYSIL=a—/ —TNAOTHE
"

8RARETIC, YUAPHMEEE -7 [RYTELA—L] HTREEFEEIATNESE
REHRBWLLEL,

WBEWSERERBRUE UL, B }
AA—LORETT FLAGLUMBOLOERED, UUEBACHDTELTREShEX—LTS T2 7 FONERL AR
D, MR CLMERRANS FE LD TS D A o

SHIAY R P2 AL BRI —IEET

KT, REUCEESNAEKBX — LBl EBHKL £,

EHA: OOO@® * * * % k@jpc-net.com —UKED KA Y ZTHL

Ha L SHIBICOLTONL OBEL (BREEEABLY) ST TR
Bff : 202248 5 4 B 16:38 T
5% : 0000 ke mdn sl n (GRS —hED S & I EF RS £ RS
A =2 B
»TEFRR
00 Subject FRE~DT 2 b EMOBEL [EREFESEEL 5 SPERRROWHEIHE
BUECH>TEYET, - oo vm e LBLET,
ZOEZHHBO BT IES Wit =5
EIHBOBHAWTIERIETVALLEEELS | e |
EAERMATH -+« o v voo e - P
.................................... e
"""" — B
»A0FDEDHF
. e IR (4 [ ¢ 22—/ EHR
BIELLWEZAAEBRBTRITVET A JEEEBGEALLETET, = e e SRR
k- Vey hORR
A " SRR POVT 9954 FHERESEDHR
NEMEEA BAEEERED e —zofemEsE
00 00 (LEHnRHMER) i
k% % % % @jpe-net.com  —MKEED F X A Y EZTHEL o —IRYFOTRA

https://www.jpc-net.jp/news/detail/20220804 005992.html https://www.cfiec.jp/2022-08-07/

We guess that the attacker are sending emails to people and organizations interested in
economics, defense, and diplomacy.
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https://www.cfiec.jp/2022-08-07/
https://www.jpc-net.jp/news/detail/20220804_005992.html

Comparison of Diamond Models

LODEINEO A Social-Politics Axis O orato A Social-Politics Axis
. : : . o Japanese diplomacy in East Asia
Campaign . Br;ts;iztslenf?)lmggtirsr?sge o RestyLink ([11]) (Also interested in politics and defense?)
Capabilities : - o Downloader
S . Etzl,'cee\_’ggctfege Sl (LNK file, o Believed to be based in
Mal _ Multiple document East Asia?
alware There are likely to be Gol bi )
(LODEINFO/ members associated ©leltie) lollnklny
MirrorFace) with APT10 o Cobalt Strike
Infrastructure
_ _ Infrastructure _ _ o VPS/Hosting service
Technical Axis Technical Axis (Vultr/CHOOPA/LINODE)

o o VPS/Hosting service
o Spear-phishing (Vultr/CHOOPA/LINODE) o Spear-phishing

o DLL Side-Loading o DLL Side-Loading o Mimicking domain name
o Japanese decoy file Victims o Microsoft word startup ~ Victims
o Using custom RAT

o OpenResty

o Japanese decoy file

o  Japanese defense, diplomatic, o Japanese company

o Use of IPs belonging to politics and media o Use of IPs belonging to o Diplomatic field
Japan Japan (academic, think-tank)
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Comparison of Diamond Models

LODEINEO A Social-Politics Axis O orato A Social-Politics Axis
. : : . o Japanese diplomacy in East Asia
Campaign . IJr;ts;iztslenf?)lmggtirsr?ge ol RestyLink ([11]) (Also interested in politics and defense?)
Capabilities .
o Custom yased in
N While the specific tools used are different,
MirrorF similarities can be seen in the TTPs and areas of target interest
Technice service
< . . ’A/LINODE)
o Spear Relevant organizations urgently need to be able
s DLLS to detect and defend against these techniques IECERI
o Japan
o Using ’
o Useo. . cococ . .
Yy v polucs anu reuld o SISO LSRN IAISTES O Diplomatic field
2P Japan (academic, think-tank)
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Limitation and Conclusion
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Limitation for open-source based research

m Fall behind
o Malware samples must be posted on the Internet to be investigated
o In many cases context is lost.
o Difficult to follow if TTPs change significantly

m Without external intelligence source and contacts to gather and analyze
information, only piecemeal research is possible.

o It is essential to try to understand the entire campaign as much as possible.
o Thereis a limit to what one organization can do...
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Difficulty in takedown @

Hey there! Would you mind submitting an abuse report about this? We'd
like to investigate further

Taking down the attacker infrastructure is the linode Akamai
preferred means of getting ahead of attackers.
...... but very difficult

Cloud Compute and
Storage Services

m Attackers choose infrastructures that are Ssoit Suse
difficult to take down.

m Even in cases where the message was Q) Migawariv
recelved from LINODE! the Case dld nOt k Thanks for the reply! | submitted abuse report!!

. | know it is very difficult to determine malignancy, but please investigate
result in a takedown. Y gnancy, butp °
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Difficulty in takedown

. . o O H alware report from Ryo Minakawa o © € N
m Difficult to prove that it is a Localized Mielwarereport from fyo Minak - Fea e
. 0 . O (ML Website <wordpress@) J.com> 202248H68 +#H 0:15
Targeted RAT infrastructure in the first W .
place Report Contents
o Even if the service providers are positive AbuseType  malware
. First Name R
about takedown, they cannot take actions Name % Name Minaavn
H . Titl LODEINFO Iware's infrastructu
without hard evidences st ot b i
. 5 Entit
o What is the evidence of LODEINFO CnC e —
server that even a layman can understand & Sl
Event 2022-07-30 00:00:00
Offending URL
_ _ f\z‘;:‘;:s“’ 172.104.72.4
[ | We Wl” Contlnue to report Of abuse, In 07/30/2022,aLODEINFO mglwaresamplewhich is used Chinese APT group was submitted t
. https://www.virustotal.com/guiffile/31 087d9a84c7996356024093787d99332099faf707cd8d0j 66et
but the effect of such reports is unknown. O

Evidence/Logs a Command & Control server. Ref. Image => https:/twitter.com/Metemcyber/status/15553737587
to determine maliciousness because the malware does not return malicious content unless it follo
communication method. Given that the same version of the malware was discovered on 5/30, it is
attacker possessed the malware before or after 5/30. => Ref.:
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What we can do against the LODEINFO threat

m Generators of Intelligence: provide real-time threat intelligence by monitoring open-source
o Reproducible [0Cs and signatures (*‘ACT")

m Consumers of Intelligence: Build an organization for effective use of intelligence
o Can you detect intrusion based on hash values or network artifacts?
o Can you evaluate signatures in your organization? Can it be incorporated?
o What type of logs are being obtained?
o How long can the investigation be traced back to?

I

The Sliding Scale of Cyber Security
(SANS: TThe Sliding Scale of Cyber Securitys , Figure 1)

https://www.sans.org/white-papers/36240/ | ARCHITECTURE [l PASSIVE DEF
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https://www.sans.org/white-papers/36240/

Tips: Control DLLs by ApplLocker

m Useful as a means of preventing
DLL Side-Loading from signed
executables

o Methodology for users who
do not add software frequently

m DLL execution by LOLBAS can
also be prevented

o rundll32.exe
o regsvr32.exe

00 £F1UT1 RY-
TPAVF)  BIEA) FRV) AVTH)
L e A4

& tFIUT0RE

v [ 77Ur-vavEigEmy -
v @& Applocker

DLL 0338

Applocker Zi— o Windows DT T332

FADEROER

18— Applocker Y —HSERRENGROE, PA—2as D
A F I ET A OB BN B 3T,

FRBFEREN DM, FEEEEEN D%, REIOD D2 ENEN T DERD
SRTER(E o THERRL TS RBIDSERERERL T il W55 OEEQENEL. 8
BIMERET S

D #RENDSEREDHES

el ES 2

HE
[#] =fTaTaE77 LOAREI

1881 ¢

ShRENELE RBNTEmEN T
(@] Windows 1 A F—5—D#REI

1881l 0

ShAFRENELE RANTEmEN T
[@) 2mu7hoiEa]

1881 0

SEheASENELE RENIEmEN T
[&] o=z PUMARE

1881 0

ShERRENE L RANIEmEN T

[®] DLLzRE
#RA1: 3
EhetiEpEN L RENIEREENT S

Copyright © 2023 N.F.Laboratories Inc.




Conclusion

m Sharing about the latest LODEINFO campaign

o The TTPs have been changed to those frequently used by Chinese APT groups
in v0.6.3

o New insight into attribution analyzed from a decoy file perspective

m Introduction of CTIl and analysis methods based on open-source

o Despite the limitations of the research, threat intelligence relevant to your
organization may be available more quickly than in vendor reports.

o Efforts to take the best possible steps
o Know your organization properly
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Any Questions?
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Appendix A: loC - file hash (1)

b50d83820a5704522fee59164d7bc69bea5c834ebd9be7fd8ad35b040910807F dll v0.1.2
1cc809788663e6491fced2c758ca3e52e35177b83c6F3d1b3abod319a350d77d shellcode v0.3.2
8c062fef5a04f34f4553b5db57cd1a56df8a667260d6ff741f67583aed0d4701 dll v0.3.5
65433fd59c87acb8d55ea4f90a47e07fea86222795d015fe@3fbal8717700849 dll v0.3.6
641d1e752250d27556de774dbb3692d24c4236595ee0e26cc055d4ab5e9cdbed doc v0.3.5
73470ea496126133fd025cfa9b3599bea9550abe2c8dO65dellafb6f7aabbsdf doc v0.3.6
3fda6fd600b4892bdald28c1835811a139615db41c99a37747954dcccaebffee dll v0.4.6
f142eecf2defc53a310b3b0vae39ffecclc345527fdfbfea8ccccdod69276b4l dll v0.4.9
2169d93f344e3f353444557b9009aef27f1b0ava8aa3d947b5b8fOb36ef20672 dll v0.5.6
d75537d59954ec3cc092378f00b16b6c9935590ef1074cb308eled65e€922762¢ dll v0.5.6
1dbf67d7dadba5505073aaf3e4478dd295b074bddf10ac5ac7b8@d7fc14bea63 dll v0.5.6
fc602ebcf5f9697bedae@e641adfc16985058212Ff7b9e69dadof1bf53daf9o3f9 doc v0.5.6
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Appendix A: loC - file hash (2)

978ba248c02eb9c130c1459b76752718a3a9714c6686c12432e027da56f6c553 dll v0.5.9
dab7d79644453a7ca61b9b585c1081167dbe5df0da398df2458c1081295f68e6 dll v0.5.9
50cf6841cbcOce395a23b9ad4d2ddac77b11a376929878717e90c9a7430feddc3 dll v0.5.9
88efbc6e883336a0b910b7bcfOef5c2172d913371db511a59a4a525811173bf1 dll v0.5.9
e764126c3e5bf8467da51fbb33c3d80f026b8fe5bd5a6b84318b3f0aedb667cd dll v0.5.9
fde82dcccd471b63f511c6f76dc04e12334818cda8b3815048b8ad85c9357089 doc v0.5.9
a5cf580c1768bb8d28716978fa0B26b7e2decdeb5a9c4396ede@c704bfe@9ed36 dll v0.56.9
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Appendix A: loC - file hash (3)

402650488e€94455b181716efba43f082e891elc6e45d3f1le5ab827de319276¢c9 dll v0.6.2
5738bf7b27c61c1421b08be98143ab3bc32b779a45d5350f40f689bf268489ed dll v0.6.2
9af72a598dc4alel0265dcf7da20d6433a9473a338e2fc012f4e490ad721d871 dll v0.6.2
7f32df11846b0a5b4d43d8celf7ddcebf9aef6d568ba210534a0b9e246d6561e dll v0.6.2
@abbdee5d3c5191bfb9a3a91712d8b538d6d8a0ccO489b3e5aalov34b2fccd3c dll v0.6.2
5faa813b811236f14fec8ePe7ee9d0135efaf296d6dcbabd2be8cf3165fa940d dll v0.6.2
31c87d9a84c7996a56024c93787de9332099faf707cd8d0166e5af9d491977b8 dll v0.6.2
£53c5fd78000755ccff11d2f1b7d659f4a71c887083697d54b8fe8cf905ef6a sfx v0.6.3
a8ec766eee6cc3c641651918407ac5341088637ed1abbc05ed0596d8a0237548 sfx v0.6.3
a5ce5al79ec56aa6e2bc86be77df07b15650cdbcbca®46515263fel6b8e2a036 dll v0.6.3
8260ble80eeff2e0b39f782eebfa9460boebef480c3fed6fbccf8cfc67dbef9 loader v0.6.3
ed82f4fff39fbdcbefdbcb@a9c9ae6fb689f6db64T94bd8eb6c9241d0409792¢c | XORed shellcode v0.6.3
8f51b5bdb9b7234426fa8fdfbfac9eb46d650c6a22c9ed49ab8f0fcO9e5d76a5 XORed shellcode v0.6.5
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Appendix A: loC - network

45.67.231[.]169 45.76.216[ . 140 45.77.28[.]124
162.244.32[.]148 103.140.45[.]71 172.105.223[.]216
193.228.52[.]57 139.180.192[.]19 103.175.16[.]39
103.27.184[.]27 167.179.84[.]162 172.104.112[.]218
103.140.187[.]183 167.179.65[.]11 202.182.108[.]127
103.204.172[.]210 130.130.121[.]44 5.8.95[.]174
133.130.121[.]44 118.107.11[.]135 172.104.72[.]4
167.179.101[. ]46 172.105.230[.]196 www.amebaoor[ . ]net
167.179.112[.]74 172.104.78[. )44 www.evonzae[.]com
172.105.232[.]89 108.61.201[.]135 www .dvdsesso[ . ]com
194.68.27[.]49 139.162.112[.]40
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Appendix B: MITRE ATT&CK (1)

Resource Development Acquire Infrastructure: Server T1583.004 Using Hosting service for CnC server.

Phishing: Spearphishing

Initial Access Attachment T1566.001 Delivery by spearphishing email.
Execution Windows Ma_nagement T1047 Execute commands using wmi
Instrumentation (comc command)
Command and Scriotin VBA Macro embedded in documents
Execution e pting T1059.005 are executed and malicious DLL was
Interpreter: Visual Basic
dropped.
Execution User Execution: Malicious File T1204.002 ;iggt(;%ens SESIOVS CESUmOME Elte

Boot or Logon Autostart
Persistence Execution: Registry Run Keys / T1547.001 Sets a value in Registry Run Keys.
Startup Folder
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Appendix B: MITRE ATT&CK (2)

: Hijack Execution Flow: DLL Side- Legitimate executables Side-Load
Defense Evasion Lectehng T1574.002 LODEINEO DLL file.
Obfuscated Files or .
Defense Evasion Information: Dynamic API T1027.007 lleSns (Al e HEsEliSe) [0 iRt
Resolution such as CRC32 and JShash.
: Obfuscated Files or Encrypted shellcode was embedded in
DRSS SEEIEI Information: Embedded Payloads L2700 malicious DLL file.
. Deobfuscate/Decode Files or Encrypted configuration was embedded
OIS BRI Information 11140 in LODEINFO malware.
Defense Evasion Process Injection T1055 28I ERICEes L SYSOSLEE:
(memory command)
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Appendix B: MITRE ATT&CK (3)

System Location Got language information about the
Discovery Discovery: System Language T1614.001 target's environment and modify its
Discovery behavior.
Steals system information such as MAC
Discovery System Information Discovery T1082 address, ANSI code and computer
name.
Discovery File and Directory Discovery T1083 Yo eelligy 59 ISETES Elue) e lIEEenEs (e

implemented. (Is command)

Collection A_rchive Collected Data: Archive via T1560.002 Col_lected data was compressed with
Library QuickLZ.
Collection Screen Capture T1113 Take snapshots. (print command)

Keylogging functionality has been
Collection Input Capture: Keylogging T1056.001 implemented.
(keylog command)
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Appendix B: MITRE ATT&CK (4)

Command and Control Application Layer Protocol: Web T1071.001 Using HTTP for communication with the
Protocols CnC server

Command and Control Encrypted Channel: Symmetric T1573.00] Communication with the CnC server
Cryptography was encrypted by AES.

Command and Control Data E_ncoding: Non-Standard T1132.002 Using Cu_stor_nized Base64 algorithm for
Encoding communication.

Exfiltration Exfiltration Over C2 Channel T1041 S[PICEES E Ul 0 GRS SRV

(recv command)

Impact Data Encrypted for Impact T1486 Encrypts files and directories.
(ransom command)
Impact Data Destruction T1485 Deletes any directory or file.

(rm command)
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Appendix C: RAT Commands list (~ 2022)

print Take a screenshot

rm Delete file O O O O O
ransom Encrypt file A A O O O
keylog Enable keylogging A A O O O
PS Get process list O O O
pkill Kill process O O O
mv Move file O O
cp Copy file O O
mkdir Make Directory O O
autorun Sets persistence setting O
comc Executes OS commands using wmi O
config Not yet implemented AN

A : Not yet implemented (return strings, “Not Available”)
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Appendix D: Scripts

s LODEINFOBeacon: - S Cie e L ey el i o
TABLE = b"abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ012345678 > python decode_lodeinfo_beacon.py
HEADER(sha512_128=b"'e87d884fa%9005a7c2963b7ad41bcadad2', payload_size=244)

def __init_ (self, data): BEACON(beacon_size=62, random_data_size=24, date=datetime.datetime(2022, 8, 18, 19,

;ery index = data.find("=") 11, 46), ansi='932', mac_addr='000C2932F71A', computer_name='DESKTOP-810MVP8', xor_k
T . ) ey="'z1ApZbCgpp_"', version='v0.6.3"', random_data=b'cV4dXd7e5tIKGmK8ZdHBtw. . ")

post_key = datal:query_index]
main_data = datal[query_index + 1 :]
self.header = self.__dec_header(post_key, main_datal[:0x1C])
self.post_datasize = int.from_bytes(self.header[0x10:0x14], byteord: = = = -
self.post_data = self.__dec_custom_base64( . Decryptlon Scrlpts for CnC Communlcatlon

main_data[0x1C : 0x1C + self.post_datasizel

) +

__dec_header(self, post_key: str, data: str) -> str:

m |IDAPython scripts for APl Hash resolution
tf)gz:_(ijat: =imn;tmn1erate(data): and She"COde triage-

if self.TABLE.find(ord(d)) == -1:
b64_data += d
continue
k: str = post_key[i % len(post_key)]
b64_data += chr(
self.TABLE[(self.TABLE.find(ord(d)) - self.TABLE.find(ord(k))) % 62]

All scripts => https://github.com/nflabs/aa tools/tree/main/lodeinfo
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https://github.com/nflabs/aa_tools/tree/main/lodeinfo

