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Key takeaways

Krasue is a Linux Remote Access Trojan that has been active since 2021 and predominantly
targets organizations in Thailand.

Group-IB can confirm that telecommunications companies were targeted by Krasue.
The malware contains several embedded rootkits to support different Linux kernel versions.

Krasue's rootkit is drawn from public sources (3 open-source Linux Kernel Module rootkits), as is
the case with many Linux rootkits.

The rootkit can hook the “kill()" syscall, network-related functions, and file listing operations in
order to hide its activities and evade detection.

Notably, Krasue uses RTSP (Real-Time Streaming Protocol) messages to serve as a disguised
“alive ping,” a tactic rarely seen in the wild.

This Linux malware, Group-IB researchers presume, is deployed during the later stages of an
attack chain in order to maintain access to a victim host.

Krasue is likely to either be deployed as part of a botnet or sold by initial access brokers to other
cybercriminals.

Group-IB researchers believe that Krasue was created by the same author as the XorDdos Linux
Trojan, documented by Microsoft in a March 2022 blog post, or someone that had access to the
latter’s source code.

During the initialization phase, the rootkit conceals its own presence. It then proceeds to hook
the “kill()" syscall, network-related functions and file listing operations, thereby obscuring its
activities and evading detection.

Krasue feeds at night
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Computer Emergency Response Team (GIB-CERT)
Thailand Computer Emergency Response Team (ThaiCERT) Thailand
Telecommunications Sector Computer Emergency Response Team (TTC-CERT)

tiny-AES
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C2 command Description

ping Reply with ‘pong’

master Set the master upstream C2

Get information about the malware: main pid, child pid, and its status such as

restart Restart child process

respawn Restart main process

god die Kill itself

shell Run shell commands with /bin/sh’
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172[.]19[.]37[.]145: 52699
172[]19[.]37[.]159: 52699
172[]19[.]37[.]169: 52699
172[]J19[.]37[.]170: 52699
172[.]19[.]37[.]171: 52699
172[]J19[.]37[.]172: 52699
172[.]19[.]37[.]173: 52699
172[]19[.]37[.]175: 52699
128[.]199[.]226[.]11: 554

Analysis of Krasue.Rootkit

“init_module

Diamorphine
Suterusu

Rooty
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Stealth mechanisms

Communication with the rootkit

Hide files and directories related to the malware
Hide the rootkit
Provide root access

Hide ports and processes
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signal Description

31 Make process x invisible

61 Unhide port x

62 Hide port x

63 Hide/show kernel module

64 Provide root privilege

64 Check if rootkit is loaded. Return OxBD if loaded

Set the god pid (main pid) to x. To set the god pid, it is necessary to issue the kill
command for x = 5,2,6,9,8 consecutively before finally specifying the pid.

Key similarities and differences between
rootkits

Microsoft’s blog
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XorDdos.Rootkit Krasue.Rootkit

Magic number: 62598 Magic number: 52698

‘unhide_allz()" unhides only hidden UDP

‘unhide_allz()" unhides all hidden TCP and UDP ports
ports

Ports hidden during initialization: TCP/UDP 62595- Ports hidden during initialization:
62599 and UDP 21,22,10050 TCP/UDP 52695-52699

Able to change firewall entries*

Maintain a hidden processes list*

Similarities:

High code similarity

Unique symbol names: unhide_allz, _kkill

Conclusion
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Recommendations for security professionals

Use Group-IB’s Threat Intelligence to obtain up-to-date information about the spread of Krasue
and any updates to the Trojan.

Be on the look out for anomalous RTSP traffic.

Trustworthy sources: Download software and packages only from trusted and official sources.
Stick to reputable repositories provided by your Linux distribution or verified third-party sources
with a strong reputation for security.

Enable kernel module signature verification: Configure your kernel to only load signed modules.
This ensures that only modules with a valid digital signature from a trusted source can be
loaded.

Monitor system and network logs: Regularly review system and network logs for any suspicious
activities.

Conduct periodic security audits: Perform regular security audits of your server environment.
This includes reviewing system configurations, conducting vulnerability assessments, and
performing penetration testing to identify any potential weaknesses and appropriate remedial
actions.

Join the Group-IB Cybercrime Fighters
Club!

publish joint
findings on our blog

Group-IB’s Threat Intelligence Twitter page
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Join us now

MITRE ATT&CK®

YARA Rules

rule linux_trojan_unpacked_krasue {
meta:

author = "Sharmine Low"

company = "Group-IB"

description = "Detects unpacked linux trojan krasue"

sample = "902013bc59be545fb70407e8883717453fb423a7a7209e119f112ff6771ed4cc”

strings:
$s1 = "DESCRIBE rtsp://server/media.mp4 RTSP/1.0"
$s2 = "%s: main/child pid: %d/%d root/god/hidden/module”
$s3 = "god die"
$s4 = "set master done"

condition:
2 of ($s*)
rule linux_rootkit krasue {

meta:
author = "Sharmine Low"
company = "Group-IB"
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description = "Detects krasue kernel rootkit, overlaps with xorddos rootkit"
sample = "3e37c7b65c1e46b2eb132f98f65c711b4169cbcaeeaecc799abbdal22c@c4a59"

strings:
$s1 = "unhide_allz"
$s2 = "kkill"
$s3 = "is_invisible"
$s4 = "give_root"
$s5 = "hide_tcp4_port"

condition:
4 of them

Found it interesting? Don't hesitate to share it to wow your friends or colleagues

Products Resources
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latest cyber threat trends

Page 14 of 14



tel:+6531593798
tel:+31202269090
tel:+97145681785
mailto:info@group-ib.com
https://twitter.com/GroupIB
https://twitter.com/GroupIB
https://twitter.com/GroupIB
https://www.linkedin.com/company/1382013/
https://www.linkedin.com/company/1382013/
https://www.linkedin.com/company/1382013/
https://instagram.com/groupibhq/
https://instagram.com/groupibhq/
https://instagram.com/groupibhq/
https://www.facebook.com/groupibHQ
https://www.facebook.com/groupibHQ
https://www.facebook.com/groupibHQ
https://t.me/Group_IB
https://t.me/Group_IB
https://t.me/Group_IB
https://discord.com/invite/QSy3XqjFsh
https://discord.com/invite/QSy3XqjFsh
https://discord.com/invite/QSy3XqjFsh
https://www.group-ib.com/terms-of-use/
https://www.group-ib.com/cookie-policy/
https://www.group-ib.com/privacy-policy/

