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Netwalker ransomware continues assault on US colleges, hits UCSF
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NETWALKER

The Netwalker Ransomware operators claim to have successfully attacked the University of California San Francisco

(UCSF), stolen unencrypted data, and encrypted their computers.

UCSF is a research university located in San Francisco, California, and is entirely focused on health sciences. According to
the U.S. News & World Report's college rankings, UCSF ranks #2 in medical schools for research and #6 in best medical

schools for primary care.

Over the past week, the Netwalker Ransomware operation has been targeting U.S. colleges and threatening to release their
data
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not paid, they would publicly release stolen data if not paid. This deadline has come and gone, and the ransomware operators
have publicly released their data.

Next, they claimed to have attacked Columbia College of Chicago, and once again threatened to release the stolen data if not
paid.

Today, Netwalker states that they allegedly attacked another U.S.-based college, University of California San Francisco.

University of California San Francisco

Secret data: HIDDEN DATA Password: | HIDDEN DATA 1 Secret data publication in: 5d 6h 51m 48s

UC San Francisco is the leading university dedicated to advancing health worldwide through preeminent biomedical research, graduate-level education in the life
sciences and health professions, and excellence in patient care.

Within our overarching advancing health worldwide mission, UCSF is devoted at every level to serving the public.

UCSF’s commitment to public service dates to the founding of its predecessor institution, Toland Medical College, in 1864. Born out of the overcrowded and
unsanitary conditions of Gold Rush-cra San Francisco, Toland Medical College trained doctors to elevate the standards of public health in the burgeoning city.

UCSF entry on Netwalker's data leak site
As part of this leak, the threat actors have posted screenshots of some of the stolen files.

These images include student applications with social security numbers, a spreadsheet, and folder listings that appear to

contain employee information, medical studies, and financials.
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Leaked student application with SSN

BleepingComputer has contacted the University of California San Francisco to confirm the attack but has not received a

reply.
Netwalker is becoming a bigger threat

Starting as the Mailto ransomware in October 2019, the ransomware rebranded as Netwalker in February 2020.
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Netwalker has steadily been making a name for itself as it continues to announce a steady stream of successful attacks,

including one against the Australian transportation company Toll Group,

This ransomware operation is known to target exposed Remote Desktop Services and use spam to gain access to enterprise-

networks where it then steals unencrypted files before encrypting the computers.

As their latest disclosed victims have all been colleges, it may indicate a vulnerability in a commonly used application or

device, or simply exposed Remote Desktop servers.

P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the

other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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