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👍 Thanks to the Article shared by Luca Di Domenico (https://lnkd.in/dT5-sKwG) it has been possible 
for me to deeply investigate the threat he highlighted.

⚙ Based on the acquired #IoCs and #TTPs it is possible to associate it, with a discrete level of 
confidence, to the DPRK State-Sponsored Threat Actor #LazarusGroup. Their main #Objective is to steal 
Crypto-Wallets information from victims’ Assets (even from Browser's Plugins). Additionally, Credentials 
and Credit Card Numbers are exfiltrated as well. Compromised assets are also backdoored and 
keylogged. The attacker may eventually deploy also additional payloads, based on their needings, e.g. 
an #AnyDesk instance to increase their Remote Access capabilities or #Cryptominers (e.g. 
#XMRigMiner).

‼ Furthermore, this new attack has shown a new #Tradecraft employed by this #ThreatActor: #TSUNAMI 
(Injector, Installer, Payload and Client). As it is possible to see from the attached #InfectionChain, 
instead of terminating its activities with its well-known #Python-based Third-Stage, it continues by 
deploying another suite and adding an additional Three-Layers to their compromising activity.

🌫 Python Scripts are also well-obfuscated with a routine of: Reverse a strings, Base64-Decode and Zlib 
Decompress, repeated for 50 times.

🛑 IoCs and some useful YARA-rules are available here: https://lnkd.in/d8VWqfCS
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Luca Di Domenico 1y

Hi Alessio, great job on the analysis, it’s fantastic! Thank you for the mention. Would it be 
okay if I sent you a direct message?

Shakeeb Salman
6mo

Excited to share a project I've been working on: Dynamic Cryptographic Fortress (DCF)!

I've always been fascinated by the inefficiencies of "one-size-fits-all" encryption. To tackle this, I 
developed DCF, an open-source Python tool that makes encryption adaptive and context-aware.
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Instead of a single, static policy, DCF's policy engine analyzes the situation (like destination risk and file 
type) to choose the optimal security strategy.

Key features include: 🛡️ Threat-Adaptive Profiles: Automatically adjusts encryption strength based on 
risk. 🚀 Content-Aware Compression: Intelligently chooses between speed (LZ4) and size (zlib). 🧠 
Multi-Layer AEAD Security: Applies multiple layers of modern ciphers like AES-GCM and ChaCha20.

The project is an MVP and is fully open-source under an Apache 2.0 license. I would be grateful for any 
feedback, thoughts, or contributions from the community.

GitHub Repo: https://lnkd.in/gery_5cm

#OpenSource #Python #Cybersecurity #Cryptography #Developer #Portfolio

Share

Alessio Di Santo
6mo ·  Edited

🚨  #Lazarus #Group Strikes back with #TSUNAMIKit 🚨

After their previous campaign on November 2024, one of the most known #DPRK #APT decided to 
launch a new fraudulent campaign exploiting again fake ad-hoc created #Personas. 

This time, instead of a compromised #BitBucket repo, #GitLab was instead chosen as first hook for 
developers (asking them to perform a code-evaluation activity).

Interestingly, their #TTP did not change at all. Still keeping a six-stage #InfectionChain, but reducing 
from three to two the #Python script deployed on Third Stage. Less relevant changes to script names 
are highlighted in the attached image.

Previously built #YARA and #SIGMA shall still do their work in detecting this malicious execution.

All useful identified Intel will be used to update the following OTX Pulse: https://lnkd.in/d8VWqfCS
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Thanks to Guido Serra for reporting this threat and sharing available information😁
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Another Day, Another Leak: CodeGPT and Prompt Injection
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CodeGPT Prompt Injection—A New Class of Exploit

Ramiro Molina’s exploit against CodeGPT demonstrates that prompt injection is more than a novelty—
it’s a new class of exploit. By abusing the extension’s prompt handling logic, he was able to extract 
hardcoded credentials without touching the underlying system.

Security teams must treat LLMs as logic engines vulnerable to manipulation. This means applying the 
same rigor we use for input validation, sandboxing, and privilege separation.

Read the full disclosure: https://lnkd.in/gcei7rTC

#LLMExploitation #PromptInjection #SecureAI #CyberSecurityEngineering #VulnerabilityDisclosure
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1 Comment

Like Comment

To view or add a comment, sign in

𝐏𝐚𝐫𝐭 3  》2 𝐨𝐟 10 𝐂𝐫𝐲𝐩𝐭𝐨𝐠𝐫𝐚𝐩𝐡𝐲 𝐌𝐢𝐬𝐭𝐚𝐤𝐞𝐬:

Let's learn together about the common cryptographic mistakes and how to avoid them.

2. 𝑶𝒖𝒓 𝑹𝒂𝒏𝒅𝒐𝒎 𝒂𝒓𝒆 𝑪𝒂𝒍𝒄𝒖𝒍𝒂𝒃𝒍𝒆 𝒃𝒚 𝒉𝒂𝒄𝒌𝒆𝒓𝒔

Developers often fall into the trap of thinking that they can create randomness from predictable inputs 
and as a result they are putting the safety of entire system at Risk.

Even if unknowingly use of insecure defaults in programming languages such as Math.random() which 
are known to not be cryptographically secure.

Use of User-provided value as the seed, attackers can guess or brute-force it and can generate random 
value.

For example, Using SHA-256 hash function, is not a random number generator. It's deterministic, 
meaning the same input will always produce the same output. And That's not a random.

𝑭𝒊𝒙𝒆𝒔:
We should stop using Username, Time or any other predictable user information to generate the digest.

𝒀𝒐𝒖𝒓 𝒕𝒉𝒐𝒖𝒈𝒉𝒕𝒔? 𝑰𝒇 𝒂𝒏𝒚, 𝒊 𝒘𝒐𝒖𝒍𝒅 𝒍𝒐𝒗𝒆 𝒕𝒐 𝒍𝒆𝒂𝒓𝒏.
𝑺𝒉𝒂𝒓𝒆 𝒊𝒇 𝒚𝒐𝒖 𝒇𝒊𝒏𝒅 𝒕𝒉𝒆 𝒑𝒐𝒔𝒕 𝒊𝒏𝒇𝒐𝒓𝒎𝒂𝒕𝒊𝒗𝒆.

#cryptographicmistakes
#secureapplicationdevelopment #securesoftwaredevelopment #networksecurity
#securedevelopment
#softwaredeveloper #softwaredevelopment #softwareengineering
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Ankit Kumar Singh
5mo

🔐 Introducing UR Safe Stick — Now Live on GitHub

We’re thrilled to announce that UR Safe Stick — a next-generation offline-first authentication vault — is 
now live and open-source on GitHub.

👉 GitHub: https://lnkd.in/gYrWxF_d

Now in Public Domain the project is created by Ankit Kumar Singh[me] and Aditya Srivastava, Sreetam 
Kasta and Bharat Kaushik.

💡 What is UR Safe Stick?

UR Safe Stick transforms any ordinary USB drive into a multi-factor, offline-first authentication vault for 
passwords, cryptographic keys, and sensitive data.

It bridges the gap between hardware security (like YubiKey) and cloud-based managers (like LastPass) 
— providing a secure, clone-resistant, blockchain-logged, encrypted vault on any standard USB device.

🧠 Key Highlights

Offline-First: Complete control of your data — no third-party dependency

Strong Cryptography: AES-256-GCM, Argon2id KDF, Ed25519 signatures

Blockchain Logging: Tamper-evident, append-only logs

Clone Resistance: Multi-factor unlock with USB, PIN, system fingerprint & host fragments

Sustainability: Repurposes existing USB drives into secure hardware tokens

⚙️ Architecture Overview

Client Software (Python): GUI/CLI for vault management and encryption

USB Vault: Encrypted data, system fingerprint, blockchain-style logs
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GitHub - AskitEndo/URSafeStick-Public: Transform any ordinary USB stick into a multi-factor, offline-first
authentication vault for passwords, keys, and sensitive data.
github.com

21 · 1 Comment

Like Comment

To view or add a comment, sign in

Optional Cloud Layer: Used only for clone registration and recovery override

🌍 Our Goal

To make personal cybersecurity accessible, private, and sustainable — without relying on costly 
hardware or centralized services.

We invite developers, security researchers, and tech enthusiasts to explore, test, and contribute to UR 
Safe Stick.
Your feedback and ideas will help strengthen this open-source security ecosystem.

👉 Try it now: https://lnkd.in/gYrWxF_d
⭐ Don’t forget to star the repo if you find it valuable!

#CyberSecurity #Innovation #URSafeStick #OpenSource #PrivacyByDesign #DataSecurity #Encryption 
#Python #Blockchain #AESofSpades #TechForGood #CyberResilience

Share

Vishal Kothari
6mo ·  Edited

In 2017, I worked on military-grade encryption work for a month. One thing that still blows my mind and 
can the new compute power crack it ?

👉 Brute-force AES-128 (2¹²⁸ keys i suppose):

As far as i understood, even if you had a super-computer trying 1 quintillion (10¹⁸) keys per second, it 
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would take ⏳ 10 trillion years.
(AFAIK the universe itself is ~13.8 billion years old :)

Now imagine AES-256… it’s not just double — it’s so large that the mind can’t grasp it.

Python makes it fun to model this scale:

import math
def years_to_bruteforce(bits, tries_per_sec=1e18):
    return (2**bits / tries_per_sec) / (365.25*24*3600)

print(f"AES-128: {years_to_bruteforce(128):.2e} years")
print(f"AES-256: {years_to_bruteforce(256):.2e} years")

🔑 The real take away i had was that Security is not about making something unbreakable — it’s about 
making it impossible to break within the lifetime of the universe.

And that’s both terrifying and beautiful at the same time. Any thoughts?

#CyberSecurity #Python #Encryption #FascinatingFacts #Infosec #Cryptography

Share

Krishna Jaishwal
5mo

This is how continuous monitoring can lead you straight to a critical finding.
Large organizations often have complex development pipelines, with massive teams pushing PRs daily 
across hundreds or even thousands of environments in multiple regions.
Now imagine getting instantly notified whenever a developer accidentally exposes something sensitive. 
That’s the true power of continuous monitoring.
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Sharon Brizinov
Breaking & Building
5mo

Bug bounty is a great way to turn brain-power into cash. Here’s what’s been working best for me 
lately 🔥:

- Pick one/two programs and master it: deep focus beats broad scattershot scanning because 
everyone seems to run Nuclei blindly these days..

- Automate change detection for every asset: I built my own tooling notifying me on any 
html/js/api/subdomain change, but if you're new to bug bounty you should check out jsmon.sh by 
Inderjeet Singh as it’s far better than my own glued "EASM" platform (python/bash scripts 😅) 

- Double down on AI attack surface: Companies are shipping new AI-based chat interfaces, 
integrations, automation and workflow hooks. Learn how to use prompt injections, system-prompt 
bypasses, data exfiltration, guardrail evasion, etc. I recommend reading Joey Melo writeups 
https://lnkd.in/df4XPfDR 

- Join an active bug-bounty community: I love the Critical Thinking Podcast community run by Justin 
Gardner and Joseph Thacker - criticalthinkingpodcast.io. I use it to find collaborations, share both 
successes and failures, and get advice from other hackers.

Many thanks to HackerOne for being the best bug bounty platform and for continuously pushing 
me forward ❤️ 
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🔐 HashLab – Simplifying Cryptography for Everyone
Excited to share my mini project (PBL) — HashLab, a lightweight web-based cryptography tool built to 
make hashing and data integrity easy to understand for everyone. …more
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𝐄𝐧𝐜𝐫𝐲𝐩𝐭𝐞𝐝-𝐒𝐭𝐚𝐠𝐞𝐝 𝐏𝐚𝐲𝐥𝐨𝐚𝐝𝐬 -- 𝐈𝐧-𝐌𝐞𝐦𝐨𝐫𝐲 𝐃𝐞𝐜𝐫𝐲𝐩𝐭𝐢𝐨𝐧

How it works: 
A compact, low-signal bootstrap (a downloader, updater, or similarly innocuous component) is delivered 
first and used only to retrieve or assemble a much larger payload that remains encrypted while at rest. 
Rather than writing a decrypted binary to disk, the bootstrap allocates volatile memory inside a host 
process, moves the ciphertext there, performs decryption and any required in-memory linking or 
relocation, and transfers execution directly to the decrypted image — leaving no plain-text executable on 
persistent storage. Keys and blobs are often per-host or short-lived and may be negotiated over an 
encrypted channel; once execution begins, clear artifacts are intentionally minimized (for example, 
memory holding keys or ciphertext is often zeroed or re-encrypted).

Why it’s stealthy:
 • No cleartext binary on disk — file and hash scanning miss the runtime payload.
 • Small, innocuous bootstrap — low signal that blends with normal updater or downloader activity.
 • Ephemeral keys & polymorphism — per-host keys and short-lived blobs defeat static IOCs.
 • Memory-only indicators — meaningful traces (decrypted payload, keys, RWX pages) live only in volatile 
memory and vanish on process exit or reboot.
 • Legitimate transport & obfuscation — encrypted channels and mainstream delivery paths hide staging 
traffic among benign activity.

Encrypted staging shifts detection from files to runtime truth: emulate the observable telemetry 
(encrypted fetch → in-memory decryption → ephemeral executable memory) in controlled purple-team 
labs to validate detection rules and playbooks. Share the telemetry you collect — short traces of RWX 
allocations, in-process crypto patterns, and per-host blob access are the signals defenders need to 
build reliable detections.

#RedTeamExpert #InMemoryEvasion #EncryptedStaging #ThreatHunting #PurpleTeam 
#DetectionEngineering #APT #EDREvasion #Pentest
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Building Cryptography: Lego Bricks of Modern Security
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🔐 Cryptography doesn’t start with AES.
It starts with the Lego bricks: PRG, PRF, and PRP.

Without these primitives, block ciphers wouldn’t even exist.

I just published a hands-on guide that shows:
✅ Why stream ciphers aren’t enough
✅ How pseudo-random generators evolve into functions and permutations
✅ Visual animations that make the theory click
✅ Python demos you can run yourself

👉 Read it here: https://lnkd.in/ddiEGCSV

Would love your thoughts — did the animations make these abstract ideas feel clearer?

#cryptography #security #infosec #programming #python #learning
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