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New Royal Ransomware emerges in multi-million dollar attacks

By Lawrence Abrams

Published: 2022-09-29 - Archived: 2026-04-05 14:26:31 UTC

A ransomware operation named Royal is quickly ramping up, targeting corporations with ransom demands ranging from
$250,000 to over $2 million.

Royal is an operation that launched in January 2022 and consists of a group of vetted and experienced ransomware actors

from previous operations.

Unlike most active ransomware operations, Royal does not operate as a Ransomware-as-a-Service but is instead a private

group without affiliates.
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Vitali Kremez, CEO of Advintel, told BleepingComputer that they utilized other ransomware operation's encryptors when

first starting, such as BlackCat.

Soon after, the cybercrime enterprise began using its own encryptors, the first being Zeon [Sample], which generated ransom

notes very similar to Conti's.

@ * Untitled - Notepad2 - U X
File Edit View Settings ?
DEpad9 e o selbea @ i

1AT11 of your files are currently encrypted by ZEON strain.

2

3As you know (if you don't - just "google it"), all of the data that has been encrypted by our
software cannot be recovered by any means without contacting our team directly.

4If you try to use any additional recovery software - the files might be damaged, so if you are
willing to try - try it on the data of the Towest value.

5

6To make sure that we REALLY CAN get your data back - we offer you to decrypt 2 random files
completely free of charge.

7

8You can contact our team directly for further instructions through our website :

9

10 TOR VERSION :

11 (you should download and install TOR browser first https://torproject.org)

12

13http://zeonrefpbompx6érwdgaShxgtp2cxgfmoyml1i3azoanisze33pp3x3yd.onion/

14

15 YOU SHOULD BE AWARE!

16Just in case, if you try to ignore us. We've downloaded a pack of your internal data and are
ready to publish it on out news website if you do not respond. So it will be better for both
sides if you contact us as soon as possible.

17

18

19 ---BEGIN ID---

20 XXXXXX]

21 ---END ID---
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Zeon ransom note

Source: BleepingComputer

However, since the middle of September 2022, the ransomware gang has rebranded again to 'Royal’ and is using that name

in ransom notes generated by a new encryptor.

How Royal breaches their victims
The Royal operation has been operating in the shadows, not using a data leak site and keeping news of their attacks quiet.

However, as the gang became more active this month, victims have appeared at BleepingComputer, and a sample was

uploaded to VirusTotal.

In conversations with Kremez and a victim, BleepingComputer has created a better picture of how the gang operates.

According to Kremez, the Royal group utilizes targeted callback phishing attacks where they impersonate food delivery and

software providers in emails pretending to be subscription renewals.

These phishing emails contain phone numbers that the victim can contact to cancel the alleged subscription, but, in reality, it

is a number to a service hired by the threat actors.
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Feel secure with,
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Example of a Royal callback phishing email
Source: Advintel

When a victim calls the number, the threat actors use social engineering to convince the victim to install remote access

software, which is used to gain initial access to the corporate network.

A Royal victim who spoke to BleepingComputer shared that the threat actors breached their network using a vulnerability in

their custom web application, showing the threat actors are also being creative in how they gain access to a network.

Once they gain access to a network, they perform the same activities commonly used by other human-operated ransomware
operations. They deploy Cobalt Strike for persistence, harvest credentials, spread laterally through the Windows domain,

steal data, and ultimately encrypt devices.

When encrypting files, the Royal encryptor will append the .royal extension to the file names of encrypted files. For

example, test.jpg would be encrypted and renamed to test.jpg.royal, as shown below.
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Files encrypted by the Royal Ransomware

Source: BleepingComputer

A Royal victim also told BleepingComputer that they target virtual machines by directly encrypting their virtual disk files
(VMDAK). The threat actors then print out the ransom notes on network printers or create them on encrypted Windows

devices.

These ransom notes are named README.TXT and contain a link to the victim's private Tor negotiation page
at royal2xthig3ou5hd7zsliqagy6yygk2cdelaxtni2fyad6dpmpxedid.onion. XXX in the ransom note below has been redacted

but is unique to the victim.

"dl READMETXT - Notepad2
File Edit View Settings 2
DERE9 | saB|Hs
1Hello!
2
3 If you are reading this, it means that your system were hit by Royal ransomware.
4 Please contact us via :
5 http://royal2xthig3ou5hd7zs1igqagy6yygk2cdelaxtni2fyad6édpmpxedid.onion/xxx
6
7In the meantime, Tlet us explain this case.It may seem complicated, but it is not!
gMost Tikely what happened was that you decided to save some money on your security infrastructure.
9Alas, as a result your critical data was not only encrypted but also copied from your systems on a
secure server.
10 From there it can be published online.Then anyone on the internet from darknet criminals, ACLU
journalists, Chinese government(different names for the same thing),
11and even your employees will be able to see your internal documentation: personal data, HR reviews,
internal lawsuitsand complains, financial reports, accounting, intellectual property, and more!

@ Q| = K|

12

13 Fortunately we got you covered!

14

15 Royal offers you a unique deal.For a modest royalty(got it; got it ? ) for our pentesting services we
will not only provide you with an amazing risk mitigation service,

16 covering you from reputational, legal, financial, regulatory, and insurance risks, but will also
provide you with a security review for your systems.

17 To put it simply, your files will be decrypted, your data restoredand kept confidential, and your
systems will remain secure.

18

19 Try Royal today and enter the new era of data security!

20 We are looking to hearing from you soon!

Ln20:20 Col43 Sel0 141KB ANSI CR+LF INS Default Text

Royal ransom note

Source: BleepingComputer

The Tor negotiation site is nothing special, simply containing a chat screen where a victim can communicate with the Royal

ransomware operators.

As part of these negotiations, the ransomware gang will provide the ransom demand, with ransom demands between
$250,000 and over $2 million.
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The ransomware gang will also commonly decrypt a few files for the victims to prove their decryptor works and share file

lists of the stolen data.

t Royal x WS = =] X

& C  ® royal2xthig3ou5hd7zsliqagybyygk2cdelaxtni2fyadédpmpxedic ¥3 O 4L

Royal Ransomware Tor negotiation site

Source: BleepingComputer
BleepingComputer is unaware of successful payments and has not seen a decryptor for this ransomware family.

While the group claims to steal data for double-extortion attacks, it does not appear that a data leak site has been launched

under the Royal brand as of yet.

However, it is strongly advised that network, windows, and security admins keep an eye out for this group, as they are
quickly ramping up operations and will likely become one of the more significant enterprise-targeting ransomware

operations.

Update 8/29/22: Article updated with some corrections, including launch date and callback phishing example.
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P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

A Prac

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the
other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.

Source: https://www.bleepingcomputer.com/news/security/new-royal-ransomware-emerges-in-multi-million-dollar-attacks
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