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Jeno Ransomware

Aliases: Jest, Valeria

(mudpoBanbIMK-BbIMOrare/ib) (IepBOMCTOYHHUK)

Translation into English

OTOT KPUIITO-BBIMOTaTe/ b i pyeT JaHHbIe TI0/1b30BaTe el ¢ moMoipio AES+RSA, a 3aTteM TpeOyeT BLIKYI B
0.3 BTC, uTo6bI BepHYTb (haiiibl. OpurvHaibHOe Ha3BaHMe: B 3alTMCKe He yKa3aHo. Ha ¢atine HammcaHo: HeT

AaHHBIX.

OGHapyxeHHs:

DrWeb -> Trojan.Encoder.31420
BitDefender -> Gen:Heur.Ransom.Imps.1
Avira (no cloud) -> TR/Dropper.Gen
ESET-NOD32 -> Win32/Filecoder.OBM
Malwarebytes -> Ransom. Valeria

Rising -> Ransom.Agent!1.C2C9 (CLOUD)
TrendMicro -> TROJ_GEN.R067CORD220

To AV vendors! Want to be on this list regularly or be higher on the list? Contact me!

AV Benyiopam! XoTute ObITH B 3TOM CIHCKe PETy/spHO WK ToBbiie? Coobiure MHe!

© I'eneanorus: FunFact ? >> Jeno (Jest, Valeria)

B
LEX’
“nﬂte.ini

N300pa’keHre — JIOTOTHIT CTaTbH

K 3aum¢poBaHHbIM aiinam 106aBsieTcs pacivpeHe: (jest
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OBHHMBHHE! Hogrle paciirpeHund, email u TekCThI 0 BBIKYTIE€ MOXXHO HaWlTU B KOHIIe CTaTbH, B 0OHOBJ/IEHUSX.

Tam MOryT OBITE pa3/inuud C repBoHa4d/IbHbIM BaADUAHTOM.

O6paser] 3TOro KpUmnTo-seiMoraresisi 61 HalizieH B Hauasie anpesisi 2020 r. OpreHTUPOBaH Ha aHIJIOSN3bIYHBIX
T10/Ib30Baresiel, UTo He MellaeT paclpoOCTPaHATh ero o BceMmy Mupy. Ha MOMeHT HanvcaHUs CTaTby U CITyCTS 2

HeAes/In 110C/ie 3TOr0 HET HUKAKKUX NJdaHHBIX O PaCIipOCTPaHEHHWH. BO3MO)KHO, OHH MaJIOUMCJ/IEHHBI.

V3-3a ommbOKY B IIpOrpaMMe Wid CIeL[UaIbHOTO YMBIC/IA He YKa3aHO HUKAKUX KOHTAKTOB JIJIs CBSI3H, TTI03TOMY

MOYKHO TIPeZTIO/IOKUTE, UTO BEIMOTaTe/H He cOOMpanych BO3BpaIaTh (aiiibl AaxKe TIOCIe YIUIAThl BBIKYTIA.

Yiinara BeIKyTia 6ecriosie3Ha!

3armcka c TpeboBaHKEM BBIKYTIA Ha3bIBaeTcs: note.ini

= iy LA, you e no Les B o . Tiord Cun sy By Biocoing st balieing s

3anucka ¢ TpeboBaHKEM BBIKYTIA 3alTyCKAETCsl C MOMOIIIBI0 KOMAH/IbI, KOTOPasi 3arycKaeT BIOKHOT [i/isi OTKPBITHS
sToTO (haiina.

Machineld:  user-pc
IconFileMame:  CAWindows\System3Fynotepad exe
WorkingDirectory:  CAProgrambatah,
RelativePath: A\ \ProgramData\note.ini
LocalBasePath: CAProgrambataynote.ini
Volumelabel:
DriveType: Fixed Disk

Cojep)xaHue 3aNMCKH:
What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer accessible because they have
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been encrypted. Maybe you are

busy looking for a way to recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have not so enough time.

If you want to decrypt all your files, you need to pay.

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.

Please check the current price of Bitcoin and buy some bitcoins. For more information, click <How to buy
bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>.

Once the payment is checked, you can start decrypting your files immediately.

We strongly recommend you to not remove this software, and disable your anti-virus for a while, until you pay
and the payment gets processed. If

your anti-virus gets updated and removes this software automatically, it will not be able to recover your files even
if you pay!

1. To pay us, you have to use Bitcoin currency. You can easily buy Bitcoins at following sites:

https://cex.io/

https://www.binance.com/

https://www.coinbase.com/

2. After then, if you already have Bitcoins, pay us 0.3 BTC on following our Bitcoin address.

3. Then, press the "Check Payment" button. We will automatically decrypt your files, after bitcoin transfer.
Send 0.3 BTC to;

1MZJgjrDz6h6 TPWRAxuh1gEWh2AETrNBAy

ITepeBop TekcTa 3aNMUCKHU:

UYTO C1yunsioch C MOMM KOMIBIOTEPOM?

Barmmm Bakable (aiiiel 3anppoBaHbL.

MHorue Balliv JOKYMeHTbI, OTO, BU/ie0, 0a3bl JaHHBIX U pyrHe (aiiibl 00/bIle He [OCTYIHBI, TOTOMY YTO OHU
3aiugpoBaHbl. MoXKeT ObITb, BbI HIIjeTe CTIOCOO BOCCTaHOBUTH Balliv (haii/ibl, HO He TpaTbTe CBoe BpeMsi. HUKTO
He CMOKeT BOCCTaHOBUTH Balll (aiinbl 6e3 Hallero ceperca paci@poBKH.

Mory 11 51 BOCCTaHOBUTb MOU (hald/ibI?

KoneuHo. MbI rapaHTHPYeM, UTO Bbl MOXKeTe 6e30MacHO U JIeTKO BOCCTaHOBUTL Bce Balliu (aiiibl. Ho y Bac He Tak
MHOT'0 BpeMeHH.

Ecnu BeI X0oTHTe paciingpoBaTh Bce Ballly (aiiibl, BaM HY)KHO 3allylaTUTh.

Kak MHe oriatuts?

Onyiata MPUHUMAETCS TOMLKO B OUTKOMHAX. [J1s TIO/TyueHust IOTIO/THUTETLHON nHbOopMarmy Haxxmute <About
bitcoin>.

[Mokany¥cTa, IpOBepETe TEKYIIYIO LieHy BUTKOWHA ¥ KYTiTe HEMHOTO OUTKOWHOB. /ISt TIO/TyYeHuUst
ZIOTIO/THUTe/TbHOM MH(popMaluu Haxkmute <How to buy bitcoins>.

U oTripaBbTe NpaBUILHYH CyMMY 10 a/Jpecy, yKa3aHHOMY B 5TOM OKHe.
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ITocne ornarel Haxxmute <Check Payment>.

[Tocrne Toro, Kak TiaTe)x MPOBepeH, B MOXKETe HeMe/IJIeHHO MPUCTYNUTH K paciiridpoBke ¢daiinos.

MBI HaCcTOSITE/ILHO peKOMeH/[yeM BaM He yZAa/sATh 3Ty IPOrpaMMy M OTK/IFOUWTb aHTUBHUPYC Ha HEKOTOPOe BpeMsl,
TOKa BbI He OTUIATUTE U T1aTex He OyzeT obpabotaH. Ec/uy Balll aHTUBUPYC OOHOBUTCS M aBTOMAaTHUECKU YAJUT
3Ty TIPOrPaMMy, OH He CMO>KET BOCCTAHOBUTh BallM (aiiyibl, Ja’ke eCJTH Bbl 3ariaTuTe!

1. YToOBI 3ar/1aTUTh HaM, BbI [JO/DKHBI UCIIO/IB30BaTh BamoTy BUTKOWH. Bbl MOXKeTe JIeTKO KyIUTh OUTKOWHBI Ha
CTIeayIOLMX calTax:

https://cex.io/

https://www.binance.com/

https://www.coinbase.com/

2. TTocse 3TOTO, EC/M Y Bac yKe ecTh OMTKOMHBI, 3ariatite Ham 0.3 BTC, Ha ciiefiyromuii Hatr GUTKOWH-azipec.
3. 3arem HaxkmuTe KHOMKY "Check Payment". Mbl aBTOMaTHueCcKy pacim@pyeM Bailiuv ¢aiisibl ocsie nepeBoja
OUTKOIHOB.

Otnpasste 0.3 BTC Ha;

1MZJgjrDz6h6TPwRAxuh1gEWh2 AETrNBAy
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Euje ogHUM MH(MOPMaTOPOM JKepTBHI SIBJIsIeTCsl M300pakeHue, 3ameHsitoltiee 0b6ou Pabovero cTona.
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Cojiep>kaHHe TeKCTa ¢ H300pakeHH:

I ATTENTION !!

YOUR FILES HAVE BEEN ENCRYPTED!

All of your documents, photos, databases and other important files have been encrypted with RSA encryption.
You will not be able to recover your files without the private key which has been saved on our server.

An antivirus can not recover your files.

View the file "Decryption Notes" on your Desktop to fix this.

Send 0.3 BTC To: 1MZJgjrDz6h6TPwRAxuh1gEWh2AETrNBAy

ITepeBop TekcTa Ha PyCCKUH A3BIK:

BHUMAHUE !!

BAIIIN ®ANMJIBI 3AIITNOPOBAHBI!

Bce Baum 10KyMeHTHI, poTO, 6a3bl JaHHBIX U JPYyTrye BaKHbIe (aiisbl 3aiiugpoBaHsb! ¢ udpoBaHueM RSA.
Bl He CMO)KeTe BOCCTaHOBUTB BallM (aiisibl 6e3 3aKpBITOro KJTFoUa, KOTOPBIH ObUI COXpaHeH Ha HallleM CepBepe.
AHTUBHPYC He MOXXeT BOCCTaHOBUTb Ballly (paiisibl.

Yrob6bl uctipaBUTH 37O, pocMoTpuTe (aiin "Decryption Notes" Ha Pabouem cToste.

Ortmpass 0.3 BTC na: 1MZJgjrDz6h6TPwRAxuh1gEWh2 AETrNBAy

TexHuuecKue geTanu

Ha MoMeHT HammcaHust CTaTby U CIYCTS 2 HeJed MOC/e 3TOr0 HeT HUKaKWX JJaHHBIX O pacrpoCTpaHeHUH.
Bo3MoyxHO, uTo 06pa3sel] ObLT TPOOHOM pa3pabOTKOM W He pacTipOCTPaHS/ICS Pa3pabOTUMKOM C LIe/IbIO ITO/TyUeH s
BbIKyma. MiHaue ObI ObLT yKa3aH XOTsI Obl OZIMH KOHTAKT [i/is1 CBsizu. Tpan3akimy y BTC-Kolle/ibKa, yKa3aHHOTO B

3ariCvkKe, IycThbIe.

[Tocnie [opabOTKY BIOTHE MOYKET HauaTh PaCpOCTPaHATHCS MyTEM B3/I0Ma Yepe3 He3allUILeHHYI0
koHpuryparnuto RDP, ¢ momornpio email-criama ¥ BpeZJOHOCHBIX BIIOXKEHHM, 00MaHHBIX 3arpy30K, OOTHETOB,
3KCIT/IOMTOB, BPeAOHOCHOM peKiaMbl, BeO-MHKeKTOB, (asbIINBBIX 00HOB/IEHHH, [TePerakOBaHHBIX U 3aPayKEHHBIX

UHCTA/UISITOPOB. CM. TakKe "OCHOBHBIE CTIOCOOBI PACpOCTPaHEeHHs! KPUTITOBLIMOTaTesiel" Ha BBO/THOM CTpaHULIE
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oJora.

Onymo BCeryla MCT0/b30BaTh AKTYalbHYI0 aHTUBUPYCHYIO 3auTy!!!

Eciu BeI ipeHebperaeTe KOMITJIEKCHOM aHTUBUPYCHOM 3alfUTOM Kiacca Internet Security nm Total Security, To

x0Ts1 ObI flenaiiTe pe3epBHOE KOIMMPOBAHUE BAXKHBIX (haitioB o Metoxy 3-2-1.

Cnucok (aiinoBbIX paciiMpeHHUi, nojsepramomuxca mugpoBaHUIo:

.3fr, ACCDB, .ACCDE, .ACCDR, .ACCDT, .ai, .arw, .asp, .aspX, .backupdb, .bak, .bas, .bay, .cdr, .cer, .cfg,
.class, .conf, .config, .cpp, .cr2, .crt, .crw, , cs, .css, .db, .dbf, .den, .der, .dng, .doc, .docb, .docm, .docx, .dot,
.dotm, .dotx, .dwg, .dxf, .dxg, .edb, .eps, .erf, .fit, .htm, .html, .indd, .java, .jpe, .jpeg, .jpg, .kdc, .log, .mail, .mdb,
.mdf, .mef, .mrw, .ned, .nef, .nrp, .nrw, .ntm, .odb, .odm, .odp, .ods, .odt, .orf, .ost, .ovf, .p12, .p7b, .p7c, .pdd, .pdf,
.pef, .pem, .pfx, .php, .png, .pot, .potm, .potx, .ppam, .pps, .ppsm, .ppsx, .ppt, .pptm, .pptx, .proj, .psd, .pst, .py,
.Pyc, .r3d, .rar, .raw, .rtf, , rw2, .rwl, .sldm, .sldx, .sin, .sql, .srf, .srw, .txt, .vb, .vindk, .vmx, .wb2, .wpd, .wps, .xla,
xlam, .xlk, .x1lI, .xIm, .xls, .xlsb, .xIsm, .xlsx, .xIt, .xItm, .xItx, .xlw, .xml, .zip (132 paciuiupeHnus).

310 mokymentbl MS Office, OpenOffice, PDF, TekcToBbie datisibl, 6a3bl JaHHBIX, hoTorpaduu, daiiisl 06pa3os,

apxMBbI U TIp.

daiiibl, cCBA3aHHBIE ¢ 3TUM Ransomware:

note.ini - Ha3BaHue Qaiisia c TpeboBaHHEM BBIKYTIA

jeno2.exe (recover.exe)

README - Decryption Note.Ink - ccbiika Ha Pabouem ctome
LNK -> C:\Windows\System32\notepad.exe

img0.jpg - n306pakeHue, 3ameHsttoltiee 060u Pabouero crosa
encryptedfiles.eco - crieruabHBIN (aiin

<random>.exe - c/lyuaiiHoe Ha3BaHKe BpeJOHOCHOTO datina
x64.exe

Ips.exe

Pacnionoxxenus:

\Desktop\ ->

\User_folders\ ->

\%TEMP%\ ->

C:\ProgramData\note.ini
C:/Windows/Web/Wallpaper/Windows/img0.jpg

» 17151 3aMeHbI 000€B UCIONB3YeTCs CIeAyolas KOMaHza:
C:\Windows\System32\takeown.exe /F C:\Windows\Web\Wallpaper\Windows\img0.jpg

C:\Windows\System32\icacls.exe C:\Windows\Web\Wallpaper\Windows\img0.jpg /grant Users:F

» Beinonusier PowerShell-crieHapuii 715 yaneHust OObIX Ky PHAJIOB.
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CKpMHIIOTHI CBOMCTB ¢aiina jeno2.exe:

JAAnNnnanaEIEInAnan

Mapkep u cofiep>xuMoe 3ai¢)poBaHHOro daiina:
JEST!
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Co3paHHbIe MPOLeCChI:

C:\ProgramData\recover.exe
C:\Windows\System32\wbem\WMIC.exe shadowcopy delete
C:\Windows\System32\vssadmin.exe delete shadows /all /quiet
C:\Windows\System32\taskkill.exe /F /IM MSExchange*
C:\Windows\System32\taskkill.exe /F /IM Microsoft*
C:\Windows\System32\taskkill.exe /F /IM vmware*
C:\Windows\System32\taskkill.exe /F /IM Tomcat*
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjFVrcV3Nlod_jVNF9miKVAj_LhAwAT6wJ2g5bx7qEBXtdtOSd4AIFBZtlc9P71EtQ3VL6AOlZ4sMpevgfeZt6FbWE7TE1wv2w7GxkEOkc1_UGocOM1Kzg3WS2v_c81nO6GAeJZoUaR5ps/s1600/info-1-2-3.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjFVrcV3Nlod_jVNF9miKVAj_LhAwAT6wJ2g5bx7qEBXtdtOSd4AIFBZtlc9P71EtQ3VL6AOlZ4sMpevgfeZt6FbWE7TE1wv2w7GxkEOkc1_UGocOM1Kzg3WS2v_c81nO6GAeJZoUaR5ps/s1600/info-1-2-3.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgH7WQ0aBynWgnvvBqoD3vpn4DKpbcv_nXkp8TN0QxkEHzSxcZ41mDvs6L1872kp3xIwn8GXcVYd_q-TGTRKdy8eSGkATGGabJhslJxuJ_NYqZ1i-CLdAbRZ_hiV4ITBYiuq4s8hLyWvc0/s1600/info4-5.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgH7WQ0aBynWgnvvBqoD3vpn4DKpbcv_nXkp8TN0QxkEHzSxcZ41mDvs6L1872kp3xIwn8GXcVYd_q-TGTRKdy8eSGkATGGabJhslJxuJ_NYqZ1i-CLdAbRZ_hiV4ITBYiuq4s8hLyWvc0/s1600/info4-5.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjEOlB9KCmEF286pZlEj7bJVjZTNGd0PCQv8vj9V6tQOOuTDi7qNFBrBbvqAVza6zufemwmAvxtsPL-u0nAbbNV6nYp-hVvY_Ks43u370T2f-ZBlYsGqYL3pamwIiDnDB8H9CcGCwmsrs4/s1600/code-valeria.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjEOlB9KCmEF286pZlEj7bJVjZTNGd0PCQv8vj9V6tQOOuTDi7qNFBrBbvqAVza6zufemwmAvxtsPL-u0nAbbNV6nYp-hVvY_Ks43u370T2f-ZBlYsGqYL3pamwIiDnDB8H9CcGCwmsrs4/s1600/code-valeria.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiOOLnXdpjtZN3oTbwlAra9EGX6jhmMeBawkQAUhug5y3T-tt4gvpSVpif8w3C31PGjufmhJpwl2NYW7o3Ab4x-66pRZGuozUVhu3C0uuewTEBpFryO3BJ4-VJsZLMkPEKXdonwEkv8PbQ/s1600/code2-valeria.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiOOLnXdpjtZN3oTbwlAra9EGX6jhmMeBawkQAUhug5y3T-tt4gvpSVpif8w3C31PGjufmhJpwl2NYW7o3Ab4x-66pRZGuozUVhu3C0uuewTEBpFryO3BJ4-VJsZLMkPEKXdonwEkv8PbQ/s1600/code2-valeria.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg5n6ENgUO7uIO_xCCWDx62yF8H0cx0pTAWDVHRgYpFSQWhBMCzqUzt2jjztgPYPY6QKBDrrYldY8STPTWyZMl509O7Ruqmgn5RB7F1k81rxfIoSFubQVBJ3W1kX6xUNDyPec_7oPGps8A/s1600/jest-content2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg5n6ENgUO7uIO_xCCWDx62yF8H0cx0pTAWDVHRgYpFSQWhBMCzqUzt2jjztgPYPY6QKBDrrYldY8STPTWyZMl509O7Ruqmgn5RB7F1k81rxfIoSFubQVBJ3W1kX6xUNDyPec_7oPGps8A/s1600/jest-content2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh8aL9xZl8tBWnF7krYOpffevxvF_f3ceGYKAvac3DwvKopnPGH529-e8x40E8k4hxQ5yLj6HELUVhh4_pHAJk2G3zpxOoxzIp3swabDKh2RY8rLd96HrRiu6A0fd0GaBlGiH0HBl0FbH8/s1600/jest-content.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh8aL9xZl8tBWnF7krYOpffevxvF_f3ceGYKAvac3DwvKopnPGH529-e8x40E8k4hxQ5yLj6HELUVhh4_pHAJk2G3zpxOoxzIp3swabDKh2RY8rLd96HrRiu6A0fd0GaBlGiH0HBl0FbH8/s1600/jest-content.png
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C:\Windows\System32\taskkill.exe /F /IM ora*
C:\Windows\System32\taskkill.exe /F /IM tns*
C:\Windows\System32\taskkill.exe /F /IM mysql*
C:\Windows\System32\taskkill.exe /F /IM sql*

KomaHbI 000/104KH:

RD.exe /s C:\$Recycle.Bin /Q

wmic.exe shadowcopy delete

vssadmin.exe delete shadows /all /quiet
wbadmin.exe delete catalog -quiet
bededit.exe /set {default} bootstatuspolicy ignoreallfailures
bcdedit.exe /set {default} recoveryenabled no
taskkill.exe /F /IM MSExchange*
taskkill.exe /F /IM Microsoft*

taskkill.exe /F /IM vmware*

taskkill.exe /F /IM Tomcat*

taskkill.exe /F /IM ora*

taskkill.exe /F /IM tns*

taskkill.exe /F /IM mysql*

taskkill.exe /F /IM sql*

3aBepIlleHHBIE MTPOLIeCChI:

recover.exe

C:\Windows\System32\vssadmin.exe delete shadows /all /quiet
C:\Windows\System32\wbem\WMIC.exe shadowcopy delete
C:\Windows\System32\taskkill.exe /F /IM MSExchange*
C:\Windows\System32\taskkill.exe /F /IM Microsoft*
C:\Windows\System32\taskkill.exe /F /IM vmware*
C:\Windows\System32\taskkill.exe /F /IM Tomcat*
C:\Windows\System32\taskkill.exe /F /IM ora*
C:\Windows\System32\taskkill.exe /F /IM tns*
C:\Windows\System32\taskkill.exe /F /IM mysql*
C:\Windows\System32\taskkill.exe /F /IM sql*

3anucu peecTpa, CBA3aHHbIE C 3TUM Ransomware:

CM. HIDKe pe3y/ibTaTbl aHA/IU30B.

MBIOTeKChbI:

CM. HUXKe pe3y/bTaThl aHaIu30B.

CeTeBbie MOAK/TIOUEHUA U CBA3U:

Email: -
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BTC: 1MZJgjrDz6h6 TPwRAxuh1gEWh2AETINBAy
CM. HIDKe B 0OHOBJIEHUSIX IpyTHe afipeca U KOHTaKTHI.

CM. HuKe pesy/bTaThbl aHA/IM30B.

Pe3ysbTarhl aHaIU30B:
® Hybrid analysis >>

Z VirusTotal analysis >>

#® Intezer analysis >>
2 ANY.RUN analysis >>
X VMRay analysis >>

() VirusBay samples >>

/A MalShare samples >>

«# AlienVault analysis >>

7] CAPE Sandbox analysis >>
O JOE Sandbox analysis >>

CrerneHb pacIpoCTPaHEHHOCTH: HU3Kasl.

[ToppobHeIe cBefeHus: cobuparoTcs pery/sipHo. [Ipuckinaiite 00pasLibL.

=== ICTOPUA CEMEVCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHUNI === BLOCK OF UPDATES ===

Emé He 6p1710 0OHOB/IEHHH 3TOTO BapHaHTa.

=== BJIOK CCBIJIOK u CITACHUBOK = BLOCK OF LINKS AND THANKS ===

UNLOCK

BHumanne!
@Qannbl MoXXHO paclmngpoBatb ¢ nomolubio cneuvanuctos X-Force IRIS

OnAa nHdopmaumn nepenaonte No cnenyowen ccbiike >>

Mbl HWKak He cBA3aHbl C HAMW N He KOHCYnbTNpyemM no 3TOMY BOMNPOCY.
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https://www.blockchain.com/btc/address/1MZJgjrDz6h6TPwRAxuh1gEWh2AETrNBAy
https://www.hybrid-analysis.com/sample/8c628b1925412a07b99cd8c1d41264b8725953720ab4b9e3b5dcfe62988b70eb/5e84ac4b3c9b71503a177498
https://www.virustotal.com/gui/file/8c628b1925412a07b99cd8c1d41264b8725953720ab4b9e3b5dcfe62988b70eb/detection
https://analyze.intezer.com/#/files/8c628b1925412a07b99cd8c1d41264b8725953720ab4b9e3b5dcfe62988b70eb
https://app.any.run/tasks/e0dac8a4-222b-4c3d-aea0-0b581582ecd8/
https://www.vmray.com/analyses/8c628b192541/report/overview.html
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjwmL1in8rbK6ripWClTnTxJlJ6zSa-ADAUMhQQEcfLkM7tPhyphenhyphenqb9jlaDUuzyxiOQXeeSsNJmFAIYQYzLnoRlN4ebN2As4uU5ZnTDw6Ia-AdA9D6jnPrF7ou6TzjiHX84BcKqmCn829YCs/s1600/unlock3.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjwmL1in8rbK6ripWClTnTxJlJ6zSa-ADAUMhQQEcfLkM7tPhyphenhyphenqb9jlaDUuzyxiOQXeeSsNJmFAIYQYzLnoRlN4ebN2As4uU5ZnTDw6Ia-AdA9D6jnPrF7ou6TzjiHX84BcKqmCn829YCs/s1600/unlock3.png
https://securityintelligence.com/posts/X-Force-IRIS-Overcomes-Broken-Decryption-Mechanism-in-Jest-Ransomware/
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http:

‘ Read to links:

Tweet on Twitter + Tweet + myTweet

ID Ransomware (ID as ***)

Write-up, Topic of Support
Added later: Write-up by X-Force IRIS (on May 15, 2020)

Thanks:

Petrovic, S!Ri, Michael Gillespie
Andrew Ivanov (author)

X-Force IRIS

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Source: https://id-ransomware.blogspot.com/2020/04/jeno-ransomware.html
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhu4bSR0G2M_siHgCGly1tzkG0CaATSC-eX64y4MVFjF6mnoAZRb4qxbaPgrI-cKGeiIwYKi586xSPeSDFEJ8Vbvs-Ii96i-jDz3NxjlJmhMfFDjISvoBkr_pxqvx-75TdYf00j2WgUzpA/s1600/address%252Btw.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhu4bSR0G2M_siHgCGly1tzkG0CaATSC-eX64y4MVFjF6mnoAZRb4qxbaPgrI-cKGeiIwYKi586xSPeSDFEJ8Vbvs-Ii96i-jDz3NxjlJmhMfFDjISvoBkr_pxqvx-75TdYf00j2WgUzpA/s1600/address%252Btw.png
https://twitter.com/petrovic082/status/1245257002605035521
https://twitter.com/siri_urz/status/1245288108569985024
https://twitter.com/Amigo_A_/status/1251586243038715905
https://securityintelligence.com/posts/X-Force-IRIS-Overcomes-Broken-Decryption-Mechanism-in-Jest-Ransomware/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhv9TtTfWa3HaCSn0XfAdgdi7MV2XGm6ZcI20LOTpRV58LhPidrCLRZ9M5ZGlEXKrvMPBh3ZwN5qR77NQwktc-zEq-QNLRcVpIB53xvEYRaZyvUVJR8o9eBUy_99ecM0CbkbVx-0j0yqZA/s1600/big-thanks2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhv9TtTfWa3HaCSn0XfAdgdi7MV2XGm6ZcI20LOTpRV58LhPidrCLRZ9M5ZGlEXKrvMPBh3ZwN5qR77NQwktc-zEq-QNLRcVpIB53xvEYRaZyvUVJR8o9eBUy_99ecM0CbkbVx-0j0yqZA/s1600/big-thanks2.png
https://id-ransomware.blogspot.com/p/contact.html

