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Join us now

Key findings

The threat actor dubbed ShadowSyndicate uses the same Secure Shell (SSH) fingerprint on
many servers (85 at the time of writing).

ShadowSyndicate is a threat actor that works with various ransomware groups and affiliates of
ransomware programs.

In its attacks, ShadowSyndicate used an “off-the-shelf” toolkit, including Cobalt Strike, IcedID,
and Sliver malware.

At least 52 servers with this SSH were used as a Cobalt Strike C2 framework.
ShadowSyndicate has been active since July 2022.

We can, with a strong degree of confidence, attribute ShadowSyndicate to Quantum
ransomware activity in September 2022, Nokoyawa ransomware activity in October 2022,
November 2022, and March 2023, as well as to ALPHV activity in February 2023.

With a low degree of confidence, we can attribute ShadowSyndicate to Royal, ClOp, Cactus,
and Play ransomware activity.

We found connections between ShadowSyndicate infrastructure and ClOp/Truebot.

Summary
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ShadowSyndicate is a hoster who set up the SSH fingerprint on their server.

ShadowSyndicate is a DevOps engineer that deploys servers and provides them to various
threat actors.

ShadowSyndicate owns an underground service offering “bulletproof hosting” to
cybercriminals.

ShadowSyndicate is an initial access broker that obtains initial access to victims themselves and

then sells that access to other cybercrime groups.

ShadowSyndicate is a RaaS affiliate that uses various types of ransomware.
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Tools identified

Unique hosts Threat actors

with who used

watermark Cobalt Strike Sources
(data obtained with this

by Group-IB) watermark

In 2023, watermark

12345 was found to be  Royal - Link
used in attacks related Link
to Royal and Cactus

Royal, Cactus

In April and September

2022, watermark

305419776 + sleeptime

60000 were found to

be used in attacks

involving Quantum Quantum - Link 1|
Quantum, ransomware. Link 2
Nokoyawa Link 1

Link 2

305419776 151
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2022-11-28
Both servers are

194.135.24[.]246 194.135.24[.]253 )
on List A

2022-10-01
Second server is

60.146[. 146.70.116[]2
179.60.146[]25 670116[120 A

2023-01-21
Second server is

165.16[.]62 212.113.106[.]11
194.165.16[.]6 3.106[.]118 not on List A

2022-12-19

Second |
194.165.16[191 79.137.202[]45 econd server is
not on List A

193.142.30[.]17 was connected to Sliver in May 2023

193.142.30[.]154 has been used as Sliver C2 since at least May 2023 and is still being used as of
July 2023

194.135.24[.]241 was tagged by Group-IB as Sliver in January 2023
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Reference #1
Reference #2

Reference #3

In this case

In this case

potentially connected to Matanbuchus activity in February
2023

45182.189[.]105
45.182.189[.]106
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Deployment of servers
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CHANNEL-NET
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Data attributed with a high degree of
confidence
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Connection with Quantum

This Cobalt Strike server with watermark 305419776, sleeptime 60000 was
78.128.112[]139 detected in a Quantum ransomware attack in September 2022 - Link

Connection with Nokoyawa

5.8.18[.]242

Cobalt Strike with watermark 305419776, sleeptime 60000 was detected on a
host on October 12, 2022.

This Cobalt Strike server was detected in an attack involving Nokoyawa in
October 2022 - Link

Page 14 of 28



https://www.group-ib.com/resources/research-hub/conti-2022/
https://thedfirreport.com/2023/04/03/malicious-iso-file-leads-to-domain-wide-ransomware/
https://thedfirreport.com/2023/05/22/icedid-macro-ends-in-nokoyawa-ransomware/

https://www.group-ib.com /blog/shadowsyndicate-raas/

Excel maldoc -> IceDID -> Cobalt Strike -> Nokoyawa

It is important to note that the watermark, sleeptime, period of attack and TTPs
are all similar to the Quantum attack described in the previous section.

In November 2022 the same Cobalt Strike server 5.8.18[.]242 (with the same
watermark 305419776, sleeptime 60000) was also used in attack involving
Nokoyawa - Link

Thread-Hijacked Email -> HTML Attachment -> ZIP -> ISO file -> IcedID ->
Cobalt Strike -> Nokoyawa

The SSH fingerprint 1ca4dcbac895fc3bd12417b77fc6ed31d was detected on this
server on October 11, 2022.

Cobalt Strike with watermark 674054486 was detected on a host on March 27,
2023, with CS domain devsetgroup[.Jcom

46.161.27[.]1
6.16 1160 Link

Connection with ALPHV

BlackCat)

2023-01-31

watermark 674054486
sleeptime 60946

server devcloudpro[.Jcom

194.165.16[.]64 December 6, 2022 109.172.45.28
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2023-01-29
watermark 674054486

sleeptime 58835 194.165.16[.]90 January 29, 2023 109.172.45.77
server

uranustechsolution[.Jcom

109.172.45[.]128
109.172.45[.]77

ALPHV ransomware.

Data attributed with a low degree of
confidence
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May 16, 2023

watermark 1580103824

sleeptime 57297

domain qw.sveexec[.Jcomln 2022, watermark 1580103824 was
detected on a server related to Royal ransomware.ln May 2023,
watermark 1580103824 was detected in an attack related to
ClOp ransomware.

July 16,

45.227253[.]20 2022

August 24, 2022

watermark 305419776

sleeptime 60000April 8, 2023

watermark 1580103824

sleeptime 60000In April and September 2022, watermark
305419776 + sleeptime 60000 was detected in attacks involving
Quantum ransomware. In Q4 2022, this watermark also was
detected in an attack involving Nokoyawa.ln 2022, watermark

August 11,

194.135.24[.]247 2022

158.255.2[.]245 July 20, May 24, 2022
2023 The Cobalt Strike watermark is unknown. However, this server is
connected to several domains registered on July 18, 2023:

asapor|.]xyz
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asaporegl[.]xyz
asaper].]xyz
assapaal.]xyz
aserpo[.Jxyz

Cobalt Strike wasn’t detected on this host.
July 26,

193.142.30[.]2
93 30[.]205 2023

Connections with ClOp/Truebot infrastructure

14778.47[.]231 September 20, 2022 Cobalt Strike
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179.60.146[.]51

179.60.150[.]151

194.135.24[.]241

194.135.24[.]248

45.227252[]247

45.227.252[]252

45.227255[.]189
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September 6, 2022

February 6, 2023

November 12, 2022

September 18, 2022

November 16, 2022

November 25, 2022

October 7, 2022
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ddd9cab54c1309cde578062cba965571
b54cce689e9139e824b6e51a84a7a103
9bd79ffaeb8de31c9813b3ce51b30488
5e21f8e88b007935710b2afc1741289

55c658703c07d6344e325€a26cf96c3

96ea77ala901e38aac8b9d5772d3d765
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IP addresses

Domain names

Found it interesting? Don't hesitate to share it to wow your friends or colleagues
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