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SEQRITE Labs APT-Team has recently uncovered a campaign targeting various industries such as the Defense Sector in
Pakistan and predominantly researchers from Hong Kong. Tracked as Operation Cobalt Whisper, the entire campaign
heavily leverages the use of a post-exploitation tool Cobalt Strike, which is deployed using obfuscated VBScript. A total of
20 infection chains have been identified so far along with additional individual samples, where 18 of them target Hong Kong

and two target Pakistan where over 30 decoy files have been identified.

In this blog, we will explore the technical details of one of the campaigns we encountered during our initial analysis and
examine the various stages of the infection chain, starting with a deep dive into the decoy documents. We will then look into
the common Tactics, Techniques, and Procedures (TTPs), such as the use of malicious VBScript and LNK payloads
employed by this threat actor across most campaigns. These methods facilitate the in-memory execution of the Cobalt Strike

implant, which is delivered alongside these lures in an archive file.
Key Targets
Industries Affected

e Defense Industry

¢ Electrotechnical Engineering

* Energy (Hydropower, Renewable Energy)
 Civil Aviation

¢ Environmental Engineering

¢ Academia and Research Institutions

» Medical Science Institutions.

o Cybersecurity Researchers.
Geographical Focus

¢ Hong Kong

o Pakistan
Initial Findings

Recently, on 9th of September 2024, our team found a malicious RAR archive, which surfaced both on various sources like
VirusTotal, where the RAR has been used as preliminary source of infection, containing multiple decoys with PDF and LNK

extensions and a final Cobalt Strike implant. This was also found by other threat researchers as well.

The RAR archive contains a malicious LNK named, “/f#41 : (20244 FHFE T RAF AR ZRALEFIELB)
(BEARKBFEFIBIEEHIER) IHRIEER(20244E8 B #TAR).pdf.Ink”, which is responsible for execution of another

malicious batch script named as O365.vbs. The VBScript is mostly responsible for decoding the Cobalt Strike beacon on
disk, known as cache.bak, this is further executed, which connects back to the command-and-control server. Let us look into

the two decoy documents.

Infection Chain
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Looking into the decoy-document — 1

Upon looking into the first decoy document known as subscription.db, it turns out that this lure is linked to the Electronic

Society of China, focused on nominations for the award ceremony.

FEBEIRARFES

China Electrotechnical Society

2024 EEFEB THAY SN FEARR
HEF/IRRP
AR SRR 5

2024 Annual China Electrical Society Sciencr and Technology Award

Recommendation/ Nomination Form

LY
- ~
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The contents and the entire decoy confirm that this PDF serves as a comprehensive guideline for the application and
nomination process for the China Electrical Engineering Society Science and Technology Award. It outlines the necessary
documentation, structure, and specific requirements for submitting a project, including details on technological innovations,

evaluations, application promotion, and economic and social benefits.
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The decoy also mentions some interesting guidelines for the current project for nomination, in case it has received other

awards too.
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The document concludes with guidelines for researchers on submitting essential documents that validate the legitimacy and
credibility of their research. This includes items such as Peer Expert Recommendation Letters, photographs, and other
relevant information, including specifications for video format and additional submission guidelines. Now, let us look into

the other decoy document.
Looking into the decoy-document — I1

The second document, titled [f#42 : (PFEBIHEARFALABFRHARERINEG (2024545 481T) .pdf translates to
“Attachment 2: Regulations on Scientific and Technological Awards of the China Electrotechnical Society (Revised April
2024),” it is clear that it is closely related to the same theme as the first document. This document also focuses on the

purpose of the award ceremony, detailing various awards and emphasizing the overall societal improvement and growth
achieved through these award ceremonies.
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The decoy mentions various awards like the Technology Invention Award, Scientific & Technological Progress Award, and
the various criteria like someone building a Major Engineering Project and much more, it also mentions about other award
known as Gaojingde Scientific and Technological Achievement Award which aims to inspire and encourage contributions to

the Electrical Engineering field.
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Various regulations and
interpretations.
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The document concludes with adhering guidelines on revocation of awards, in case it is found that any improper means have
been used to obtain the award, well the last thing which is mentioned in this decoy is about various regulations maintained
by Chinese Electrical Engineering Society and they are responsible for the interpretation of the regulations. Overall, this lure
document serves as a guideline for the entire process of evaluation, types of awards, and much more under transparency in

recognizing the achievements in the electrical engineering domain.

Technical Analysis

We will divide our analysis into two main sections. First, we will examine the malicious LNK and VBScript components
utilized by the threat actor across the campaigns. Second, we will delve into the malicious Cobalt Strike implant and extract

its configuration details.

Our research has uncovered more than 18 distinct infection chains linked to this threat actor. In this blog, we will focus
specifically on one of these campaigns that targets electrotechnical researchers in Hong Kong. This detailed exploration will

shed light on the methodologies employed and provide insights into the threat actor’s tactics within this particular campaign.
Stage 1 — Malicious LNK Script & VBScript

The RAR contains an LNK known as {1 : (024 EHERTHEAFLRFERALHFRLT)  (BAKIPLM
B H%) HIRREH(20244E8 B #HhR).pdf.Ink , upon exploring the it became quite evident that the sole purpose of the

LNK is just to run the malicious VBScript O365.vbs using a Windows Utility known as wscript.exe .

Value

Upon analyzing the malicious VBScript, we found the following.

@ The initial part of the script mimics a utility for managing and generating compressed cabinets from an MSI database,

which can be useful for software distribution and installation processes.
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@ Next, there is a variable known as E1Zn , which contains the encoded contents, which further on decoding turns out of
another VBScript.

@ The decoded VBScript renames the backup cache.bak found in the RAR which was delivered to the target to sigverif.exe
and moves subscription.db to a specified destination based on the decoded name. It copies the sigverif.exe to a temporary
folder and then deletes the original to remove its presence. The script executes both the renamed executable and the copied
version in the temporary folder, indicating an intention to perform actions silently in the background. Additionally, it creates
a scheduled task named WpnUserService_x64 to run sigverif.exe every 59 minutes. Finally, the script deletes itself after

execution.

nPath & Chr

@ Finally, post execution of this VBScript, which performs the persistence, there is some additional garbage code which is

completely irrelevant.
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Now, in this section it is clearly evident that this LNK which is responsible for running the VBScript, which was rename the

Cobalt Strike Implant and further create a scheduled task. We will look into the Cobalt Strike Beacon in the next section.
Stage 2 — Malicious Cobalt Strike Beacon.

Upon analysis, we found that the cache.bak which was basically renamed as SigVerifier.exe , turns out to be a 32-bit

executable.
28] Detect It Easy v3.09 [Windaws 10 Version 2009] (x26_64) — O *
File name
> | (Cey - n S n N m . n m u u
File type File size Base address Entry point V| Advanced
PE32 = 237,50 KiB 00400000 0042f1a0 x
Demangle
File info Memory map Disasm Hex Strings Signatures VirusTotal
MIME Visualization Search Hash Entropy Extractor YARA
PE Impart Resources MET TLS O
Sections Time date stamp Size of image Resources
0005 Ed 2015-07-09 20:27:31 0003000 Manifest ersion
Scan Endianness Mode Architecture Type
Automatic = LE 32-bit 13386 GUI
= PE32
Operation system: Windows(10)[1386, 32-bit, GUI] 5 ?
Linker: Microsoft Linker(12.10.40116) 5 7
Compiler: EP:Microsoft Visual CfC++ (2017 v.15.0)[EXE32] 5 7
Compiler: Microsoft Visual C/C++(18.1040116)[LTCG/C++] 5 7
Langugge: C : 5 7 chorbails
Tool: Visual Studic 5 7
Opfions
Signatures v Recursive scan | ¥ Deep scan Heuristic scan || Verbose About
Scan -
Directory Log All types = 304 msec Exit

Now, upon analyzing the binary, we found that this is basically a Cobalt Strike Beacon which is trying to connect to the C2

server. As, there are various research on fundamentals of Cobalt Strike implant, we will not touch into the concepts like
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Jitter, C2 Uri and other fundamentals. Next, we went ahead and extracted the configurations.

139.155.19@. 84, fapi/x,139.155.198.198, /index
Fwindir®\syswowbH\d1lhast, exe

Fwindir¥\sysnative\dllhost.exe

Nt Z0VE] zDraQkEnXEbobPg==

: Mozilla/5.@ (Windows NT 10.9; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.8.8.0 Safari/537.36
Accept: */=

Accept: */*
1SESSION=
lHost‘. service-aBvp3re5-1319584089. cd. tencentapigw. com

£5915iq1ejZ300d /sgvlag==
139.155.198. 84
139.155.19@. 84
139.155.19@.198, finde:\i

653330 (518): 483 Forbidden

Content-Type: text/plain; charset=utf-38
Content-Length: @

Connection: keep-alive

Api-RequestId: a3abcb9988087ebfd5efablBB2467c08
Api-ID: api-rawBbggl

Date: Fri, 27 Sep 20824 19:56:59 GMT

Server: bfe

Request-Id: 56967fbB-3e28-4bfB-b322-ace3762517ca
Api-FuncMame: back-80808

Api-fppId: 13195348089

Api-Serviceld: service-a8vp3rt5s

Api-HttpHost: service-advp3r65-1319584889.cd.tencentapigw. com
Api-Status: 483

Api-UpstreamStatus: 483

The beacon configuration extracted from the implant are as follows:
Extracted Beacon Configuration:

BeaconType : HTTPS

Port: 443

SleepTime : 60000

Jitter : 10

C2 Server : 139[.]155[.]190[.]184

Malleable_C2_Instructions : Base64 URL-safe decode.
Spawnto_x86: %windir%\\syswow64\\dllhost.exe

Spawnto_x64: %windir%\\sysnative\\dllhost.exe

HostHeader : service-a8vp3r65-1319584009].]cd[.]Jtencentapigw|.]Jcom

Therefore, above is the extracted configuration from the malicious Cobalt Strike Beacon, next we will look into hunting

similar samples and look into similar infrastructure hosted by the threat actor.

Hunting and Infrastructure

In this section, we will discuss how we uncovered additional campaigns by leveraging a simple artifact: the threat actor’s
consistent use of the name ImeBroker.exe for different Cobalt Strike implants across all campaigns. Originally,
ImeBroker.exe is a legitimate Windows utility related to language input, specifically managing Input Method Editors (IME)

that allow users to type in languages with complex scripts.
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While reverse-engineering the implant, we discovered a suspicious code segment. Using this segment we identified a total of
14 samples with similar names and identical binary sizes, all deployed by the threat actor as Cobalt Strike beacons with
compilation timestamp “Compilation Timestamp: 2015-07-10 03:27:31“ and delivered via different lures. Additionally,
going by configurations, we found 21 more Cobalt Strike beacons with similar configurations. This pattern highlights the

threat actor’s widespread use of consistent naming and configurations across multiple campaigns.

sortby Filter by

eddfd7a3df falde fSbbSG4elT4d..
Tm:

Another artefact, we used while hunting this threat actor was machine IDs present in multiple LNKs, which were common
across campaigns targeting Hong Kong & Islamabad. The ID laptop-g5qalv96 triggers cscript.exe unlike the others that

uses wscript.exe to execute the VBS. Based on this ID, two campaigns with Pakistan-based lures have been found.

content:”

Sorthy Filter by Export

Another related ID desktop-727otfd triggers explorer.exe to open “PressMe.pdf” which is found in multiple archive files of

this campaign. An interesting file path is present as well: “C:\LLVM\bin\LnkFishing\.asset\.asset.pdf*.
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ASCI Wide

We, will look into some set of interesting campaigns and their decoys linked to the Cobalt Strike beacons, that we have

found.

Campaign 1: Targeting Defense industry.

Discussing a theoretical method for coordinaling various types of military
platform

1. X REARFEERDFEERTE, EECEHAE 7R ERIeIE? &
TP B 2 Yy s B0 A ofe SR B AR A mT AT MR A2

2. EWRZEMEMSENE, RELE T LEEHARPHERAE, DBET
. B FAPIE? XL AR T S0 AR o Wl 1k AR A = A o 7

3. iR RFIMAGERE FRNERFSRESEE, 2EHHMNERAER TR
7 XS TE LR R b 2T A R AR ?

4. feitfrRfniEsh BEAN, BEHE TEREXNWEEMEZL? #in,
U K A A R B A, e R A 1 R S P A R e 7

S. RsCH A ERE W FERE S RIS EMEREST 1R, EFESERRB AT, TR Al
) e A i A ot 1 8 e S 2 0 2

6. TEMHILERES, REHE T ARMEMRTEE S E EE D FEMCRARm? {47
R R EREWEE A ER R ?

7. ffa, SRR AN 0 S b N R A A S (Al B G 2 e mT AR 7
EEH SR TERMEMERASSNHE?

We found this lure along with one of the Cobalt Strike beacons, which seems to be an evaluation of a research paper

focusing on proposed theoretical framework in military operations.

Campaign 2: Targeting Electro-technical Researchers.
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1. BUMBGHER T 0 S o (T Ebsilond AT B S| (LA VA B B 4
Wit BRI AH T ARHURLIE 7 2 5 9k b B B L B SRR B, Lo
LRI 1y e i Aok AT S

2. BEGEEAEL. ESEHBAKY, FENSEMA ST EOBER K BICER
CoPAT BB, B R TORMA, 12.4 MPafISA0CfE NN B I, K
90 4 WP 1 B S 1) ST i D R

3. GUFHANTIOREE: EARASIIBS, EEEXET RETHEOEL, Y
AT R Rl T AR LR 3 R 5 0 T T M 18, DR
o 38 PR LR 1 O

4. i RSB ORI Rt SR T — R SR A A SRR, (A
R R RN RCPE . BT LR (0 T A RO TR B A1 2
St i A A B S )

5. GEMLMEAENE: WOPFREHDFETRERRMME] kit RI9WER . R
5 40T ARSI B B A 1 75 T B IS P - 280 280 5 7 o o
#%.

6. BUBHEATIORIE: (% ESBCRMAGIHRIENBMRT, & T T RURTE T
? RAAH T RS HC LT 38 R 1 S P B R

We found another lure which discusses about critics on a research paper, which focuses on modeling and simulation of a

Campaign 3: Targeting Electronic Engineering Education Industry.

Well, upon extracting a RAR based on our hunting known as {1/ 5-EEE-EH R AF-BR 5B FIE-181:
which translates to Postdoctoral Application — Wang Yuxi — Huazhong University of Science and Technology — Electrical
and Electronic Engineering — PhD in English, we found that the threat actor had been targeting the victim by using lures of

postdoctoral application pro s of individuals.

B Mame Date modified Type Size

o/27/2024 229 PM File folder I"'—-—I Cobalt Strike Beacon. |

_cache

[ s

g 2024 2:29 PM File folder T E!Eg" !EE! [
| THMTERR-TES- EhEgay- SN, 9072024 229 M Shortout 1 KB I f M_I
Ndrne LrdaLe rriouan rea I_',.'FJE 3L
D cache.bak 0/27/2024 2:29 PM BAK File 238 KB
cache 9/27/2024 2:29 PM Data Base File 272 KB

Page 14 of 23


https://en.wikipedia.org/wiki/China_Fusion_Engineering_Test_Reactor

https://www.seqrite.com /blog/operation-cobalt-whisper-targets-industries-hong-kong-pakistan/

. p . -
Eaﬁﬁﬁ‘%ﬁﬁﬁéﬁ!&ﬁlﬁ?‘irﬁ?n# AR E S ERWIERE

3] E+1 -]

R L]

EA:E ] 1996fF = A118

weRaM 2024907 A 128 H

FRTFe ERREAT

AN Iamt

ERY L WAE

Rt L 114201 206 304000413

Frobile Ovisnted Lue

Campaign 4: Targeting Defense Industry of Pakistan.

=== INTERNATIONAL
DEFENCE EXHIBITION AND

th eDITION OF
INNOVATION & EXCELLENGE

PAKISTAN

ARMS FOR PEACE

19 - 22 November 2024
Karachi Expo Centre

Upon looking into this lure, we found out that the lure is basically targeting Pakistani Defense Industry, the lure contains

data on information about the upcoming exhibition in Pakistan in November 2024.

Other interesting campaigns
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Targeting Security Researchers and
Enthusiasts mimicking CNCERT

£ % X5 B AL
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We also found these interesting lures from campaigns targeting Pakistani Military Academy & Chinese Cybersecurity

Researchers mimicking CNCERT, well last but not the least, we also found that the threat actor also targets medical
institutes based out of China.

Based on the beacons of all these similar implants, we found most of this samples connect to the similar Command &
Control server with exactly the same ASN5090 registered with Tencent as shown below:

P ASN Geolocation

139.155.190..84
43.137.69.76

139.155.190.198

China
106.55.77.71 :
AS45090 (Shenzhen Tencent Computer Systems Company Limited) e ™
129.204.98.221 E
119.45.2.30
119.45.67.241
119.45.2.56

A huge set of host headers have been identified that are linked to Tencent (*tencentapigw.com or *tencentcs.com), of which
few are:
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Host Headers

service-a8vp3r65-1319584009.cd.tencentapigw.com
service-c2y0jtba-1319584009.gz.tencentapigw.com.cn
service-qgezbin5-1319584009.sh.tencentapigw.com

service-h87kxr41-1319584009.bj.tencentapigw.com.cn

service-3z1ebnpd-1319584009.sh.tencentapigw.com

service-b4ibcyjt-1325935989.sh.tencentapigw.com

service-7wu3p58s-1319584009.nj.tencentapigw.com

Conclusion

A new threat actor campaign has been uncovered that primarily focuses on the Defence and research sectors in South Asian

nations, particularly targeting Pakistan and Hong Kong, with an increasing interest in India. Our analysis indicates a

significant focus on engineering researchers, professors, and key entities in Hong Kong, Mainland China, and Pakistan.

Leveraging sophisticated lures—such as decoy documents related to electrotechnical societies, energy infrastructure, civil

aviation, and environmental engineering—this campaign strategically targets professionals in technical fields. The actor

heavily relies on the post-exploitation tool Cobalt Strike to execute their operations, suggesting a methodical approach to

cyber-espionage.

Based on the tactics, techniques, and procedures (TTPs) employed in the campaign, including the consistent use of

malicious LNKs, VBScript, and Cobalt Strike payloads, we can conclude that this threat actor has specifically targeted this

group of victims since May 2024 based on timestamps. The scope and complexity of the campaign,

coupled with the

tailored lures, strongly suggest a targeted effort by an APT group to compromise sensitive research and intellectual property

in these industries.

It is recommended to take necessary precautions to stay protected — don’t click any unknown links or download suspicious

attachments, update your anti-virus solutions and software systems, backup your data regularly and enable multi-factor

authentication.
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