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Published: 2024-04-02 - Archived: 2026-04-05 16:17:39 UTC
Overview

SonicWall Capture Labs threat research team has observed an updated variant of StrelaStealer. StrelaStealer is an
infostealer malware known for targeting Spanish-speaking users and focuses on stealing email account credentials
from Outlook and Thunderbird. StrelaStealer was reported in the wild in early November 2022. StrelaStealer has

been updated with an obfuscation technique and anti-analysis technique.

Technical Analysis

MD5: 1E37C3902284DD865C20220A9EF8B6A9

SHA?256: F2D7CF39392D394D6CCD0F9372DB7D486D4CB2BB6C3BBFDOD8BFBB6117A5E211

This updated version of malware delivered via JavaScript comes in archive files as attachments in emails. The
initial vector is JavaScript which will drop the 64-bit executable file in the %userprofile% folder and execute the
malware process. We have observed that StrelaStealer is being delivered as a 64-bit exe as well as a DLL via
JavaScript. We are explaining the analysis for the 64-bit executable in this blog. This 64-bit executable is a

wrapper that will act as a loader for the actual payload.

In the main 64-bit executable file, the data section has an encryption key, and the size of the encryption key is
0x2714 bytes. The encoded payload is embedded in the data section at the end of the encryption key. The size of
the payload is 0x1C600. A single-byte XOR encryption is performed to decrypt an encoded PE file from the data

section.
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we' CFF Explorer VIII - [1e37c3902284dd865c20220a%f8b6a%_scarcebruise.exe.dld] — O x
File Settings 7
N H 1e37c 20220; x
- ) i i i
@ Name Virtual Size Virtual Address | Raw Size Raw Address | Reloc Address | Linenumbers | Relocations *
=] File: 1e37c3902284dd865c2022
4
Oa9ef8b6a9 ' axe g | 00000180 00000188 000001BC 000001C0 000001C 000001C8 000001CC 00000100
d Byte[8] Dword Dword Dword Dword Dword Dword Word
— (=] Dos Header
~ text D001FFF8 00001000 00020000 00000400 00000000 00000000 0000
(&) Mt Headers
[= File Header .data 0D0D1EESD 00021000 0001FO00 00020400 00000000 00000000 0000
@ Optional Header rdata 00000ESD 00040000 00001000 0003F400 00000000 00000000 0000
|2) Data Directories [x]
— (2 Section Headers b] /4 00000004 00041000 00000200 00040400 00000000 00000000 0000
— U_;hvm DI'WW el aba nNNNNING NNNAININ nnnnnAND NNNANRNN NN nnnNnnNn nnnn w
[ (23 Exception Directory < >
[ D Relocation Directory This section contains:
— I TLS Directory
— "{\,,Mcieu Converter
— '!!,Depen:bncy Walker
— %, Hex Editor
— %, Identifier “
— 4 mport Adder B D W e p =
— 'ﬁ,&.ld: Disassembler
— 4, Rebuilder Offset 0 1 2 3 45 6 7 8 9 4B CDEF Ascii
L— %, Resource Editor 00000000 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | ................
00000010 | 00 C6 D01 00 66 4D 42 43 75 44 6C 75 6E 64 4B 41 B0 fMBCuJ lundKA
00000020 ) 69 74 41 4B 55 47 48 46 6B 50 6D 68 73 77 S& 69 1t AKUGHFkPmhswZi
00000030 | 67 74 58 45 43 43 44 78 68 7A 6A 76 52 46 79 6C gtEECCIxhz jvRFyl
00000040 | S& 78 79 65 61 55 70 53 54 52 54 £7 44 75 57 69 ZryeallpSZRTglhuli
00000050 | 44 47 54 78 68 65 74 4F 63 6C 66 75 55 63 76 53 JGZzhetOclfulcvs
00000060 | 68 66 59 6A 66 S50 74 49 SA 74 56 67 6D 49 71 61 hiVifPtIZzVanlga
00000070 | 58 6C 50 44 68 50 64 73 68 59 52 79 67 78 57 74 | E1PDhPdshVRyg=Wt
00000080 | S5 69 44 51 56 4B 74 4B 52 54 72 68 51 44 56 44 TiDOQVELKRZrhQDVJ
goooooso | 63 53 76 77 50 61 6E 48 64 41 44 48 4D 54 62 51 cSvwPanHjADHHTBO
000000AD | 6E 49 51 64 6B 61 57 4C 77 6B 67 46 6D 72 42 4F nIQdkaWlvkgFnrBO
000000BO | 74 76 52 71 74 42 6B 6B 6D 55 58 4B 77 6D 55 6F | tvRgqtBkkmUEKwnlo
000000CO | 64 74 44 57 4C 77 70 43 59 4D 63 4D 61 6A 49 56 | dtDWLwpCYHcMajIV
000000D0D | 47 GA 54 71 49 48 6B 65 44 50 76 6F GA 64 52 Ga GZTgIHkeDPvoZdRZ
OD0Q0O0ED | 72 6D 47 69 71 4F 74 63 73 58 6F 66 45 50 61 51 rnquOtchDfEPaQ
Figure 1: Encryption key started from 0x10th offset in the data section
fext:@0800013F6E1728 41 50 £0 01 and  rib, 1
.text:000000013FBEL172C 44 88 85 87 02 00 e. mov [rbp+@BAGh+var_919], r8b
text:900008013F6EL733 (7 B85 8@ 02 22 8@ 14 44+mov [rbp+@BABh+var_228], BARFB4414h
. text:000BBB013FEELTI3 FO AR
.text:000008013F6E173D
.text:008006813F6EL73D Start_Of_Jump: ; CODE XREF: Loop_ Function:End OF Jumplj
.text:000000013F6E173D 8B 85 80 02 2@ 88 mov eax, [rbp+@BABh+var 92@]
.text:000080013F6E1743 89 (1 mov ecx, eax
.text:000000013FBEL1745 81 E9 EB C6 23 8@ sub ecx, 8023C6EBh
.text:0@0008813F6EL746 89 85 7C 82 2@ 08 mov [rbp+@BABh+var_924], eax
. text:00BBBE13FEELTS1 OF B4 55 CEB 80 06 jz Loc_13FGEE2AC
.text:000000013F6E1757 EJ 40 0G0 08 80 jmp B+5
.text:0@PBAAR13FEE1T5C D mmmmmmmmm e
.text:000000013F6E175C
.text:000000013F6EL75C loc_13F6E175C: ; CODE XREF: Loop_Function+87tj
.text:0@0000013FEEL75C 8B 85 7C 02 2@ ee mov eax, [rbp+@BAgh+var_924]
.text:980008013F6EL762 2D D9 DC CE 8@ sub eax, SOCEDCD9h
. text:B0OBBRE13FEELTET OF B4 2F BE @1 86 jz loc_13F&F259C |
.text:000000013F6EL176D EO 40 0G0 0O 80 jmp B+5
.text:0@8000013FEE1TT2 D mmmmmmmmm e
.text:000000013F6EL1T772
.text:000000013FBELT72 loc_13F6E1772: ; CODE XREF: Loop_Function+9Dtj
.text:900000013FBEL772 8B 85 7C 02 2@ B0 mov eax, [rbp+@BAgh+var_924]
.text:980008813F6EL77E8 2D 24 BA @9 81 sub eax, 851898A24h
. text:000BE013FEELTTD OF B4 03 BE @1 86 jz loc_13FGF2616
.text:000000013F6E1783 EJ G0 00 08 @80 jmp 545
.text:008000013FEE1788 D mmmmmmmmm e
.text:000000013F6E1788
.text:000000013FEEL78E loc_13F6E1788: ; CODE XREF: Loop_Function+B3tj
.text:000000013FEEL788 8B 85 7C 02 2@ o0 mov eax, [rbp+@BAgh+var_924]
. text:000BBEO13FEELTBE 20 E5 £7 41 BL sub eax, B14187E5h
. text:00BBBE13FEELTO3 OF B4 2E B 00 0O jz loc_13FGECDCT
.text:000000013F6E1799 EJ G2 00 08 80 jmp 545
.text:0@80AA813FEE1TIE D mmmmmmmmm e
.text:000000013F6E179E
.text:000000013F6EL79E loc_13F6E179E: ; CODE XREF: Loop_Function+C9tj
.text:000000013FEEL79E 8B 85 7C 02 2@ oo mov eax, [rbp+@BAgh+var_924]
. text:000BB013FEEITA4 20 BB 13 42 BL sub eax, 81421388h
. text:000BBE13FEEITAD BF B4 56 F5 80 00 jz loc_13FGFEDBS
.text:000000013F6EL7AF EJ G0 00 08 80 jmp 545

.text:@00880013F6E17B4

Figure 2: Obfuscated Jumps
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Figure 3: Graph view for obfuscated function
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T T T I

Figure 4: Another graph view of the obfuscated function

.text:000000013F6F57F7 BB BD 5C @1 00 0@ mow ecx, [rbp+3D@h+var_274]

. text:8@868@8013F6F5YFD 89 CA mow edx, ecx

. text:8@8008Q13F6F57FF 65 48 8B 12 mov rdx, gs:[rdx] i PEB Structure
.text:9@@0@B013F6F5883 43 39 95 58 @1 9@ B0 mow [rbp+3D@h+var_28@], rdx

. Text:99eee0e13F6F580A 48 BB 95 58 @1 098 8@ mov rdx, [rbp+3D8h+var 288]

.text:000000013F6F5811 48 89 95 D@ @@ 00 20 mow [rbp+3D@h+var_3@8], rdx

.text:0@8600013F6F5818 45 5B 95 D@ 8@ @ 8O mow rdx, [rbp+3D8h+var 38@]

.text:000000Q13F6F5B1F 48 BB 52 18 mow rdx, [rdx+18h] ; PEB_LDR_DATA
.text:9@@8@8013F6F5823 45 33 (2 18 add rdx, 16h 3 LIST_ENTRY InLoadOrderModulelist;
.Text:99eBeeR13F6F5827 48 §9 95 FE 80 B8 2@ mov [rbp+3D@h+var_2E8], rdx

.text:000800013F6F582E BB @D B3 EJ 82 0@ mov ecx, cs:dword_13F7241EC

.text:9@8600013F6F5834 44 5B @5 BD E9 82 8@ mow r8d, cs:dword_ 13F7241F8

.text:000BRBR13FEF5B838 41 B9 (9 mow rod, ecx

.text:8@80@8013F6F583E 41 33 E9 @1 sub rod, 1

.text:00eeeeR13F6F5B842 41 @F AF (9 imul ecx, rod

.text:000800013F6F5846 B3 E1 @1 and ecx, 1

. text:900B0ERL3IF6F5349 83 F9 @8 cmp ecx, @

.text:000000013F6F584C 41 @F 94 C2 setz rleb

.text:0@80@B013F6F585@ 41 33 F8 @A cmp r8d, @Ah

.text:0000RBR13FEF5854 41 @F 9C (3 setl rilb

.text:0@@8@8013F6F5858 45 @3 DA or rigb, rilb

.text:9@eeeeR13F6F5856 41 F6 C2 81 test rigb, 1

.text:000000013F6F585F B9 B3 3F 18 2D mow ecx, 2D183F83h

.text:9@8880013F6F5864 41 B3 4B 6F 28 92 mow r8d, 92286F4Bh

.text:000008013F6F586A 44 @F 45 (1 cmovnz r8d, ecx

.text:0@@0@B013F6F586E 44 39 85 BC 8@ 9@ B0 mow [rbp+3DBh+var_314], r8d

.text:0@eeR0R13F6F5875 E9 @B B84 20 60 jmp. loc_13F6FDCES5

.text:000808013F6F587A e
. text:9@8608013F6F587A

.text: 000808013 eFSB7A loc_13F6F587A: 5 CODE XREF: sub_13FBF4FDB4+5SAAT]
.text:8@86@8013F6F587A C7 85 BC @@ 8@ B8 39 B4+mov [rbp+3DBh+var_314], 882C5843%h

.text:00e8eeR13FeF587A (5 B2
.text:000800Q13F6F5884 E9 FC 33 @0

3
o

loc_13FGFDCE5

. text:9eeeeeal3FeF5889 B S S S e S S S O D S S O D S S S D D S S O S S S Co DO SC S SO S OIS SIS onToos
.text:000000013F6F 5889
.text:8@8880013F6F5889 loc_13F6F5889: ; CODE XREF: sub 13FGF4FD@+28E1]
.text:9@EPOBRL3FEF5889 43 8B 85 FO B0 0@ @0 mov rax, [rbp+3D@h+var_ 2E@] ; traverse InLoadOrderModulelist;
.text:0@@0@B013F6F589@ 45 39 85 (3 8@ #@ B0 mow [rbp+3DBh+var_3@8], rax
.text:09eeeee13F6F5897 48 §B 85 (8 €0 08 2@ mov rax, [rbp+3D8h+var 388]
.text:0@e00RR13FEFS89E 43 5B @8 mov rax, [rax]
.text:9@86@0013F6F58A1 45 89 85 (@ 8@ B 8O mov [rbp+3DBh+var 318], rax

" text:00000B013FGFS8AB (7 85 BC 8@ 8@ 8@ 13 Di+mov [rbp+3D@h+var_314], 9488D313h

Figure 5: PEB parsing code fragments inside the jump code block

This obfuscation is quite effective. Anti-analysis techniques delay the execution, and the researcher has to search

the code fragments inside the jump blocks, which is a tedious task.

Along with jump blocks and multiple loops, there are multiple dummy functions that are not doing anything but

wasting time while analyzing the sample.
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. LEX L OUOOUOT L Ir DEIDTL

«text:eeeo0e013FEE3B92 loc_13FGE3B92: ; CODE XREF: Loop_Function+2129tj
.text:@@0000013F6E3B92 B3 18 @0 00 80 mow eax, 18h
.text:PBeeBARL3FEE3BIY 48 89 85 70 B2 @0 ee mow [rbp+@BABh+var_938], rax
.text:@@OOBOBL3FEESBOE ES 2D CF 81 88 call Dumy Fuct
T text:@@EEBEE13FEEIBA3 48 29 (4 sub rsp, rax
.text:0000BORL3FEEIBAG 48 89 E@ mov rax, rsp
.text:280008@13F6E3BA9 48 89 B85 88 @2 @0 B8 mow [rbp+@BABh+var_918], rax
.text:0e0000013FEESBEe 48 3B 85 70 @2 @0 ee mov rax, [rbp+8BABh+var_93@]
.text:@80008@13F6E3BBY E3 14 CF @1 8@ call Dumy_Fuct
Ltext:0000080013FEE3BBC 48 29 C4 sub rsp, rax
-text:000000013FGE3BEBF 48 89 E@ mowv rax, rsp
.text:PeeeBeRL3FEE3BC2 48 89 85 98 B2 @8 ee mov [rbp+@BABh+var_918], rax
.text:0@00BO013FEESBCO 48 8B 85 70 02 @0 0 mov rax, [rbp+8BABh+var_938] |
.text:p00008813F6E3EDG ES FB CE 81 8@ call Dumy_Fuct
+text:0ee000013FE6E3IBDS 48 29 C4 sub rsp, rax
. text:00B008013F6E3BD8 48 89 E@ mowv rax, rsp
.text:0e0000013F6ESBDE 48 89 85 98 @82 @0 ee mov [rbp+@BAeh+var_988], rax
.text:@@00008@13F6ESBE2 48 86 85 78 @2 @8 @6 mow rax, [rbp+8BAGh+var_938]
.text:PBPOBBRL3FEE3BEY ES E2 CE @1 88 call Dumy_Fuct
.texi:000OBORL3FEESBEE 48 29 (4 sub rsp, rax
.text:P00000013FEE3BF1l 48 89 E@ mov rax, rsp
.text:0000BOR13FEESBF4 48 39 85 AP B2 @0 B8 mov [rbp+@Badh+var 960], rax
.text:@@0008@13F6E3BFB 48 88 85 70 @2 80 @8 mow rax, [rbp+@BABh+var_938]
.text:000000013F6E3CO2 ES C9 CE 21 8@ call Dumy_Fuct
-text:00B008813F6E3CAT 48 29 (4 sub rsp, rax
Ltext:0000080013FEE3CRA 48 B9 E@ mov rax, rsp
.text:0000BOR13FEEICAD 48 39 85 AS B2 @0 Be mov [rbp+@BABh+var_8F8], rax
.text:Pe0eBeR13FEE3C14 48 8B 85 70 B2 @8 ee mow rax, [rbpt@BAh+var_93@]
.text:0000B0013FEEICLE ES B8 CE 21 88 call Dumy Fuct
Ltext:008080013F6E3C20 43 29 C4 sub rsp, rax

Figure 6: Dummy functions inside nested Jumps

.text:000000013F700AD I

.text:oo0000013F700AD Dumy_Fuct proc near ; CODE XREF: Loop_Function+24CEtp
.text:000060013F 760AD8 3 Loop_Function+24E71p
.text:oo0000013F700AD

.text:080808013F 780408 arg_@= byte ptr 8

.text:oo0000013F700AD

.text:bo0000013F700ADB 51 push rcx

.text:000886013F780AD1 58 push rax

.text:000000013F700AD2 48 3D 6@ 18 6@ 68 cmp rax, 18eah

.text:000200013F700ADS 48 8D 4C 24 18 lea rcx, [rsp+l@h+arg @8]

.text:0e0000013F700ADD 72 19 jb short loc_13F7@0AF8

.text:beee00013F700ADF

.text:000800013F700ADF loc_13F7@8ADF: ; CODE XREF: Dumy_Fuct+261j
.text:be0000013F700ADF 45 81 EO @@ 1 ee &8 sub rcx, 18eeh

.text:PeeeE00L3F70AEE 48 33 @9 ee or gword ptr [rcx], @

.text:000000013F700AEA 48 2D 6@ 18 6@ 88 sub rax, 18eah

.text:000000013F700AF0 48 3D 6@ 18 6@ 68 cmp rax, 18eah

.text:000000013F700AFE 77 EV ja short loc_13F7@0ADF

.text:be0000013F70BAFS

Jtext:eeeeeea13F7@BAFS loc_13F7@8AFS: ; CODE XREF: Dumy_Fuct+D1j
Ltext:008000013F700AFE 458 29 C1 sub rcx, rax

.text:000000013F700AFE 45 83 @9 @@ or gword ptr [rcx], @

.text: 0000000 13F70BAFF 58 pop rax

.text:bo0000013F 700600 59 pop rcx

.text:peeA0E013F 700601 (3 retn

.text:be0000013F 700601 Dumy_Fuct endp

.text:beoeRE013F700E01

Figure 7: Dummy functions

.text:@@8888A13F6ES136 89 85D 36 @2 @8 68 mov [rbpt+@BABh+var_928], ecx

.text:000000013F6ES13C E9 42 DS @@ ee jmp: loc_13F6F2683

.text:000000813F6ES141 T e e
.text:eeeeeee13F6ES141

.text:000000013F6ES141 loc_13F6ES5141: 3 CODE XREF: Loop Function+EFtj

.text:000000013F6ES141 3B 85 (C @3 2@ 6o mov eax, [rbp+@BAGh+var 7D4]

.text:080000813F6ES147 8B 5D D8 @3 @0 20 mov ecx, [rbp+@BAeh+var_7C8]

. text:8808888813F6ES14D 31 C1 xor ecx, eax

.text:880@BBB13FEES14F 88 8D DF @3 8@ 28 mov [rbp+@BABh+var 7(1], cl

Ltext 13F6ES155 8B @5 65 F@ 83 88 mov eax, cs:dword_13F7241Ce

.text:0@0000013F6ES15B 8B 15 7F F@ 83 0@ mov edx, cs:dword 13F7241E@

.text:000000013F6ES161 41 39 (8 mov rdd, eax

.text:080000813F6ES164 41 83 EB @1 sub rgd, 1

. text:0B0000813F6ES1EE 41 @F AF CO imul eax, rad

.text:BB@ABBB13FEES1BC 83 E8 61 and eax, 1

.text:800@BB013FEES16F 83 F3 00 cmp eax, @

.text:880088013F6ES172 AF 94 (1 setz

.text:0@0000013F6ES175 B3 FA @A cmp

.text:000000013F6ES178 41 BF 9C C1 setl

. text:080000813F6ES17C 44 @3 (9 or

. text:8808888813FBES17F F6 C1 61 test

.text:880088813F6ES182 B8 6B EC 64 1D mov

.text:800000813F6E5187 BA @B 21 53 16 mov

Ltext:000000013F6ES18C @F 45 D@ cmovnz edx, eax

.text:000000013F6ES1BF B89 95 B0 @2 @0 00 mov [rbp+@BABh+var_228], edx
—— .text:@@8088013FGES1O5 E9 E9 D4 @0 @@ jmp loc_13FE6F2683

Figure 8: XOR decryption to decrypt the encoded payload

Once it decrypts the payload, it reads the encoded API string array at the end of the encoded payload embedded in
the data section. Within the payload, the first DWORD is the size of the array and next is the API function array.
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This array is of size 0x52 bytes and the encryption key used earlier to decrypt the payload will also be used to
decrypt the API array. The only difference between the decryption of the payload and the array is malware uses an

4th

encryption key of size 0x52 bytes from the 4™ offset of encryption key.

w® CFF Explorer VIl - [1€37¢3902284dd lise.e O
File Settings ?
\ B ‘ @ 1e3 -
-
Name Virtual Size Virtual Address | Raw Size Raw Address | Reloc Address |Linenumbers | Relocations *
1 (5 le: 1e37c3902284dd865:2022 00000180 00000188 000001BC 000001C0 000001C4 000001C8 000001CC 000001D0
OaYef8b6a9_scarcebruise exe.d L
d Byte[8] Dword Dword Dword Dword Dword Dword Word
. ﬁa‘“ feader text 0001FFF8 00001000 00020000 00000400 00000000 00000000 0000
@ Fle Header data [oooteco  Jooo2io00  oootF000 00020400 000000 0000000 0000
5 Optional Header rdata 000D0ESO 00040000 00001000 0003F400 00000000 00000000 0000
& Data Directories [x] |
| — @ Section Headers [x] /4 00000004 00041000 00000200 00040400 00000000 00000000 0000 vl
— 2 import Directory < > |
— |2 Exception Directory
L — 3 Relocation Directory This section contains:
— 2 TLS Directory Size of array encoded API string array
— %Mﬂaﬁ Converter
— ﬁw Walker
— N, Hex Editor
— 4 Identifier — A
[ enter X o-p;:.v
— %) Quick Disassembler Offset | 0 1 2 3_4 c© e¥7 8 o 3 BY¥c D E F | ascii
— % Rebuilder 0001ED20 zJIGR. . . 0507 +.4
L— %, Resource Editor 0001ED30 [02 08 24 22 05"17%9; "Su¥PI0
Y

DOO1ED40 §12 13 16 00 0S5 06 39 37 3A 02 4A 3F 0D OE 34 04 ||opo .0p97: J?.0:0
DOD1EDSO 3D 25 38 08 3E OA 1C 16 12 55 3D 36 29 21 35 00 =%B80>. 00U=6)15.
O001ED6D § 21 37 38 11 1E 2E 37 1D 07 10 00 OE 3 19 15 10 1780 .7 0D .0cODDO
0001ED70 § 27 S0 44 53 2D 14 2B 05 14 50 00 00 00 00 00 0O 'PDS-0H0P......
DOD1EDEOD [FU UF UZ 40 UL U0 U0 U0 U0 OU U0 U0 U0 U0 U0 OO | &0 @ ...........
DO01EDS0 | FF FF FF FF FF FF FF FF 00 00 00 00 00 00 00 00 | yy¥y¥yy¥y¥........

Figure 9: Encoded API array

-text: 00000001 FEESS22 E —
- text:DOOORORLIFEESS22 loc_13FeEss2z: ; CODE XREF: Loop_Function+l1F3tj e ]
“ .text:0000000L3FEESS22 48 8D 05 £7 BA 01 00  lea  rax, unk_13F701018 REx 1%
" L text:000000013FEES529 48 05 14 217 00 00 add rax, 2714h RCX 00000000001C608 W debupdll
“ . text:0000000L3FEESS2F BB 8D E4 03 00 00 mov  ecx, [rbp+oBABhevar_78C] ; size of Payload ROX BGGRO0B0RRITEC3R % Stack[60
" text:DOO00013FEESSIS 89 (9 mov ok, ecx [ —————
“ . text:000000013FEE5537 89 CA mov  edx, ecx s
" . text:000000013FEES535 48 01 DO add rax, rdx i Start Offset of Encoded API Strings
| ¥ text:DROBOGOLIFEESSIC 48 BB 95 BO 02 00 88 mov rdx, [rbp+dBadhivar BF8] REP BORROBEGBAITEDLD b Stack(Be
Ly 48 80 82 mow [rdx], rax RSP GGROPRRAITEATD % Stack|sd
“ .text:0O0000OLIFGESSAE 48 4B B BB 02 00 00  mov rax, [rbptOBABhevar 8£E] RIP BOGROORISFEESS4I % Loop_Fun
" text:HOODOOO1IFEESSAD 45 BB G5 BB A2 BB B8 mov rdx, [rbp+oBadhsvar_BF8] e
“ . text:000000013FEESSSA 48 8B 12 mov  rde, [rdx]
" _text:006ODO813FEESSST 45 83 EB mow 8, rsp ) L sEE L
“ .text:0000000L3FEESSSA BB 6D 78 EC 83 00 mov  ecx, csidword_13F724108
" .text:00000013FGESS60 44 5B G0 7D EC 03 88 mov rod, cs:dword_13F724164 (5] Mok
© . text:@R000OL3FEESSET 41 89 CA mov  ritd, ecx Path
“ .text:0000DOOLIFEESSEA 41 83 EA 81 wh rid, 1 =
© .text:0000DO0LIFEESSEE 41 OF AF CA iml  eex, riod B C\Windows!syster3Z kemel32. 80
“ . text:0R00000L3FEESST2 83 E1 81 and  eex, 1 [
" text:DROBBGBLIFEESSTS B3 F9 88 emp ecx, @ 2l
© .text:0R00000L3FEESSTE 41 OF 94 (3 setz  rilb
“ . text:000000R13IFEESSTC 41 80 E3 81 and  rilb, 1
“ .text:0ROPDOOLIFGESSER 44 85 9D 1E 06 80 00  mov [rbp+eRAhsvar_582], rilb [T Thweads
“ .text:0R0000PL3FEESSAT 41 83 FI BA op  rod, Bih
© .text:000000P13FEESSEE 41 OF 9C (3 setl  riib | |Decimal  Hex  State
© .text:@OeEeEL3IFEESSEF 41 50 E3 O1 and rub, 1 [3] 3544 DOB  Ready
Figure 10: Malware calculates the start offset of the encoded API string and starts decrypting it
(& Hex view-1 O & x || Hexview2 o & x
£ + BOBEOGA13FEAISFE 58 72 58 72 6F 6F 63 55 69 73 56 62 71 Xr¥rancUisvbkdTq -
.. 2060001 700 4A 49 42 63 74 6C 78 73 4B 6B 52 78 54 JIBctlxsKkRxIJWET
Strings 0 © 6A 78 4D 65 79 65 77 68 75 7@ 73 48 4D jpheyewhupsHnCsH
0oBEERE13FEA3728 4D 68 74 00| MAEMZ. eeseneens
BOOREGR13FERI730 FE FF 00 00 [I 90 0O B0 00 00 00 00 40 00 00 00 i i
1loc.Kernel32.lo 00 80 08 60 B2 O 0@ BB 0O 0O 0O 0O B0 0O 0O 00
adLibraryA.GetPr ! 0@ 90 00 90 02 22 0@ 92 ©0 00 90 00 20 0D 90 00
ochddress. Messag ? 90 @1 60 90 6 1F BA ©E ©0 B4 9 CD 21 B8 01 4C ... = E L
€D 21 54 68 69 73 20 7@ 72 6F 67 72 61 6D 20 63 {!This-program-c
BOOBOA13FERITES 61 6E GE 6F 74 20 62 65 20 72 75 6E 20 69 6E 2@ annot-be-run-in-
S OF B 3F O1 00 00 00 BRABAGE L @ 44 4F 53 20 6D 6F 64 65 2E 0D 0D BA 24 00 08 0@ DOS-mode....5...
o3 FF FF FF FF FF FF FF FF 90 8@ 60006001 37 B ? 8@ 80 90 90 59 (D 9D @F 1D AC F3 5C 1D AC F3 5C ....vI...-6\.-d\
FF FF FF FF @@ o8 8@ @0 ©0 0@ __ Do0eeeal3FE@37E@ 1D AC F3 5C 56 D4 F@ S0 18 AC F3 5C 56 D4 F6 5D .“6\“].*6\\“]
FE FF FF FF 00 00 8@ 80 80 9@ B0BBBMA13FE@ITCA 91 AC F3 SC 56 D4 F7 SD 17 AC F3 5C 1D AC F3 5C '—ﬂ\\i@-}—],—ﬂ\,—ﬂ\ L

Figure 11: API array after an XOR decryption

It accesses the PEB structure and parses it to get the list of loaded modules in process memory.
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The following is an example of the instructions set to parse the PEB.

mov rax, gs:60h ; Access PEB structure
mov rl5, [rax+18h] ; Access PEB LDR DATA structure

add r15, 10h _: Pointer to LIST ENTRY InLoadOrderModuleList

Figure 11B: Instructions
Here InL.oadOrderModuleList is a doubly-linked list that contains the loaded modules for the process.

The malware parses this “InL.oadOrderModuleList” to get the Imagebase address of kernel32.dll with the goal of
resolving the VirutalAlloc API Then the malware will parse the PE structure of kernel32.dll to get the name of
each exported function and matches them with the API string that got decrypted earlier in 0x52 byte array. If the
API name matches the exported function name, then the malware will read the associated function RVA from the
export directory and add it to the Imagebase of kernel32.dll,. Using this method, the malware resolves each API
dynamically. It will resolve 4 APIs - here VirtualAlloc, LoadLibraryA , GetProcAddress , and
MessageBoxTimeoutA. Once its finished resolving the APIs, the malware will show the error massage box and

then continue execution.

Now, the malware calls the “VirtualAlloc” API to allocate memory in the process and start its task as loader to

load the actual payload.

o The malware parses the PE file structure of the payload from the data section where previously it decrypted
the PE file and read each section header one by one.

» To map the process as per section alignment, it reads the virtual address of each section and adds it to the
image base of the injected PE and copies each section of data to this offset in memory.

e The malware will not copy the PE header to the injected PE, this has been done intentionally to evade
detection from AV products.

« [t reads the relocation section and does the fixup as it gets loaded at the different base address in the
memory.

e [t reads the import address table of the payload file from the data section region and resolves the API
address dynamically using the “LoadLibraryA” and “GetProcAddress” APIs and copies these all function
pointers to the IAT of the injected payload.

e When the injected PE file is ready for execution, it will read the RVA of the address from the entry point
from the PE file in the data section and add the base address of the injected payload and redirect execution

to the injected code.
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Figure 12: Configuration setting for the payload

The injected payload is 64-bit executable file, it will call the “GetKeyboardLayout” API and check the lower

words of the return value with the hardcoded values in binary. It tries to check if the keyboard layout is from the

following countries. If it is, then the malware will continue its execution, otherwise it terminates itself.

Language

German
Spanish
Spanish
Catalan
Basque

Italian

Polish

uEUUgLs I
debug173:
fdebugl73:
fdebugl?3:
{debugl?s:
idebugl?3:
idebugl?3:
fdebugl73:
(debugl?3:
fdebugl?3:
ldebug173:
idebugl?3:
{debugl73:
idebugl?3:
fdebugl?3:
ldebug173:
[debugl73:
fdebugl73:
fdebugl73:
{debugl7?s:
[debugl?3:
[debugl73:
fdebugl?3:
idebugl73:
fdebugl?3:
(debugl?3:
[debugl73:
fdebugl73:
idebugl73:

fdebugl?3:

TOUTYLOLIOLD LD LY
B808a1BC96CB1B18
900081BC96CB1B12
B09001BCI6CB1B19
B000818C96CB1B1F
B008018C96CB1B22
200001BC96CB1B24
B00801BCI6CB1B2A
B89001BC96CB1B2C
B000818C96CE1632
B288a18C96CE1634
B00801BC96CB1B3C
900001BCI6CB1BIF
B9V 1BCI6CE1B4T
BO00818C96CE1B4C
B@98a1BCI6CE1E54
B00001BC96CB1B59
900001BCI6CB1B58
BBB8a1BC96CE1EED
B000818C96CE1660
Be88a18C96C01668
B00001BC96CB1B63
900001BCI6CB1BES
900001BCI6CB1B67
B000818C96CE1668
B08801BCI6CE1BEE
B00001BC96CB1B70
B888e1B(96(B1B72
909081BCI6CB1B79
9998018C96CB1B7A

a8
48
FF
48
33
FF
33
FF
33
7
48
lw)
B8
7
66
28
48

66
74
FF
8
83
72
33
48
sB
3

Location (or type)

Germany

Spain

Spain

Spain

Spain

Italy

Poland

53
81
15
88
D2
15
]
15
DB
aa
as
44
15
44
89
o]
80

c1
83
F9
Fe
e
81

EC
D1
(=}

E6

24
D@
24
B4
24
44

a8

ce
@7

ca

58 @1 88 88
F5 @8 28

F7 88 88

F7 @8 28

20 87 B84 BA B4
24 BA BC 83 B4
88 88

28 20 84 18 84
24 2C

24 20

ez

58 21 e2 2@

rboc

rsp, 158h
cs:GetConsolenindow
rox, rax

edx, edx

cs: Showkindow

ecx, ecx
e5:GetKeyboardLayout
ebx, ebx
[rsp+158h4var_138],
rdx, rax
[rsp+158h+var_134],
eax, 415h
[rsp+158h+var_138], 4188420h
[rsp+158havar_12C], ax

ecx, ebx

rax, [rsp+158h+var_138]

48AB4BTH

4a83ac0ah

loc_1BC96CE1BEA:

cmp
jz
inc
add
cmp
jb
xor
add
pop
retn

dx, [rax]

short loc_1BC96CB1B78
ecx

rax, 2

ecx, 7

short loc_1BC96CB1BG@
eax, eax

rsp, 158h

rbx

Language ID
0x0407
0x040A
0x0C0A
0x0403
0x042D
0x0410

0x0415

3 huind

nCmdShow
Hide Window
idThread

moves Language Identifiers on Stack

CODE XREF: sub_1BC96CB1B18+5E47
Check Language Identifiers with hardcoded values

Language Identifiers with harc

Figure 13: Call to the “GetKeyboardLayout” API and check language identifiers

Now, the payload retrieves the computer name by calling the “GetComputerNameA” API and encrypts the first 4

bytes of the computer name string using single byte XOR encryption. The encryption key is “MIR24”, which is
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hardcoded in binary. It will create a Mutex with the name of this partially encrypted computer name string. If a

Mutex already exists, it will terminate it.

[debugl?3:
idebugl?3:
idebugl?3:
idebugl?3:
idebugl?3:
idebugl?3:
idebugl?3:
idebugl?3:
idebugl?3:
idebugl?3:
idebugl?3:
idebugl?3:
idebugl73:
idebugl73:
idebugl?s:
idebugl?3:
idebugl?3:
idebugl?3:
idebugl?3:
idebugl73:
idebugl?3:
idebugl?3:
idebugl?3:
idebugl?3:
idebugl?3:
idebugl73:
idebugl?s:
idebugl?3:
idebugl73:

lHakhim1 72,

B89e81BC96CE1BF1
B80e818CI6CE1EFS
e9e0e18CI6CB1E6F7
0eeea18CI6CB1BFY
B80e818CI6CE1BFI
Beeea1BC96CE1EFI
eeee818C96CB1BFE
Beeeal1BCoeCB1CEe
BeeealsCI6CE1Ca2
©epee18CI6CB1CA8
Beeea1BC9eCB1CRE
Beeea16C96CE1C16
0epee18C96CB1C1E
B80e81BCo96CB1C23
Beeeal1BC96CB1C25
B89e81BC96CB1C2A
88ee81B8C96CB1C2F
Be0ea18C96CB1C35
B89e818C96CB1C3C
B80ea1BC96(B1C43
Bepaa18C96CE1C45
B80e81BC96CB1C4E
8eeea1BCIECB1CAB
eeee018C96CB1C4E
B80e818C96CB1C4D
0eeea1BCIeCB1CSS
BeBe816C96CE1C55
eeaaal18C9sCB1CSS

0800818C96CB1CS5
AODAGTRrOArRICFSE

a1
3B
72

4C
33
33
FE
FF
48
43
30
74
ES
E8
41
4C
48
33
EF

33
43
58
3

3@ 48 FF

DF
E7

80 44 24 48

D2
9
15
15
BB
86
B7
26
16
11
B9
80
80
9
15

[<:]

B8 F4 0@ 0@
3A F4 20 20
BC 24 68 @1
B4 24 68 @1
2e e ee

FB FF FF
F& FF FF
19 00 o0 ee
@5 C9 6E 81
15 €2 6E 81

DD F6 0@ B

88

81 C4 58 @1 2@ @@

g8

xor Nré-1], cl

cmp ebx, edi

jb short loc_1BC96CB1BE®
loc_1BC96CB1BFI:

lea r8, [rsp+lS8h+Buffer]
xor edx, edx

xor ecx, ecx

call cs:CreateMutexA

call cs:GetLastError_@
mowv rdi, [rsp+158h+arg_B8]
mov rsi, [rsp+158h+arg_@]
cmp eax, ©87h ; '-

3z short loc_1BC96CB1C4B

call Steal_DataFromThunderBird
call steal_data_from Outlook

mov r9d, 18h
lea r8, Caption
lea rdx, Caption
xor ecx, ecx

call €s:MessageBoxA

loc_1BC96CB1CAB:

xor eax, eax
add rsp, 156h
pop rbx

retn
sub_1BC96CB1B1@ endp

Lo G L

CODE XREF: sub_1BC96CB1B16+C615
lpName

bInitialOwner

lpMutexAttributes

uType
lpCaption
lpText
huwnd

CODE XREF: sub_1BC96CB1B18+1131j

Figure 14: Creating a Mutex and executing its core functionality to steal data from the infected machine

As we can see in Figure 14, it will execute the function which will steal confidential data from the infected

machine.

Here, we have found two functions in the malware. The first is used to steal data from Mozilla Thunderbird, which

is a free and open-source email client software. The other function is intended to steal data from Outlook.

o It searches for the folder path “C:\Users\<username>\AppData\Roaming\Thunderbird\Profiles\”

All of your data such as messages, passwords and user preferences as well as changes made while you use

Thunderbird are stored in a special folder called profile.

« [f it finds this folder path on the system, it will call the FindFirstFileAand FindNextFileA APIs to search

for two files in the subdirectory. The first is “logins.json” (account and password) and the second is

“key4.db” (password database).

e It reads the data from both of these files and appends both files’ data one after another, starting network

communication.

It establishes a connection to its server and prepares an HTTP post request with the user-agent “Mozilla/5.0
(Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/60.0.3112.113

Safari/537.36” and then exfiltrates this data to its server.

http[:1//45[.]19[.]174.12/server.php .

e The server IP is hardcoded in binary which is “45.9.74[.]12”

o Before sending data to the server, it will encrypt it with the single byte XOR encryption. The encryption
key is hardcoded in binary which is “00ca8abe-6ab2-4b10-97¢8-925934cf0423”
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Hdebugl73:008881BC96CB1852 85
debugl?3:880081BCI6CB1E54 aF
debugl73:@eeea1BCIGCE1E5A 33
debugl?3: 080081BCI96CE1E5C 48
{debugl73:@eeealBCI6CE1E63 41
idebug173:@@0001BCI6(B1869 EB
debugl?3:0e0801BCI96CE186E 4C
debugl73: @eeealBCI6CE1ET2 4C
debugl73:008081BCI6CE1877 48
{debugl?3: @eeealBCI6CE1ETE 48
debugl73: @@0061BCI6CB1E85 FF
debugl73:@ee0e1BCI6CB188E 33
{debugl73: @eeealBCI6CE1850 48
debugl73:@e8081BCI6CH1894 41
[debugl73:@@e081BCI6CE1894 E8
{debugl73:000001BCIE6CEB1EIF 4C
Hdebugl73:008081BC96CB18A3 4C
debugl?3:@eeealBCI6CB18A5 48
debugl73:0eeea1BCIGCE1EAF 48
Mdebugl73:0@0801BC96CB18B6 FF
debugl?3:820001BCI6CEB1EEC 48
Mdebugl73:9@8081BCI96CE1EC3 FF
debugl?3: 0800a1BC96CE1BCY 85
{debugl73: @eeealBCI6CE1ECE oF
idebugl73:020081BC96CB18D1 48
debugl?3:@eeealBCI6CB1808 FF

:900001BCI6CB1BDE BS
debugl73:000081BCI6CB18E OF
{debugl73: @eeealBCI6CE18E6 45
idebugl73:@@0081BCIGCH1EET 4C
[debugl73:@@e081BCI6CB18EE C7
{debugl73: @eeealBCI6CE1EFE 48

B ELESLBE oL EBBENEERLBE88RBRRS

[debugl?3:@eeealBCI6CB1848 48 80 4D
debugl73:0eeea1BCI6CE1E4C FF 15 5E

43

[UNENCOWN 000001BCS€CBLESA: debugl73

ic
F8

a2
A

]
c

[
&

62

5
g§8338 2388 8 8

FEEEABRES *

8

2
288 8 8328 838338 883

-
B

24
28
B

28 388

g 288 zgszsg:m

86 88 08

88

3 88 2

lea

call
lea
call
test
jz
lea
call
test
jz
xor
mov
mov
lea

rex, [rbp+7ch]
cs:lstremp

eax, eax
loc_1BCI96CB1ASD
edx, edx |
rex, [rbp+2ach]
réd, 184h
sub_1BCISCBFBCR
r9, [rbp+7ch]

r8, [rsp+a8h]

rdx, asSLoginslson
rex, [rbp+2agh]

cs:iwsprintfa

sub_1BCISCBFECA
9, [rbp+7ch]

r8, [rsp+ash]

rdx, assKeyaDb
rex, [rbp+3B8h]
cs:wsprintfa

rex, [rbp+2a8h]
cs:PathFileExistsA
eax, eax
loc_1BC96CB1ASD
rex, [rbp+3Beh]
cs:PathfileExistsA

eax, eax
loc_1BC96CBLASD

rod, rod

[rsp+3@h], r14

dword ptr [rsp+28h], 8éh ;
rex, [rbp+2ash]

:000001BCSECBLE5A (Synchronized with RIF)

e

H

“%=%s\\logins . json"

3 "Es¥s\\key4.db”

pointer to logins.json

peointer to key4.db

Path

[T Threads
Decimal
3408
[@) 380

<

o &

 ||[E] Hex wew-2

RAX BBOGR000008E
REX S2020000000¢
RCX BB@@TFFACISE
ROX B8G2B000000¢
RSI B8E@@16CIGCE
RDI B80@TFFAASL]
REP B8688811678F
RSP B800811578F
RIP @B0281BCIGCE
RE @0002811678F
RO B8EeBe11678F
R16 BE000082008E
R11 B8000080008¢
R12 B80G1BCI52F
R13 S2020002000¢
R14 G00000D020DE
R15 BOERL000000¢

CAWindows\Sy

R raliearst madh
<

Hex
D50
C6C

BOBBL16TEFFSED
Bea11657EFFSFa
B0201167BFFE00
9ee0e11678FFE18
BOBIL167BFFE28
2ea11678FFE30
9OeA11678FFE48
\201167BFFE59

Figure 15: Searches for the “logins.json” and “key4.db” files from the profile folder

g g g S
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Figure 16:

¥

W
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oo own
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StrelaStealer is expecting the response from its server

debugl73:888081B(96(B1114 45 33 (8 xor réd, rad
idebugl73:000081BC96CE1117 33 D2 xor edx, edx
debugl73:0000016C96C61119 49 8B CE mov rex, ri4
debugl73:80800816C96CE111C FF 15 16 82 81 @@ call cs:HttpSendRequesta
idebugl73:000081BC96CB1122 85 (@ test eax, eax

- debugl73:0@00016C96CE1124 @F B4 BA 00 00 2@ 3z loc_1BC96CB11B4
debugl?3:000001BC96CE112A B9 01 o4 20 20 mow ecx, 48lh
debugl73:000001BC96CE112F E8 08 4D 80 80 call sub_1BC96CB5SE3C
debugl73:800001BC96CE1134 4C BD BC 24 BE 00 00 00 lea r9, [rsp+8sh]
debugl73:0000816C96C6113C 89 BC 24 B8 9@ 20 B0 maw [rsp+88h], edi
debugl73:000001BC96CE1143 41 BE 00 84 00 0@ L r8d, 48eh
idebugl73:000001BC96(B1149 43 BB DO mov rdx, rax
idebugl73:000081BC96CE114C 49 BB CE mow rex, rla
debugl73:0000016CI6CB114F 48 8B E6 mov rbp, rax
debugl73:80800816C96C61152 FF 15 08 82 81 @@ call cs:InternetReadFile
idebugl73:000081BC96CB1158 85 (@ test eax, eax
idebugl73:000001BC96CE115A 74 50 3z short loc_1BC96CB11AC
debugl73:0000018CI6CE115C OF IF 48 80 nop dword ptr [rax+eh]
debugl73:080081BC96(B1168
debugl73:008081BC96(B1168 loc_1BC96CB1168: ; CODE XREF: debugl73:880081BCI6CE11AAL]
ebugl73:0000016C96CE1160 8B 84 24 B8 9@ 20 00 mow eax, [rsp+38h]
debugl73:0000816C96CE1167 85 C@ test eax, eax
debugl73:080001B(96(B1169 @F 84 83 20 B0 @@ jz loc_1BC96CB11F2
idebugl73:000001BC96CE116F @3 F@ add esi, eax
debugl?73:0000016C96C61171 48 86 CD moy rex, rbp
idebugl73:000001BCI6CE1174 8D 96 @1 &4 @0 @@ lea edx, [rsi+4@lh]
debug173:088001BCI6CE117A 48 BB 3C 2E mow [rsi+rbp], dil
debugl73:000081BC96CE117E EB 9D 4C 90 @@ call loc_1BC96CB5E20
debugl?3:0000018C96CB1183 4C 80 BC 24 88 ©0 00 00 lea r9, [rspt+88h]
debugl73:000081BC96CE1186 89 BC 24 88 @0 00 00 mow [rsp+88h], edi
debugl73:808081BC96(E1192 41 BE 88 84 00 00 mow réd, 4@8eh
debugl73:000001BC96CB1198 49 8B CE mew rex, rla
debugl73:000001BC96CE1198 48 8B E8 mov rbp, rax
debugl73:000001BC96(B119E 43 8D 14 @6 lea rdx, [rsi+rax]
debug173:888081BC96(B11A2 FF 15 BB @1 81 @@ call cs:InternetReadFile
debugl?3:0000816C96CEB11A8 85 (@ test eax, eax
debugl73:0000016CI6CE11A4 75 B4 jnz short loc_1BC96CB1168

We have analysed the second function statically where it reads the windows registry key, enumerates data from it
and tries to locate the 'TMAP User', 'IMAP Server' and 'TMAP Password' values.

The IMAP Password contains the user password in encrypted form. The malware will call the

Windows “CryptUnprotectData” API to decrypt it.

The following registry key is enumerated to steal Outlook data:
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“SOFTWARE\Microsoft\Office\16.0\Outlook\Profiles\Outlook\9375CFF0413111d3B88A00104B2A6676\”

" |debugl73:008001BCIGCCEBALC 0O d @

* ldebugl73:00@001BCIECCBALD 0O db @

® ldebugl73:0@0001BCIGCCBALE 8@ db @

® Hdebugl73:000001BCI6CCEALF 0O db @

® ebugl73:000001BCI6(CBA28 53 4F 46 54 57 41 52 45 5C 4D 69+aSoftwareMicros db 'SOFTWARE\Microsoft\Office\16.@\0utlook\Profiles\Outlook\9375CFF@4"
ebugl73:008001BCIECCEA2D 63 72 6F 73 6F 66 74 5C 4F 66 66+ ; DATA XREF: debugl73:000001BC96(B126410
debugl?3:0@eee1BC96CCEA28 69 63 65 5C 31 36 2E 30 5C 4F 75+ ; debugl73:@00081BC96CE13A9T0

ebugl73:008801BCIECCEA20 74 6C 6F 6F 6B 5C 50 72 6F 66 69+db '13111d3BEBAB@1B4B2AG676\",0

® ldebugl73:000001BCO6CCBATA B8O db -]
® ldebugl73:000001BCI6CCEATE 0@ db e
® debugl73:000001BC96CCEBATC 00 db -]
- ebugl73:000881BC96CCBATD 00 db -]
® |debugl73:000001BCIECCBATE @@ db -]
* ldebugl73:008001BCIGCCBATF 80 db -]
® ldebugl73:00@e01ECOECCEARE 49 4D 41 50 20 53 65 72 76 65 72+almapServer db 'IMAP Server',@ ; DATA XREF: debugl73:088801BC96(B151Bfo
® |debugl73:000001BCIECCEBABC 00 -]
- ebugl73:0008016C96CCBABD 00 db ]
*® debugl73:000001BCIECCBABE 00 db -]
* ldebugl73:0000016C96CCEBABF 0O db -]
“ |debugl73:000001BCI6CC3A92 49 4D 41 50 20 55 73 65 72 00 almapUser db "IMAP User’,@ ; DATA XREF: debugl73:loc_lBC96CB1549t0
* ldebugl73:000001BCIECCEATA 6O db -]
. ebugl7?3: 0008016C96CCBASE 00 db ]
* ldebugl73:000001BCI6CCEBAIC 00 db -]
® ldebugl73:000001BCI6CCEAID B8O db -]
- ebugl73:0008a1BC96CCEAE 00 db e
® ldebugl73:000001BCIECCEAIF 00 db e
® ldebugl73:0eeee1ECOECCEALG 40 4D 41 50 20 50 61 73 73 77 6F+almapPassword db 'IMAP Password',® ; DATA XREF: debugl?3:loc_1BCO6CB1577t0
*® |debugl73:000001BCIECCBAAE @@ ]
* ldebugl73:0@@001BCIGCCEBAAF B0 db -]
® |debugl73:000001BCIECCEABE 25 73 2C 25 73 2C 25 73 @A 00 asss db "¥s,%s,¥s',04h,0 ; DATA XREF: debugl73:888881BC96(B155F 0
® ldebugl73:000001BCIECCEABA 00 db -]

Figure 17: Outlook registry key would have been enumerated to steal data from the infected machine

M “Ethemetd
File Edit View Ge Capture Analyze Statistics Telephony Wireless Tools Help

A9 IBRBResrEFL ST EQQan

N |tep.stream eq 2
ha. Time Source Destination Protocal  Length Info
45 31.506642 192.168.267.136 45.9.74.12 TP 66 51150 + B8 [SYN] Seq=8 Win=65535 Len=@ M55=1460 W5=256 SACK_PERM
46 31.696029 45.9.74.12 192.168.207.136 TP 6@ 8@ + 51158 [SYN, ACK] Seq=@ Ack=1 Win=6424@ Len=@ MSS=146@
47 31.696485 192.168.207.136 45.9.74.12 TP 54 51158 = 88 [ACK] Seq=l Ack=l Win=65535 Len=@
48 31.695984 192.168.267.136 45.9.74.12 TP 277 51158 + B@ [PSH, ACK] Seq=1 Ack=1 Win=65535 Len=223 [TCP segment of a reassembled PDU]
49 31.697096 192.168.207.136 45.9.74.12 HTTP 1562 POST /server.php HTTP/1.1
58 31.697175 45.9.74.12 192.168.207.136 TP 68 BB » 51158 [ACK] Seq=1 Ack=224 Win=64248 Len=@
51 31.697263 45.9.74.12 192.168,207.136 TCP 6@ 80 + 51158 [ACK] Seq=1 Ack=1672 Win=64249 Len=0
52 32.213807 45.9.74.12 192.168.267.136 TP | 229 HTTP/1.1 200 OK
53 32.214188 192.168.267.136 45.9.74.12 TP 54 51158 + 88 [ACK] Seq=1672 Ack=176 Win=65535 Len=8

Figure 18: Network communication with server

The archive file cannot be found in any of the popular threat intelligence sharing portals like VirusTotal at the time

of writing this blog.

€ > € = virustotal.com/gui/search/74f21472fed71aaccbd60b34615a8390725cbabbcb25bbc6a51bd723ff8bd01a

@ Open Analysis malware-analyzer (T Reverse Engineering ) Reverse Engineerin.. > wwwSecurityXplod.. @ (@ Malware Research B.. [l CodeProject - Forth.. {3}

E Q. T4f21472fedT1aaccbd60b34615a8390725¢chab6cb25bbcba51bd723ffBbd01a

(4
°

No matches found

Alternatively, do you want to locate your threat based on static, dynamic, content, attribution or other advanced loC context? VT Inte
across VirusTotal's entire threat corpus using a myriad of modifiers, learn more.

Figure 19: File is not available on VirusTotal
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This threat is detected by SonicWall Capture ATP w/RTDMI . Evidence of the detection by our RTDMI engine

can be seen below in the Capture ATP report for this file.

SONICWALL™ | capture ATe Report

Mar 20, 3:28am

weamze us scanners rEputaton databiases detonation engnes. live detonatans

Summary of acsony cace denates Se evaryming the sngnes see
. B ™ g pmaian s hrctess connactom Reepa—

[0 smask miown 18 oL

Figure 20: Capture report
I0Cs

Archive file
MD5: ca4797bf995¢91864c8b290ebd4elc7b
SHA256: 74f21472fed71aaccbd60b34615a8390725cbab6cb25bbc6a51bd723ff8bd01a

JavaScript (Initial vector)
Md5 : C235CE3765F9B1606BDA81E96B71C23B
SHA256 : E083662C896C47064FD47411D47459BF4B1CB26847B5D26AEDD7FI9D701CABDA43

Main 64-bit executable file
MDS5 : 1E37C3902284DD865C20220A9EF8B6A9
SHA256 : F2D7CF39392D394D6CCD0F9372DB7D486D4CB2BB6C3BBFDODSBFBB6117A5E211

Injected 64-bit Payload
MDS5 : 95F51B48FB079ED4ESF3499D45B7F14E
SHA256 : C02BB26582576261645271763A17DE925C2D90D430E723204BAEC82030DC889A

Server IP : “45[.19.74[.112”

Source: https://blog.sonicwall.com/en-us/2024/04/updated-strelastealer-targeting-european-countries/
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