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 Tool: ROMCOM RAT

Names

ROMCOM RAT
ROMCOM

PEAPOD
SingleCamper
SnipBot

Category Malware

Type Backdoor

Description
(BlackBerry) Earlier versions of RomCom RAT were distributed via fake websites spoofing
the legitimate 'Advanced IP Scanner' application website.

Information

<https://blogs.blackberry.com/en/2022/10/unattributed-romcom-threat-actor-spoofing-popular-

apps-now-hits-ukrainian-militaries>
<https://www.trendmicro.com/en_us/research/23/j/void-rabisu-targets-female-leaders-with-

new-romcom-variant.html>
<https://unit42.paloaltonetworks.com/snipbot-romcom-malware-variant/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.romcom_rat>

Last change to this tool card: 27 December 2024

Download this tool card in JSON format

All groups using tool ROMCOM RAT

Changed Name Country Observed

APT groups

  Tropical Scorpius, RomCom 2019-Oct 2024  

1 group listed (1 APT, 0 other, 0 unknown)
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