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Background

FortiGuard Labs recently captured a malware being spread by a phishing email. After a quick analysis, I

discovered that it was a new variant of the HawkEye malware.

HawkEye is known as a keylogger and an application credential stealing malware. Over past few years, we have
seen it spread by email, and carried in MS Word documents, Excel files, PowerPoint files, and RTF files. In this

analysis, I am going to provide an overview of what this new variant can do to a victim’s system.
Distribution and Download

Here is the email content, masquerading as an airline ticket confirmation, which asks the targeted victim to click

on a link.
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From: Jordi Pedr Sy, > fic. Com:>
Sent: Tuesday, June 11, 2019 6:19 PM

To: Undisclosed recipients:
Subject: Your Flight Ticket is now Confirmed
Importance: High

TICKET CONFIRMED N/M 18JUN MDW

Thamk you for booking your flight with us. kindly click here to wew your ftinerary
Flight Itinerary View

INVOICE 0007129341 Ny

DATE 18 JUNE 18 BOOKING REF JLRPTT
AGENT KR/KR 727 866 0113 BAYWAY TRAVE
IRMED 2:45 DURATION AIRCRADOTSON/CAILEY 1120 PINELLAS BAYWAY SUITE 112 The URL when click on the link.
BOEING 737-800 (WINGLETS)

https:// S 1ynow/TICKET%2083992883992ATR83894 94VERVED37783PDF. 72

we— TRANSACTION CHARGE USD 35.00
WANNA GET AWAY FARE USD 1790.96 RT EARLY BIRD CHECK IN USD 30.00 =
INVOICE TOTAL USD 1855.96

MCO PAYMENT: AX XOO00000MKXX1007 105696

SVC: 890 0716023963 TO RETAIN VALUE OF TKT FOR FUTURE
USE TKT MUST BE XLD BEFORE DEPARTURE TIME NO REFUNDS/AIRLINE RULES APPLY
+++ E-TICKETS HAVE EXPIRATION DATES AND CONDITIONS OF USE.

CHECK THE CARRIER'S FARE RULES FOR MORE INFORMATION.
BAGGAGE POLICY - FOR TRAVEL TO/FROM, WITHIN THE US/CA, PLEASE VISIT: HTTPS://BAGS.AMADELS.CO M?R=JLRPTDE&N=DOTSON

Disclaimer: The contents of this messags, togsther with any attachments, are intendad only for the use of the individual or entity to which thay are addressac
and may contain information that is legally privileged, Confidential and exempt from disclosure.
If you are not the intended recipient, you are hereby notified that any dissemination, distribution or copying of this message or any attachment is strictly prc

Figure 1. The email content

It was designed so that a victim downloads a 7z file from the link shown in figure 1 that contains this new variant

of HawkEye and runs it on the victim’s system.

Unfortunately, on initial analysis the URL was not available and I received a “404 Not Found” message in the

browser.

Browsing to its main page. It turned out to be an FTP service, containing several related network folders about this

campaign, with most containing the same malware sample (Figure 2).
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— =
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Proudlv Served bv LiteSpeed Web Server at nmmmminiap Fort 443

Figure 2. Screenshot of the main page

After the downloaded 7z file was decompressed, we retrieved the EXE file
“TICKET%2083992883992AIR8389494VERVED37783PDF.exe”, which is the new variant of HawkEye.

Start HawkEye

Once HawkEye started, it spawned a suspended child process, “RegAsm.exe”, from the Microsoft .Net framework

installation directory — which is a tool for Assembly Registration. Meanwhile, HawkEye extracted a PE file into

its memory and then moved the PE file into “RegAsm.exe”. The dynamically extracted PE file is the main

program of HawkEye. It’s called “HawkEye_RegAsm,” to differentiate these files in the analysis.

HawkEye_RegAsm began running after resuming running “RegAsm.exe” after being suspended.

HawkEye_RegAsm is a .Net written program, which is packed by ConfuserEx v1.0.0 to protect itself. This creates

a big challenge for analysts to read its code and analyze it. The code was actually totally obfuscated, as shown in

figure 3.
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Figure 3. Obfuscated Entry function of HawkEye_RegAsm

After sleeping 10 seconds, HawkEye_RegAsm starts its work on the victim’s system. Through analysis so far, it

appears to mainly perform the following functions:

1> Set up clipboard logger
2> Set up keyboard logger
3> Spawn another two child processes “vbc.exe”, both from the .Net framework directory as well.

4> Send collected data to an email address using SMTP from time to time (every 10 minues).

HawkEye_RegAsm starts a thread to perform the above tasks, and then every 10 minutes it sends its collected

information to its Yandex email address.

HawkEye_RegAsm sets up a clipboard and keyboard logger using Windows-native APIs (such as
SetWindowsHookEx, SetClipboardViewer, etc.) Its local functions can record victim’s behaviors when the victim

types on the keyboard as well as when copying data into the system clipboard.

Figure 4 shows an example of the information that HawkEye_RegAsm collected from its keyboard and clipboard

logger, as well as the software title from when the event occurred.
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HawkEye Keylogger - Reborn w9
Keyboard Logs
MB“LE cor‘nputer name and user name

memsmsmsese===]3:35 gt @yahoo.com - Yahoo Mail - Google Chrome=ss==ssssss===
doc<LArrow><LArrows><LArrow> <RArrow><RArrow><RArrow>, wva rog si
Cu bine, recorded keyboard data

cecilia

HawkEye Keylogger - Reborn v9
Clipboard Logs

1 70SENERSRNE 4. computer name and user name

Application title

9147839786914703978691470299209147029928

mmmmmmm——-em=]18:30 Kitapl - Excel (Uriin EtEEE] e me i) m m m e - —————
9147029920 recorded clipboard data

messssssssss=]f: 38 Farkl? Kaydet==ssssssssse=

9147829920

Figure 4. Example of collected Clipboard and Keyboard data

Collecting Credentials from Saved Credential Storage

HawkEye_RegAsm performs a similar task as to the RegAsm.exe. It spawns two suspended child processes,
“vbc.exe”, which are from the same directory as RegAsm.exe. HawkEye dynamically extracts two PE files into its
memory, which are then copied into the two newly created child processes of “vbc.exe”. It also modifies its
ThreadContext data (It calls the API, SetThreadContext) and makes its entry point to the transfered PE file. When
“vbc.exe” resumes running it can be executed. It’s a trick that malware often performs to camouflage itself behind

of a normal process.

The two “vbc.exe” processes collect credentials from the victim’s system. One is used to collect the credentials of
browsers. The other one focuses on email clients and IM clients to steal credentials and profiles. Both PE files
injected into “vbc.exe” have the same code framework. They first call a function to collect credentials and save
them in memory, and second, it reads the collected data, formats it, and saves it to a tmp file from its command

line parameter.

Figure 5 shows HawkEye calling the CreateProcess API to start one of the two “vbc.exe” processes, with the
parameter shown below in the “Locals” sub-tab. You can see the full path of “vbc.exe”.
“/stext ""C:\Users\********¥:\AppData\Local\Temp\tmpBE3D.tmp""" is the parameter passed to it. The tmp file

name is random and different from the two “vbc.exe” processes, which temporarily saves collected credentials.
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b %3 \WI02B\uI06D\u200C,u200C\u20
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Figure 5. Break on when calling CreateProcess to start a “vbc.exe”

The two PE files are not packer protected and not .Net written program.

The first “vbs.exe” collects credentials from victim’s browsers and the system credential manager for IE.
In my analysis, this variant of HawkEye focuses on the following browsers:

Microsoft Internet Explorer, Google Chrome, Apple Safari, Opera, Mozilla Sunbird, Mozilla Firefox,

Mozilla Portable Thunderbird, Mozilla SeaMonkey, YandexBrowser, Vivaldi browser, and more.

Figure 6 shows some strings defined in the ASM code of the browsers that the HawkEye malware wants to collect

credentials from.

The collected credentials are then saved into the tmp file from its command line parameter. HawkEye_RegAsm
keeps checking this tmp file, and once the credentials are collected, it is done. HawkEye_RegAsm then reads the

entire data of this tmp file into its memory and the deletes it immediately.
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004488927
0044B8AO
044B8AO
0044B8AO
ae44B8A0
004480 BY
0448988
004489 08
a044B9 88
0448988
00448952
00448954
O044B95 Y
0044BO5 Y
B044BOS Y
0044B98BY
0044BO8BY
04 4BOBY
00L4BOBY
0044B9BC
a4 4B9BC
004 4B9BC
0044B9BC
G044BOE2
O044BOEY
0044B9EY
OG04 4BOEY
B044BOEY
00448A BE
0044BAT 0
a844BA10
0044BA10
0844BA1 B
g044BALC
a044BA4C
0044BALC
g044BALC
a044BA58
0044BA58
044BASE
a044BA58
Go44BAAG

align 16h
; wchar_t aYandexYandexbr
aYandex¥Yandexbr :

unicode 8,
align 8
5 wchar_t aUivaldiUserDat
alVivaldiUserDat:

unicode 8,
align %
; wchar_t aGoogleChromels
aGoogleChromeUs:

unicode 8,
H ll.lChal‘_t aEnngle[:hrnmeSx
aGoogleChromeSx:

unicode @,
; wchar_t aChromiumlUserDa
aChromiumUserDa:

unicode @,
align &4
; wchar_t aOperaOperaland
aOperaOperalWand:

unicode 8,

align 16h
; wchar_t alOperaOpera?Pro
alperalpera?Pro:

unicode 8,
;5 wchar_t aOpera
alpera:

unicode 8,
; wchar_t alOperaSoftwarel
alperaSoftwared:

unicode 9,
align 4

; DATA XREF: Sub_h11EhC+hBBTu
; sub_411E4C+44FTo
{Yandex\YandexBrouser\User Data\DefaultilLogin Datal

; DATA XREF: sub 411E4C+4ECTO
; sub_411E4C+58Bio
{UivaldizUser DataiDefaultilogin Data>,8

: DATA XREF: sub 411E4C+616T0
; sub_411E4C+63270
{Google\Chromeilser Data’>,B

- DATA XREF: quh_u11Fuﬁ+ﬁﬁnTn
; sub_411E4C+6867T0
{Google\Chrome SxS\lUser Data>,0

;: DATA XREF: sub_ 411EAC+6BETo
: sub_411E4C+6DATO
{ChromiumiUser Data>,0

; DATA XREF: sub_M411E4C+8237T0
; sub_411E4C+83FTo
<0pera\0pera‘wand.dat>,8

; DATA XREF: 5ub_h11EhC+BBDTu
; sub_411E4C+8A%9T0
<0pera\0pera?\profile\wand.dat>,p

; DATA XREF: sub_411EAC+92ETo0
; sub_B11E4C+94ATo
<0pera>, B

; DATA XREF: sub 411EAC+AS6To
; sub_411E4C+A72T0
{0pera Software\Dpera StablesLogin Data>,@

Figure 6. Browsers’ information defined in the first PE file

The second PE file in “vbc.exe”collects profile and credential information of the email and IM software client

installed on a victim’s machine.

The clients it targets are:

Qualcomm Eudora, Mozilla Thunderbird, MS Office Outlook, IncrediMail, Groupmail, MSNMessenger,
Yahoo!Pager/Yahoo!Messenger and Windows Mail.

Below is an example list that HawkEye stole from the Chrome browser on my test machine. As you can see, it

includes login URL, Browser name, User name, Password, Created time, and the full path of the file where the

collected information came from.
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URL : https://www.amazon.com/ap/signin
Web Browser  : Chrome

User Name g @gmail.com
Password 5 1

Password Strength : Strong

User Name Field : email

Password Field : password

Created Time :11/8/2018 5:15:46 PM

Modified Time :

Filename : C:\Users\*******\AppData\Local\Google\Chrome\User Data\Default\Login Data

M OllyICE - vbe.exe - [*C.P.U* - main thread] [F=3 EoR ™
[@] File View Debug Plugins Options Window Help = || =]
Paied | D[]0 0] i 2] i 1s] ] o e[ we|rm] W] v R[]I S] ) |
FF75 0OC push dword ptr [ebptC] #|Registers (FPU)
B DECO0000 call 00d11FF2 imp_to msvert. strlen EAY 00000024
o pop e 3| ECx OO0 A5c1T Server
50 pus EDX 7EFF090C
FF75 OC push d ptr [ebp+C] EBX 00000003
FFT5 03 push d ptr [ebp+8] ESP 0012F90C
FF15 E4304100 |eall d ptr [4130B4]  |kernel32. WriteFile EEP 0012
9 leave ESI 001F2618
05F28| C3 retn ) - |EDI 0000003C
04130E4]=TT0ES61E (kernel32. WriteFile) EIP 00405F21

SOl CLLLLCLLL

00000100 ([ HFile = 00000100 (window) -
012F0048 || Fuffer = 012F0048

00000024 || nBytesTolrite = 24 (42.)
0012F920 || pEyvtesWiritten = 0D12F920
00000000 | LpOverlapped = NULL

0CB4854d
0012FAB0
00409306 |RETURN to 00409306 from 004
00000100

012F0048(53 65 T2 76|65 72 20 20|20 20 20 20|20 20 20 20|Server
012F0053)|20 20 34 20|70 6F 70 2D 6D 61 69 6C 2E 6F 75 T4 . pop-mail. out
012F0068|6C 6F B6F 6B |2E 63 6F 6D 0D 04 00 00 00 00 00 00|look. com........

012F00TE|00 00 00 00(00 00 00 1 00 00 00 00 00 00

QIZF0098 (00 00 00 00 00 00 0 Q0 00 00 00
O19F00AS 100 00 00 00|00 A0 00 0000 00 OO 00 00 00 OO Of
012FO0BE (00 00 00 00|00 00 00 00 JO08 00 00 00|00 00 00 00
01ZF00CE(00 00 00 0000 00 00 0000 00 00 0000 00 00 0Q

012FO0DZ {00 00 00 00|00 00 00 00|00 00 00 00|00 00 0O OC 012F0042| A5CIT “Server ]
012FOOEE |00 00 00 0000 00 00 00 00 00 00 00|00 00 00 0C 012F0042|A5CIT “Server : -
[ Start 12F00C0 End:12FO0C0 Value:

Figure 7. “vbc.exe” saves collected server address information to tmp file

The second PE file in “vbc.exe” not only collects the client’s login username and password, but also profile
information, such as the recipent Server address, recipient Server Port, protocol Type (POP3), SMTP Server,
SMTP Port, etc. Figure 7 shows a screenshot of Ollydbg when “vbc.exe” was about to write the collected recipient
Server addresses into its tmp file. It writes one line once. The same tmp file is finally read by HawkEye_RegAsm

and then deleted.

On my test machine, I only installed MS Outlook with one account. My test account and server profile were

collected and put in the structure shown below, which would normally be sent to the attacker’s email box.
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Name : Myemail

Application  : MS Outlook 2002/2003/2007/2010
Email : test_my21@outlook.com
Server : pop-mail.outlook.com
Server Port  : 995

Secured : No

Type : POP3

User : test_my21@outlook.com
Password : Test,_1234

Profile : Outlook

Password Strength : Strong

SMTP Server  : smtp-mail.outlook.com

SMTP Server Port : 587

Sending Collected Data to the Attacker via SMTP

Ok. Now let’s go back to the main process of HawkEye_RegAsm, which controls all tasks of HawkEye and sends
the victim’s credentials. In its main program, it calls Thread.Sleep(600000), and pauses while collecting

credentials every 10 minutes. That is, it reports the collected data to attacker the once every 10 minutes.

It first sends an HTTP request, http://bot.whatismyipaddress.com, to ask for my machine’s public IP. This is a way

to ensure that the victim’s machine is able to access the internet. If it did not reply with a public IP, it stops

sending collected data to the email box. In addition, the IP appears in the email subject so it can identify victims.

The attacker’s email is in Yandex.mail, whose email account and password are used when sending collected data
through the Yandex SMTP server. That’s why I was able to get the attacker’s email credentials while tracking the

main program. You can see the screenshot in figure 8 when I was debugging it.
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i P v e R R o
397 {
© 398 |
399 g
100 Logging.Enter(Logging.Web, this, "Send", message);
201 ;
202 Lotry
483 ) {
404 " if (Logging.On)
485 Co
486 Logging.PrintInfo(Logging.Web, this, "Send”, “DeliveryMethod=" + this.Deliver
487 ! ! }
100 % -
Name Value
4 o Credentials {System.Net.MetworkCredential}
S Domain
M Password § B
M UserNlame " I @yandex.com”
W domain nu
@ m_encrypt true
b @ m_encryptionlV {byte[0x00000010]}
b @ m_password {byte[0:00000010]}
] 99 m_userMame {byte(0:000000201}
b #= Static members
A DeliveryMethod Netwark
A EnableSsl true
M Host "smtp.yandex.com”
. - ~ .o

Figure 8. Sending collected data to the attacker’s email box

Every ten minutes it sends packets such as that shown in Figure 9 to tell the attacker about what it has collected
from the victim’s machine using the keylogger, clipboard, browser credentials, and IM and email client credentials

and profiles.
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Figure 9. Sending collected data to the attacker’s Yandex email address over SMTP
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Trash o v anclex_com ® HawkEye Keylogger - Reborm va - Clipboard Logs - Administrator | SC-201703311454 I -=000:... - 13 june
Spam
. o I ol x_com # HawkEye Keylogger - Reborn v - Clipboard Logs - Administrator | WIN-TEDPOSZ0JNS - I 198 Hoootye w13
rafts
Create folder ° I s ncle s com ® HawkEye Heylogger - Rebom v - Clipboard Logs - svetlanaignatiewa | 413 IGNATJEVA - M. 166 © 13 june
L Lo @ o )l 5. com ® HawkEye Keylogger - Rebom v4 - Passwords Logs - ASUS-OFFICE | DESKTOP 9BUT2KM - SEEG4.21  ©7 13 june
Create kbl o I 5y e s.com ® HawkEyo Keylogger - Rebom v . Keyboard Logs - Mimica L MiMicA-PC . NG 72 - HakDye 13

Figure 10. Glancing at an attacker’s harvest

Visiting the attacker’s account, we can see what the attacker has harvested, as shown in figure 10.

Solutions

The original URL in the email has been rated as “Malicious Websites“ by the FortiGuard Web Filtering service.

The decompressed exe file is detected as “Autolt/Injector.EAH!tr” by the FortiGuard Antivirus service.
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Sample SHA256

[TICKET%2083992883992A1R8389494VERVED37783PDF.exe]
3E7AD2AS554F89B2A5ES52E5C4843111342182DA4409A038CF800570B65A13F875

[Ticketmasterconfirmation3883948383948394.7z]
BBB46F812126FAEB543B02D143EF450887A043185AF98210D8F827924B31CF7A

[TKT8839483993993fligh booking ticket confirmationupdate.7z]
F2B921726D728037F9BAOC63FB6C31F77983C3A6E3938B46C411E80C218A2E84

Learn more about FortiGuard Labs and the FortiGuard Security Services portfolio. Sign up for our weekly

FortiGuard Threat Brief.

Read about the FortiGuard Security Rating Service, which provides security audits and best practices.

Source: https://www.fortinet.com/blog/threat-research/hawkeye-malware-analysis.html
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