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2017 T0IN research N
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+0300 opportunities
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2017 TOoIN - N1V M
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14:28:04 mTPN '0TIN YT N Siaies
+0300 MTN
D'VITIVO W)
ZSOAiF;r, T0IN JenAn ™
6:37:16 — Y'i? NIdNY 1.doc http://82.145.40.46/558.doc
AM [I"12 22
2017
"M
_201_7 Tom programs - vn 1.doc http://82.145.40.46/558.doc
6:38:51 MmN
students
AM )
from India
23 Apr, Schedule an | W)
2017 Tom | appointment- | _, ,
6:40-11 x| Apply A2 ™N 1.doc http://82.145.40.46/558.doc
AM visa
23 Apr, BGU W)
2017 T0IN International
"N 2
6:44-07 mTPx | Programs N 1.doc http://82.145.40.46/558.doc
AM
UL ToINn [IXNOI 82
4/?3/2017 T8 | TAmA nrmY | DY 1.doc http://82.145.40.46/558.doc
9:55 AM
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1. Files name:

a. 3.doc

e MD5: 1318a321b1afb2934ff20a3fb686ce77

e MD5: 293239948c256f168de06299ffd2845b
b. JuniperSetupClientInstaller.exe

e MD5: 9ded8101ca5d35039cc4d13d903f71db
¢. OxfordSymposiumRegTool.exe

e MD5: a539b9ealc4bbfab68e8ecdlecOb5eee
d. GoogleSyncCore.exe

e MD5: 8ea471b4065b261d4055be7b595bec2c
e. GoogleUpdateCore.exe

e MD5: 19525a7511756158c896b28e223a44bc
f. Test5.hta

e MD5: 8a5ec9425bb3826cac948d0639f3145b

e MD5 2cf04755371a24b2efd380076¢c7252ca
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. 0011.ps1

e MD5: 48999fb7f727a9ed7825010926d9226
e MD5: 31321fd937cfd4cd9778e9eab8af60b0

. Backupl.vbs

e MD5: ed53ab4aa0001920aac3f1f41e629¢e71
e MD5: 3caf858f8c20051d679cd0f703bde89a
DnEl.ps1

e MD5: ce52b2fe9dd9c525bfc311a297a9fb74
e MD5: f66fa9735307c29a9968e4250565affc
DnS1.ps1

e MD5: 312d7a80457cf0e99e3ce87a25242469
e MD5: 137fb17495521d96f5d207355¢c8c7972
1.VBS

e MD5: 41c3152aa96d42757ea325817732039a
2.doc

e MD5: 871640cd4c4078e8f75bf8767df9011c

m. 1.doc

N

e MD5: 63cfb80afc7749fb02561eb8f5c6c4cd

Schedule task name:
a.
b.
C.

Google Sync Core
Google Update Core
GoogleUpdateTasksMachineUl

3. Persistence files and folders:

b.

%username%\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\Syncinit

%username% \AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\WinInit
%public%\Libraries\RecordedTV

. C:\Program Files\Microsoft Idle

C:\Program Files (x86)\Microsoft Idle

80.82.67.42
80.82.67.33
144.217.209.182
51.255.24.88

5. Domains:

a.
b.
C.

NIVINTNE Q'Y NIVAN ,NININ 7Y DDWN

maralen.tk
alenupdate.info
barsupport.org

NIN2N 1IDTNA |'N .0"2NI9 O'NINY NINT7 ,0'2VN] NXIAF 70 0V QIN'WT 1N
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d. matrix-vpn.com

e. vpsupdate.tk

f. rostuf.info

g. limvpn.com

h. msiupdate.com

i. newusers.tk

j. limvpn.org.in

6. Links
a. http://82.145.40.46/558.doc

’a N2Y)

MIVORND NDPD) View NINIYIN NN >7Y) DXIND) DMVI192 NMAN IWINRD YIT YN .1

S7o1n 08 NNI- (Windows10- 123 - Hidden Items

m Home  Share  View L 7]

E [TH Preview pane Em] Extra large icons [&] Large icons & Medium icons l Group by = [ ttem check boxes 2 |:|
£ small icons E List 5% Details i

[Ti] Add columns ~ File name extensions -

_ sot Hide selected  Options
s by o Size all columns to fit | W] Hidden items ftems >

Panes Layout Current view Show/hide

Navigation [T Details pane

pane~ F Tiles ZZ Content

NYPPIN SNV 12 MNP D XN C:\Users\Public\Libraries - 2015 nwi> .2

.RecordedTV owa

PVNOVN NNNA NPIRN NYYA NPRY NMPINN DX PONY ¥ MNMP NYPINNY NN
PONY TN PR DHNYL NN NPMNX NOYA PN P NNOPY NN

.Microsoft Idle n»p>nn 12 NN»P » XTI (C:\Program Files\x86) - 2115 nwi> .3

.00 W NRMP NOPINM NTNA

%userprofile%\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup 2139 NWHY .4

.Winlnit.Ink ,Synclnit.Ink ©>82pn 12 YI8) OXN PYTa
.DDNY W DNMP DINIAPM N2

ONM 7172 (Scheduled Tasks X NNHINND NIDIWN) MININNDD NIDVNN GUND NWID .5

YPyoa NN NONNNN GoogleUpdateTaskMachineUl - bwa nnhnn nmovn NN
STON DYDY NINI- 97N
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Marne Status  Triggers

(2] GoogleUpdateTasksMachinell Ready At3:04 AM on 4/23/2017 - After triggere

| General | Triggers | Actions | Conditions | Settings | History I[disabled]|

When you create a task, you must specify the action that will cccur when your task starts, To change these

Action Details
Start a program Ch\Users\PublichLibraries\Recorded TV backupl whs

.Google Sync Core -Dwa MNMINN NNOWN NNMP OXN NNNMINNDN MNPVYNN qQUNI 91120 .6
.PONY W NP NNV DTN

: Registry-n »>9y 00»p oNN 91725 .7
REGISTRY\MACHINE\Software\Microsoft\Tracing\powershell RASAPI32\
REGISTRY\MACHINE\Software\Microsoft\Tracing\powershell RASMANCS\

.DPONY ¥ DINMP DIIWNY NN

Y
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