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G1030 Agrius

Agrius tunnels RDP traffic through deployed web shells to access victim environments via compromised accounts.
Ell Agrius used the Plink tool to tunnel RDP connections for remote access and lateral movement in victim

environrnents.Ml

G1024 Akira

Akira has used RDP for lateral movement.[2]

G0006 APT1

The APT1 group is known to have used RDP during operations.[il

C0051 APT28 Nearest Neighbor Campaign

During APT28 Nearest Neighbor Campaign, APT28 used RDP for lateral movement.[Z]

G0022 APT3

APT3 enables the Remote Desktop Protocol for persistence.[ﬁ1 APT3 has also interacted with compromised

systems to browse and copy files through RDP sessions.[2
G0087 APT39

APT39 has been seen using RDP for lateral movement and persistence, in some cases employing the rdpwinst tool

for mangement of multiple sessions. LOJ[1L]

G0096 APT41

APTA41 used RDP for lateral movement. 21131 APT41 used NATBypass to expose local RDP ports on

compromised systems to the Internet. 1]

G1023 APTS

APTS5 has moved laterally throughout victim environments using RDP.[12]

G0143 Aquatic Panda

Aquatic Panda leveraged stolen credentials to move laterally via RDP in victim environments. .16l
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G0001 Axiom

Axiom has used RDP during operations.[1—7]

G1043 BlackByte

BlackByte has used RDP to access other hosts within victim networks. 18][19

G0108 Blue Mockingbird

Blue Mockingbird has used Remote Desktop to log on to servers interactively and manually copy files to remote
hosts 124

C0015 C0015

During C0015, the threat actors used RDP to access specific network hosts of interest.[21]
C0018 C0018

During C0018, the threat actors opened a variety of ports to establish RDP connections, including ports 28035,
32467, 41578, and 46892.122]

C0032 C0032
During the C0032 campaign, TEMP. Veles utilized RDP throughout an operation.[23]

S0030 Carbanak

Carbanak enables concurrent Remote Desktop Protocol (RDP) sessions.24

G0114 Chimera

Chimera has used RDP to access targeted systems.[2—5]

G0080 Cobalt Group

Cobalt Group has used Remote Desktop Protocol to conduct lateral movement.[28]

S0154 Cobalt Strike

Cobalt Strike can start a VNC-based remote desktop server and tunnel the connection through the already

established C2 channel 2711281
C0029 Cutting Edge

During Cutting Edge, threat actors used RDP with compromised credentials for lateral movement.[22]

S0334 DarkComet
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DarkComet can open an active screen of the victim’s machine and take control of the mouse and keyboard.[@]
G0035 Dragonfly
Dragonfly has moved laterally via RDp.3L

GO0051 FIN10

FIN10 has used RDP to move laterally to systems in the victim environment.'32!
G1016 FIN13

FIN13 has remotely accessed compromised environments via Remote Desktop Services (RDS) for lateral
movement.23]

G0037 FING6

[34][35]

FING used RDP to move laterally in victim networks.

G0046 FIN7

FIN7 has used RDP to move laterally in victim environments.28
G0061 FIN8
FINS8 has used RDP for lateral movement.[3Z]

GO0117 Fox Kitten

Fox Kitten has used RDP to log in and move laterally in the target environment.128132

G1001 HEXANE

HEXANE has used remote desktop sessions for lateral movement.[40]

C0038 HomelL.and Justice

During HomeLand Justice, threat actors primarily used RDP for lateral movement in the victim environment.[41]
[42]

S0434 Imminent Monitor

Imminent Monitor has a module for performing remote desktop access.[23]

G1032 INC Ransom

INC Ransom has used RDP to move laterally.[‘ﬁ][‘ﬁ][‘ﬁ][ﬂ]

G0119 Indrik Spider
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Indrik Spider has used RDP for lateral movement.[48]
S0283 jRAT
jRAT can support RDP contro].[42]

G0094 Kimsuky

Kimsuky has used RDP for direct remote point-and-click access.!24]

S0250 Koadic

Koadic can enable remote desktop on the victim's machine.[2]

G0032 Lazarus Group

Lazarus Group malware SierraCharlie uses RDP for propagation.w

GO0065 Leviathan

Leviathan has targeted RDP credentials and used it to move through the victim environment.[24]

G0059 Magic Hound

Magic Hound has used Remote Desktop Services to copy tools on targeted systems.w

G1051 Medusa Group

Medusa Group has used RDP to conduct lateral movement and exfiltrate data.’7] Medusa Group has also utilized

the Windows executable mstsc.exe for RDP activities through the command mstsc.exe /v:{hostname/ip} 1571

G0045 menuPass

menuPass has used RDP connections to move across the victim network. 58][59

S0385 njRAT

njRAT has a module for performing remote desktop access.[80]

G0049 OilRig

OilRig has used Remote Desktop Protocol for lateral movement. The group has also used tunneling tools to tunnel

RDP into the environment.[61][62][13][63][63]

G0040 Patchwork

Patchwork attempted to use RDP to move laterally.[6—4]

S0192 Pupy,

Page 4 of 6


https://attack.mitre.org/groups/G0119
https://cloud.google.com/blog/topics/threat-intelligence/unc2165-shifts-to-evade-sanctions/
https://attack.mitre.org/software/S0283
https://attack.mitre.org/software/S0283
https://attack.mitre.org/software/S0283
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/03/07195002/KL_AdwindPublicReport_2016.pdf
https://attack.mitre.org/groups/G0094
https://attack.mitre.org/groups/G0094
https://attack.mitre.org/groups/G0094
https://asert.arbornetworks.com/stolen-pencil-campaign-targets-academia/
https://attack.mitre.org/software/S0250
https://attack.mitre.org/software/S0250
https://attack.mitre.org/software/S0250
https://github.com/offsecginger/koadic
https://attack.mitre.org/groups/G0032
https://attack.mitre.org/groups/G0032
https://attack.mitre.org/groups/G0032
https://web.archive.org/web/20160226161828/https://www.operationblockbuster.com/wp-content/uploads/2016/02/Operation-Blockbuster-Report.pdf
https://web.archive.org/web/20220608001455/https://www.operationblockbuster.com/wp-content/uploads/2016/02/Operation-Blockbuster-RAT-and-Staging-Report.pdf
https://attack.mitre.org/groups/G0065
https://attack.mitre.org/groups/G0065
https://attack.mitre.org/groups/G0065
https://www.fireeye.com/blog/threat-research/2019/03/apt40-examining-a-china-nexus-espionage-actor.html
https://attack.mitre.org/groups/G0059
https://attack.mitre.org/groups/G0059
https://attack.mitre.org/groups/G0059
https://thedfirreport.com/2022/03/21/apt35-automates-initial-access-using-proxyshell
https://thedfirreport.com/2021/11/15/exchange-exploit-leads-to-domain-wide-ransomware/
https://attack.mitre.org/groups/G1051
https://attack.mitre.org/groups/G1051
https://attack.mitre.org/groups/G1051
https://www.cisa.gov/news-events/cybersecurity-advisories/aa25-071a
https://attack.mitre.org/groups/G1051
https://www.cisa.gov/news-events/cybersecurity-advisories/aa25-071a
https://attack.mitre.org/groups/G0045
https://attack.mitre.org/groups/G0045
https://attack.mitre.org/groups/G0045
https://web.archive.org/web/20220224041316/https:/www.pwc.co.uk/cyber-security/pdf/cloud-hopper-report-final-v4.pdf
https://www.justice.gov/opa/page/file/1122671/download
https://attack.mitre.org/software/S0385
https://attack.mitre.org/software/S0385
https://attack.mitre.org/software/S0385
https://www.threatminer.org/_reports/2013/fta-1009---njrat-uncovered-1.pdf
https://attack.mitre.org/groups/G0049
https://attack.mitre.org/groups/G0049
https://attack.mitre.org/groups/G0049
https://pan-unit42.github.io/playbook_viewer/?pb=evasive-serpens
https://www.brighttalk.com/webcast/10703/296317/apt34-new-targeted-attack-in-the-middle-east
https://go.crowdstrike.com/rs/281-OBQ-266/images/Report2020CrowdStrikeGlobalThreatReport.pdf
https://www.security.com/threat-intelligence/crambus-middle-east-government
https://www.security.com/threat-intelligence/crambus-middle-east-government
https://attack.mitre.org/groups/G0040
https://attack.mitre.org/groups/G0040
https://attack.mitre.org/groups/G0040
https://web.archive.org/web/20180825085952/https:/s3-us-west-2.amazonaws.com/cymmetria-blog/public/Unveiling_Patchwork.pdf
https://attack.mitre.org/software/S0192
https://attack.mitre.org/software/S0192

https://attack.mitre.org/techniques/71021,/001

Pupy can enable/disable RDP connection and can start a remote desktop session using a browser web socket

client.[62]

S0583 Pysa

Pysa has laterally moved using RDP connections. ]

S0262 QuasarRAT

QuasarRAT has a module for performing remote desktop access.[6Z1[68]

S1187 reGeorg

reGeorg can be used to tunnel RDP connections 18]

S0379 Revenge RAT

Revenge RAT has a plugin to perform RDP access.[Z0]

G1015 Scattered Spider

Scattered Spider has used RDP to enable lateral movement 1

S0461 SDBbot

SDBbot has the ability to use RDP to connect to victim's machines.[Z2]

S0382 ServHelper

ServHelper has commands for adding a remote desktop user and sending RDP traffic to the attacker through a

reverse SSH tunnel.[Z3]
G0091 Silence
Silence has used RDP for lateral movement.[Z4]

C0024 SolarWinds Compromise

During the SolarWinds Compromise, APT29 used RDP sessions from public-facing systems to internal servers.
[25]

G1017 Volt Typhoon

VoIt Typhoon has moved laterally to the Domain Controller via RDP using a compromised account with domain

administrator priVileges.[E]

S0670 WarzoneRAT

WarzoneRAT has the ability to control an infected PC using RDP.ZZ]
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G0102 Wizard Spider

Wizard Spider has used RDP for lateral movement and to deploy ransomware interactively.[B][m][g—o][&]

S0350 zwShell

zwShell has used RDP for lateral movement.[821

S0412 ZxShell

ZxShell has remote desktop functionality.[@]
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