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&2 Tool: HermeticWizard

Names HermeticWizard
Category Malware
Type Worm
Descrint (ESET) A custom worm that we have named HermeticWizard was used to spread

escription

P HermeticWiper across the compromised networks via SMB and WMI.
) <https://www.welivesecurity.com/2022/03/01/isaacwiper-hermeticwizard-wiper-worm-

Information

targeting-ukraine/>

MITRE ATT&CK  <https://attack.mitre.org/software/S0698/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.hermeticwizard>

Last change to this tool card: 30 December 2022

Download this tool card in JSON format

All groups using tool HermeticWizard

Changed Name Country Observed

Unknown groups

1 group listed (0 APT, 0 other, 1 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=98ce3991-5d04-48e2-9cab-3ad797f14617
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