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We decrypt Cobalt Strike traffic using one of 6 private keys we found.

In this blog post, we will analyze a Cobalt Strike infection by looking at a full packet capture that was taken during the

infection. This analysis includes decryption of the C2 traffic.

If you haven’t already, we invite you to read part 1 first: Cobalt Strike: Using Known Private Keys To Decrypt Traffic — Part
1.

For this analysis, we are using capture file 2021-02-02-Hancitor-with-Ficker-Stealer-and-Cobalt-Strike-and-NetSupport-

RAT.pcap.zip, this is one of the many malware traffic capture files that Brad Duncan shares on his web site Malware-

Traffic-Analysis.net.

We start with a minimum of knowledge: the capture file contains encrypted HTTP traffic of a Cobalt Strike beacon

communicating with its team server.

If you want to know more about Cobalt Strike and its components, we highly recommend the following blog post.
First step: we open the capture file with Wireshark, and look for downloads of a full beacon by stager shellcode.
Although beacons can come in many forms, we can identify 2 major categories:

1. A small piece of shellcode (a couple of hundred bytes), aka the stager shellcode, that downloads the full beacon
2. The full beacon: a PE file that can be reflectively loaded

In this first step, we search for signs of stager shellcode in the capture file: we do this with the following display filter:

http.request.uri matches “/....$”.

Ml 2021-02-02-Hancitor-with-Ficker-Stealer-and-Cobalt-Strike-and-NetSupport-RAT.pcap
File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help

4 ® RE Rea==Fo5Eaaan
[ [http.request.uri matches /....8"
No. Time: Source Destination Protocol  Length Stream index Info
6834 2621-@2-82 17:24:31,785199 18.2.2.101 192.254.79.71 HTTP 251 129 GET /EbHm HTTP/1.1

Frame 6034: 251 bytes on wire (2008 bits), 251 bytes captured (2808 bits)
Ethernet II, Sre: HewlettP_lc:47:ae (0:08:@2:1c:47:ae), Dst: Netgear_b6:93:f1 (28:e5:2a:b6:93:¥1)
Internet Protocol Version 4, Src: 18.2.2.181, Dst: 192.254.79.71
Transmission Control Protocol, Src Port: 49881, Dst Port: 8880, Seq: 1, Ack: 1, Len: 197
“ Hypertext Transfer Protocol
GET /EbHm HTTP/1.1\r\n
User-Agent: Mozilla/5.@ (compatible; MSIE 9.8; Windows NT 6.1; WOWB4; Trident/S.B; FunWebProducts)\rin
Host: 192.254.79.71:8888\r\n
Connection: Keep-Alive\rin
Cache-Control: ne-cachehrin
\rin
[Full request URI: http://192.254.79.71:80680/EbHn
[HTTP request 1/1]
[Response in frame: 6783]

Figure 1: packet capture for Cobalt Strike traffic

We have one hit. The path used in the GET request to download the full beacon, consists of 4 characters that satisfy a
condition: the byte-value of the sum of the character values (aka checksum 8) is a known constant. We can check this with

the tool metatool.py, like this:

BN @MNVISO_Labs

\Demorecho http://example.com/EbHm | metatool.py url$
xample . com/EbHm

Figure 2: using metatool.py

More info on this checksum process can be found here.
The output of the tool shows that this is a valid path to download a 32-bit full beacon (CS x86).
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The download of the full beacon is captured too:

M 2021-02-02-Hancitor-with-Ficker-Ste

d-Cobalt-Strike-and-MNetSupport-RAT.pcap - o X

File Edit View Go Capture Analyre Statistics Telephony Wireless Tools Help
Admsi® [ DREBRe==FT LS Eaaan

[ Thte B )+
No. Time: Source Destination Protocol  Length Streamindex Info -~
«‘-» 6034 2821-02-02 17:24:31,785199 10.2.2.101 192.254.79.71 HTTP 251 129 GET /EbHm HTTP/1.1
! 6355 2821-02-82 17:24:32,623624 8.209.78.68 10.2.2.181 HTTP 1317 128 HTTP/1.1 288 OK
i ©387 2821-02-82 17:24:32,749774 10.2.2.101 23.21.252.4 HTTP 278 131 GET /2format=xml HTTR/1.1
i 6401 2821-02-62 17 $32,837898 23.21.252.4 10.2.2.181 HTTP 239 131 HTTP/1.1 280 OK (text/plain)
+ 67083 2821-82-82 17 :33,733486 192.254.79.71 18.2.2.181 HTTP 714 129 HTTP/1.1 288 OK
6759 2821-02-62 17 4,0824763 10.2.2.101 192.254.79.71 HTTP 429 132 GET /ptj HTTP/1.1
6765 2821-02-82 17:24:34,341254 192.254.79.71 10.2.2.181 HTTP 168 132 HTTP/1.1 288 OK
6835 2821-82-82 17:25:07,682258 10.2.2.101 185.100.65.29 TCP 63 134 49806 - 88 [PSH, ACK] Seq=36.. v

> Frame 6703: 714 bytes on wire (5712 bits), 714 bytes captured (5712 bits)
Ethernet IT, Src: Netgear b6:93:f1 (20:e5:2a:b6:93:f1), Dst: HewlettP 1c:47:ae (@0:68:02:1c:47:ae)
Internet Protocol Version 4, Src: 192.254.79.71, Dst: 18.2.2.101

[156 Reassembled TCP Segments (288571 bytes): #6853(1468), #6054(1460), #6855(1195), #6@57(1460), #6058(1450), #6059(1460), #6060(948

Data (208452 bytes)

34 35 32 od 63 od 9a 84 0o 00 e2) 2 =
b 5d 8b 55 80 &

Frame (714 bytes) Reassembled TCP (208571 bytes)
@ 7 Data (data), 208,452 bytes || Packets: 112845 - Displayed: 18495 (16.4%) || Profile: demo

Figure 3: full beacon download
And we can extract this download:

‘ 2021-02-02-Hancitor-with-Ficker-5tealer-and- Cobalt-5trike-and-MetSupport-RAT.pcap

File Edit VWiew Go Capture Analyze 5tatistics Telephony Wireless Tools  Help
Open Ctrl+Q ET &S aaaH
Open Recent 4
Merge... Source Destination Pro
Import from Hex Dump... 19.2.2.161 192.254.79.71 HT]
Close Ctrl+W 8.209.78.68 18.2.2.161 HT
- 18.2.2.101 23.21.252.4 HT1
Save Ctrl+5 23.21.252.4 16.2.2.181 HT1
e Chrl+ Shift+5 192.254.79.71 18.2.2.181 HT
18.2.2.181 192.254.79.71 HT]
File Set » 192.254.79.71 18.2.2.181 HT1
18.2.2.181 185.188.65.29 TC
Export Specified Packets... 16.2.2.181 185.188.65.28 TC
Export Packet Dissections ) 10.2.2.101 185.100.65.29 TC
i 18.2.2.181 185.188.65.29 TC
Export Packet Bytes... Ctrl+Shift+X 19.2.2.101 185.180.65.29 TC
Export PDUs to File... 16.2.2.161 185.188.65.29 TC
Export TLS Session Keys... 10.2.2.101 185.180.65.29 TC
185.189.65.29 TC
Ex i 4 DICOM...
port Objects 185.180.65.29 TC
- HTTP...,
Print... Ctrl+P |}
IMF... 185.188.65.29 TC
gu't ctr|+Q SMB“I 107 254 Fa 71
T rOmE oYY T T I DY TS UM WITE 3T I s captured (5712 bits)
> Ethernet II, Src: Netgear_b6:93:T1 { f1), Dst: HewlettP_lc:

> Internet Protocol Version 4, Src: 192.254.79.71, Dst: 10.2.2.161

Figure 4: export HTTP objects
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M Wireshark . Export . HTTP object list - m] X
Text Filter: ‘ Content Type: | All Content-Types
Packet Hostname Content Type Size Filename Q
12128 192.254.79.71:8080 application/octet-stream 1040kB ptj
13055 182.254.79.71:8080 application/octet-stream 1040kB Pl
13881 192.254.79.71:8080 application/octet-stream 933kB ptj
185%  premierpt.co.uk  text/html T91kB footage.php
11173 192.254.79.71:8080 application/octet-stream T86kE pt
6355 bobcatofreddin... application/octet-stream 273kB Blavfdk.exe
6703 192.254.79.71:8080 application/octet-stream 208kB EbHm
82323 192.254.79.71:8080 application/octet-stream T5kB ptj
9723 192.234.79.71:8080 application/octet-stream 10kB submit.php?id=242569267
85020 192.254.79.71:8080 application/octet-stream 3876 bytes submit.phplid=242369267
86099  192.254.79.71:3080 application/octet-stream 3412 bytes submit.php?id=242569267
13828 192.254.79.71:8080 application/octet-stream 2276 bytes submit.php?id=242569267
85721 192.254.79.71:8080 application/octet-stream 2212 bytes submit.php?id=242569267
82027 192.254.79.71:8080 application/octet-stream 1332 bytes ptj
6915 1460 bytes
7z 1460 bytes
7913 1460 bytes
7917 1460 bytes
7922 1460 bytes
7927 1460 bytes
7932 1460 bytes
7937 1460 bytes
7970 1460 bytes
1A70R AR 1710 220 TARN bndar Falanrl htm e
< >
Save Save All Preview Help
Figure 5: selecting download EbHm for saving
M Wireshark . Save Object As... X
« v 4 » ThisPC » Baot(C) » demo v O Search demo
Organize ~  MNew folder - @
[ This PC ~ e ,Q_‘
8 30 Objects 5 ; |||-'=
[ Desktop 1768json  2021-02-02  cs-parse-ht
Documents -Hancitor-  tp-traffic.p
with-Ficker y
& Downloads -Stealer-z..
b Music
[&] Pictures
B videos
‘i Boot (C)
$GetCurrent
SRECYCLE.BI
Config.Msi
demo v
File name: ~
Save as type: | All Files (%) ~
~ Hide Folders. Cancel

Figure 6: saving selected download to disk

Once the full beacon has been saved to disk as EbHm.vir, it can be analyzed with tool 1768.py. 1768.py is a tool that can
decode/decrypt Cobalt Strike beacons, and extract their configuration. Cobalt Strike beacons have many configuration

options: all these options are stored in an encoded and embedded table.

Here is the output of the analysis:
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B @NVISO_Labs - o x

xorkey b'. x00002 fef
yload type ©@x8001 ©x@062 © windows-beacon_http-reverse_http
8x08001 ©x0002 0
Bx0002 Ox0004 606000
Bx0002 Ox0004 1848576
€x001 x0002 ©
©x0003 ©x0100 F 6 6d0101010500038 18 100a73;
b d 5+20794e1fed! 23d71f88a56caed315! a a
LVELLE] al LEVEL L) e 1302630106601600060060000000000000600000068000066000000000)
00866000066000000000000000000000000000000000060000860000000800000000000000000000000000600000600000000000000000)

key
2ba72bdf7
d50325a3500db27d £

%0003 6x0108

8x0003 Ox0018 (NULL .

€x0003 ©x0040

%0003 0x0040 %

%0001 %0002 O

©x0003 6x0018 "GET'

©x0003 ©x001@ "POST’

6xB002 6x0004 O

%8002 %8004 O trial or pirated? - Stats uniques
8x0001 ©x0002 ©

©x0001 ©0x0002 ©

%0003 Bx0108 /5. i MS 9. HOWE4; Trid
B8x0083 ©x0048 N

%6003 ©x0100

%0003 0x0200

©x0003 ©x0200
ion/octet-stream

©x0003 ©x0080 (NULL ...
Ox0001 0x0002 1
©xB001 0x0002 2 IE

©x0001 8x0002 ©
0x0028 killdate 0x6002 6x0004 ©
0x0002 0x0004 ©
©x0001 ©x0002 64
©x0001 ©x0002 64 PAG
©x0002 0x0004 ©
©x0003 6x0100 (NULL ...

Figure 7: extracting beacon configuration
Let’s take a closer look at some of the options.

First of all, option 0x0000 tells us that this is an HTTP beacon: it communicates over HTTP.

It does this by connecting to 192.254.79[.]71 (option 0x0008) on port 8080 (option 0x0002).

GET requests use path /ptj (option 0x0008), and POST requests use path /submit.php (option 0x000a)

And important for our analysis: there is a known private key (Has known private key) for the public key used by this beacon
(option 0x0007).

Thus, armed with this information, we know that the beacon will send GET requests to the team server, to obtain
instructions. If the team server has commands to be executed by the beacon, it will reply with encrypted data to the GET
request. And when the beacon has to send back output from its commands to the team server, it will use a POST request with

encrypted data.

If the team server has no commands for the beacon, it will send no encrypted data. This does not necessarily mean that the
reply to a GET request contains no data: it is possible for the operator, through profiles, to masquerade the communication.
For example, that the encrypted data is inside a GIF file. But that is not the case with this beacon. We know this, because
there are no so-called malleable C2 instructions in this profile: option 0x000b is equal to 0x00000004 -> this means no

operations should be performed on the data prior to decryption (we will explain this in more detail in a later blog post).

Let’s create a display filter to view this C2 traffic: http and ip.addr == 192.254.79[.]71

M 2021-02-02-Hancitor-with-Ficker-Stealer-and- Cobalt-Strike-and-NetSupport-RAT pcap

File Edit View Go Capture Analyze Statistics Telephomy Wireless Tools Help
® RE ] w = &aQqQn

[ [http and ip.addr == 192.254.79.71

No. Time Source Destination Protocol  Length Stream index Info
6034 20821-82-82 17:24:31,705199 18.2.2.101 192.254.79.71 HTTP 251 129 GET /EbHm HTTP/1.1
6783 2821-02-82 17:24:33,733486 192.254.79.71 16.2.2.101 HTTP 714 129 HTTP/1.1 20@ OK
6759 2821-02-82 17:24:34,824763 18.2.2.101 192.254.79.71 :HTTP 429 132 GET /ptj HTTP/1.1
6765 2821-02-82 17:24:34,341254 192.254.79.71 16.2.2.101 HTTP 168 132 HTTP/1.1 20@ OK
8856 2821-02-82 17:25:34,546448 18.2.2.101 192.254.79.71 HTTP 429 139 GET /ptj HTTP/1.1
8858 2021-02-82 17:25:34,833999 192.254.79.71 10.2.2.101 HTTP 168 139 HTTP/1.1 20@ OK
8260 2021-02-82 17:26:35,038203 18.2.2.101 192.254.79.71 HTTP 429 146 GET /ptj HTTP/1.1
8262 2021-02-82 17:26:35,365467 192.254.79.71 16.2.2.101 HTTP 168 146 HTTP/1.1 20@ OK
8787 2821-02-82 17:27:35,583846 18.2.2.181 192.254.79.71 HTTP 429 15@ GET /ptj HTTP/1.1
8789 2821-02-82 17:27:35,799318 192.254.79.71 18.2.2.101 HTTP 168 15@ HTTP/1.1 288 OK
8776 2821-02-82 17:28:35,975893 18.2.2.181 192.254.79.71 HTTP 429 155 GET /ptj HTTP/1.1
8778 2821-02-82 17:28:36,222489 192.254.79.71 18.2.2.101 HTTP 168 155 HTTP/1.1 288 OK
8848 2821-82-82 17:29:36,452787 18.2.2.101 192.254.79.71 HTTP 429 158 GET f'ptj HTTP/1.1
8842 2821-82-82 17:29:36,779923 192.254.79.71 18.2.2.101 HTTP 168 158 HTTP/1.1 28@ OK
8954 2821-82-82 17:38:37,832111 16.2.2.101 192.254.79.71 HTTP 429 165 GET /ptj HTTP/1.1
8956 20821-82-82 17:38:37,339622 192.254.79.71 18.2.2.101 HTTP 168 165 HTTP/1.1 20@ OK
9845 2821-02-82 17:31:37,503880 18.2.2.101 192.254.79.71 HTTP 429 169 GET /ptj HTTP/1.1
9847 2821-02-82 17:31:37,776451 192.254.79.71 16.2.2.101 HTTP 168 169 HTTP/1.1 20@ OK
ABAS 28710727 17-327:28 433184 15 2 2 1m 103 754 78 71 uTTE 170 173 GET fmed LTTRA A

Frame 6759: 429 bytes on wire (3432 hits), 429 bytes captured (3432 bits)

Figure 8: full beacon download and HTTP requests with encrypted Cobalt Strike traffic

This displays all HTTP traffic to and from the team server. Remark that we already took a look at the first 2 packets in this
view (packets 6034 and 6703): that’s the download of the beacon itself, and that communication is not encrypted. Hence, we

will filter these packets out with the following display filter:

http and ip.addr == 192.254.79.71 and frame.number > 6703
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This gives us a list of GET requests with their reply. Remark that there’s a GET request every minute. That too is in the

beacon configuration: 60.000 ms of sleep (option 0x0003) with 0% variation (aka jitter, option 0x0005).

M 2021-02-02-Hancitor-with-Ficker-Stealer-and-Cobalt-Strike-and-NetSupport-RAT.pcap
File Edit View Ge Cepture Analyze Statisics Telephony Wirless Tools Help
A m 3@ IRABResEF RS EaaaH

[ [http and ip.addr == 192.254.79.71 and frame.number > 6703

No. Time Source Destination Protocol  Length Streamindex  Info
6759 2621-82-82 17:24:34,024763 18.2.2.181 192.254.79.71 HTTP 429 132 BET 7
6765 2021-82-82 17:24:34,341254 192.254.79.71 1@.2.2.101 HTTP 168 132 HTTP/1.
8856 2821-82-82 17:25:34,546448 10.2.2.181 192.254.79.71 HTTP 429 139 GET /ptj HTTP/1.1
8858 2821-82-82 17:25:34,833999 192.254.79.71 10.2.2.161 HTTP 168 139 HTTP/1.1 260 OK
8260 2021-02-02 17:26:35,0838203 10.2.2.101 192.254.79.71 HTTP 429 146 GET /ptj HTTP/1.1
8262 2621-82-82 17:26:35,365467 192.254.79.71 18.2.2.181 HTTP 168 146 HTTP/1.1 208 OK
8767 2621-82-82 17:27:35,583846 18.2.2.181 192.254.79.71 HTTP 429 150 GET /ptj HTTP/1.1
8769 2821-82-82 17:27:35,799318 192.254.79.71 18.2.2.181 HTTP 168 158 HTTP/1.1 288 OK
8776 2821-82-82 17:28:35,975093 10.2.2.181 192.254.79.71 HTTP 429 155 GET /ptj HTTP/1.1
8778 2021-82-82 17:28:36,222489 192.254.79.71 10.2.2.161 HTTP 168 155 HTTP/1.1 2080 OK
B884a 2621-82-82 17:29:36,452787 18.2.2.181 192.254.79.71 HTTP 429 158 GET /ptj HTTP/1.1
8842 2621-82-82 17:29:36,779923 192.254.79.71 18.2.2.181 HTTP 168 158 HTTP/1.1 208 OK
8954 2021-82-82 17:30:37,0832111 10.2.2.161 192.254.79.71  HTTP 429 165 GET /ptj HTTP/1.1
8956 2821-82-82 17:38:37,339622 192.254.79.71 10.2.2.161 HTTP 168 165 HTTP/1.1 260 OK
9845 2821-82-82 17:31:37,583880 10.2.2.181 192.254.79.71 HTTP 429 169 GET /ptj HTTP/1.1
9047 2021-82-82 17:31:37,776451 192.254.79.71 1@.2.2.101 HTTP 168 169 HTTP/1.1 200 OK
9895 2621-82-82 17:32:38,0833184 18.2.2.181 192.254.79.71 HTTP 429 172 GET /ptj HTTP/1.1
9897 2621-82-82 17:32:38,346333 192.254.79.71 18.2.2.181 HTTP 168 172 HTTP/1.1 208 OK
9270 989187282 17-23.32 £29204 14 1@1 102 984 70 71 wTTo A20 170 GET /ntd UTTD/1 1

> Frame 6759: 429 bytes on wire (3432 bits), 429 bytes captured (3432 bits)
> Ethernet II, Src: HewlettP_lc:47:ae (80:08:02:1c:47:ae), Dst: Netgear b6:93:fl (20:e5:2a:b6:93:f1)

Figure 9: HTTP requests with encrypted Cobalt Strike traffic

We will now follow the first HTTP stream:

Streamindex  Info

132 |GET Jptj
132 HTTP/1.1 288 | Mark/Unmark Packet Ctrl+M
139 GET /ptj HTTP Ignore/Unignore Packet Ctrl+D
139 HTTP/1.1 28@ !
146 GET /ptj HTTP Set/Unset Time Reference Ctrl+T
146 HTTP/1.1 280 | Time Shift... Ctrl+Shift+T
158 GET /ptj HTTP Packet Comment... Ctrl+Alt+C
158 HTTP/1.1 286 |
155 GET /ptj HTTP Edit Resolved Name
155 HTTP/1.1 288 |
158 GET /ptj HTTP Apply as Filter L
158 HTTP/1.1 2688 | Prepare as Filter b
i G opis) T Conversation Filter 4
165 HTTP/1.1 288 |
169 GET /ptj HTTP Colorize Conversation »
169 HTTP/1.1 208 SCTP L4
i G i) G Follow ’ TCP Stream  Ctrl+Alt-ShiftT
172 HTTP/1.1 208
o erT fond wrro Copy , UDP Stream  Ctrl+Alt+Shift+U
TLS Stream Ctrl+Alt+Shift+ 5
i:2a:b6:93:F1) Protocol Preferences L4 HTTP Stre Ctrl+Alt+Shift+ H
Decode As... HTTP/2 Stream
Show Packet in Mew Window QUIC Stream
Figure 10: following HTTP stream
‘ Wireshark « Follow HTTP Stream (tcp.stream eq 132) - 2021-02-02-Hancitor-with-Ficker-5t... - [m| X

GET /ptj HTTP/1.1

Accept: */*

Cookie: KN9zfIq31DBBdLtF4IUjmrhm@1RKkC/T/zA13+Xxjz787h3yh35cRIENXIAWQCHPAchXobXT/
E5SYrZjgreeGTrORnj/ /ASiZw2TC1Ent++gLMyMHwgjsnvgczGx6Ekpz@L 1uEfkVooampQe/
kJkomyZagRrPrFWdEIU7BwCz1E=

User-Agent: Mozilla/5.@ (compatible; MSIE 9.8; Windows NT 6.8; WOWe4; Trident/5.8)
Host: 192.254.79.71:8880

Connection: Keep-Alive

Cache-Control: no-cache

HTTP/1.1 288 OK

Date: Tue, 2 Feb 2821 16:22:56 GMT
Content-Type: application/octet-stream
Content-Length: @ I

Figure 11: first HTTP stream

This is a GET request for /ptj that receives a STATUS 200 reply with no data. This means that there are no commands from

the team server for this beacon for now: the operator has not issued any commands at that point in the capture file.

Remark the Cookie header of the GET request. This looks like a BASE64 string:
KN9zfIq31DBBALtF4JUjmrhm0IRKkC/1/zAiJ+Xxjz787h9yh35cRJEnXJAwQcWP4chXobX T/E5Y1rZjgreeGTrORnj//A5iZw2TCIEnt++gLMyMHwgjsny
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That value is encrypted metadata that the beacon sends as a BASE64 string to the team server. This metadata is RSA
encrypted with the public key inside the beacon configuration (option 0x0007), and the team server can decrypt this
metadata because it has the private key. Remember that some private keys have been “leaked”, we discussed this in our first

blog post in this series.

Our beacon analysis showed that this beacon uses a public key with a known private key. This means we can use tool cs-

decrypt-metadata.py to decrypt the metadata (cookie) like this:

BN @NVISO_Labs - o X

fIq31DBBALF4IUjmrhmelR X cRj / greeGTroRnj/ /ASizu2)
Ik

1Ent++g

ean (Windows)

Figure 12: decrypting beacon metadata

We can see here the decrypted metadata. Very important to us, is the raw key: caeab4f452fe41182d504aa24966fbd0. We will
use this key to decrypt traffic (the AES adn HMAC keys are derived from this raw key).

More metadata that we can find here is: the computername, the username, ...

We will now follow the HTTP stream with packets 9379 and 9383: this is the first command send by the operator (team

server) to the beacon:

M Wireshark . Follow HTTP Stream (tcp.stream eq 179) - 2021-02-02-Hancitor-with-Ficker-5t... — O *

GET /ptj HTTP/1.1

Accept: */*

Cookie: KN9zfIq31DBBALtF4IUjmrhm@lRKkC/I/zAII+Xxjz787h9yh35cRIENXIAWQCHPAchXobXT/
ESYrZjgreeGTroRnj//ASiZw2TC1Ent++gLMyMHwEjsnvgdczGx6Ekpz@L1uEfkVooaMpa/
kJkomyZagRrPrFWdEIU7BwCz1E=

User-Agent: Mozilla/5.@ (compatible; MSIE 9.8; Windows NT 6.8; WOW64; Trident/5.@)
Host: 192.254.79.71:8888

Connection: Keep-Alive

Cache-Control: no-cache

HTTP/1.1 288 OK

Date: Tue, 2 Feb 2821 16:32:81 GMT
Content-Type: application/octet-stream
Content-Length: 48

..... G.bB&{../ 8. ... B k.
- S-S - B

Figure 13: HTTP stream with encrypted command

Here we can see that the reply contains 48 bytes of data (Content-length). That data is encrypted:
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by
‘ Wireshark + Follow HTTP Stream (tcp.stream eq 175) - 2021-02-02-Hancitor-with-Ficker-5t... — O *

Beae8088 47 45 54 28 2f 70 74 Ga 20 4B 54 54 58 2f 31 2e GET /ptj HTTP/1.
20680018 31 @d @a 41 63 63 65 7@ 74 3a 20 23 2f 2a @d @a 1..Accep t: */*..
peaeas2e 43 ef 6f 6b 69 65 33 20 4b 4e 39 73 66 49 71 33 Cookie: KN9zfIq3
00008838 31 44 42 42 64 4c 74 46 34 4a 55 63 6d 72 68 6d 1DBBdLtF 4JUjmrhm
00000048 3@ 6c 52 4b 6b 43 2f 49 2f 7a 41 69 4a 2b 58 78 B1RKKC/I /zAil+Xx
eaeeeese 6a 7a 37 38 37 68 39 79 68 33 35 63 52 6a 45 be jz787h9y h35cRjEn
BOBEABES 58 4a 41 77 51 63 57 58 34 63 68 58 6 62 58 54 XJawQcWP 4chXobXT
80000078 2f 45 35 59 72 5a 6a 67 72 65 65 47 54 72 4f 52 /ESYrZijg reeGTroR
pe888088 6e 6a 2 2f 41 35 69 5a 77 32 54 43 6c 45 6 74 nj//A5iZ w2TClEnt
20880098 2b 2b 67 4c 4d 79 4d 48 77 67 6a 73 6e 76 67 39 ++gLMyMH wgjsnvgd
PEBEABAR B3 7a 47 78 36 45 6b 7@ 7a 3@ 4c 31 75 45 66 GBb czGx6Ekp z@L1uETk
BeeeaeEe 56 6F 67 34 4d 7@ 51 3@ 2f 6b 4a 6b 39 6d 79 5a VoodMpQe /kIkomyZ
eaeeedce 61 67 52 72 58 72 46 57 64 45 39 55 37 42 77 43 agRrPrFW dE9U7BwC
80008808 7a 6c 45 3d @d @a 55 73 65 72 2d 41 67 65 6e 74 - er-Agent
BOBEABE® 3a 20 4d 6 7a 69 6c 6c 61 2f 35 2e 38 20 28 63 a/5.8 (c
B06000F8 6T 6d 78 61 74 69 62 6c 65 3b 20 4d 53 49 45 28 ompatibl e; MSIE
200800108 39 2e 3@ 3b 20 57 69 6e 64 6T 77 73 28 4e 54 20 9.8; Win dows NT
20608118 36 2e 3@ 3b 28 57 4f 57 36 34 3b 28 54 72 69 64 6.8; WOW 64; Trid
PEBea128 65 6Be 74 2f 35 2e 380 29 @d @a 48 6f 73 74 3a 20 ent/5.8) ..Host:
Baeea138 31 39 32 2e 32 35 34 2e 37 39 2e 37 31 3a 38 3@ 192.254. 79.71:8@
00008148 38 30 6d @a 43 6T 6e 6e 65 63 74 69 6T 6e 3a 20 80..Conn ection:
20008158 4b 65 65 70 2d 41 6c 69 76 65 @d @z 43 61 63 6B Keep-Ali ve..Cach
88000160 65 2d 43 6f 6e 74 72 6f 6c 3a 20 6e 6f 2d 63 61 e-Contro 1: no-ca
806880178 63 68 65 8d @a @d @a che....
pEEee08R8 43 54 54 58 2f 31 2= 31 28 32 3@ 3@ 28 4f 4b aed HTTP/1.1 268 OK.
epeeeele ©a 44 61 74 65 3a 2@ 54 T35 65 2c 2@ 32 28 46 G5 .Date: T ue, 2 Fe
Bpeeee2e 62 28 32 3@ 32 31 28 31 36 3a 33 32 3a 3@ 31 2@ b 2821 1 6:32:81
000eB038 47 4d 54 B©d @a 43 6f 6e 74 65 6e 74 2d 54 79 7@ GMT..Con tent-Typ
0PPEBR48 65 3a 20 61 70 78 6c 69 63 61 74 69 6T 6e 2T 6f e: appli cation/o
0PPBERA5A 63 74 65 74 2d 73 74 72 65 61 6d @d @a 43 6T Ge ctet-str eam..Con
POEBABER 74 65 Be 74 2d 4c 65 Ge 67 74 68 3a 28 34 38 ed tent-Len gth: 48.
peEeeeve @a od ea e
2008873 T9 c7 cc ef ce 47 a@ 62 42 26 7b 17 e4 2f c7 38 ..... G.b B&{../.@

20888053 a4 ec 85 cc af 8c @b 42 b9 @c d7 d9 al Se 6b 48 ....... B ..... k@
@0eeER93 19 @a db6 f9 34 da 67 85 53 @f b2 5@ b3 ec 13 ee oo EooFoooc

the raw key (option -r caeab4f452fe41182d504aa24966fbd0) and as the packet capture contains other traffic than pure
Cobalt Strike C2 traffic, it is best to provide a display filter (option -Y http and ip.addr == 192.254.79.71 and frame.number
> 6703) so that the tool can ignore all HTTP traffic that is not C2 traffic.

This produces the following output:

B @NVISO_Labs - o x

eab4fas2fed b ttp and ip.addr ==
al | more

Figure 15: decrypted commands and results

Now we can see that the encrypted data in packet 9383 is a sleep command, with a sleeptime of 100 ms and a jitter factor of

90%. This means that the operator instructed the beacon to beacon interactive.

Decrypted packet 9707 contains an unknown command (id 53), but when we look at packet 9723, we see a directory listing
output: this is the output result of the unknown command 53 being send back to the team server (notice the POST url

/submit.php). Thus it’s safe to assume that command 53 is a directory listing command.

There are many commands and results in this capture file that tool cs-parse-http-traffic.py can decrypt, too much to show

here. But we invite you to reproduce the commands in this blog post, and review the output of the tool.
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The last command in the capture file is a process listing command:

B @NVISO_Labs - o x

Packet number
TTP I e

e23ecced

bmit.php?1d-2425

Figure 16: decrypted process listing command and result
Conclusion

Although the packet capture file we decrypted here was produced more than half a year ago by Brad Duncan by running a
malicious Cobalt Strike beacon inside a sandbox, we can decrypt it today because the operators used a rogue Cobalt Strike

package including a private key, that we recovered from VirusTotal.
Without this private key, we would not be able to decrypt the traffic.

The private key is not the only way to decrypt the traffic: if the AES key can be extracted from process memory, we can also

decrypt traffic. We will cover this in an upcoming blog post.
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