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Use

Pisloader uses DNS as its C2 protocol.m

Pisloader establishes persistence via a Registry

Run key. (1]

Pisloader uses cmd.exe to set the Registry Run

key value. It also has a command to spawn a

command shell..X

Responses from the Pisloader C2 server are

base32-encoded.[!]

Pisloader has commands to list drives on the

victim machine and to list file information for a

given directory.[1]

Pisloader has a command to upload a file to the

victim machine 1]

Pisloader obfuscates files by splitting strings into
smaller sub-strings and including "garbage"
strings that are never used. The malware also uses

return-oriented programming (ROP) technique

and single-byte XOR to obfuscate data.[1]

Pisloader has a command to collect victim system

information, including the system name and OS
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version.[1]

Pisloader has a command to collect the victim's IP

address.!]
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