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Executive summary

On February 24, 2022, Avast Threat Research published a tweet announcing the discovery of new Golang

ransomware, which they called HermeticRansom. This malware was found around the same time the
HermeticWiper was found, and based on publicly available information from security community it was used in
recent cyberattacks in Ukraine. The new ransomware was likely used as a smokescreen for the HermeticWiper

attack due to its non-sophisticated style and poor implementation.
In this report, we present our analysis of HermeticRansom, which we also call Elections GoRansom.
Our findings in a nutshell:

e Elections GoRansom (aka HermeticRansom) was used to target assets on the same day as HermeticWiper;
e The developers used a sarcastic function-naming scheme related to US presidential elections;
e The malware does not use any kind of obfuscation and has pretty straightforward functionality, suggesting

it was created in a short amount of time.

HermeticRansom’ technical analysis

The malware is created in Golang and uses no anti-analysis components as string encryption, function names
stripping, etc. After execution, it creates an ID which is later used as the key from the array of Latin alphabet

characters and numbers using a standard Golang rand function:
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ID key generation routine

Then the malware identifies hard drives present on the infected system and collects a list of directories and files,

excluding the Windows and Program Files folders.
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Folder profiling

After that, the ransomware note is created as a “read_me .html” file and dropped to the user’s Desktop folder. The
note contains the victim ID and the actor’s contact emails on the ProtonMail domain; emails are hard-coded as

seen below:
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"The only thing that we learn from new elections is we learned nothing from the old!"

Thank you for your vote! All your files, documents, photoes, videos, databases etc. have been successfully encrypted!

Do not try to decrypt then by yourself - it's impossible!
It's just a business and we care only about getting benefits. The only way to get your files back is to contact us and get further instuctions.
To prove that we have a decryptor send us any encrypted file (less than 650 kbytes) and we'll send you it back being decrypted. This is our guarantee.

NOTE: Do not send file with sensitive content. In the email write us your computer's special ID (mentioned above).

So if you want to get your files back contact us:
1) vote2024foryb(@protonmail com

2) stephanie jones2024(@protonmail com - if we dont't answer you during 3 days

Have a nice day!

Ransomware note in HTML format

The malware utilizes a strange ineffective encryption workflow — it creates a copies of the initial sample and runs
them as separate processes for each file encrypted; copy names are generated using Golang GUID library

functions.
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Self-copies made by HermeticRansom

To encrypt victims’ data, HermeticRansom relies on a list of hard-coded files types, as follows:
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aInf 2 -inf'
aAcl .acl'
aAvi .avi'
aBat ‘. bat'
aBmp .bmp'
aCab .cab'
aCfg .cfg'
aChm chm'
aCmd cmd'
aCom com'

acrt .Crt’

acss . CSS'
aDat .dat'

aDip .dip'
aDll Ldll!
aDoc .doc'
aDot .dot'
akExe . exe’

aGif .gif'
aHtm .htm'
alco .1co'
also .1s50'
aJpg .Jpg’
aMp3 .mp3"
aMs1i .msi'
0@

List of hardcoded file extensions to encrypt

Files are encrypted using the AES algorithm with the generated key. Then the AES key is encrypted with RSA-
OAEP. OAEP is parameterized with a hash function that is used as a random oracle. The hashing function is SHA-
256. The RSA public key is hard-coded as a base64 blob. After decoding the key in JSON format, it is converted

to a byte array:

Hardcoded encryption public key

Once files are encrypted, HermeticRansom appends a “.encryptedJB” extension to each. Also the ProtonMail

email address is appended to the filename:
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Or
tonmail.com]
nmail.com].e
nmail.com].e
otonmail.com].enc
otonmail.com].enc
otonmail.com].enc

nroto
ail

Encrypted files with the new extension

The malware structures and methods are named in a sarcastic manner related to US presidential elections.

.len = .array->len;
If ( *(_DWORD *)& .enabled )
();
else

(unsigned  int128)
* [ NiNRN * ) C+wvnh

Unstripped function names
HermeticRansom’ attribution

Given the circumstances under which HermeticRansom appeared, including the date, time and victims’ geo-
locations, we have moderate confidence it is connected with HermeticWiper’s general objectives — destroying or

otherwise making Windows systems unusable due to data loss.

Conclusions

HermeticRansom is an excellent example of a targeted attack preventing victims from using their data while also

potentially acting as a smokescreen for further attacks. The simplicity of the code, along with the grammar and
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spelling errors left in the ransom note, probably indicate that it was a last-minute operation, potentially deployed

to boost the effectiveness of other cyber-attacks on Ukraine.

Indicators of compromise

HermeticRansom MD5
d5d2c4ac6c724cd63b69ca054713e278

Source: https://securelist.com/elections-goransom-and-hermeticwiper-attack/105960/
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