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Introduction#

On 05.01.2022, Ukrain had to face a massive cyber attack. This attack was able to take down IT infrastructure of

several organizations completely.

Microsoft incident response team recently released samples of malware used in the campaign.
Samples#
virustotal filescan.io

Environment#

Windows 10 guest (Virtualbox)
Windows 10 host

Tools#

IDA
x32dbg

bochs
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Analysist

Behavioral analysis#

malware needs administrative privileges in order to be successful.

4:36:56 PH
malware\Desktop\whispergate\whispergate > .\stagel.exe

F 1719/ 4:3
PS5 C:\Users\fakemalware\Desktop\whispergate\whispergate

Malware does not create any network traffic, registry modifications or file modifications

Upon restarting, device will boot into a screen displaying the following ransom note.

our hard drive has been corrupted.

In case you want to recover all hard drives

of your organization,

ou should pay us 9510k via bitcoin wallet

1AUNM68g joPGPFcJuf tKATadWlnzgBf pfuv and send message via

ox ID BBEDC41101Z2a33BA34F49130D0F186993C6A32DADEIYEFOASDEZC1EDZ3054C057ECEDS496

ith your organization name.
e will contact you to give further instructions._

Static analysis#

The PE#

According to detect it easy, the file is a 32 bit PE file.
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File name

C:fUsers/fakemalware [Desktop/whispergate fwhispergate fa 196c6bafcb 9 7ih 276d0 43546962239 1311db384 158 16c8c9f 5636238292, bin

File type Entry point Base address

PE32 00401300 = Disasm 00400000 Memory map
PE [ || mport || 1 | ms I |

Sections TimeDateStamp Size0fImage

MIME

Hash

Strings

Entropy

0008 = 2022-01-10 02:37: 18 00004000

Hex

Scan Endianness Architecture

Detect It Easy(DiE) LE 1336

compiler MinGW(GCC: (GNU) 6.3.0)[-]
linker GMU linker Id (GMU Binutils)(2.28)[GUI32]

Options
Signatures I:‘ Deep scan About
Scan
= Log 730 msec Exit

it is compiled and linked using MinGW (GCC 6.3.0) and GNU linker.

die shows entropy as 6.07208, which is high but it also says executable is not packed.

Status Offset

Reload
not packed 00000000

Regions

Offset Size Entropy Status
00000000 00000400 1.96483 not packed
00000400 00002eD0 6.04520 not packed
Section(1)['.data'] 00003200 00002200 571416 not packed
Section(2)['.rdata’] 00003400 00000400 4.01500 not packed
Section(3)['.eh_fram'] 00005800 00000200 4.78145 not packed

LT Y R Annncnn AnnnnEnn 4 7000

PE Header
Section(0)[" text']

P

As usual, entropy in the .text section is higher than in the other sections.
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Strings

00001bce
00001eb9

00003422

00000008
00000008
00000008
00000005

0000001 ¢
00000031
00000005

String

Your hard drive has been corrupted.

In case you want to recover all hard drives

of your organiza

You should pay us $10k via bitcoin wallet

TAVNMESg)6P GPFcJuftkKATadWLnzg8fpfv and send message via
tox |D 8BEDC4110124 34F4913

with yaur organization name,

We will contact you to give further instructions,

ARARA

M anst B Unicode 5

54C057ECED5496F65

00003428
000034cd

Your hard drive has been corrupted.
In case you want to recover all hard drives

of your organization,

Filter

strings in the binary are not encrypted. several strings shown in the above diagram gives hints about malware’s

capabilities such as disk corruption.

Also, note that it shows a bitcoin wallet and a tox ID that can be used as signatures.

- TAVNM68gj6PGPFcJuftKATa4lLnzg8fpfv
- 8BEDC411012A33BA34F49130D0F186993C6A32DAD8976F6A5D82C1ED23054C057ECED5496F65

Executable does not have many imports. There’s no APIs related to cryptography eventhough malware claims to

encrypt the files.

Function name || Address Ordinal  Name Library
z| TopLevelExceptionFilter A 0000000 CloseHandle KERNEL32
Z main %E| 0000000 CreateFileW KERNEL32
(7] sub_an1280 0000000... DeleteCriticalSection KERNEL32
3 stert 0000000 EnterCriticalSection KERNEL32
7] atexit 0000000 ExitProcess KERNEL32
(7] sub_a01340 0000000... FindClose KERNEL32
[F] sub_201430 0000000 FindFirstFileA KERNEL32
[F sub_401460 0000000 FindNextFilea KERNEL32
E sub_401800 0000000.... Freelibrary KERNEL32
[F] sub_s01910 0000000 GetCommandlineA KERNEL32
[F] sub_401590 0000000 GetlastError KERNEL32
f | TisCallback_1 0000000... GetModuleHandleA KERMNEL32
(7] TisCallback_0 0000000 GetProcAddress KERNEL32
[F] sub_401480 0000000 InitializeCriticalSection KERNEL32
(7] sub_s01c30 0000000... LeaveCriticalSection KERNEL32
[F] sub_s01c00 0000000... LoadLibraryA KERNEL32
[F sub_401020 0000000 SetUnhandledExceptionFilter KERNEL32
(7] sub_a01E10 0000000... TisGetvalue KERNEL32
(7] sub_a01rED 0000000... VirtualProtect KERNEL32
[F sub_402010 0000000 VirtualQuery KERNEL32
[F] sub_402080 0000000... WriteFile KERNEL32

Code analysis##

IDA shows that PE contains two TLS callbacks. Initially suspected these were for anti-debugging purposes but

turns out to be no.
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W
| SODOBRBB0L01A1C
| GSDeDeDeaRea ALl loc_401A1C:
1AIC cap aw, DLL_THREAD_ATTACH
1ALF = shart loc_481433
T L
L L |
| [l
eax, DLL_PROCESS_ATTALA | [asosasseasseiass
short loc_s@1A65 2600000008481433 loc_481A33:
mov esi, offset dword_s8@@14)
| BOB0B0H008481038 sub esi, offset dword_doBoid|
GOMOMBR08481A3E cap ai, 3
1281 gle short exit
|

TSl

Bea0a0000M4ILAE6S
BRORGRDRGIMBIASS loc_SBLAGS:
Geoccoapopseliss mov eax, [espHiCh+Reserved]
[esp+iChivar 18],
[espeichevar_14],
eax, [sp+1Ch401lHan
[esp+iChvar_1C], e
sub_S81C38

00a0000000481451 jmp short =xit
0e000e000048143]1 TisCallback @ endp

i i e D
| EEEEE—
S S
[oeaeacasosap1izs
1426 eeaeacapapspisss ftal egin:
[seaeacacapselaze add esp, 13h [seacacosopspisay mov zax, dsidword_408014]ebx]
oeapacacaesp1aze mov eax, 1 0000000RORIELAIE test  eax, eax
eeceacacapseaze pop ek eececoasanseiii iz shart loc_81451
[oeoeacacasserazr pop esi
| B00R0DMBALE1ASE retn @ch

Ll
1851 loc_201A51
8151 add ch, 4
peosacasanialasa cap esi, ebx
1856 jnz short ftable_locp_begin
|
] i <
[sopopananie1nss add esp, 14h
sececpepopse1nsE mov eax, 1
pop ek
oBoRORGREIASL pop  esi
ecoepapeRsELNsD retn  ECh

first TLS callback starts calling some function pointers if Reason is DLL_THREAD_ATTACH .

FE]
[BeaaBEEEER18138
(BEREREB08B481388
0e08000000401980
Be0eo00000481980 public TlsCallback_1
pepeRoeEee4@1980 TlsCallback_1 proc near
0e00000020401380
1988 var_1C= dword ptr -1Ch
6E020e008481980 var_18= dword ptr -18h
000epaeaee4e1980 var 14= dword ptr -14h
BE0eR00000481980 Dl1Handle= dword ptr 4
BoRERE0E0R4819B8 Reason= dword ptr 8
BE0EROBAA481988 Reserveds dword ptr 8Ch
(BEREREB08B481388
BE0ERO2020481980 sub esp, 1Ch
06000000GG401983 mov cax, [espriChReason]
1987 cmp eax, DLL_THREAD_DETACH
Bepeoaoaaedalsna jo short loc_4@1508
1
L]
F™E]
000200000048198C test eax, cox ; DLL_PROCESS_DETACH
000000000848198E jz short loc_481908
1
LA ]
FME FE]
B0080020004019C0 mov eax, 1 200aBa0080481908
BEOEROBR04019CS add esp, 1Ch| |B00080808084819D8 loc_4@81909:
(6808B0B0BRLA19CE retn acCh BEROGHBABAL81908 mov edx, [esp+lCh+Reserved]
1904 mov [esp+iChivar_1B], eax
B000R0GAHB401908 mov cax, [esptiCh+DllHandle]
B00080EABB4019DC mov [espriChevar_14], edx
20EORH00084819E0 mov [esp+iCh+var_1C], eax
BORORReRBR4a19E3 call sub_4@1C3@
00000000804819E8 mov eax, 1
BEA0SREREA4E19ED add esp, 1Ch
00000000B04819F8 retn ach
Befoeaeeee4a19F8 TlsCallback_1 endp
|BBROBRERBALA1IFE

the second TLS callback simply returns if Reason is something other than DLL_THREAD_DETACH or
DLL_PROCESS_DETACH , suggesting this may be de initializing whatever initialized by the tlscallback1 .
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B000PBERERAR1300 ; Attributes: noreturn

A0000000004081308 public start
bepbobpopBRdRl3Be start proc near

BepoboobBRIE1300
BREREEEE88481388 var_1C= dword ptr -1Ch
BepoboobBRIE1300

1388 sub esp, 1Ch
/000000000401303 mov [esp+liCh+var_1C], 2

200000000040130A call ds:_ set_app_type
/000000000401310 call sub_4811B88
A000000000401318 start endp

start function calls sub_4011b@ after setting the app type.

FEE]
BepooepoBELE124D
2000000000401240 loc_48124D:
A00000000040124D call _ p_ fmode
1252 mov edx, dword_486828
2000200000401258 mov [eax], edx
200000000040125A call sub_481E18
222000000048125F and esp, @FFFFFFFah
A000000000401262 call sub_481998
A000000000401267 call __ p__environ
200000000040126C mov eax, [eax]
200020000040126E mov [esp+l8h+var_l1@], eax
PEE00000R0481272 mov eax, ds:dword_489080
2000000000401277 mov [esp+l8h+var_14], eax
2000000000401278 mov eax, ds:hTemplateFile
22200000004212588 mov esp+18h+lpToplevelExceptionFilter], eax ; hTemplateFile
2000000000401283 call ﬁ_ overurites master
B0000000P0401288 mov ebx, eax boot record
200000000040128A call _cexit
200000000040128F mov [esp+l8h+lpToplevelExceptionFilter], ebx ; uExitCode
2000000000401292 call ExitProcess
2000000000401292 sub_4811B@ endp
BepooeRERELE1292

sub_4011b0@ calls function sub_403b60@ that is responsible for main functionality of the malware.

Functions window O & x DAview-a B @ Hex View-1 [ Structures B8 [Ej Enums B Imports x| @ Exports B
Functien name -~ gg: hTemplateFile= dword ptr 4
[F] TopLevelExceptionFilter 3868 les  ecx, [espthTemplatefile]
= 3864 and esp, BFFFFFFFBh
(7] main |0000000000403867 mov  eax, 202Ch
Z sub_401240 |eoo0e0000040386C push  dword ptr [ecx-4]
z| start e push eza
- |Besacaenacie. mov  ebp, esp
(7] atexit leeaecseneae3872 push  edi
(7] sub_401340 |beasoscas0483873 push  esi
|eeaconeasade3e7a push  ecx
[F] sub_a01430 ’
~ S call  sub_481FER
[7] sub_401450 loooconenoase3n7A mov  esi, offset unk_404020
loeoeooeneasedn7F sub  esp, eax
£ | sub_401800
- leenacaeneade3ssl lea edi, [ebp-2018h]
7] sub_s01910 loeaeapeneao3ss7 call  sub_491950
[F] sub_a01930 |eoasosensate3sac mov ecx, 8880
|peac000000403891 rep movsd
[£] Tiscalback_1 |eenessoneatesnas mov [esp+iah+hTemplateFile], @ ; hTemplateFile
Z| TisCallback_0 |eencesoneosesnos mov dword ptr [esp+{ll], @ ; dwFlagsandattributes
zl sub_401AA0 |oeaccoeaea4038A3 mov [esp4lah+daCreationDisposition], OPEN_EXISTING ; duCreationDisposition
|oenecoeaeei@38AE moy [esp+lah+lpsecurityAttributes], @ ; lpSecurityAttributes
[7] sub_401C30 |eeaccseaeateszas mov [esp+lah+dwsharetiode], 3 ; dwShareMode
Z sub_401CD0 |seaeaeeneate3s8E mov [esp+lah+dwDesirediccess], GENERIC_ALL ; dwDesiredAccess
|BeascacRaeE3ECS mov [esp+1ahilpfiletiame], offset FileName ; * Physicalbrive
[£] sub_s01020 |00800000004038CA call  Createfilei
[F] sub_401E10 looneooenesiaiacy mov s:i, eax
lea x, [ebp-2018h] ; boot sector code
F| sub_401FE0
|eeeceeeeeeda3BD? sub esp, 1Ch
z| sub_402010 |oeeocoenoedesaDs mov [esp+ldh+lpFileName], esi ; hFile
(7] sub_402080 |eeaeesene04@3E0D mov [esp+lah+dwCreationDisposition], @ ; lpOverlapped
|peaacacnacle3sEs mov esptlahtlpsecurityattributes], & ; lpMumberDfSytesiiritten
7] sub P p ¥ s 85 1p Y
1| sub_d02120 loeaeaseasesessen mov [esp+iah+dwsharemode], 200k ; nNusberOfBytesTourite
[7] sub_a02180 |oenessencaseiars mov [esp+iah+duDesiredaccess], eax ; lpBuffer
loeocooenceseisra call  writeFile
[7] sub_402450
|e0ecee0Raa483BFE sub esp, 1ah
zl sub_402670 |oeaecoeaaadascal mov [esp+ldh+lpFileName], esi ; hObject
[F) sub 402600 " |peaecoeaca4a3cas call Closetandle
|penaooonaosa3ces push  eax
< > 3
R esp, [ebp-ach]
Line 2 of 83 |peseepeeEa8ICED XOr eax, eax
loeaceoeaceaeacer pop  ecx
4 Graph overview O & x |peacaceacassacle pop esi
11 pop edi
|peoeooeneasesc1z pop  ebp
lpeneo0eRGe403C13 lea esp, [ecx-4]
|peveo0enease3C1E retn
|peBeo0eneese3C1E Overiiritetbr endp
|eeeeopencasescic

§0.00% (-30%,153) (454,385) 00002FDL 0000000000403BD1: OverWriteMbr+7l (Synchronized with Hex View-1)

the function copies 2048 bytes at global offset ** into the stack.
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.data:ee404004 align 28h
.data: 28484820 boot sector_code db 8EBh ; E ; DATA XREF: sub_483B6@+1Ato
.data: 98484821 db ]
.data: 98484822 db 8Ch ; €
.data: 00404623 db @csh ; E
.data:ee404624 db 8th ; 7
.data: 98484825 db 8Dsh ; ©
.data: 98484826 db @BEh ; ¥
.data: 98484827 db 88h ; °
.data: 98404828 db 7ch ;
.data: 98484829 db BEBh ; &
.data: 98484824 db ]
.data:Pe484825 db ]
.data:9848482C db 58h ; P
.data: 98484820 db BFCh ;
.data:0e40462E db 8ah ; 5
.data:9848482F db 4
.data: 98404830 db 3ch ; <
.data: 98484831 db ]
.data:98484832 db 74h ; t
.data: 98484833 db 6
.data: 98484834 db BEBh ; &
.data: 98484835 db 5
.data: 98484836 db ]
.data: 98484837 db 4sh ; F
.data: 98404838 db BEBh ; &
.data: 98484839 db BF4h ; &
.data: 98484834 db BEBh ; &
.data: 98404838 db 5
.data:9848483C db 8B4h ;
.data: 98484830 db @Eh
.data:ee40463E db @coh ; 1
.data:0848483F db 18h
.data: 00404640 db @c3h ; A
.data: 98484841 db 8Ch ; €
.data: 00404642 db @csh ; E
.data: 00404643 db 8th ; 7
.data: 98404844 db 8Dsh ; ©
.data: 98484845 db BA3h ; £
.data:@B485ELE db 55h ;
.data:@B485ELF db 8ash ; 2

B

offset contains bytes of compiled x86 real mode boot sector code, along with the boot signature 0x55AA .

Then it calls CreateFilell passing \\\\.\\PhysicalDrive® as filename argument. returned handle is then
passed to WriteFile along with the stack buffer that contains boot sector code. If the call is successful, it will

overwrite MBR (master boot record) with a custom boot sector.

After BIOS has done selecting the boot device it will load overwritten MBR into memory and the CPU will start

executing a parasite bootloader.

Also, note that malware does not encrypt anything.
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38 stagel.exe - PID: 512 - Module: stagel.exe - Thread: Main Thread 5140 - x32dbg [Elevated] - x
Fle View Debug Tracng Plugins Favourites Options Help Apr 17 2021 (TitanEngine)
coE 90 o9 tull 2@ e A BE®
cPU | 41og [ Motes ® Breakpoints ¥ MemoryMap [ Call Stack &3 SEH Je2) script <] Symbols <> Source £ References W Threads W Handles £7 Trace
*|[D0403E6F 55 push ebp = =
7 89ES mov ebp,esp [TER FHY
57 push edi edi:EntryPoint -
56 push esi esi:EntryPoint (ERt EIIIRTEE
ol (e o EBX  D02A3000
E8 GEE4FFFF call st ECX CHESIEEHT
BE 20404000 mov esi esitEntryPoint EDX 00000080
294 X EBP  DOGOFF1S
00403881 SDED EEDFFFFF dword ptr ss:[[ebp-2018] edi:EntryPoint ESP  DOEOFFOC
00403887 E8 04DEFFFF €all syagel. 401930 ESI 00401300 <stagel.EntryPo
. ggngggi E; ggoaoooo s EDI 00401300 <stagel.EntryPo
. 3 g
o|[ 00403833 C74424 18 00000000 ptr ss:[fesp+18],0
o[ 00403B38 C744z4 14 00000000 ptr ss:fesp+14],0 . EIF ODanzETA STR0EL- 00403558
o[ 00403BA3 C74424 10 03000000 ptr ss:fesptiol,3 [esp+10]: "mARU'"
e | 00403BAR C74424 OC 00000000 ptr ssifesp+Cll,0 EECAGERRIEn Ny
00403BE3 C74424 08 03000000 ptr ss:llesp+sl,3 [esp+8] :EntryPoint ZF 0 FF 1 AF O
® | 00403 C74424 04 00000010 ptr ss:|fesp+4], 10000000 [esp+4] :EntryPoint OF 0 SF O DF O
e |[ 00403BC3 C70424 64704000 tr ss:|lespl],stagel. 407064 407064: L"\\\\.\\PhysicalDrive0" CFO TF1 IF1
o|| po403BCA E8 7IFFFFFF .&CreateFilens
o[ no403BCF 5C6 esi, eax esiiEntryPoint LastError 00DDDOTE (ERROR_MOD_NOT
o[ 00403ED1 8085 EBDFFFFF eax,dword ptr ss:[ebp-2015] LastStatus COODD135 [STATUS_DLL_NO
00403BD7 83EC 1C sub esp,1c
004D3EDA 893424 mov dword ptr ss:[fesp],esi &5 0028 FS 0053
» || no403E0D c744z4 10 00000000/ |mov dword ptr ssifesp+i0l,0 S Gl 1B Gl
® || DD403BES C74424 0C 0000000 mov dword ptr ss:fesp+CJ,0 CS 0023 SS DD2B
o[ n04038ED C74424 08 0002000p |mov dword ptr ss:fesp+s],200 8] :EntryPoint
o[ 004038FS 894424 04 mov_dword ptr ss:[esp+4],eax EntryPoint
o[ 00403EF9 E8 AAFEFFFF €al1 <IMP.&WriteFiles GIT)) CLITTTITTTITIREEEEED EEEE
DD403BFE s3EC 14 SLDge P ST(1) 0D0ODDODDDOONDOODDDOO X87rl E
e |[ 00403Cc0L 833424 mov_dword ptr ss:[fesp],esi esi:EntryPoint 5T(2) 00000000000000000000 X87r2 E
o[ n0403c04 EB 3FFFFFFF €all <IMP.&CloseHandles ST(3) 0000DDDDOOODDDO0000D X87F3 E W
B |G B push eax e b e
® | D0403C0A 8D65 F4 lea esp,dword ptr ss:[lebp-Cll < >
o[ no403con 310 xor eax,eax
D0403COF 59 pop ecx Default (stdcall) h EDU”“"hd
00403C10 SE pop esi esiiEntryPoint 1: [esp+4] 00401300 <stagel.ENntryP
3 5F pop edi edi:EntryPoint 2: [esp+B] 00401300 <stagel.EntryP
00403C12 5D pop ebp 3: [esp+C]_OOGOFFS0
00403C13 EDE1 FC lea esp,dword ptr ds:[ecx-4] [ecx-4]: "=mAgl"'" [esp+10] 00401288 "wAi
Do403cie <z ret v [esp+14] 00BOFFOC
ICI17 non
< >
o 00BOFF30
Woump1  Wpumpz Y Dump3 M%mp‘& Woumps @ watch1  Ir=llocals 9 Struct GOEDRE10] 00401300 | stagel, EntryPoint -
ad 00GOFF14| 00401300 | stagel.EntryPoint
ﬁ‘é?oo SC CB|8E D8 BE 88]7C Ea‘oo 00]50 FC BA 04 ga?ax le..PU “ | posorezs| dosorFsa
0040403d| 3¢ 00 74 06|E8 05 00 46[EE F4 EB 05|84 OE CD 10|<.t.e..Fede. . ggéggﬁg ggzg:ig? return to stagel.00401288 from stagel.00403860
0040404(| C3 8C C8 8E|D8 A3 78 7C (66 C7 06 78|7C 82 7C 00|A,E.@£x|FC,v|. ], DEDLET |[BooReaon
0040405(| 00 B4 43 BO|00 8A 16 87(7C 80 C2 80|BE 72 7C CD|. C*....|.A.%r|I oot leon 00
2030906 po D0GOFF2C || 00401288 return to stagel.onani2ss from stagel.00403B60
EREEA 0060FF 30| 00000001
Soina0s 0060FF24 || 00762F8D| &"C:\\Users\\Fakenalware\,\Desktop'\whispergatel\wh
00 00 01 00 e rra i : b
e R o D050FF32 || 00761408| &”ALLUSERSPROFILE=C: \\PFogranbata
0040408d| 64 20 64 72|63 76 65 20(63 61 73 20|62 65 65 &E|d drive has been eorranleccsogon
004040cq| 20 63 6F 72|72z 75 70 74(65 &4 2E OD|0A 49 E 20| corrupted...In DeneEN |looEsEEED
0040400(| 63 61 73 65|20 79 6F 75 (20 77 6L GE|74 20 74 6F|Case you want to : M
004040Ed| 20 72 65 63|6F 76 65 72|20 61 6C 6C|20 68 61 72| recover all har Rereiede | PETEr A o) [SETLAN B9 LTS Gor ) te) LU AGeL e B
004040F(| 64 20 64 72|&3 76 65 73(0D DA &F 66|20 73 GF 75|d drives..of you enrro| oo cactn
0040410(| 72 20 6F 72|67 61 6E 63(7A &1 74 9|&F GE ZC OD|r organization,. : ; - ; 1
0040411d| 0A 59 6F 75|20 73 68 6F|75 &C 64 20|70 61 79 20|.You should pay SSESEEEE ggggégég Feturn to stagel.00401315 from stagel.004011B0
0040412q| 75 73 20 20|24 31 30 6B(20 76 69 61|20 62 63 74|us_ $l0k via bit eeorr=clleccoogon
0040413(| 63 &F 69 6E|20 77 &1 &C(6C €5 74 OD|0A 31 41 56|coin wallet..lAV o chleccsogon
0040414(|| 4E 4D 36 38|67 6A 36 50(47 50 46 G63|4A 75 66 74| NME6SQI6PGPFCIUFT e lesesason v
00404150 48 41 54 61|34 57 4C GE[7A &7 38 66|70 GG 76 20| KATadwLnzgsfpfv
0040416 £4 20173 65 6F c4lon 6D 65 73173 61 67 65 bR >
Command: |Commands are comms separated (like assembly instructions): |Deﬁu\t -
| Pauszd  [staget.exe: 00404020 -> 00404020 (0x00000001 bytes) ime Wasted Debugging: 0:00:01:29

buffer containing boot sector code can be extracted by placing a breakpoint at the address where it is accessed and

using the show in dump feature in x32dbg.

extracted buffer can be then saved as a raw binary file for further analysis.

Reversing boot sector codet

segB@@:7(0a ; Segment type: Pure code
SEgRee:7Cea segeea segment byte public "CODE' useld
seg@a: 7Cea @ssume Cs:seglen
seg@ea: 7iea jorg 7C@eh
segeee: 7(ea assume es:nothing, ss:nothing, ds:nothing, fs:nothing, gs:nothing
Iseghee: 70ea jmp short $+2
e
segBBe: 782
Seg@@@:7Ce2 start: ; CODE XREF: seg@@@:7Ceatj
seglee:7Ce2 mov ax, cs
Iseghea: 70e4 mov ds, ax
ISEgRee: 7086 mov si, offset ransom_note ; "Your hard drive has been corrupted.®
seg@@a: 7e9 call $+3
seg@ea: 7Cac push ax
Isege8a: 7(eD cld
208a: 7CAE
Isegeee:7CeE print_loop: ; CODE XREF: seg@@@:7C184]
seg@@a: 7(eE mov al, [si] ; prints the ransom note
seg@ee: 7Cle cmp al, @
r- |segees:7(12 jz short loc_7C1A
: Iseghee: 7014 call print_char
| ISegeee:7C17 inc si
- geea:7C18 jmp short print_loop ; prints the ransom note
| seglee:7C1A ;

cs segment register is initially initialized to 0x0, it is used to zero out ax and set up other segment registers. then

loads the ransom note into si register.
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segh ransom_note db 'Your hard drive has been corrupted.’,@Dh,8Ah

segh ; DATA XREF: seg Ca6to

segh db 'In case you want to recover all hard drives',@8Dh,8Ah

segh db 'of your organization,',@Dh,8Ah

segh db 'You should pay us %18k via bitcoin wallet',@Dh,8Ah

segh db '1AVNMEBgj6PGPFcluftKATadllnzgdTpfv and send message wia',@Dh,8ah
segh db "tox ID BBEDC411812A33BA34F49138DBF186993C6A32DADBITEFAASDE2C1ED23"
segh db '854C857ECED5496F65",8Dh, 84N

segh db 'with your organization name.',@Dh,@Ah

segh db 'We will contact you to give further instructions.',@,@,@,8,'U’,8AAh
segh seglea ends

segh

segh

segh end

Next instruction calls print_loop , which then calls print_char after loading al with the byte at si . And it

will repeat this operation until [si] is null.

g $7C1C SUBROUTINE
seglee:7C1C
seglea: 7C1C
seg@@@d:7C1C print_char proc near ; CODE XREF: seg@@@:7C14tp
seg@@d: 7C1C mov ah, @Eh
seg@ed:7C1E int 1eh ; - VIDEO - WRITE CHARACTER AND ADVANCE CURSOR (TTY WRITE)
segeee: 7C1E 3 AL = character, BH = display page (alpha modes)
seglea: 7C1E ; BL = foreground color (graphics modes)
sege@e: 7C28 retn |
seg@@d:7C2@ print_char endp
segbed:7C28
SegBBB:TC2L ; -

print_char uses BIOS interrupts to put a single character into the screen. A BIOS interrupt call is a feature of
BIOS that allows bootloaders and early kernels to access BIOS services such as video memory access and low-
level disk access. To use BIOS interrupts, ah register should be initialized to the function number. parameters
passed down through registers and similar to x86 syscalls, int instruction is used to do the software interrupt

along with the BIOS service number

For instance, in the above image, malware loads Display character function number 0x@e into ah and calls

BIOS video service.

More about BIOS interrupts - Ralf Brown’s BIOS interrupt list.

After printing the ransom note, the overwritten code jumps into another label

| SegBB@TCLA ; -
: seg@ea: 7C1A

5eg@ea:7C1A loc 7C1A: ; CODE XREF: seg@@@:7C121j

—— |5eg@ea:7C1A jmp short corrupt_c

which then jumps to label corrupt_c

SEEBBB I TC2L -
seg@ed:7C21
seg@@@: 7C21 corrupt_c: ; CODE XREF: seg@@@:loc_7C1AT]
seg@@e: 7C21 3 Seglee:7CsElj ...
— seg@ee: 7021 mov ax, cs
segaea: 7C23 mov ds, ax
segl@@: 725 mov word ptr ds:unk_7C78, ax
segaaa: 7C28 mov dword ptr ds:unk_7C76, 7C32h
seg@@d: 7C31 mov ah, ;'
seg@@@: 7(33 mov al, @
seg@@d: 735 mov dl, byte ptr ds:unk_7C87
seg@@a: 7(39 add dl,
cegldd: 7C3C mov si, 7C72h
seg@ee: 7C3F int 13h ; DISK - IBM/MS Extension - EXTEMDED WRITE (DL - drive, AL - verify flag, DS:SI - disk address packet)
r - |[segeee:7C4l jb short failed
.——;—- segl@d: 7043 jnb short success
: | Segaee:7C4s

Two insutrctions after segment register initialization sets word at 0x7c78 to 0x0000 and dword at 0x7c76 to
0x7c82 (‘AAAA).
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This basically initializes the DAP (Disk Address Packet) structure. DAP is a structure that should be initialized in
memory in order to use Logical block addressing with interrupt 0x13. This structure is then should be passed

through si register.

layout of the structure

Offset Size Description
0 1 size of packet (16 bytes)
1 1 always 0
2 2 number of sectors to transfer (max 127 on some BIOSes)
4 4 transfer buffer (16 bit segment:16 bit offset) (see note #1)
8 4 lower 32-bits of 48-bit starting LBA
12 4 upper 16-bits of 48-bit starting LBA

before the interrupt call int 0x13 , which is used for low-level disk access, ah register is initialized to 0x43,

BIOS function number for writing sectors to the disk.

following registers are also initialized

al - 0x0 (close clock write)
dl - 0x80 (hard disk)
si - 0x7c72 (DAP)

The si register is loaded with address @x7c72 , which must be the disk address packet.

seg00@:7C72 dap [E_Ter Je— sizeof packet
segled: 773 align 2

segles 4 * no of sections to transfer
seg@@8:7C76 unk_7C76 an 53

Seg@ee: 7C77 db ]

seg@@e:7C78 unk_7C78 db el . transfer bytes
segeee:7C79 db g™

segBee: 7074 unk_7C7A db 1

SegBas: TCTA

sezeee:x?a db @ lowe 32 bits
5eg@ee: 7C7C db e

seg@@e: 77D db =]

seg@@d:7C7E unk_7C7E db e 7C52

s=g8@0: 7C7E upper 32 bits
Seg@ee: 7C7F db ]

SegRee: 7C5e db ]

SegRea: 7081 db g

seg@ea:7Cs2 db  41h ; &

seg@ea: 783 db  41h ; &

segBaa: 7034 db  41h ; A

segBee:7Ca5 db 4lh ; A&

segB@e: (36 db 4lh ; A&

seg@@d:7C87 unk_7C87 db ] 7C35

seg@@0:7C37

The next few instructions check whether an extended write operation is successful or not. if cf is set (errors)

control flow gets redirected to loc_7c45 , else, to loc_7c5d .

SEEBBBITCSD §
Isegles: 75D

Vot Iseg@ea:7C45 failed: ; CODE XREF: seg@@@:7C411]
: * segBeR: 7045 inc byte ptr ds:unk_7C87
| segeea: 7049 mov dword ptr ds:unk_7C7A, 1
' IsegBea: 7052 mov dword ptr ds:unk 7C7E, @
seg@@@:7C58 Jmp short corrupt_c
'
'
1

at loc_7c45 , it increments the last element in the byte array by 1 and moves 0x1 to [@x7c7a] . int next

instruction zero out [0x7c7e] .
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segees: 75D

'
N seg@B8: 705D success: ; CODE XREF: seg@@@:7iC431]
4 segBBB: 705D add dword ptr ds:unk_7C7A, @C7h
seghhB: 766 adc dword ptr ds:unk_7C7E, @
seg@0a:7C6F clc
segBBa:7(70 jmp short corrupt_c |

SEEBBB i FCTB § ~ - - - - oo o

loc_7c5d adds Oxc7 to [0x7c7a] and 0xO [@x7c7e] . clc clears the carry flag.
Both blocks jumps back to corrupt_c .

The loop will continue until the hard disk is completely overwritten by AAAA s.

The end+

quick analysis report of WhisperGate stage 01 ends here.

#Spread Anarchy!

Source: https://rxored.github.io/post/analysis/whispergate/whispergate/

Page 11 of 11



