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Wacatac Ransomware
DeathRansom Ransomware

(mudpoBanbIMK-BbIMOrare/ib) (IepBOMCTOYHHUK)

Translation into English

OTOT KPUIITO-BBIMOTATe/Th IIUGPYeT WIH fiesiaeT BUJ, UTO TUQPYeT JAaHHbIe TIob3oBaTe el ¢ momMoipio XTEA, a
3areM TpeOyeT HarMcarth Ha email BeiMorareseii, uTo0Obl y3HaTh, KaK 3aryIaTUTh BEIKYT B BTC, omyunTh
TIPOTPaMMY IJis paciiMPOBKY U BepHYTh (hatiiel. OpuruHaabHOe Ha3zBaHue: DeathRansom (yka3aHo B 3amucke).
Harmmican Ha si3bike C. TTo3ke CTasio UCIIOTB30BaThCS IPYTOe IHU(pOBaHHe.

O0OHapyXeHHA:

DrWeb -> Trojan.Encoder.30115, Trojan.Encoder.30169,

Trojan.Encoder.30180, Trojan.Encoder.30188, Trojan.PWS.Siggen2.39155,

Trojan.DownLoader28.53348, Trojan.Packed?2.42133, Trojan.PWS.Stealer.27556, Trojan.Encoder.30493,
Trojan.Encoder.32283

Antiy-AVL -> Trojan/Win32.Wacatac, Trojan/Win32.Agent

ALYac -> Trojan.Ransom.DEATHRansom

BitDefender -> Gen:Heur.Ransom.REntS.Gen.1, Gen:Variant.Ser.Midie.1067, Trojan.GenericKD.32736773,
Gen: Variant.Ulise.88088, Trojan.GenericKD.42039481, Trojan.GenericKD.42040608,
Trojan.GenericKDZ.59981, Gen:Variant.Ulise.87938

ESET-NOD32 -> Win32/Filecoder.DeathRansom.B, A Variant Of Win32/Kryptik. GYQM, A Variant Of
Win32/Kryptik. GYPF, A Variant Of Win32/Filecoder.DeathRansom.B

Kaspersky -> Not-a-virus:HEUR:Downloader.Win32.Gen,

Trojan.Win32.Chapak.*, Trojan.Win32.Agent.*, HEUR:Trojan-Downloader.Win32.Bandit.gen

Malwarebytes -> Ransom.Death, Trojan.MalPack.GS, Ransom.DeathRansom

Microsoft -> Trojan:Win32/Fuerboos.A!cl, Trojan:Win32/Tiggre!plock, Trojan:Win32/Emotet. PDS!MTB
Rising -> Backdoor.Predator!8.6DF3*, Trojan.Wacatac!8.10C01%*,

Trojan.Glupteba!8.AA0*, Trojan.Kryptik!1.BFC8 (CLASSIC)

Symantec -> ML.Attribute.HighConfidence, Downloader, Trojan Horse

TrendMicro -> Ransom.Win32. DEATHRANSOM.*, TROJ_FRS.ONA103KR19, TROJ_GEN.R002COWKN19
VBA32 -> BScope.Exploit. UAC, BScope.Trojan.Wacatac, BScope.Trojan.Download, BScope.Backdoor.Predator
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Nmeercs poacreo ¢ DCRTR u STOP Ransomware (Harpumep: Stop-zobm, cMoTpuTe Takxe, CCbUIKU [A HIke

B pe3yJibTaTax aHa/M30B 1 0OHOB/IEHHUSX).

M306pa>keHrie — JIOTOTHIT CTaThU

K 3ammcpoBaHHbIM (aiinam 100aBseTCs paciivpeHue: .wctc

Kak roTom oka3asock, MO’KHO OBIO TIPOCTO y/IalMUThb 3TO paciivpeHye, YToObI IOIyYUTh OCTYTI K (aiiiam.

[To3Ke CTas UCTIO/IL30BAThCSI BADHUAHT, KOTOPLIM He 00aB/IsiT paciivpeHye K 3amr$poBaHHBIM (aiiiam.

Buumanmne! HoBble paciiivpenysi, email ¥ TeKCThbI O BBIKYTIe MOXKHO HalTH B KOHIIE CTaTbU, B 0OHOBIEHUSIX.

Tam MOryT ObITH pa3/inuud C riepBoOHa4d/IbHbIM BaDUAHTOM.

AXTHMBHOCTb 3TOT0 KPUITO-BBIMOTaTe sl MPHUIIUIACh Ha cepeiuHy Hosiopst 2019 r. OpreHTHpOBaH Ha

aHIVIOA3BIYHBIX 10/1b30BaTe/el, UTO He MelllaeT paclpoCTPaHATh ero 1o BCeMy MUpY.

3amnucka c TpeGOBaHI/IEM BBIKYTId Ha3bIBA€TCsA: read_me.txt
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Cojiep>kaHue 3aNMCKH 0 BbIKYIIe:

--= DEATHRANSOM =---

*ok Hokkox Hokkox *UNDER NO CIRCUMSTANCES DO NOT DELETE THIS FILE, UNTIL ALL
YOUR DATA IS RECOVERED* HoAK HoAK *

*R+FAILING TO DO SO, WILL RESULT IN YOUR SYSTEM CORRUPTION, IF THERE ARE
DECRYPTION ERRORS*****

All your files, documents, photos, databases and other important

files are encrypted.
You are not able to decrypt it by yourself! The only method
of recovering files is to purchase an unique private key.
Only we can give you this key and only we can recover your files.
To be sure we have the decryptor and it works you can send an
email death@firemail.cc and decrypt one file for free. But this
file should be of not valuable!
Do you really want to restore your files?
Write to email
death@cumallover.me
death@firemail.cc
Your LOCK-ID: A/DWowvWRQrvUGVZL1IWVxz3JX8H8BG*** [728 characters]
>>>How to obtain bitcoin:
The easiest way to buy bitcoins is LocalBitcoins site. You have to register, click 'Buy bitcoins', and select the
seller by payment method and price.
https://localbitcoins.com/buy_bitcoins
Also you can find other places to buy Bitcoins and beginners guide here:
http://www.coindesk.com/information/how-can-i-buy-bitcoins/
>>> Free decryption as guarantee!
Before paying you send us up to 1 file for free decryption.
We recommeded to send pictures, text files, sheets, etc. (files no more than 1mb)
IN ORDER TO PREVENT DATA DAMAGE:
1. Do not rename encrypted files.
2. Do not try to decrypt your data using third party software, it may cause permanent data loss.
3. Decryption of your files with the help of third parties may cause increased price (they add their fee to

our) or you can become a victim of a scam.

ITepeBoj 3anMCKH HA PYCCKUH A3BIK:

--= DEATHRANSOM =---

okt kokooR ook Rk T [IPY KAKX OBCTOSTEJIBCTBAX HE YIAJISAUTE 3TOT ®ANT, [TOKA
BCE BAIIIV JAHHBIE HE BYITYT BOCCTAHOBJIEHBI ##etsdetskestetsisdeotsreotteotoforsdok

*xdtx HECOBJIFOOEHUE OTOI'O TPEBOBAHUMA ITPUBEJET K ITOBPEXIEHIMIO BAIIIE CICTEMBI B
C/IYUAE OIINBOK AEIIN®POBKU. *****

Bce Baum ¢aiinel, JoKyMeHTHI, (hoTorpaduu, 6a3bl JaHHBIX U [PYTHE Ba)KHBIE
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(hatinbl 3airpoBaHb.
Br1 He MoKeTe pacimpoBaTh 3TO CaMOCTOsATeNbHO! ETMHCTBEHHBIN MeTO,
BOCCTAHOB/IeHUsI (Paii/IOB 3aK/TFOUAeTCs B ITOKYTIKE YHUKAIBHOTO 3aKPhITOTO K/TIOYa.
TonbKo MBI MOYKEM JJaTh BaM 3TOT KJTHOU, U TOJIBKO MBI MO>KEM BOCCTAHOBUTh Ballli (Paiibl.
Yrtobbl yOeauThCs, UTO y HAC eCTh PacIM(POBIIUK, U OH paboTaeT, BbI MOXKeTe OTIPaBUThL email
Ha death@firemail.cc u pacimdpyem ogun datin 6ecriatio. Ho 3ToT hatin g0o/DKeH ObITh He 1[eHHbIM!
BrI 1eficTBUTENTBEHO XOTHTE BOCCTAHOBUTE Balllkl (haiiyibr?
Hanwmiite Ha email

death@cumallover.me

death@firemail.cc
Bam LOCK-ID: A/DWowvWRQrvUGVZL1WVxz3JX8H8BG*** [728 cuMB0/I0OB]
>>> Kak MoyunTs OUTKOMHEI:
Camblii MpocTo¥ crioco6 KymuTb OUTKONHBI - 3T0 caldT LocalBitcoins. Bl ZO/DKHBI 3aperncTprpoBaThCs, HaXKaTh
«KynuTb GUTKOHHBI» 1 BLIOPATh MPO/ABLIA [0 CIIOCO0Y OMJIaThI U LieHe.
https://localbitcoins.com/buy_bitcoins
TakKe BbI MOYKETe HAWTH JPyTHe MecTa, YTOObI KYITUTh OMTKOMHBI ¥ PYKOBOZACTBO /11 HAUMHAIOIINX 3/1€Ch:
http://www.coindesk.com/information/how-can-i-buy-bitcoins/
>>> BecrnarHas paclIM(ppoBKa Kak rapaHtusi!
[Tepen oruiaToii BeI oTpaBbTe HaM 1 ¢aiin st OecriiaTHOM pacIiugpOBKH.
MBI peKoMeH/[yeM OTTIPAB/IsATh KAPTUHKH, TeKCTOBbIe (haii/ibl, TUCTHI U T. AI. (Daiinbl He 6osee 1 MO)
[lnist TorO, UTOOBI ITPE/IOTBPATUTh TIOBPEXK/IeHNe JaHHbIX:
1. He nepenmeHoBbIBaliTe 3amrpoBaHHbIe (Paiibl.
2. He mierraiiTecs pacimygpoBarh Balllk aHHbIE C TIOMOL[bI0 CTOPOHHUX ITPOTPaMM, 3TO MOXKET TIPHBECTH K
HeoOpaTUMOM MoTepe /IaHHbIX.
3. PacmmdpoBka Bammx ¢aiijioB C MOMOIIBIO TPETHUX JIUL] MOYKET TIPUBECTH K TTOBBIIIEHUIO 1jeHb] (OHU

,E[O6aB]'[H}OT CBOIO I/1IaTy K Hameﬁ) HJIX Bbl MOXXeTe CTaTb )KepTBOﬁ MOIIIeHH1WYeCTBa.

TexHuuecKue geTanu

MoykeT pacripoCTpaHsIThCs MyTEM B3/I0Ma uepe3 He3alluileHHY0 KoHurypauuto RDP, ¢ momolisto email-criama
Y BPe/IOHOCHBIX B/IOYKEHUM, 0OMaHHBIX 3arpy30K, O0THETOB, SKCIUIOUTOB, BPEJOHOCHOU PeK/IaMbl, BeO-UHXEKTOB,
(hanbImMBEIX 0OHOB/IEHUH, TIeperaKOBaHHBIX U 3apa>KEHHBIX MHCTA/LIATOPOB. CM. TakKe "OCHOBHBIE CITOCOOBI

pacIpoCcTpaHeHust KPUITTOBLIMOTaTe el Ha BBOJIHOM CTpaHuIie biiora.

OHy)KHO BCer/ia UCI0Mb30BaTh AKTYaJbHYI0 aHTUBUPYCHYO 3amuTy!!!

Ecu Bl ipeHeOperaeTe KOMIUIEKCHOM aHTUBUPYCHOM 3aIuToi Kinacca Internet Security nim Total Security, To

x0Ts1 OBl ZienaiiTe pe3epBHOe KOIMPOBaHKWe BaXKHBIX (haiiyioB 1o MeToxy 3-2-1.

» Kak nokasanu CpaBHHTEJ/IbHbIE T€CThI U dHa/IM3 TTOCTYTIA0IINX 3asiBJIEHUN OT MOoCTpajaBLINX, 3TO

BBIMOTaTeTbCTBO PACIIPOCTPAHSIETCS WK COIYTCTBYET HOBBIM (Ha Hosiopb 2019) obpasuam STOP Ransomware.
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Hanpumep, cepsuc Integer Analyze mo 3ToW CChUIKe UeTKO MOKa3biBaeT pojCTBO ¢atina or STOP-BapuaHTa C

paciupeHuem .zobm.

» UAC He 06xoauT. TpebyeTcsi pa3peliieH’e Ha 3arycK.

» TIpoBepsieT sI3bIK CUCTEMBI KOMITBIOTEPA, UMesi B OeI0M CITHCKe S13bIKW: PYCCKUH, 6e1opyCcCKui,

Ka3axCKUH, YKpauHCKUM 1 TaTapCKUi.

MORD |pchluta;
!
]

WeH

Daddd |

>» Tlogpo6HOCTH MIM(PPOBaAHUA

DeathRansom ucriosnb3yeT oTenbHy0 ceprto IUK/IoB do/while 71 mepeunciieHyst ceTeBbIX pecypCoB,
JIOTUUEeCKHX JMCKOB U KaTasioroB. OH Takke ucronb3yeT QueueUserWorkItem z1st peasu3aliyy mysia TIOTOKOB iTst

CBOMX TIOTOKOB LIM(pOoBaHUs (hailos.

DeathRansom co3aet mapy U3 OTKpPBITOTO U 3aKpbITOro Kimtoueid RSA-2048. Vcnonb3ys npoueaypy Diffie—
Hellman c sniuntrueckoti kpusoti (ECDH), peai3oBaHHy0 ¢ noMolibio Curve25519, oHa BLIUKC/ISET OOLIHiA
CEeKpEeT, UCTIONB3Ys 1BA BXOAHBIX 3HaueHus: 1) 32 ciayuaiiHbix Oalita u3 BeizoBa RtlGenRandom u 2) >keCTko
3aKo/IMpOBaHHOe 32-6aliToBOe 3HaUeHHe (OTKPBITBIN K/TFOU 37I0YMBIIUIEHHHKA). OH TakyKe CO3/jaeT OTKPBITHIN
Koy Curve25519. O61muit cekper - 31o xel-kojq SHA256, KOTOpbIl UCMO/b3yeTCst B KauecTBe Kiroua K Salsa20

It TMPOBaHUST OTKPBITOTO M 3aKPLITOTO Kiitoueid RSA.

OTKpbITHIN KMod RSA ucnonbs3yercs A/ i poBaHUs OT[e/IbHBIX CUMMETPUYHBIX KJTFOUel, UCIOMb3yeMbIX [IJIs
mmgpoBaHus Kaxzaoro ¢aiina. Bepcus 3ammrdpoBanHbix RSA-kitoueli B KoivpoBke Base64 v OTKPBITBIN K/Ttou
>kepTBbI Curve25519 BK/TIOUEHBI B 3aITMCKY O BBIKYTIE, ITPeJOCTAB/ISAS 3/I0YMbIIIJIEHHUKaM HH(POPMAIIHIO,

HeoOX0JMMYIO /17151 pacIM(pPOBKY (aiiyioB >KepTBBL

Inst cummetpuuroro kKmoua DeathRansom Bei3biBaeT RtlGenRandom i1t reHepariuu 32 c/TydaHBIX 0alTOB. OTO
32-0aliTOBBII KITIOU, UCTIONb3yeMbIi fyis mmdpoBanus AES kaxgoro datina. [Toce mmdbposanus daiina AES-

KJTIOU IU(PYeTCst OTKPLITBIM KitouoM RSA u nobasisieTcst K atiny.

DeathRansom go6aBsnsiet uetsipe Marnueckux 6arita AB CD EF AB B koHel 3aumdpoBaHHoro daiina u

WCTIONIB3YeT UX KaK TIPOBEPKY, UTOOBI YOeIUThCs, UTO OH He I(pyeT yKe 3aiuppoBaHHbIHN daiis.

Crucok (ail/IoBbIX paclIMpeHHi, MoABePranIuxcs M poBaHHIO:
310 MoryT 6bITh ToKyMeHTBI MS Office, OpenOffice, PDF, TekcToBbIe (aiiibl, 6a3bl JaHHBIX, oTorpaduy,

MY3bIKa, BH/Ie0, (aiiiel 06pa3oB, apXyBEI U TIP.

Page 5 of 13


https://analyze.intezer.com/#/analyses/931c31eb-0847-4565-bf19-43bcc01d42a9
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh1Ol2cAsFV19pITnFTRwUtX5Ga6uQDKIkOI87aDUYzdUnjnCNxXQqA6B55-aBjlvzNTq3HBTB2A82kdem7Y1eFXZV9UX9CvCVmVAzUW0lfqaA72IGt5NPRb-2fUIxG8WjEKTQZy8qPMdw/s1214/lang.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh1Ol2cAsFV19pITnFTRwUtX5Ga6uQDKIkOI87aDUYzdUnjnCNxXQqA6B55-aBjlvzNTq3HBTB2A82kdem7Y1eFXZV9UX9CvCVmVAzUW0lfqaA72IGt5NPRb-2fUIxG8WjEKTQZy8qPMdw/s1214/lang.png

https://id-ransomware.blogspot.com /2019 /11 /wacatac-ransomware.html|

[MTudpyeT Bce datinbl, KpoMe TeX, UbH MOJIHbIE TTYTH COZEPIKaT C/IeAYIOIIe CTPOKH:
programdata
$recycle.bin
program files
windows

all users
appdata
read_me.txt
autoexec.bat
desktop.ini
autorun.inf
ntuser.dat
iconcache.db
bootsect.bak
boot.ini
ntuser.dat.log
thumbs.db

daiiibl, cBA3aHHBIE ¢ 3TUM Ransomware:

read_me.txt

wzmjbg.exe

<random>.exe - c/iyuaiiHoe Ha3BaHHe BPeJJOHOCHOTO (aiiia
Wacatac_2019-11-21_02-59.exe
Wacatac_2019-11-20_23-34.exe

Pacnonoxenus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anmucu peectpa, cBsi3aHHbIe ¢ 3TUM Ransomware:
HKEY_CURRENT_USER\SOFTWARE\Wacatac Access, Create
HKEY_CURRENT_USER\SOFTWARE\Wacatac\private Access, Write
HKEY_CURRENT_USER\SOFTWARE\Wacatac\public

Regisiry Koy Name Oiperations

NT_USERSOF TWARE WY

alac Accpss, Create

HEEY_CUBRENT_USERSOFTWARE Wacatac private Acces, Write

CM. HUXKe pe3y/bTaThl aHau30B.

CeTeBbie MOAK/TIOUEHUA U CBA3U:
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Email: death@firemail.cc, death@cumallover.me

BTC: -

Malware-URL:

XXXX://webparroquia.es/
xxxX://webparroquia.es/archivosadultos/Wacatac_2019-11-20_00-10.exe
xXxX://steerdemens.com/

xxxxs://iplogger.org/12qq77

CM. HIDKe B 0OHOBJIEHUSIX IpyTHe afipeca U KOHTaKTHI.

CM. HUXKe pe3y/bTaThl aHaIn30B.

Pe3ynbTarhl aHATM30B:

 Hybrid analysis >>

Z VirusTotal analysis >> VI>VT> VT> VT> VT>
# Intezer analysis >> IA>

2 ANY.RUN analysis >>

X VMRay analysis >> VMR>

() VirusBay samples >>

/A MalShare samples >>

% AlienVault analysis >>

%] CAPE Sandbox analysis >>
D JOE Sandbox analysis >>

CrerneHb pacripoCTPaHEHHOCTH: CPeHSIsI.

[ToppobHele cBefenus: cobuparoTcs pery/sipHo. [Ipuckinaiite 00pasLibl.

=== ICTOPUA CEMENCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOB/IEHUM === BLOCK OF UPDATES ===

Oonossienue ot 20 HosAOpPs 2019:

Tonvik Ha dhopyme >>

@alinbl Tereps peasabHO 3allU(POBAHBI.

Tereps KCIOIb3yeTcst KoMOMHarst anropurMa Curve25519 st cxemel o6MeHa Karouamu Juddu-Xemmmana ¢
suntryeckumu kKpuebivMu (ECDH), Salsa20, RSA-2048, AES-256 ECB u npocToro 610unoro aaroputma XOR
st mmdpoBaHus (aiinos.

Pacuipenue: orcyTcTByeT. B koHIje 3amm@poBaHHbIX (aiinos ectb Mapkep ABEFCDAB.

3amucka: read_me.txt
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https://www.virustotal.com/gui/file/5ac169ed286f20cbb4a18a078f0a090b5771a5155120ffca8bd7f875b38ae8a6/detection
https://www.virustotal.com/gui/file/ab828f0e0555f88e3005387cb523f221a1933bbd7db4f05902a1e5cc289e7ba4/detection
https://www.virustotal.com/gui/file/da47aa3b75c85091c708366a8d8534789887b6cc42f42794b0652e280d56a405/detection
https://www.virustotal.com/gui/file/13d263fb19d866bb929f45677a9dcbb683df5e1fa2e1b856fde905629366c5e1/detection
https://analyze.intezer.com/#/analyses/10f8d799-bc7a-4388-a427-f4714441df5b
https://analyze.intezer.com/#/files/5ac169ed286f20cbb4a18a078f0a090b5771a5155120ffca8bd7f875b38ae8a6
https://app.any.run/tasks/9ab9fd28-83ee-4990-9c8e-7a8169f41787/
https://www.vmray.com/analyses/7c2dbad516d1/report/overview.html
https://www.vmray.com/analyses/13d263fb19d8/report/files.html
https://www.bleepingcomputer.com/forums/t/708252/

https://id-ransomware.blogspot.com /2019 /11 /wacatac-ransomware.html|

Email: deathransom@airmail.cc
BTC: 1J9CGY9KtJIZVx1dHsVcSu8cxMTbLsqeXM5N
Pesynbrartel anammsos: AR + VT + VT + VMR + VT + VMR + VT + VMR

» CopeprkaHue 3am1cKu:
PP bbbl bbb blllbll

Hello dear friend,

Your files were encrypted!

You have only 12 hours to decrypt it

In case of no answer our team will delete your decryption password

Write back to our e-mail: deathransom@airmail.cc

In your message you have to write:

1. YOU LOCK-ID: bnJhtLxFGTzBdPXPCDIeH/G4PFVByY ChN8ody*** [728 characters]
2. Time when you have paid 0.1 btc to this bitcoin wallet:
1J9CGIKtJZVx1dHsVcSu8cxMTbLsqeXM5N

After payment our team will decrypt your files immediatly

Free decryption as guarantee:

1. File must be less than 1IMB

2. Only .txt or .Ink files, no databases

3. Only 1 files

How to obtain bitcoin:

The easiest way to buy bitcoins is LocalBitcoins site. You have to register, click 'Buy bitcoins', and select the
seller by payment method and price.

https://localbitcoins.com/buy_bitcoins

Also you can find other places to buy Bitcoins and beginners guide here:

http://www.coindesk.com/information/how-can-i-buy-bitcoins/

OonoBenue ot 17 fekadps 2019:

IToct B TBUTTEpPE >>

Pacmmpenne: -
3armcka: read_me.txt

Email: deathransom@ainmail.cc
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https://app.any.run/tasks/8ae02ba0-9bf2-45cb-bdcb-ba650ed94a34/
https://www.virustotal.com/gui/file/d3319aff514c9a737e0a14223e12f2c1a7ab0707ba896b04d35e20698941828d/detection
https://www.virustotal.com/gui/file/fedb4c3b0e080fb86796189ccc77f99b04adb105d322bddd3abfca2d5c5d43c8/detection
https://www.vmray.com/analyses/fedb4c3b0e08/report/overview.html
https://www.virustotal.com/gui/file/13d263fb19d866bb929f45677a9dcbb683df5e1fa2e1b856fde905629366c5e1/detection
https://www.vmray.com/analyses/13d263fb19d8/report/overview.html
https://www.virustotal.com/gui/file/0cf124b2afc3010b72abdc2ad8d4114ff1423cce74776634db4ef6aaa08af915/detection
https://www.vmray.com/analyses/0cf124b2afc3/report/overview.html
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhFzINEWuAiP3s9cajpaKf0aDwzo23xz2xnRAxZ6jNr1DzHFRvIh4k3RH_bby6OMXG1x8oPZ7JribOtpL11ZDbosUvU65sCqmgMSl60lxEGzogioeX2JT1922VapUj5SjmLzezxDDfm5P0/s1600/note-20-11-19.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhFzINEWuAiP3s9cajpaKf0aDwzo23xz2xnRAxZ6jNr1DzHFRvIh4k3RH_bby6OMXG1x8oPZ7JribOtpL11ZDbosUvU65sCqmgMSl60lxEGzogioeX2JT1922VapUj5SjmLzezxDDfm5P0/s1600/note-20-11-19.png
https://twitter.com/GrujaRS/status/1207007804759912448

https://id-ransomware.blogspot.com /2019 /11 /wacatac-ransomware.html|

BTC: 1J9CGIKtJZVx1dHsVcSu8cxMTbLsqgeXM5N
Pesynbrartel ananuzos: VT + HA + VMR

write
L L0 WO T ool Bl YRS TP SR S O o F Y o B Lo w4
hsed ps mte o this Bltcedn wallst

SUia | T

OonoBsienue ot 3 ssuBaps 2020:

IToct B TBUTTEpE >>

Pacmmpenue: .wctc
3anmcka: read_me.txt
Email: death@cumallover.me, death@firemail.cc

Pesynerartsl aHam3os: VT

OonoBsenue ot 13 sinBapsa 2020:
Hocr B TBUTTEpE >>
Pacimmpenne: ADHUBLLKA

3armcka: read_me.txt

Email: prOt3eam@protonmail.com
Pesynbratel ananuzos: HA + VT + IA + AR
» O6Hapy>KeHHS:

DrWeb -> Trojan.Encoder.30577
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https://www.virustotal.com/gui/file/e406b588f513db21967fae8c95e82590b7ca1d2fa2abdca27bfadfb9232e17b4/detection
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgiR72Y-9xHnnw14b_mKGVlw4y4JtvDUYWbmdudhsy87eyADw1Q-BQhOAUQBJJuy8zAVL4hDW0DdWnwwqn-zIAvLHjsk4YyXl-Le8CYAmPwKHzrgVcJ-b2Dcmu1WysP2M32VNTzcSZdI5Y/s1600/note-17-12-19.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgiR72Y-9xHnnw14b_mKGVlw4y4JtvDUYWbmdudhsy87eyADw1Q-BQhOAUQBJJuy8zAVL4hDW0DdWnwwqn-zIAvLHjsk4YyXl-Le8CYAmPwKHzrgVcJ-b2Dcmu1WysP2M32VNTzcSZdI5Y/s1600/note-17-12-19.jpg
https://twitter.com/GrujaRS/status/1213006562605834240
https://www.virustotal.com/gui/file/c23fa3076b7fac264f9b5b362d1c80165dbe9fcd081fa226c600b97654bdbe1f/detection
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh-BenpIyetGe79iMFJjpj5gMK86pzlUdKRexcMWHT430xyCWDm6sDKHYZWzioxCA2TiS8ZGZFoWnON-okGemhxWVcnpT9Sj7RI0kJqtlEjmmxYguTurYNiI_pei_Y84Vr1-cTidiooqJE/s1600/note-3-1-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh-BenpIyetGe79iMFJjpj5gMK86pzlUdKRexcMWHT430xyCWDm6sDKHYZWzioxCA2TiS8ZGZFoWnON-okGemhxWVcnpT9Sj7RI0kJqtlEjmmxYguTurYNiI_pei_Y84Vr1-cTidiooqJE/s1600/note-3-1-20.png
https://twitter.com/GrujaRS/status/1217511824352075777
https://www.hybrid-analysis.com/sample/0256e3efda0b48a427656aabed08273b032f4fdff92e51e7ccd8d6afcc874be4?environmentId=120
https://www.virustotal.com/gui/file/0256e3efda0b48a427656aabed08273b032f4fdff92e51e7ccd8d6afcc874be4/detection
https://analyze.intezer.com/#/analyses/6fd9155b-a33f-404f-bbd5-2819a18fbf8b
https://app.any.run/tasks/0fdf50fa-6cde-40d1-af0b-211cd4ab0430/

https://id-ransomware.blogspot.com /2019 /11 /wacatac-ransomware.htm|

BitDefender -> Gen:Trojan.Heur.FU.cqW @aygBXYd
Kaspersky -> Trojan.Win32.Zudochka.dva

McAfee -> RDN/Ransom

Microsoft -> Trojan:Win32/Wacatac.C!ml

Symantec -> Downloader

Tencent -> Win32.Trojan.Filecoder.Akfg

VBA32 -> BScope.Exploit. UAC

e =]

|

ALL TR F1ILS ARE EHCRYFILD
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This soltmae sl decrynt 311 yoas srorpphed e

Dot try in use thind-garty deanypt nols hecswss it sl destioy yor Sles

Dimccunt SHralsbie it pou contact us fiswt 73 houre

Togat i solbware you sesd wlle o0 o s-mait

el bnmdiprsbonmail com

and other imp ae P with ¥t L smervption ond

» CopeprkaHue 3aMucKu:

ALL YOUR FILES ARE ENCRYPTED

Don't worry, you can return all your files!

All your files documents, photos, databases and other important are encrypted with stronges
The only method of recovering files is to purchase decrypt tool and unique key for you.
This software will decrypt all your encrypted files.

Don't try to use third-party decrypt tools because it will destroy your files.

Discount 50available if you contact us first 72 hours.

To get this software you need write on our e-mail:

prOt3eam@protonmail.com

» CpasHeHue koza (cieBa kofi "Adhubllka”, cnpaa "DeathRansom™:
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg9Pg_DZeBDTxjXIs8qlzPgYvDV_QaVSxxzd4jEDkRs5CrbQtHLgUO0jTylKWO7-3e45J8VQ6S6Ki4QjLMM7hiz8tz1ncTDI9v-zcgXpvow-EB0Ao9q9jvbsWWkveHND2XTnK5i87duWmE/s1600/note.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg9Pg_DZeBDTxjXIs8qlzPgYvDV_QaVSxxzd4jEDkRs5CrbQtHLgUO0jTylKWO7-3e45J8VQ6S6Ki4QjLMM7hiz8tz1ncTDI9v-zcgXpvow-EB0Ao9q9jvbsWWkveHND2XTnK5i87duWmE/s1600/note.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgEglCc3ButmDE-M-68eGvCabCVngh5Pyes4use0Py77paOaTBnuyP98o8vVUuMJXZe7AFHYbjSnDzkvvIqIbmBidky2x3BM9-DWBlTNj5bHtny6IPm4P2JihhDtvzb2A_-BcvPIHjydr0/s1600/Adhubllka_.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgEglCc3ButmDE-M-68eGvCabCVngh5Pyes4use0Py77paOaTBnuyP98o8vVUuMJXZe7AFHYbjSnDzkvvIqIbmBidky2x3BM9-DWBlTNj5bHtny6IPm4P2JihhDtvzb2A_-BcvPIHjydr0/s1600/Adhubllka_.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh-J0q8xaOmKcwxpyDab4uSRtTKIwXxbwZR_xgSZymkmywjRt6swrGuRe1tiRTnGIXX7uXVWT6YFxHd-wVgFubuCY4ZHJLQtFm8Hm6rXYiw7FiDOqfKY3ggPUI8pSkt6UGKm3lkd8L6798/s1600/DeathRansom_.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh-J0q8xaOmKcwxpyDab4uSRtTKIwXxbwZR_xgSZymkmywjRt6swrGuRe1tiRTnGIXX7uXVWT6YFxHd-wVgFubuCY4ZHJLQtFm8Hm6rXYiw7FiDOqfKY3ggPUI8pSkt6UGKm3lkd8L6798/s1600/DeathRansom_.png

https://id-ransomware.blogspot.com /2019 /11 /wacatac-ransomware.html|

O6Hoenenue ot 3 aBrycra 2020:

Iloct B TBUTTEpPE >>

3anucka: read_me.txt
Email: death@cumallover.me, death@firemail.cc

Pesynbrartel ananmusos: VT + IA + TG

» CopiepkaHue 3arm1cKu:
--= DEATHRANSOM =---

skl koo UNDER NO CIRCUMSTANCES DO NOT DELETE THIS FILE, UNTIL ALL
YOUR DATA IS RECOVERE Dkttt skt sok ke
##44*FATLING TO DO SO, WILL RESULT IN YOUR SYSTEM CORRUPTION, IF THERE ARE
DECRYPTION ERROR S
All your files, documents, photos, databases and other important
files are encrypted.
You are not able to decrypt it by yourself! The only method
of recovering files is to purchase an unique private key.
Only we can give you this key and only we can recover your files.
To be sure we have the decryptor and it works you can send an
email death@firemail.cc and decrypt one file for free. But this
file should be of not valuable!
Do you really want to restore your files?
Write to email
death@cumallover.me
death@firemail.cc
Your LOCK-ID: iB1hSZQnvagnWmsaX7Grx3al6wu/xQDfkBngBKah6R816ufSG93so*** [Bcero 728 3HakoB]

>>>How to obtain bitcoin:
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https://twitter.com/JAMESWT_MHT/status/1290301975234514944
https://www.virustotal.com/gui/file/1ee39f6cd500940ad97c444778dc717361e01ce5579a28d761aedae86e85af64/detection
https://analyze.intezer.com/analyses/38127afb-7876-451e-a163-27830aae0e8a
https://tria.ge/200804-n3qesrh822/behavioral1
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg-BE-lXae5AGYOQkf_90C98dQ_xrs1H553H1kunJTC9znvnEfv3-GXJdLY5roSE9Ln2cl-qkQBGXq6VN_dv3G5F7sWREOQwCTn7I4yYE9p_9j617JSIFy60_ihevMUJn4HBDWKr4G4lnA/s1600/note-3-8-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg-BE-lXae5AGYOQkf_90C98dQ_xrs1H553H1kunJTC9znvnEfv3-GXJdLY5roSE9Ln2cl-qkQBGXq6VN_dv3G5F7sWREOQwCTn7I4yYE9p_9j617JSIFy60_ihevMUJn4HBDWKr4G4lnA/s1600/note-3-8-20.png

https://id-ransomware.blogspot.com /2019 /11 /wacatac-ransomware.html|

The easiest way to buy bitcoins is LocalBitcoins site. You have to register, click 'Buy bitcoins', and select the
seller by payment method and price.

https://localbitcoins.com/buy_bitcoins

Also you can find other places to buy Bitcoins and beginners guide here:
http://www.coindesk.com/information/how-can-i-buy-bitcoins/

>>> Free decryption as guarantee!

Before paying you send us up to 1 file for free decryption.

We recommeded to send pictures, text files, sheets, etc. (files no more than 1mb)

IN ORDER TO PREVENT DATA DAMAGE:

1. Do not rename encrypted files.

2. Do not try to decrypt your data using third party software, it may cause permanent data loss.

3. Decryption of your files with the help of third parties may cause increased price (they add their fee to

our) or you can become a victim of a scam.

=== BJIOK CCBI/IOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

http:
k Read to links:

Tweet on Twitter + Tweet + myTweet

ID Ransomware (ID as DeathRansom)

Write-up, Topic of Support
*

el

Added later:
Write-up by BleepingComputer (on November 26, 2019)
Write-up by Fortinet (on January 2, 2020)

Ransomware Recap: Clop, DeathRansom, Maze Ransomware (on January 6, 2020)
Write-up by FireEye (on April 29, 2021)

7

g Thanks:
Michael Gillespie, CyberSecurity GrujaRS, S!Ri
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhu4bSR0G2M_siHgCGly1tzkG0CaATSC-eX64y4MVFjF6mnoAZRb4qxbaPgrI-cKGeiIwYKi586xSPeSDFEJ8Vbvs-Ii96i-jDz3NxjlJmhMfFDjISvoBkr_pxqvx-75TdYf00j2WgUzpA/s1600/address%252Btw.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhu4bSR0G2M_siHgCGly1tzkG0CaATSC-eX64y4MVFjF6mnoAZRb4qxbaPgrI-cKGeiIwYKi586xSPeSDFEJ8Vbvs-Ii96i-jDz3NxjlJmhMfFDjISvoBkr_pxqvx-75TdYf00j2WgUzpA/s1600/address%252Btw.png
https://twitter.com/GrujaRS/status/1196704048122122241
https://twitter.com/demonslay335/status/1196813134939463681
https://twitter.com/Amigo_A_/status/1196898012645220354
https://www.bleepingcomputer.com/forums/t/708252/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgD2m5V8hbvjujrMvtso4nC5nF2aDMH3tUQppJzHVWDipGtOSh_kFb2AZPCY8-P4BEja_rSUqt7SD0GnmPNxM9khqtdR_o6cWNOAztbcPfmsIKTnb8maTpO2mPKLac6CVer4X0ExWl0Ahg/s1600/dob.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgD2m5V8hbvjujrMvtso4nC5nF2aDMH3tUQppJzHVWDipGtOSh_kFb2AZPCY8-P4BEja_rSUqt7SD0GnmPNxM9khqtdR_o6cWNOAztbcPfmsIKTnb8maTpO2mPKLac6CVer4X0ExWl0Ahg/s1600/dob.jpg
https://www.bleepingcomputer.com/news/security/new-deathransom-ransomware-begins-to-make-a-name-for-itself/
https://www.fortinet.com/blog/threat-research/death-ransom-new-strain-ransomware.html
https://www.trendmicro.com/vinfo/ru/security/news/cybercrime-and-digital-threats/ransomware-recap-clop-deathransom-and-maze-ransomware
https://www.fireeye.com/blog/threat-research/2021/04/unc2447-sombrat-and-fivehands-ransomware-sophisticated-financial-threat.html
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhv9TtTfWa3HaCSn0XfAdgdi7MV2XGm6ZcI20LOTpRV58LhPidrCLRZ9M5ZGlEXKrvMPBh3ZwN5qR77NQwktc-zEq-QNLRcVpIB53xvEYRaZyvUVJR8o9eBUy_99ecM0CbkbVx-0j0yqZA/s1600/big-thanks2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhv9TtTfWa3HaCSn0XfAdgdi7MV2XGm6ZcI20LOTpRV58LhPidrCLRZ9M5ZGlEXKrvMPBh3ZwN5qR77NQwktc-zEq-QNLRcVpIB53xvEYRaZyvUVJR8o9eBUy_99ecM0CbkbVx-0j0yqZA/s1600/big-thanks2.png
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Andrew Ivanov (author)
Lawrence Abrams, FireEye
to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles.

Source: https://id-ransomware.blogspot.com/2019/11/wacatac-ransomware.html
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