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Reverse Engineering Redosdru String Decryption

By Andrew Petrus

Published: 2024-06-17 - Archived: 2026-04-05 13:40:07 UTC

Redosdru is malware primarily functioning as a downloader, commonly associated with APT27/Iron Tiger.

Reported by Microsoft as early as July 2009

Surprisingly, for its age, I couldn’t find much information about it, which made dissecting it even more appealing.

I wanted to share the decryption process of the C2 URL, which I found quite interesting.
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Date (UTC) i SHAZ56 hash Type Signature Reporier
2024-06-12 19:20 506c946eccl877bl3de. .. [ exe [ Redosir | B zeniorayam
2024-06-12 19:15 064497427357 4050cdB63. .. ] exe m . sentolayam
2024-06-12 18:08 OdeScad 67 245di7bibeb. . ] exe m . senislayam
2023-12-21 05:09 TacOGled5Teantfebele,.. ] exe [ Redosdru | E admin_usa32
2023-06-06 0452 523461bGelbTbebleask.., 0 exe [ Redastru | [32] cxe [ Redosdru] . zbeicheckin
2023-06-06 04:09 41e857d55eh T3 154151, ] exe mm . zbetcheckin
2023-01-19 08:30 Sar4312dcaeb62lazcd, .. Clexe [ Redosdru | [32] cxc | Redosdru] . zbetcheckin
2022-11-06 00:34 1575c8411a5579e58584. .. B zip ==m E DesdinovaOsint
2022-07-10 07:58 1616412d6102172¢949... O exe [ Redosdru JRNN - | Redosdr [l zbercheckin
2022-04-03 01:45 ddef25bfde1457ei315eh... O exe | Fedosdru | [ == | Redosdin | == abuse_ch
2022.01-31 07:32 Teid6aib1edba7I2e080.... O exe ===m - abuse_ch
2022-01-01 04:20 Aes6as007c02c481dbh... O exe ==m - abuge_ch
2021-11-26 18:00 SebSed756b14dd3e689. .. Clexe [ Redosdru | == abuse_ch
2021-10-03 03:20 Go2373b506710775bbd. .. ] exe [ Redozdru | [ex= | Redosdru | 2 r3dbu7z
2021-08-08 21111 al619735Mbaeca31 s, . O éxe [ Redosdru | [32] cxe | Redosdru] . Zbetcheckn
2021-08-13 02:28 3230a92408190th05IEC. . O exe [ Redosdru Q32 | c:c | Redasdr] [l :betcheckin
2021-08-07 19:42 T99BE6IL23Td484/5e55.., ] exe [ Redosidn | [32] cxc | Redosdru] B zbetcheckin
2021-08-01 16:37 Te6b769alc67e5eTEI04. . Cexe CED cEED [l vecheckn
2021-07-29 15.06 06¢36274fc1dbSddif596... [ exe [ exe | Redosdiu | = abuse_ch
2021-07-02 06:27 Te2d72b0aledldcbfi327 ... Cexe [32] exe | Redosdn | . 2betcheckin
2021-03-17 00:07 B1dE978al7320d120631... O exe [ Redosru N - | Redosdr = r3dhUTz
2021-03-07 22:26 cee2Gatci2ed8bd6ib3e. . O exe == [ exe | Redosd | ‘2 r3adbu7z
2021-02-22 19:19 b1gf2c2eec089ce61163. . Cexe [ Redosdr | [ e | Rechosdin | == abuse_ch
2021-02-12 0856 bBSTT6eeT65163dT6E8. .. dil [ Redosdru | Recioadu 2 r3dbuTz
2021-02-11 08:39 420c4a968018421119% .. Ol exe [ Redasin | i | exe | ' r3dbuTz
2020-12-1% 08:34 130513%a7ad70ad2coaf. .. O exe [ Redasdru | [ Redosdru | - SecurieinfoCom
2020-12-18 09:18 abbeoldaeddTIe5deadd... ] éxe =0 [exe | Redosdm | - abuse_ch
2020-09-01 0227 978096¢991T0T10B032. . O exe ==m | Redosdmu ,TJAMES'.W_MHT

ccNcNoNcHcNcNoNoNcNeNcNcHeNoNoNc oMo o No NoNo e No Mol e o N

Low amount of submissions on Malware Bazaar considering age

Finding the C2 URL

The majority of strings in this binary are either encrypted or refer to APIs/libraries.
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Encrypted strings
After loading the binary into IDA, I came across an intriguing string in Main that was passed to another function.
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Ltext:0e4828D7 _WinMain@le proc near ; CODE XREF: start+C9ip
Jtext:0e402207

Ltext 00402807 hInstance = dword ptr 8

.text:0@4828D7 hPrevInstance = dword ptr @Ch

text:0e4028D7 lpCmdLine = dword ptr 18h

.text:ee4p2807 nShowCmd = dword ptr 14h

Jtext:eedez2sdy

.text: 08482807 push ebp

Jtext:0e4823808 mov ebp, esp

.text:ee4e2a0f push offset Str 3 "t70zr+n8/LCzvrH9sK/u9ef9s7XpaPTzB/zn/fT" ...
Jtext:ee48280F call sub_4@287F

.text:ee4028E4 add esp, 4

Jtext:2e4023E7 test eax, eax

Ltext:04828E0 jnz short loc_4828EF

Ltext:0e4823E6 xor eax, eax

Jtext:0e4828ED jmp short loc_ 4828F6

Within sub_40287F, the encrypted string is passed to strlen and then to sub_401CBC, which serves as the main
decryption function.
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.text:8848237F sub_48287F proc near ; CODE XREF: WinMain(x,x,x,x)}+84p
Jtext:eed8287F
Ltext:8848287F sSrc
Ltext:eed48287F var_4

dword ptr -8
dword ptr -4

text:8848237F Str = dword ptr 3§
Ltextieed8287F

[ .text:0848287F push ebp
Ltext:8e482580 mowv ebp, esp
.text:88482352 sub esp, 8
text:88482885 mov eax, [ebp+5tr]
.text:00482888 push eax i Str
Ltext:88482589 call _strlen
.text:8848285E add esp, 4
text:8e482591 mov [ebp+var_4], eax
text:ee482804 cmp [ebpt+var 4], 18h
Ltext:88482893 jnb short loc_4828S9E
Tdext:8a482594 xor eax, eax
text:8e48289C jmp short loc_4828D3

CEERESBRAZEEE" ¢ s i e s i i e i e o e e e e e
.text:8848289E

.text:8848289E loc_4@8289E: ; CODE XREF: sub_ 4@287F+191]
text:8848289E mov ecx, [ebp+Str] ; encrypted_string
text:ee4828481 push ecx

Ltext:Be4828A2 call sub_481CBC ; main decryption function

Delving into sub_401CBC, I’ve labeled some variables for easier understanding. We have an XOR key of 0x59

and another subtraction key set to 0x86.
A couple of other points worth mentioning;:

e Firstly, there’s function sub_401917, which I’ve identified as a kind of preamble decryption function. It
takes the encrypted string through the initial stage of decryption, returning it in a ready-to-XOR state for

subsequent processing in the decryption loop.
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Stewt r@Raal0eC sub_481CEC proc near ; CODE XREF: sub_48287F+13ip

< text B1CBC

STexti@EMRLCEC MOR_key = byte ptr -14h

-text:@@a81CBC subtract_key = byte ptr -12h

JtextiBeRLCEC length_of _strings dword pte -8Ch

Stext@edalcac var_8 & dward ptr -B

Jtext @RABLCEC buffer_for_decrypte= dword ptr -4

Stext:@8481C8C encrypted_string= dword ptr &

Stext @ad@lCac

et BRAB1CAC push ebp

Stextreeaalcen moy ebp, csp

< text SM4BLCEF aub esp,; 1dh

STENTIERMRLCC2 mov [ebptbuffer for_decrypt], @ ; zero out the buffer
~texto@Raallcs mav [ebptsubtract_key], BEh

LTENTBEMRLCCD LY [ebpsxon_key], 5ok : "Y' ; set the xor key
Stewtdedalcol lea eax, [ebptbuffer_for_decrypt]

et BRAB1CD push [ ; buffer

StextiBea2l0ns moy ecx, [ebptencrypted_string)

Stext @ad4a1008 push =1

Stext:BR4B1C09 call lsub_se1917 ; take the encrypted string, process it through stage 1 decryption, then assign to buffer
Stext@edaLi0E add esp, &

Stk BRABICEL mav [ebp+length_of string], esx ; length of the stage 1 decrypted string
SeNtiERMRLlCES mow [ebptvar_ 8], &

Stext@R4alCER jmp short decryption_loop

sub_401CBC (main decryption function) part 1

Since sub_401917 is quite complex, explaining it fully would require a dedicated blog post. Therefore, I’1l
simplify it as much as possible.
In the main decryption loop of sub_401917, the function handles the encrypted_string in 4-byte parts. It uses

another function, sub_401B13, to decode each byte, using bitwise operations to rebuild the original data.

Get Andrew Petrus’s stories in your inbox
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Join Medium for free to get updates from this writer.
Remember me for faster sign in
Here’s a link to the two main functions that make up sub_401917.
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Address | Hex ASCII

OD40A050 |74 37 4F FA|72 2B GE 38|2F 4C 43 FA|T6 72 48 29| t70Zr+n8/LCZVEHY
0040A060 |73 4B 2F 75(39 65 66 39|73 37 58 70|39 50 54 FA|sK/u9eT9s7XpaPTz
0040A070 |38 2F 7A GE|2F 66 54 30|2F &2 4F 37|75 39 38 3D | 8/zn/TTO0/COFU9E=

(T Pl W e o T T T o B T T R T T I T T T T T T T T W T Y ' T R T T o T

Encrypted string before preamble decryption function (sub_401917)

Address | Hex ASCII

O06C1E00|BF B3 B3 AF|E9 FC FC BO|B3 BE Bl FD|BO AF EE F5 | -*® eilil®*M+y’ 10
O0GCLEBL0|E7 FD B3 BS|E9 F4 F4 F3|F3 FC E7 FD|F4 F4 FD C3|¢y"puedoooicyodyA
O06C1B20|BE BB DE 00|00 00 00 00|00 OO0 OO OO(00 OO OO0 OC|peB.............

Anccan=aal Aam oo oo P

Encrypted string after preamble decryption function (sub_401917)

e Secondly, I’ve identified a loop as the main decryption loop, which decrypts the string byte by byte. To
summarize this decryption process, it takes the first byte from the string returned by sub_401917, subtracts

it by the subtraction key (0x86), and then performs an XOR operation using the XOR key (0x59).

Press enter or click to view image in full size

LLext:@e481CE0 loc_4@1CED: ; CODE XREF: sub_4@1CEC+784]
—+° | .text:eessicep mov edx, [ebpévar 8]
Jtext :BE4BLCFE add edx, 1
Ltext:@p4elcr3 mo [ebp+var_8], edx
Ltent:B8e481CFE
text:@8481CFE decryption_loop: ; CODE XREF: sub_s#B1CBC+2FTj
Ltext:@8481CF6 mow eax, [ebpivar_E]
ctext:28481CF0 cmp eax, [ebp+length_of string] ; counter which checks the length of decrypted string
Ltewt:B8481CFC jge short loc_481D2E ; if buffer equals expected length of decrypted string, end loop
Ltexti@8401CFE mov ecx, [ebpibuffer_for_decrypt]
text: 28481081 add ecx, [ebpévar_g]
Ltext 28481084 movsx  edx, byte ptr [ecx]
. text: 28481087 movsx  eax, [ebpssubtract_key]
Ltewt: 28461008 sub edx, eax 3 subtract the encrypted byte with @x86
L text 29401080 mowv ecx, [ebpébuffer for_decrypt]
Ltext:@edainie add ecx, [ebpivar_g]
.Eewt: 28481013 mev [eex], dl
Jtewt:B8481015 mowv edx, [ebptbuffer_for_decrypt]
Ltewt: 28481018 add edx, [ebpévar_ &)
.text: 28481018 movsx  eax, byte ptr [edx]
.text:@es48101E movex  ecx, [ebpN0R_key]
Ltext:®8481022 xor eax, ecx ; XO0R the encrypted byte with BxS&
Jtexti 28401024 mov edx, [ebptbuffer_ for_decrypt]
Cbext:@8481027 add edx, [ebpivar_&]
L Lext:@e4p102a oy [edx], al 5 move decrypted byte to buffer
— Jtext:eedelnac jmp short loc_481CED

sub_401CBC (main decryption function) part 2

We can observe the subtraction instruction in our debugger.
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T L [ e e Lo T - OO =, WO O 0T 5. e ol
[ L] OFBEL11l movsx edx,byte ptr ds:[ecx]
! L] OFBE45 FO movsx eax,byte ptr ss:|febp-10]
—3 8 2BDO sub edx,eax
i ®| 00D401D0D BE4D FC mov ecx,dword ptr ss:|flebp-4
1 ®| 00401010 0340 F8 add ecx,dword ptr ss:|lebp-8
i & 00401013 85811 mov byte ptr ds:[ecx],dl
! & | 00401015 8B5S FC mov edx,dword ptr ss:Eebp—q
! & 00401018 0355 F&8 add edx,dword ptr ss:|flebp-8
i ®| 0OD401D1B OFBED2 movsy eax,byte prtr ds:[edx]
i ®| OD401D1E OFBE4D EC movsx ecx,byte ptr ss:|febp-14]
1 e/ 0o401D22 33C1 XOr eax,ecx
H & 00401024 8B5S FC mov edx,dword ptr ss:|Jebp-40
[ & 00401027 0355 FB8 add edx,dword ptr ss:jfebp-5]
! | 00401024 5302 mov byte ptr ds:[edx],al
| . ~ EB BF jmp sus.401CED
L--wve| 00401D2E BE45 FC mov eax,dword ptr ss:|febp-4f
®| 00401D31 BBES mov esp,ebp
& 00401033 D pop ebp
®| 00401034 c3 FEeE
#&| 00401035 4 push ebp
®( 00401D36 BBEC mov ebp,esp
®( 00401D328 &A FF push FFFFFFFF
®| 00401034 68 30814000 push sus. 408130
& 004010D3F 64: A1 00000000 mav eax,dword ptr Hl:[0]
&| 00401045 50 push eax
& 00401046 64: 5925 00000000 mov dword ptr Il [01,esp
®| 00401D4D 51 push ecx
®( 00401D4E B1EC 40040000 sub esp, 440
®| OD401D5 4 53 push ebx
& | 00401055 5& push esi
& 00401056 57 push edi
&| 00401D57 8965 FO mav dword ptr ss:|febp-10f,esp
®| 00401D5A C745 EC 00000000 mov dword ptr ss:febp-14],0
®| 00401D61 C785 BCFBFFFF 0000000 mov dword otr ss:Bebpo-4440.0
<
edx=FFFFFFBT
2ax=FFFFFFE&E
Text:00401D0E sus.exe: $1D0E #1DOB
@ooumpl | @pumpz @ioump3s @ Dump4 | @48 Dump 5 B watch1  [x=| Locals & struct
Address | Hex ASCIT
00231B00|BF B3 B3 AF|ES FC FC BO|B3 BE B1 FD|BO AF EE F5( "™ ei]i]“ﬁ:l:y“ 10
00231EB10|(E7 FD B3 BS |E9 F4 F4 F3|F3 FC E7 FD|F4 F4 FD C3| Cy"Ueddoo0CyHOVA
00921820 |BETBB BDE| 00|00 00 00 0O|0O0 OO OO0 OO|00 OO0 00 OO0 |seB.............

Subtracting 0x86 (subtracting_key) from 0xB7 (first byte) = 0x31

Here, for instance, 0x31 XOR’d with 0x59 decrypted the first byte to ‘h’ (as shown in the hex/ASCII dump

below).

e 0040LCFE SB4D FC mov ecx,dword ptr ss:febp-41
& 00401001 034D F8 add ecx,dword ptr ss:|febp-&]}
L] OFBE11l movsx edx,byte ptr ds:[ecx]
L] OFBE45 FO movsx eax,byte ptr ss:|febp-10§
& 00401D0E 2BDO sub edx,eax
& 00401D0D SB4D FC mov ecx,dword ptr ss:[febp-4
®| 00401D10 034D F8 add ecx,dword ptr ss:|[ebp-8
®| 00401D13 8811 mov byte ptr ds:[ecx],dl
®| 00401D15 BBSS FC mov edx,dword ptr ss:[febp-4]
e 00401018 0355 F8 add edx,dword ptr ss:|febp-2]
e 00401D1E OFBEDZ movsx eax,byte ptr ds:Eedx]
@ 00401D1E OFBE4D EC movsx ecx,byte ptr ss:|febp-14
® | DD401D22 33C1 XOF eax,ecx
®| 0D0401D 24 BBES FC mov edx,dword ptr ss:Eehp—-l]
®| 00401D27 0355 F8 add edx,dword ptr ss:|[febp-5]
@ 00401024 g802 mov byte ptr ds:[edx],al

EIP - ~ EB BF jmp sus.401CED
e 0D0401D2E 5B45 FC mov eax,dword ptr ss:[lebp-4]
® | 00401031 BBES mov esp,ebp
®| 00401D33 5D pop ebp
& 00401034 c3 ret
@ 00401035 4 push ebp
e | 00401036 B8BEC mov ebp,esp
® | D0O401D358 64 FF push FFFFFFFF
® || 00401D3A 65 30814000 push sus.408130
® | 00401D3F 64:A1 0OD0OD0D0 mov eax,dword ptr Il [0]
& 00401045 SO push eax
& 00401046 &4: 8925 00000000 mov dword ptr Hl:[0]1,esp
® | 004010 4D 51 push ecx

£

eax=68 'h'

ecx=59 'y'

.Text: 00401022 sus.exe: $1D22 #1D22

@oump1  @loumpz  @Moump3  @lpump4  @lpumps @ watchi =l Locals ' Struct

Address | Hex ASCIT

00991E00| 66 B3 B3 AF|E9 FC FC BO|B3 BE BL FD|BO AF EE F5 | h®® ell® sty 10
00991BL10|E7 FD B3 BS |E9 F4 F4 F3|F3 FC E7 FD|F4 F4 FD C3 |y uéddodicyddyvA
00991E20 |EE BB DF| 00|00 00 00 00|00 OO0 OO0 00|00 00 00 00 |®sB.............
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XOR 0x31 (from last operation) with 0x59 (XOR key) = 0x68 (‘h’)

The decryption function compares the current length of the decrypted string with 0x23 (0x401CF9), which is 35 in

decimal.
[ OO0SOICFS A T MOV OWOrd Pt =S T Eenp-—oN, =X
L——é- D040ICFG BE45 F8 mov eax,dword ptr ss:Eebp-S]
o 3B45 F4 cmp eax,dword ptr ss:[ebp-C]
r--—-#| O0401CFC ~ 7D 30 jge sus.401D2E
. & | 00401CFE 8EB4D FC mov ecx,dword ptr ss:|febp-4]
[ e | 00401D01 034D F8 add ecx,dword ptr ss:|ebp-58j
L & | 00401D04 OFBE11l movsx edx,byte prr ds:[ecx]
C - OFBE45 FO movsx eax,byte ptr ss:|lebp-10]
! e | 00O401D0E 2EDO sub edx,eax
1 & | 00401D0D 8B4D FC mov ecx,dword ptr ss:Eehp—41
- & 00401D10 034D F8 add ecx,dword ptr ss:[febp-5]
L ®| 00401D13 8811 mov byte ptr ds:[ecx],dl
; ®| 00401D15 BB5: FC mov edx,dword ptr ss:|[febp-aj
! & 00401D18 0355 F8 add edx,dword ptr ss:[ebp-&]
! @ | 00401D1BE OFBEDZ2 movsx eax,byte ptr ds:[edx]
1 ®| 00401D1E OFBE4D EC movsx ecx,byte ptr ss:|ebp-141
[ & 00401022 33C1 Xor eax,ecx
! @ | 00401DZ4 8B5S FC mov edx,dword ptr 55:[&bp-4]
C ®| 00401DZ27 0355 F8 add edx,dword ptr ss:|ebp-5j
! & | 00401D2A 8802 mov byte ptr ds:[adx],al
: . ~ EB BF jmp sus.401CED
----»@| 00O401D2ZE BE45 FC mov eax,dword ptr ss:|[flebp-4[
& 00401D31 BBES mov esp,ebp
& 00401D33 5D pop ebp
®| 00401034 c3 ret
& | 00401D35 55 push ebp
#| 00401036 SBEC mov ebp,esp
& 00401038 &A FF push FFFFFFFF
L4
eax=5
dword ptr ss:[ebp-C]=[0019FEEB]=23 '#"
Ltext:00401CF9 sus.exe: $1CF9 #1CF9
Pebumpl  @epump?2 @UDump3 @ Dump4 @ Dump s @ watch 1 Ix=I Locals 4 Struct
Address | Hex ASCII
OOC11ABD |77 &9 GE 64|69 72 3D 43|3A 5C 57 69(6E &4 6F 77 |windir=C:\Window
0OOC11ACO | 73 00 OO 00|00 0O OO 00|00 OO OO0 OOC|00 OO0 00 50 o Cio0 DiDicuO O oypO = O
00OC11ADD | 2C 99 F3 40|EE A6 00 O8|5F 5F 43 4F|4D 50 41 w[cR] . COMPAT
OOC11AED | 5F 4C 41 53|45 52 3D 43 |6E 73 74 61|6C &C &5
OOC11AFO | 00 OO OO0 00|00 00 OO 00| 2E 99 F3 42 |EE A6 00 B, »
0DOC11BO0 |68 74 74 FO|3A FC FC BO|B3 BE Bl FD|BD AF EE F5|hEttpiid: "%ty: 10
00C11B10|E7 FD B3 BS |E9 F4 F4 F2|F3 FC E7 FD|F4 F4 FD C32|gy*uedddducyddyh

When the comparison succeeds, the loop ends, revealing our final C2 URL.

| e[ 0040I0Z2 33ICT XOr 24x,ecx
i ® || 00401D24 BB55 FC mov edx,dword ptr ss:[ebp-4]
] & | 00401D27 0355 F8 add edx,dword ptr ss:febp-5]
] e 00401D2A 8302 mov byte ptr ds:[edx],al
EIP > - ~ EB BF jmp sus.401CED
“--oe | 00401DZE SB45 FC mov eax,dword ptr ss:|[[ebp-4]
# | 00401D31 BBES mov esp,ebp
e 00401D33 5D pop ebp
®| 00401034 c3 ret
& 00401035 44 push ebp
e | 00401036 BBEC mov ebp,esp
® | D0401D35 6A FF push FFFFFFFF
® || 00401D3A 65 30814000 push sus. 408130
® | 00401D3F 64: A1 00000000 mov eax,dword ptr Hl:[0]
& 00401045 ] push eax
& | 004010 46 64: 58925 00000000 mov dword otr Hl:T07.esp
£
edx=00BE1BZ2
dword ptr ss:[ebp-4]=[0019FECO &"http://star.spleS8.tTv:7744/8.77.d11"]=00BE1BOD "http://star.sp
.Text:00401D24 sus.exe:$1DZ24 #1D24
Poumpl  @pump2 @ Dump3 W Dump4 B4 Dump 5 B watch1  [x=ILocaks ' struct
Address | Hex ASCIT
OOBE1BOO | 68 74 74 7O 74 61 72 2E|72 70 31 36| http://star.sple
OOBELBL10| 38 2E 74 76(3A 37 37 34|34 2F 38 2E|37 37 2E 64| 8.1tv:7744/8.77.d
D0BE1B20 |(6C6CI 00 00|00 00 00 00|00 00 00 00|00 00 00 00 |Q0..............

Decrypted C2 URL which appears to download a malicious DLL file
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Oh yeah!

Hash, dynamic analysis, and samples

SHA256:
506c946ecc0877b13de8fb977de24a7b9e14054d44ca547e518084c914334a6b
Dynamic Analysis:

https://www.vmray.com/analyses/ vt/506c946ecc08/report/network.html

Samples:

https://bazaar.abuse.ch/browse.php?search=tag%3Aredosdru

Thanks for tuning in

So, that wraps up our dive into this decryption method used by Redosdru. Writing this post has been really fun,

and I hope you learned something new.

Until next time, stay safe out there!

Source: https://medium.com/@andrew.petrus/reverse-engineering-redosdru-string-decryption-595599087dbb
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