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&2 Tool: Vizom
Names Vizom
Category Malware
Type Banking trojan, Backdoor, Info stealer, Keylogger, Credential stealer

Description

Information

Malpedia

(IBM) Vizom is based on four major components that allow it to operate the fraud cycle after it
is installed. Those components are:

1. Browser monitoring

2. Communication with the attackers’ (C2) server in real-time

3. Remote access Trojan

4. Malicious overlay screens module

<https://securityintelligence.com/posts/vizom-malware-targets-brazilian-bank-customers-

remote-overlay/>

<https://malpedia.caad.fkie.fraunhofer.de/details/win.vizom>

Last change to this tool card: 24 April 2021

Download this tool card in JSON format

All groups using tool Vizom

Changed

Name Country Observed

Unknown groups

Interesting malware not linked to an actor yet

1 group listed (0 APT, 0 other, 1 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=f5143f73-404e-45c5-8c4a-0f00e198bc38
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