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 Tool: BBTok

Names BBTok

Category Malware

Type Banking trojan

Description

(Check Point) Check Point Research recently discovered an active campaign operating and
deploying a new variant of the BBTok banking malware in Latin America. In the research, we

highlight newly discovered infection chains that uses a unique combination of Living off the
Land Binaries (LOLBins), resulting in low detection rates, even though this BBTok banking

malware has been operating since 2020.

Information

<https://blog.checkpoint.com/security/check-point-research-exposes-new-versions-of-the-
bbtok-banking-malware-which-targets-clients-of-over-40-mexican-and-brazilian-banks/>

<https://blog.360totalsecurity.com/en/360-file-less-attack-protection-intercepts-the-banker-
trojan-bbtok-active-in-mexico/>

<https://www.trendmicro.com/en_us/research/24/i/banking-trojans-mekotio-looks-to-expand-
targets--bbtok-abuses-ut.html>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.bbtok>

Last change to this tool card: 23 October 2024

Download this tool card in JSON format

All groups using tool BBTok

Changed Name Country Observed

Unknown groups

  _[ Interesting malware not linked to an actor yet ]_  

1 group listed (0 APT, 0 other, 1 unknown)

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=b4d595d6-86aa-46f7-ab5c-2264f6221a33
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