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[QuickNote] Technical Analysis of recent Pikabot Core Module
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1 Votes

1. Overview

In early February 2023, cybersecurity experts on Twitter issued a warning about a new malware variant/family

being distributed by the #TA577 botnet (associated with the same group from #Qakbot). This malware shares
similarities with the Qakbet Trojan, including distribution methods, campaigns, and behaviors. It was quickly

nicknamed Pikabot.

German Ferniandez

1/ Heads Up! ¢ and are reporting a new
malware variant/family being distributed by / botnet (same
guys from BB).

Unique strings in the C2 HTML:
- "iPikaBot -> LEGITIMATE APP"
- "kadu - pikady"

Sample:

"3 Frocesses
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Pikabot consists of two components: loader/injector and core module. It utilizes loader/injector to decrypt and
inject the core module. Core module then performs malicious behaviors, including gathering information about
the victim machine, connecting to command and control server to receive and execute arbitrary commands,

downloading and injecting other malware.

Pikabot is continuously upgraded, employing various anti-analysis techniques and different obfuscation methods
to make it difficult for analysts to understand its behavior. In the next section of this article, I will focus on

analyzing the Pikabot core module, including:

e How Pikabot obfuscates and decrypts strings.

o How Pikabot retrieves API addresses.

e How Pikabot slows down the analysis process.

e How Pikabot generates victim uuid.

e Collecting information from the victim’s machine.
o How Pikabot decrypts C2 addresses.

e How Pikabot utilizes Syscall.

Sample hash: ce742b7cc94a5c668116d343b6a9677523dc13b358294bba3cd248fba8b880da

2. Decrypt string

In some older versions, to decode strings, Pikabot utilizes a XOR loop to decode encrypted data stored on the

stack:

In recent versions of Pikabot, the process of decrypting strings has become more sophisticated.

e RC4 is used to decrypt encrypted data stored on stack. Each encrypted data has a corresponding RC4 key.
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00011131

ord ptr [
ord ptr [
*(_DWORD *)enc_str_1 = @x1BFESE6O;
d ptr [ebptenc_str.1 *(_DWORD *)&enc_str_1[u] = @x5AEES
LOBYTE(vO) = 0;

*(_DWORD *)&enc_str_1[8] =
*(_DWORD )&enc_str_1[@xc]
idx = 8;

BxF47

8x2

strcpy(str_rcd_key, U nt
*(_DWORD *)&enc_str_1[8x18] = ©xAA36D
#(_DWORD *)&enc_str_1[ex1d] = 8xA37D:
LOBYTE(v2) = @;

#((_BYTE *)&rcid_ksa
+idx;

< ©x180 );

(i=0; i< oex1e0; +i)

*((_BYTE *)&rct_Ks +1);
v2 = (unsigned __int8)(v2 + str_rcu_key[i & oxF] + v
#((_BYTE *)&rc ] + 1) = *((_BYTE *)&rcud_ksa
*((_BYTE *)&rci 1+ v2) = v,

y_scheduling

_int16)y

V16 = ad " OXUE ;
Strlenelfreatenutexiox15] = o;

e The RC4-decrypted string will be converted to a valid Base64 string (by replacing the character * _ ’ with
‘ = ”) and then decoded using Base64.
e Finally, AES-CBC will be used to decrypt the decoded data to return the original string.
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cap
te jnz D . : ; str_input

; str_input_len

dx < str_input_len )

= pkb_strlen(str_input);

decoded_bsu_len = pkb_base6u_decode(str_basesy

= pkb_aes_crypt(

AES Key and AES IV used in this sample are also decrypted using RC4:

{
vl2 *= ExUTFOA906;
vll = (unsigned _int8)(vil + 1);
vitd = str_aes_key[vll + 8x3C];
vid9 = (unsigned __int8)(vid + wu9);
aes_key[vlil + 0x3C] = ~_aes_key[vu9 + 0x3C];
~_aes_key[vi9 + 0x3C] = viy;

decrypt aes key

str_aes_key[idx] = enc_str_aes_key[idx] " str_aes_key[(unsigned _int8)(vid4 + str_aes_key[vll + ©x3C]) + ©x3C];
+idx;

unsigned __int8)(v15 + 1

T
(v32 - Bx3U8B7859) & OXDBOB3EDE;
dword_uu4D610 = v27;
v33 = *((_BYTE #)&vU3 + v15); decrypt aes iv
v53 = (unsigned __int8)(v33 + v53);
*((_BYTE *)&vUd3 + v15) = *((_BYTE *)&vU3 + v53);
*((_BYTE *)&vuU3 + v53) = v33;

str_aes_iv[idx] = vug8[idx] * *((_BYTE *)&vu43 + (unsigned __int8)(v33 + *((_BYTE *)&vu3 + v15)));
+Hidx;

e Decrypted AES Key: “ dVOEz=/e/Xf=0WMiz6uR9cZKe+tyb+VIhSu+tfi@HzT2C00z25r4+80sEx4
e Decrypted AES IV: “ nsdATANUAH+K1XhVjnsg92tGMNQG=fsgrqJQ8AtZIacqgaYg ”

However, Pikabot only uses 32 bytes from the decrypted AES Key and 16 bytes from the decrypted AES IV .
Therefore, the final AES Key and IV used for string decryption are:

e AES Key: “ dV0Ez=/e/Xf=0WMiz6uR9cZKe+tyb+V] ”
e AESIV: “ nsdATANUAH+KTXhV

The entire process was simulated using CyberChef as follows:

Page 4 of 27


https://kienmanowar.wordpress.com/wp-content/uploads/2024/01/2023-12-28_11-20-14.png
https://kienmanowar.wordpress.com/wp-content/uploads/2024/01/2023-12-28_11-20-14.png
https://kienmanowar.wordpress.com/wp-content/uploads/2024/01/2023-12-28_11-31-23.png
https://kienmanowar.wordpress.com/wp-content/uploads/2024/01/2023-12-28_11-31-23.png
https://kienmanowar.wordpress.com/wp-content/uploads/2024/01/2023-12-28_11-37-29.png
https://kienmanowar.wordpress.com/wp-content/uploads/2024/01/2023-12-28_11-37-29.png

https://kienmanowar.wordpress.com /2024 /01 /06 /quicknote-technical-analysis-of-recent-pikabot-core-module/

Recipe oma Input
e 6@ 8E FE 1B A6 59 EE 5A 08 93 76 F4 A2 5D 1C 26 75 D2 30 AA (6 38 7D A3
Passphrase . nout format Output format o
currentContextId LATINT Hex Latin1 e
Output
Find / Replace
CreateMutexW
B SIMPLESTRING = — Global match
[ case insensitive Multiline matching [ Dot matches all
From Base64
Alphabet .
A-7a-z0-9+/= T Remove non-alphabet chars |:| Strict mode
To Hex
Delimiter Bytes per line
Space ']
AES Decrypt
Key 3 Mode
dVOEz=/e/Xf=.. ATINI NSAALANUAH:K..  WATINT cB
Input Output
Hex Raw
Here is the CyberChef recipe:
1 https:

3. Retrieve API address

To get the address of API functions, Pikabot does the following:

o It gets the base address of the corresponding DIl based on the decrypted input string.
e Decrypts the API function name, then uses GetProcAddress to optain the real address of the API.

100413003 r_mut ]

100413009 1pName

:B0413DeA niti r] ; bInitialOwner

100413016 p ; str_input

:80413D16 b e M xAttributes

:8e413D1C

10e413p21

180413023 X s u ; str_enc_api_name

:808413D29 ; CreateMutexW
:90413D2E

pkb_load_dl1l_based_on_input_str{str Rd);
(HANDLE (_stdcall #)(LPSECURITY_ATTRIBUTES, BOOL, LPCWSTR))pkb_get_api_addr_by_name_using_GetProcAddress(
s n r teMut
32_hdl);

The function pkb_load_dl1_based_on_input_str (@x41E657) has the following code graph:
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In this function, Pikabot decrypts relevant strings and compares them to the string passed to the function. If the
strings match, Pikabot decrypts the name of the corresponding DLL and loads it using LoadLibraryA . Firstly,
Pikabot finds the addresses of the GetProcAddress and LoadlLibraryA functions using pre-calculated hash

values.
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dword._

[ebp+ 8
g_kern a:
short loc_ulE

call
mov , dword_uuD6C8
mov g_kernel32_base_addr, ( 1g_Hernel32_base_addr )

1L %) (HMODULE, LPCSTR))pkb_resolve_kernel32_api_by_hash

; GetProcAddress

i LoadLibraryA
, dword_4uD6C8
LoadLibraryA_e,

The pseudo-code for calculating the hash of API functions is as follows:

V_Bx3 = @x25,;
(Cj=m8; j=<2; #+j)
v_Bx5 += tmp_arr[j + 2];
c = str_input[i];
lower_c = c + B%28;
( Cunsigned _int8)(c - @xul) > Bx19u )
lower_c = str_input[i];
hash = lower_c + hash * v_8x5;
+H1;

( i < str_input_len );
hash;

Based on the pseudo-code above, we can rewrite it in Python and perform a brute-force to find the API function

name corresponding to the pre-calculated hash values:

def pika_hash(s):
hash 3
c s.lower():
hash (= 5 hash
hash FFFFFFFF

Trying: C:\Windows\SysWOW6U\kernel32.d1l

r

APT hash: 8x73F5352E —= API found: b'GetProcAddress'

APT hash: @xC288BF38 ——> API found: b'HeapFree'
APTI hash: @xEDB6DBEA —-> API found: b'lLoadlLibraryA'

With the API function addresses obtained above, Pikabot will load the corresponding DLL:
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( !'pkb_stremp(str_input, dec_str_1) )

dword_u44D6C8 = v129 & OxTBCT2BlE;
pkb_weird_func_u();

v123 = str_input;

dec_str_1[vi2d + 8] = dec_str_1[(_DWORD)str_input +
dec_str_1[(_DWORD)v123 +

* dec_str_1[(unsigned
+H1idx;

( ddx
enc_str_dll_name = enc_str_kernel32_dl1;
enc_str_kernel32_dll[e 1=o0;
decrypt_n_load_dl1;

decrypt_n_load_dll:

13 = (unsigned _ int8)str_lbLule];
( str_lbLu[e] )

v214 = str_1bLU;

1)

BOx1UEE )

v212 >

;
v213 = (unsigned __ int8)=v214;
( 1%v214 )
LABEL _xFEU
Ffunc_5();
AAB3UU3 * (dword_uuD6C8 & ©

dword_uuD6C8 = v215 * @x11F78ELF;

dll_handle = LoadLibraryA_e(dec_str_dll_name);
pkb_free_heap_region(dec_str_dll_name);
dll_handle;

Here is the list of DLLs that Pikabot will load during execution:

__int8)(v253 + dec_str_1[vi2y +

Input string DIl to load
CzYNRd Kernel32.dll
osPFU User32.dll
QJIniv Shell32.dIl
MIT3nE Ole32.dll
fWHur Wininet.dll
YgeYS Advapi32.dll
ss6HQA NetApi32.dil
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0lOo ntdll.dll

The function pkb_get_api_addr_by_name_using_GetProcAddress (0x41E636) will decrypt the API function name

and call GetProcAddress to retrieve the function address:

:@OU1E636 ; FARPROC __fastcall pkb_get_api_addr_by_name_using_GetProcAddress(char *str_enc_api_name, HMODULE dll_handle)
BU1E636 proc near
BU1E636 push
BU1E637 push

:BOU1E638 mov

:BOU1E63A call

xt:00U1E63F mov eax
:B0U1E6U1 push ; LpProcName
:B0U1E6U2 push ; hModule

:BOU1E6U3 call GetProcAddress_e
:BBU1E6UY mov ; buffer
:BBU1EGUB mov
:8041E64D call
pop
mov
pop
retn
:0BU1EES6 endp

4. Slowing down the analysis process

In order to slow down the code analysis, Pikabot inserts a large number of meaningless junk functions into the
execution flow. These functions typically do nothing. This can make it much more time-consuming for analysts to

understand the code and identify its malicious behavior.

5. System language check

Pikabot checks the system language code of the victim’s machine before executing its main task by using API
function GetUserDefaultLangID . In the previous version, if the result returned a region code for a country such

as Russia or Ukraine , the malware would immediately exit without any further activity.
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Iname] ; arg_encAPIName

AU index k_core_resolve_api_by_name

; GetUserDefaultLangID
; GetUserDefaultLangID

0xu19: Russian_Russia

previous version

0xu22:
Ukrainian_Ukraine

However, in the version I am analyzing, Pikabot simply checks the return code if it is different from 0x1 , the
function pkb_check_default_lang (0x0042F7A0) will return 0x90 :

; str_input
hdl = pkb_load_dll_based_on_input_str(str_CzvNRd)

; dll_handle
L t = (LANGID (_s
roefaultLangId
; GetUserbefaultLangID
tLangID() %= langID )

6. Create Mutex

When the result of the function pkb_check_default_lang (0x42F7A@) return ©x0@ , Pikabot will continue
executing, with the sample I am analyzing it uses the hardcoded mutex name (after decrypting): “ {F@B9756B-
5D50-4696-A969-4C9AF7B69188} ” to prevent reinfection on the victim’s machine.

reateMutex

_input_str(str
ame_using_GetPr
)

7. Create victim uuid

After creating the Mutex as described above, Pikabot creates the victim uuid using the function

pkb_collect_victim_info_n_gen_victim_uuid (@x42E233) . The graph code for this function is as follows:
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The uuid string is generated based on the information collected from the victim machine, including:

¢ Volume serial number by using API function GetVolumeInformationW . This is a unique identifier
assigned to each physical volume on a computer.

« computer name by using API function GetComputerNameW . This is the name of the computer that the
malware is running on.

* user name by using API function GetUserNamell . This is the name of the user who is currently logged on
to the computer.

¢ OS product type by using API function GetProductInfo .
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pkb_decrypt_n_convert_wstr(str_enc_root_drive)
= wstr_C_drive;

pkb_load_dl1l_based_on_input_str(str_czYNRd)

GetVolumeInformationwW = pkb_get_api_addr_by_name_using_GetProcAddress(str_enc_GetVolumeInformationW, kernel32_hdl)

GetVolumeInformationw(
1pRootPathName,

&lpvolumeSerialNumber,
LpMaximumCompeonentLength,
lpFileSystenFla
meBuffer,
nFileSystemNameSize)

LpFileSystemh

pkb_get_computer_name(wstr_computer_name);

pkb_get_user_name(wstr_user_name);

pkb_get_os_type(wstr_os_type);

wstr_format

user32_hdl
_wsprintfw

pkb_decrypt_n_convert_wstr(str_enc_format);

pkb_load_d1ll_based_on_input_str(str_osPFU);
pkb_get_api_addr_by_name_using_GetProcAddress(str_enc_wsprintfW, user32_hdl)

_wsprintfW(ustr_collected_info, wstr_format, wstr_computer_name, wstr_user_name, wstr_os_type);

The information collected above will be formatted as follows: “ <computer_name>\<user_name>|<os_type> “. This

information will then be hashed using the algorithm mentioned in 3. Retrieve API address with the hash value

will be initialized to the value of VolumeSerialNumber .

v_Bx5
v2l =
vls =
*&v22

v_08x5
{ ".|15

0x2D;

IxUS5;

>

6UPEPBEA5E16U;
*(&v22 + 1)

= OXFFFFFEEBOBOROB39uisY;

*(&v21 + vi5+);

<5 );

c = str_input[idx];

c_lower
( (c - exu1) > ex19u )

c_Llower
hash_data
+Hidx;

C

+ Bx20;

c;
volume_ser_num * v_0x5 + c_lower;

volume_ser_num = hash_data;

( idx < len );:
hash_data;

The hash value calculated for the collected information along with the VolumeSerialNumber will be futher

calculate by using function pkb_calc_hash_2 (0x42E123) below:
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:@BU2E123 ; 1int __thiscall pkb_calc_hash_2(_DWORD *pdwNum)
1@0U2E123 proc near
:0e42E123
:@0U2E125

hash = @x75BCD15 * CxpdwNum + 1);
*pdwNum = hash;

:00U2E126
hash;

:eeu2E12C
:@BU2E12E
:@BU2E12E

Finally, use the API function wsprintfll to formatthe uuid string in the format %071X%091X%1u :

str_len = pkb_wstrlen(wstr_collected_info);
pkb_copy_wstr_to_str(wstr_collected_info, str_collected_info, str_len);

, Lpvolum

pkb_uuid.dwPartl = pkb_calc_hash_2(&hashed_da
pkb_uuid.wPart2 = pkb_calc_hash_2(&LlpVolumeS alNumber);
v218 = pkb_calc_hash_2( );
pkb_uuid.wPart3

dword_uudD9ecC *=
( v_count <
{
bval = pkb_calc_hash_2(&lpVolumeSerialNumber);
pkb_uuid.next_sbytes[ ] = bval;
v_count = +1;

1
J

victim_uuid_final = pkb_alloc_heap_region(2 * v_@x1e4_1);
( victim_uuid_final )

wstr_format_1 = pkb_decrypt_n_convert_wstr(str_enc_format_2);
duLastuBytes = *&pkb_uuid.next_8bytes[v_exu];

wPart3 = pkb_uuid.wPart3;

dwPartl = pkb_uuid.dwPartl;

user32_hdl = pkb_load_dll_based_on_input_str(str_input);
_wsprintfu pkb_get_api_addr_by_name_using_GetProcAddress(str_enc_wsprintfW_2, user32_hdl);

_wsprint victi y 3, dwLastuBytes

8. Collecting victim machine information

Before connecting to the C2 server, Pikabot will collect some information about the victim machine. The function

pkb_collect_victim_system_info (0x410E37) performs the following collection tasks:

e Retrieves the PEB , gather operating system information, including ( 0SMajorVersion , 0SMinorVersion ,
0SBuildNumber ), determines whether it is running on a 64-bit operating system or not through the API
function IsWowb4Process .
e Collects the operating system type by using the GetProductInfo .
e Gathers the computer name and username by calling the GetComputerNameW and GetUserNameW .
e Collects CPU information by employing cpuid with the initial value of EAX = 0x80000000 .
e Obtains information about display devices on the machine through the API EnumDisplayDevicesW .

e Retrieves the RAM capacity of the victim’s machine using GlobalMemoryStatusEx .
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» Gets the system uptime by utillizing the API funciton GetTickCount .

e Checks if its process is running in admin privileges or not through the GetCurrentProcess ,
OpenProcessToken , GetTokenInformation .

e Retrieves information about screen resolution using the GetDesktopWindow and GetWindowRect .

e Collects the domain name using the API GetComputerNameExW with NameType is
ComputerNameDnsDomain .

e Gathers DomainControllerName , DomainControllerAddress using DsGetDcNameW . If no information is

2»

available, Pikabot will assign it as “ unknown

result = pkb_alloc_heap_region(@x22A4);
victim_system_info = result;

( result )
{

result=»victim_os_info = *pkb_get_victim_os_info(&os_info);

pkb_get_os_type(&victim_system_info-»wstr_os_type);

pkb_get_user_name(&victim_system_info-*wstr_user_name);

pkb_get_computer_name(&victim_system_info->wstr_computer_name);

pkb_get_cpu_name(&victim_system_info->wstr_cpu_name);

pkb_get_display_adapter_name(&victim_system_info->wstr_display_adapter);

victim_system_info->total_physcal_mem = pkb_get_physical_mem_info();

victim_system_info->dwlUpTime = pkb_get_system_uptime();

victim_system_info-*bisElevated = pkb_check_curr_process_has_elevated_privs();

pkb_get_desktop_resolution(&victim_system_info-»screen_resolution);

pkb_get_domain_name(&victim_system_info->domain_name);

pkb_get_domain_controller_name(
Svictim_system_info->domainControllerAddress,
Svictim_system_info->domainControllerName,
&victim_system_info->domain_name);
victim_system_info;

Next, Pikabot decrypts information related to pikabot version and stream , my sample has respectively info
“1.1.17-ghost ” and “ GG13THOT@f@adda360d2b4dccdal1468e026526576 “. Then, the information about the victim

collected above will be constructed into a JSON string with the following format:
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"Xtt2VRnA"
"qleNiC"
"LPLLXuT12"
"ORbIhQuDg"
"6bw35n"
"FQkAoG"
"bFFgxURzx"
"a@xIcXZI"
"LkLMKwP1"
"R8N3ujt"
"2sIw@ruG"
"UTrXReY"
"YoViBQC"
"QeMM8"
"VLsFyV4d"
"EcZbr"

"XKb5WP"

" Win %d.%d %d " ,

% S,
II%SII ,
Il%sll ,

||0/°S||
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wstr_json_format = pkb_decrypt_n_convert_wstr(enc_wstr_json_format)

pkb_stream_info = pkb_decrypt_n_convert_wstr(enc_stream_info);
victim_system_info_json = pkb_alloc_heap_region(2 * v_0x800);
bisElevated = victim_system_info-*bisElevated;
p_domainControllerAddress = &victim_system_info-*>domainControllerAddress;
p_domainControll a ictim_system_info->domainControllerName;
p_domain_name icti tem_info->domain_name;
p_screen_resolution victim_system_info-»screen_resolution;
total_physcal_mem = victim_system_info->total_physcal_men;
p_wstr_disp pter ictim_system_info-»wstr_display_adapter
dwUpTime ctim_system_info->dwlUpTime;

p_wstr_cpu_na &victim_system_info->wstr_cpu_name;

p_wstr_comput name &victim_system_info—>wstr_computer_name;
p_wstr_user_name wwictim_system_info->wstr_user_name;
p_wstr_os_type Svictim_system_info-*wstr_os_type;

0SBuildNumber ctim_system_info-*victim_os_info.0SBuildNumber;
OSMinorversion ictim_system_info-»victim_os_info.0SMinorversion;
OSMajorVersion = victim_system_info->victim_os_info.0SMajorVersion;

user32_base_addr = pkb_load_dll_based_on_input_str(&pstr[u])

_wsprintflWl = pkb_get_api_addr_by_name_using_GetProcAddress(str_enc_api_name, user32_base_addr);

_wsprintfu(
victim_system_info_json,
wstr_json_format,
wstr_victim_uuid,
pkb_str
OSMajorversion,
OSMinerversion,
0SBuildNumber,
p_wstr_os_type,
p_ustr_user_name,
p_ustr_compute
p_wstr_cpu_na
dwUpTime,
p_wstr_display_adapter,
total_physcal_mem,
p_screen_resolution,

nControllerName,
p_domainControllerAddress,
time_seed,
bisElevated);

All information after being formatted into a JSON string will be encrypted. The encryption process is as follows:

» Call the function pkb_gen_random_chars(0x41BC4A) to generate the session key: aes_key (32 bytes) and
aes_iv (16 bytes).
o Call the function pkb_gen_random_chars(@x41BC4A) for generating 3 random characters, which was used
as a marker. I will temporarily call it marker .
o Call the function pkb_aes_crypt_data (0x4@A97A) to encrypt the JSON string with the generated
aes_key and iv .
o Call the function pkb_base64_encode (0x0040B4DD) to encode the encrypted data above.
e Then all information will be stored in the following format: <marker (rand_3_chars)><aes_key (first 16
bytes)><aes_iv><encoded data><aes_key (last 16 bytes)> .

 Finally, use a loop to iterate through the entire buffer to replace the character * = * with * _ .

Here is the code flow:
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rand_session_aes_iv_16bytes pkb_gen_random_chars(v_ex18);

rand_session_aes_iv_16bytes pkb_gen_random_chars(v_8x18);

rand_3_chars = pkb_gen_random_chars(v_gx3);

( rand_session_aes_key_32bytes && rand_session_aes_iv_l6bytes && rand_3_chars

aes_data_len = pkb_aes_crypt_data(
dst_buf,
src_buf,
src_buf_size,
rand_session_aes_key_32bytes,
rand_session_aes_iv_16bytes);
base6d_data_len = pkb_base6ld_encode(dst_buf, src_buf, aes_data_len);

total_len = v211 + v212 + baseéu_data_len + v213;

pkb_strepy(src_buf, rand_3_chars, str_input_len);

pkb_strcpy(&src_buf[v_8x3], rand_session_aes_key_32bytes, v_8x20 / v_8x2);

pkb_strepy(&src_buf[v_8x3 + v_0x20 / v_ ], rand_session_aes_iv_16bytes, v_0x18);
traInfo();

pkb_strcpy(&src_buf[v_8x20 + v_@x3], dst_buf, basesu_c

pkb_strcpy(
&src_buf[v_e8x3 + basesd_data_len + 1
&rand_session_aes_key_32bytes[v_0x20
v_8x20 / v_8x2);

src_buf[total_len + v_8x1] = 8;

(m=v_exe; m < total_len; +m )

( src_buf[m] = )
src_buf[m] = ;

9. Information gathering with other commands

In addition to the information collected as mentioned above, Pikabot also executes the following commands to

gather additional information from the victim’s machine:

e netstat.exe -aon
e ipconfig.exe /all

e whoami.exe /all

Page 17 of 27


https://kienmanowar.wordpress.com/wp-content/uploads/2024/01/2023-12-29_20-17-56.png
https://kienmanowar.wordpress.com/wp-content/uploads/2024/01/2023-12-29_20-17-56.png

https://kienmanowar.wordpress.com /2024 /01 /06 /quicknote-technical-analysis-of-recent-pikabot-core-module/

pkb_exec_command_n_encrypt_resutl(

tmp_buffer_1,

enc_collected_data,

tmp_buffer,

enc_str_yi5sX

str_enc_netstat_aon);
pkb_memcpy_n_concat(encrypte ictim_info_final, enc_collected_data);
pkb_memset(enc_collected_d 2 % XU * v_Bx32);

pkb_exec_command_n_encrypt_resutl(

tmp_buffer_1,

enc_collected_data,

tmp_b! '

en_str_n68lp,

str_enc_ipconfig_all);
pkb_memcpy_n_concat(encrypted_victim_info_final, enc_collected data);
pkb_memset(enc_collected_d v_Bx0, 2 * v_DxUpe * v_0x32);

pkb_exec_command_n_encrypt_resutl(tmp_buffer_1, enc_collected_data, tmp_buffer, en_str_jVeKH, str_enc_whoami_all);
pkb_memcpy_n_concat(encrypted_victim_info_final, enc_collected data);
pkb_memset(enc_collected_dat v_Bx0, 2 * v_DxUpe * v_0x32);

The results of these commands are also encrypted and stored in the same way as above. However, the sample that

I am analyzing is configured as DISABLED .

10. Collect running processes

Pikabot call the function pkb_enum_n_collect_all_running_processes (@x415BAF) to gather information about
running processes on the victim’s machine by employing the API functions CreateToolhel32Snashot |,

Process32FirstW va Process32NextW . The graph code of this function is as follows:
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The information collected will be compiled in the following format:

Do000020 ["[System Process]:0:0:0:0:1:0", "System:4:0:8:0:0:0",

"fontdrvhost.exe:892:568:8:0:0:0", "svchost.exe:572:712:8:0:0:0",

"dwm.exe:460:664:13:0:0:0", "svchost.exe:1060:712:8:0:0:0", "svchost.exe:1096:712:8:0:0:0"
"svchost.exe:1180:712:8:0:0:0", "svchost.exe:1188:712:8:0:0:0", "
"svchost.exe:1240:712:8:0:0:0", "svchost.exe:1268:712:8:0:0:0", "
"svchost.exe:1452:712:8:0:0:0", "svchost.exe:1536:712:8:0:0:0", "
"svchost.exe:1552:712:8:0:0:0", "svchost.exe:1568:712:8:0:0:0", "

"Registry:108:4:8:0:0:0",

"smss.exe:376:4:11:0:0:0", "csrss.exe:468:460:12:0:0:0", "wininit.exe:568:460:13:0:0:0",
"csrss.exe:5T76:560:12:0:0:0", "winlogon.exe:664:560:13:0:0:0", "services.exe:712:568:9%9:0:0:0",
"lsas=s.exe:732:568:9:0:0:0", "svchost.exe:856:712:8:0:0:0", "fontdrvhost.exe:884:664:8:0:0:0",

"svchost.exe:304:712:8:0:0:0

svchost.exe:1216:712:8
svchost.exe:135%6:712:8
svchost.exe:1544:712:8

o]
o]
o]
svchost.exe:1576:712:8 o]

:0:0:0"
:0:0:0"
:0:0:0"
:0:0:0"

Then, the information will also be encrypted and encoded in the same way as described above:
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collected_da erl, v1e, v_0x200, v_exuel

( collected_
pkb_copy_wstr_to_str(tmp_bufferl, tmp_buffer2, collected_data_len);

pkb_aes_crypt_n_base6d_data_n_store_into_buff(encrypt_collect ata, tmp_buffer2, collected_ d

dec_str_var_len = pkb_strlen(str_sTICX)
, dec_str len);

pkb_memcpy_n_concat(d out_final, tmp_buffer2);

collected_data_len = pkb_strlen(str_sTIC)
pkb_memset( , v_0x8, collected_
pkb_free_heap_region(str_sTICX);
pkb_memset(tmp_bufferl, v_0x8, 2 * v59 * u6
pkb_memset(encrypt_collected_ . V_Bx0
pkb_memset(tmp_buffer2, v_8x8, 2 % v_

11. Decrypt C2 configuration

The C2 addresses (IP and port) will be decrypted by Pikabot during execution. First, Pikabot performs the
decryption of C2 encrypted data using RC4, with the decryption key in this sample being “ threadId ”:

gmemecpy(enc_c2_config_data, g_enc_c2_config, sizeof(enc_c2_config_ d

g_enc_c2_config dd

dd
dd
dd
dd

36 §& *V1S8 );

154)

Here is the result with CyberChef:

A9D18AB9DB1281E154D3FAE28287173(442457 (9EAIBFAAD62ABFFOBAADBCA33EEBIF3683DD827BE2DB2(7424D7DB697D87( 7E4S464

= 6C119391F8C3EACTD83794(7BF237173507(BC3A2869C8(5A3956387B56D19881B3E9985441B8FE7EAC2385CC4DB20@3(IBLI270399
<oh ot ot ot B@B20C40DOGF 2E69544B920A3E 1 5B1B4F9263586@EA0AGGIF 7AD3DSECA718E51E64ABEBG36GIE 3D8D6@D4587EQAF7FES990AI3ABITEA
threadId u N Hex Latin1 EDOF7CF4565FE1D56(7E2ABAB1EBA7AZBDF54450DB1B9612E7EAG7DIAEGIZ73603FADBBO75C7ASE4D2 1COBAEF45(502F 18BE3A4CDEF

BB2EE3E9AE305( 212801 2CEQESBF2E8140BF4A367591396A8285(367A7@ABEAF(D914E8BFD1183D6(681ED12B79B6BS8DERCBEADS4A
BA2EQ41D3CCOCDAG53F7FZAB2E65B63(23783556CCC77BC27EF(6(BEI741DAF (2B798A79689B(FI9564F 78(33F73B920F7130451B66
8D3556(119B2BA71425E(7637@135BEBOBADEABZF@395286(3DD79781A7EF44456(9EDF8492F 6F8DDCO6FO4@B2(B7 7FFFOF 771413838
89553D776950737F438A27AESBA950854A672A191D423CFBC3347EEF373ED01683B18(0B347BE430F SFACF81C000AF CDIBA2DBEF2D5
B219AA87B240BBF934EF94A9710DEDE 742417BDAF567871BF991BEF561F(819C95AB57DEA3C2(BSOF4E73(E2007@90F 743BB393CA7Y
AE611ED14814E2D71C5463053F488CFE971F7EBAZODD2DARCRO0667(236320ACSCCEADDED42C8396A6(4A3525C(B24395FEA9217287
(8(@35FBE28522294118((2684E278401FECHA3B911/070B2B13A66542E1FABFFF16759173473(16246699D88(F0796B114D5(92C1A
3D60061626F20A6A1B224CF524959E9F 7DF2D4DF467FEGB87AF761F7C14EF689FBEA1CO87ESBF8F240DCD418D64E3D5C151446EQFB3
506DB2DB03644FD5F1597D96A6B5C4663DCFE2691FD490(8C4D7F7E849AC49286112909F685412EEAB3F7B6IE 1A54D580987BOECRAC4
BA118D768D54E4BAE48701744CEGAF4FF571C88CEEIBCD36A3EEEGBC1A4FE4FIBFI585901C87(533(696970970F 71C82DADD1COAG26
(59CA2600F27E2E4CFBCBBASO7@1B5DE6594841721A93D5473180F6830EBEF E35BDD3CE78BCS10A72F SCDB4CCDEZFFCBEED4D26C88C
3FCCF47(042904678398733AAFDOAB2ZDBE29D7BD7CF(858231CDE3DSE 30@5E CAS89190FDC116F 2F7FBBC4DI4A292392(ABSBCA419AB

E30BB888875E67EG
- 1728 =1 Tr Row Bytes € LF
Output B0m:

AspVBUrtTU16(Tcj(pIcT5azGdUdPWePC6TWBD1PgKF20L YTn+tUYcN8qKFoD3Cuhadmf SDwh@sxA_KIPghJ5yON@Je4oh&ilrXvTkQLKC
enBHR30P2LZK7xDIyI7eTbcVMs j+eVbek/@M5XVAohQUVtp0@acdVP£sNZXk8gnUXZQ_pdXvxt1M63YMISiR&VSONAZOWON7 ] J46KHXdGKQ
1pPRFPD/Jq7whvZuyhl gF JCUdgvFwl p7QsQt/0Tv81]z0z 1 UPEWBCGXE _25AD8 1p FUHONTVFW&SWi /F14QrqS6VIquAXq/7mR/5+ Fa3GZTd
qAQwEx2k/2t0EroNnRIVybFt8GpSq2r7N/Vv26ZZbvkKe_TuVolz@q1UG_sD81&3H8mGVs 2qfOtp+/wSoxJe6ZnENDXeSL jWO8bTOyGUYYH
gD7@9+nm jY+T0358/0Q06CY1g47brrj7911_ENa3nETYCXahPh3a&/r2oI0n1_yHz FNUrv/NAQxLvc31VDE tIWoadl Qo3 FON4PZKO Lhiw4S
q1dQfpkiT/ST@0aoAWRMBEC_I JTENMLGPsTurtku&vabz TcMol9Vh1TKKN3Qx_DWke7VEU7t3vjW8ezLqoWS01WI8pLxK/3RmSZ NEWG6q+
(CM15N3DUd1fI_hac/0Bi2N9mTBDXa&/B+A71B5Y3zw1_5+wsgOR/15GSWETTOL Wy 72XSNOMCFdQOuSY3BuivMnZ@+RyQuR7h1R+wXcyWneD
8_9B1XNdDPZDx/851s&Q5Hw1 vivKG+EWNOsUCPB/BESxCLp9eRQ5A/ql+1CTQG+qLHIMFsaF8NzikX5GZNBSTMDWNOM1112£9Q_Y0Ab53BoS
ILSXspX&

Then, Pikabot decrypts the character “ & ” and uses it as delimiter to extract the decrypted string above into sub

base64 strings:
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delim_char = pkb_decrypt_str(enc_str im);
pkb_extracted_enc_c2 = pkb_alloc_heap_region(y =

tracted = pkb_extract_str_based_on_delim(str_c2_confic

len = pkb_strlen(enc_sub_str_c2_ extracted);
pkb_strcpy(pkb "a nc_ r[count], enc_sub_str_c2 extracted, len);

1
J

+count;

( count

pkb_extracted_enc
_c2_arr

FF FF FF FF

Next, Pikabot calls function pkb_decrypt_data (0x41D@7B) to perform the task of decrypting the C2 address.

The graph code of this function is as follows:
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The entire decrypting process is as follows:

o Allocate buffers to store the AES key and iv .

¢ Convert the string to the valid Base64 string by replacing the character  _ “ with « = «.

» Discard first 3 characters of string, take the next 16 characters (bytes) and store them to the buffer to create
the first part of the AES key .

¢ Take the next 16 characters (bytes) and store them to the buffer to use as AES iv .

¢ Take the last 16 characters (bytes) to make the second part of the AES key , combine it with the first part
to create the complete AES key .

¢ Get the string to be decoded after obtaining the AES key and iv .

¢ Perform Base64 decode.
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e Use AES-CBC with AES key and iv above to decrypt the final C2 data.

Pseudocode of the entire process is as follows:

y = pkb_alloc_heap_region(v_gx28 + v_8x1);

pkb_alloc_heap_region(v_6x1 + v_8x10);
( aes_key && aes_iv )
( n=v_8x0; n < enc_data_len; +n )

( enc_dataln] = )
enc_data[n] = :

pkb_strcpy(aes_key, &enc_data[v_ex3], v_ex2e / v_ex2);

pkb_strcpy(aes_iv, &enc_datalv_ex3 + v_8x20 / v_0x2], iv_len_ex10);
dword_uuD6eC = dword_u4dD5CEO & ©x834C5ud;
pkb_weird_func_19(dword_u44D5CO & ©x834C544);

pkb_strcpy(&aes_key—>aes_key[v_0x20 / v_0x2], Senc_datalenc_data_len - v_0x20 / v_8x2], aes_len_6x10);

pkb_strepy(enc_data, &enc_datalv_0x3 + v_8x28], enc_data_len - v_@x3 - v_8x18 - v_B8x208);
pkb_memset(&enc_data _data_len - v_8x20], value, nBytes);
len = pkb_strlen(enc_da

beu_decoded_data_len = pkb_basesu_decode(len, );

len = pkb_aes_crypt(b6d_decoded_data_len, enc_data, aes_key-»aes_key, aes_iv);

pkb_memset(aes_key, v166, v127 + v126);
enc_datal[len] = @;
pkb_free_heap_region{aes_iv);
pkb_free_heap_region(aes_key);

len;

e x AES Key
et ely Encrypted C2 config part 2

4spVeUrtTU16CTcjCplcT5azGdUdPWePC6TWbD1PgKFI20LYTn+tUYcN8qKFoD3Cuha8mfSDwh@sxA_KIPghl5yOWe@Jedoh

Using CyberChef, we get the following results:
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Recipe BB E input

WbD1PgKfJ20LYTn+tUYcN8gKFoD3Cuha8m fSth@sxA:I
From Base64

Alphabet
A-70-720-9+/= - Remove non-alphabet chars
e 44 =1
Strict mod
[ strict mode T

|45 .32.188.56:2967
AES Decrypt

Key

veurtTul6cTcic.. VTP~ cTSazGdudpwep..  WATINT™
Mode Input Qutput
CBC Raw Raw

We can write a Python script to decrypt all the C2 addresses that Pikabot will use:

12. Pikabot uses Syscall

During the analysis, we will encounter the following functions:

BF&D2F82
55FFFFFF
5346CALD
4BFFFFFF
15879F05
41FFFFFF
41790DD48
37FFFFFF

EA3OF
2DFFFFFF
58FDAGSBG

23FFFFFF

oM ShmCh M Ch mEn

onm

8
8
8
8
8
8
8
8
8
8
8
8

o]

The above function will perform the following tasks:
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// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL- TO EXPAND]
g_ZwAPI_ctx.ret_addr_of_caller =

i
g_ZwAPI_ctx.ret_addr_of_caller_to_caller = ret_addr_of_caller_to_caller;
g_ZwAPI_ctx.pStackArgs H

g_ZwAPI_ctx.g_ZwAPI_idx = pkb_get_idx_of_ZwAPI_func_by_hash(v2);
g_ZWAPI_ctx.g_rand_syscall_stub = pkb_retrieve_rand_syscall_stub(NtCurrentTeb()->WOW32Reserved = €

(g_ZwAPI_ctx.g_rand_syscall_stub)();
(g_ZwAPI_ctx.ret_addr_of_caller_to_caller)

[ ]

. [ebp-50h]

cx#*8+IMAGE_NT_HEADERS .OptionalHeader.DataDirectory.VirtualAddress]
short loc_4418B1

+ [ebp-8]
o Lecx+eax]
, [edx+IMAGE_EXPORT_DIRECTORY.Name]

pLdrEntry = *(&pLdrEntry

006UU18AB ( pLdrEntry—>DLLB.
:86UU18A2
100U418AS

:BOUU196A
0e44196D
0euu1973

100441975 p edx
eeuu1978 ntdl1_zwAPIName = (dllBaseAddr + pNamesAddrTbl[nAPINames —

:9eUu1978 i ( *ntdll_zwAPIName = )
0eu4197E

:eeyd19su alcedZwAPIsHashes = v_exe;
060441987 ' _continue;

:@euy4198c

00U4198E

00441991 _continue

o The found functions will be hashed, and the result will be stored in the format: <calced_hash>

<api_func_RVA>

pkb_calc_hash_of_ntdll_ap
9_ZWAPI_arr

L[nAPINan

{— % Resource Extor |
; poonoase 00120156 [Zw¥ieldExecution

I
onacn 1201 Clene

e The calculated table will be then sorted by Function RVA in ascending order:

Page 25 of 27


https://kienmanowar.wordpress.com/wp-content/uploads/2024/01/2024-01-05_19-32-26.png
https://kienmanowar.wordpress.com/wp-content/uploads/2024/01/2024-01-05_19-32-26.png
https://kienmanowar.wordpress.com/wp-content/uploads/2024/01/2024-01-05_13-47-46.png
https://kienmanowar.wordpress.com/wp-content/uploads/2024/01/2024-01-05_13-47-46.png
https://kienmanowar.wordpress.com/wp-content/uploads/2024/01/2024-01-05_14-24-27.png
https://kienmanowar.wordpress.com/wp-content/uploads/2024/01/2024-01-05_14-24-27.png
https://kienmanowar.wordpress.com/wp-content/uploads/2024/01/2024-01-05_15-52-14.png
https://kienmanowar.wordpress.com/wp-content/uploads/2024/01/2024-01-05_15-52-14.png

https://kienmanowar.wordpress.com /2024 /01 /06 /quicknote-technical-analysis-of-recent-pikabot-core-module/

goump 1 @YDump 2 Ploump 3 @loump 24 @oump 5 @ watch 1 [x-] Locals f Struct

Address ASCII

¢ Finally, compare the pre-calculated hash value with the table containing the calculated hash values above,

if equal, return the function ID. This ID value is stored in the EAX register:

( pkb_gen_ntdll_zZw_api_hashes_tbl(&savedregs) )

( count = g_nCalcedZwAPIsHashes )
syscall ID

-v_0x%1; Z74B8
822F8DBF
( pre_api_hash ¥ g_ZwAPI_calced_hash.ZwAPI_calced_hash_arr[2 * count] )

( +count = g_nCalcedZwAPIsHashes )
_-._‘r_[)_.-gj_‘-

count;

Based on the hash algorithm, we can find out the API functions that Pikabot will use as follows:

A python pikabot_brute_api_ funcs_of_ntdll.py

hash: B8x1DA > APT found: b'ZwAllocateVirtualMemory'
WETH 41 > APTI found: b'ZwClose'
WETH 8 --» API found: b'ZwCreateThreadEx'
WETH OBALF1B --> API found: b'ZwGetContextThread’
hash: B8xFA3 2 --» API found: b'ZwOpenProcess'
WETH >OF@715 --»> API found: b'ZwProtectVirtualMemory'

hash: & 8DBF --» API found: b'ZwQueryInforma

WETH ACTAF3 » API found: b'ZwReadVirtualMemory'
hash: @xilcC 1 API found: b'ZwResumeThread'

WETH API found: b'ZwSetContextThread’
hash: @& API found: b'ZwUnmapViewOfSection'
WETH API found: b'ZwhriteVirtualMemory'

13. References
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o PikaBot Tiny loader that seems very familiar
o PikaBot Is Back With a Vengeance — Part 1
o PikaBot Is Back With a Vengeance — Part 2

o Technical Analysis of Pikabot

o Pikabot deep analysis

e 2023-10-03 (TUESDAY) — PIKABOT INFECTION WITH COBALT STRIKE
o PikaBot distributed via malicious search ads

o Pikabot Loader
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