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The Hancitor downloader has been relatively quiet since a major campaign back in June 2016. But over the past
week, while performing research using Palo Alto Networks AutoFocus, we noticed a large uptick in the delivery
of the Hancitor malware family as they shifted away from H1N1 to distribute Pony and Vawtrak executables. In
parallel, we received reports from other firms and security researchers seeing similar activity, which pushed us to

look into this further.
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Figure 1 AutoFocus view of new sessions of Hancitor since July 2016

The delivery method for these documents remained consistent to other common malicious e-mail campaigns.
Lures contained subjects related to recent invoices, or other matters requiring the victim’s attention, such as an
overdue bill. These lures were expected, until we started digging into the actual documents attached and saw an

interesting method within the Visual Basic (VB) macros in the attached documents used for dropping the malware.

This blog will review in detail the dropping technique, which isn’t technically new, but this was the first time
we’ve seen it used in this way. The end goal is to identify where the binary was embedded, but we’ll cover the

macro and the embedded shellcode throughout this post.

The Word Document

For this section, we’ll be looking at the file with a SHA256 hash of
‘03aef51be133425a0e5978ab2529890854ecf1b98a7cf8289c142a62de7acd1a’, which is a typical MS Office

OLE?2 Word Document with your standard ploy to ‘Enable Content’ and run the malicious macro.
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- This document was created with an older
[] OHICE version of Microsoft Office

[:’-) his document 1s only availible for desktop and laptop versions
of Microsoft Office Word

Chick "Enable editing” button from the yellow bar above

Once you have enabled editing, please click "Enable content”

button from the yellpw bar above

Figure 2 The ploy used by the malicious document

Opening the Visual Basic editor up, we can see two forms and a module for this particular sample.

&% Project (03aef51be133:
[=]-&§ Microsoft Word Objects
(=45 Forms

[ bilionth

- -[B UserFormi
= Modules

‘a maria

[ ] References

Figure 3 VBProject components

The Malicious Macro

Visual Basic can directly execute Microsoft Windows API calls, which allows it perform a number of interesting

functions -- exactly what this VB code is doing.

WEf Hiz#4 Than
i wolare

#Clo=

Frivace Alias "WireualBlilss® (ByWVal lpaddr As lang, By'Wal dwSize ks Lesg, |
Frivace Sulb talapoin ik Rlisa "RrlHoveMemsry® (phat As Any, pSre As Any, BEyWal Bytelen Ra Lo
Frivate Function twencythird Lib ®userd2™ Alias "EndDdialog™ (ByVal hbDlg As Long, nBesulc A= Lomg)

Frivate Panction chopin Li ias "Creatsafwenth® (lpEwventhttributes As Any, b

Frivace Funerics tosr Lik Seserid® Aliss *Oechigives™ (Byval mDlg As Long, =IODQgices As Lemg) As Lang
Frivane Fancticn kairbrust Lib “userd2” Aliss "CallWindowProcA™ |(lpPrevWedFunc As Long, bBWed Aa kay, Hag |
Frivates Fencticn wneslecied Lib "Emansild” Alias "F=tPricrityClase™ [(EProcsss ka Longl As Lang

Figure 4 Microsoft Windows API calls within VB code
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As we can see, the macro includes logic to determine the architecture of the system it’s running on and has the
ability to execute correctly on either 32-bit or 64-bit platforms. The primary calls of interest for us will be
Virtual Alloc(), RtiIMoveMemory(), and CallWindowProcA().

When we originally started looking at this sample, we were mainly interested in where the payload was being
stored, so we began debugging the macro to understand how it functions. The payload in question is base64-

encoded and embedded within a form in the VBProject as a value of the ‘Text’ field on the ‘choline’ TextBox.

As a side note, what is really interesting is that the authors went through the trouble to actually write their own
base64 decoder purely in VB. We’ll leave that as an exercise for the reader to dig into that but it’s a good overview

of how base-N encoding works; the entire ‘maria’ module within this macro is the base64 decoder.

The macro base64 decodes the payload into a local byte-array and then we come to our first API call,
Virtual Alloc().

asier = 0
L Jllindi fference = maison (osier, 4574, EH1000, EH40D)
heronry = "scimitar™

idaho = "eloguent™

Project. ThisDocument. exmoor
Expression Value
indifferance 84044160

Figure 5 Memory page being allocated

The call commits specific pages of memory with read, write, and executable (RWX) permissions at 0x59B0000.

Base Address Type Size Protect...
0x 55924000  Free {Umsable}_ 48 kB
| 0x5%b0000 Private 8kB RWX
0x55b2000 Free (Unusable) 56 kB

Figure 6 New memory page with RWX permissions

Afterwards, the VB macro continues to setup the next call to RttMoveMemory and then calls it with the location

of the memory from the previous call and our base64 decoded byte array.
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£ talapain ByVal indifference, townsman (0), (Bound (cownsman) + 1
secose = "interferlng“i
#If Win&4 Then

=J= «| |

Jocals

Project. ThsDooument. exmoor

Expression I‘u"ule

—] townsman
townsman(0) T2
townsman(1) 137
townsman(2) 82
townaman(3) 38

Figure 7 Base64-decoded byte array

We can quickly validate by dumping that region of memory in our WINWORD.EXE process and comparing

transferred bytes.

WINWORD.EXE.bin &/

I

0000n: 48 89 5C 24 08 48
0010h: 89 7C 24 20 41 54

] T ™M A M mnr ' B AT

Figure 8 Confirming bytes match from dumped memory

Now that our code has been copied to in executable memory, the macro sets up the last API call for
CallWindowProcA(). The first value supplied to this call is our memory offset +2214, which is a function pointer
within this code, and the second is a string of the path to our file for a handle. These actions redirect code
execution to shellcode.

#Elself Win32 Then

disburdened = 2214

#End If

Dim caller As String

Dim gnathostome As String

€| lome = hairbrush(ByVal indifference + disburdened, atilt, 0, 0, 0)

O e o

Figure 9 Passing execution to the shellcode

The Shellcode

If we attach to WINWORD.EXE and break on the offset of our memory location +2214 (0x8A6), the entry point

of the shellcode, we can validate program execution shifts to this code path.
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Figure 10 Validating shellcode is executing

From here, the shellcode gets the address for LdrLLoadDLL() function, which is similar to LoadLibraryEx(), by
enumerating the Process Environment Block (PEB) and then begins to hunt for the functions it will use within
kernel32.dll.

The values for the functions it’s looking for, along with other values, are embedded into the shellcode and built on

the stack for later usage.

PUSH ER=

PUSH DWORD PTR 55: [EEF-C]

MOV DWORD PTR SS:[CEBP-AC],61T7AVS45

HOU DUORD TR 25:[EEP-A41. EFr2ea0E : :

NoU DUORD P18 S5: [EeP-Ae1  tecccnee EXpandEnvironmentStrings
MOU DWORD PTR S5:[CEEBP-9C]1, 72745374

MOU DWORD PTR SS:[CEBP-9E]1, F3&rcESS

HOU WORD FTR 55:[EBF-941,41
EHLLEEEBEB? =]

LEA ECH,DWORD PTR S5: [EEP-23C1
PUSH _ECH
LER ECH,DWORD FTR S5: CEEBF-381
PLSH ECK

100 B ere s oo a9y sos e .
MOV DWORD FTR S5: (EBP-88],2E343704 % TMP% "ng?d exe
HOU DWORD PTR S5:L[EEBP-841,657865

CALL ERX

Mou EST, DWORD PTR Sg5: CEEF-CI

LEA EAX, OWORD PTR S5: [EEP-6E]

PUUSH ERX

PUSH ESI

105 BUGED £18 seceBe-co) e CreateFileA

MOW DWORD FTR S5: [EEF-E21,41856C

CALL BE9Ea73H

MOU OWORD PTR S5:[CEBP-E@],EAX

LEA ERX,DWORD FPTR SS:[EEF-vE1

FUSH ERX

FUEH EST

100 U0 £18 seceme-7e) e VirtualAl

MOW DWORD PTR S [EBP-&2], 63eFeCel irtua oc

HOU BYTE PTR S%:[EBP-641,EL

CALL 8S3EavsH

Figure 11 Embedded data in shellcode

Following these sets of encoded names, we can see the shellcode is interested in the following syscalls:
CloseHandle(), ReadFile(), GetFileSize(), VirtualFree(), Virtual Alloc(), and CreateFileA(). For each API call, it

looks up the address of the function and stores it on the stack.

Next, the shellcode calls CreateFileA() on the Word document and receives a handle back, which it passes to
GetFileSize() for the file size, that is then subsequently passed to VirtualAlloc() to create a section of memory for

the file contents (0x2270000). Finally, it reads in the file to that memory location and closes the handle.
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push ehx

push 3
mou [ebp+var_ B4]), eax
moy eax, [ebp+arg_ @]

push Sooooaanh
push dword ptyr [eax]
call [ebp+var_BA] ;: CreateFilen

mou edi, eax

push ebx

push edi

call [ebp+var 4] ; GetFileSize
push L

push 1868n

push eax

push ebx

moy [ebp+uar 8], eax

call [ebp+var D8] ; Virtualalloc
push ebx

lea ecd, [ebp+uar_8]

push ecx

push [ebpruvar_ 8]

moy [ebp+arg_A], eax

push eax

push edi

call [ebp+var DC] ReadFile
push edi

call [ebp+var_ BA4] ; CloseHandle

X0 eax, eax
mow [ebp+var_ 4], ebx
chp [ebp+var 8], ebx
jbe short loc_B8A
I
loc_B6F:
noy ecx, [ebp+arg A]
cm dword ptr [eax+ecx], H14CHFSBh
z short loc_|
1

Figure 12 Egg hunting by the shellcode

Once it has the copy loaded into memory, it begins a process of hunting through memory for the magic bytes

0x504F4C41, which we can see is located at 0x022836F3 in our new memory page.

- 02270000..022A4FFF
| 2 00 FF FF AC 3A 81 8@ 44 42 oF oF|POLAD. %:0.DE_7
[F" 4F 4F 4F 53 4F 4F 4F 4F 39 39 28 4F ﬂDEUJJDSUUEIJ?E‘lD
4F 4F 4F 4F 4F 4F 4F 4F 3F 4F 4F 4F |0~
aF 4F 4F 4F 4F 4F 4F 4F 4F 4F 4F 4F 4F |0 o-ﬁ-:-::uunmmmou
4F 4F 4F 4F 4F 4F 4F 4F 4F 4F 4F 4F 4F| 00000000000000
4F 3 4F GF 48 & OF 3F 3 IE 4 3 3F| D000000000004000
4F £3 71 24 4F &4 4F 7A SA 57 &6E 71 4E| 005 req¥0d0zZ WngN
EB 42 §1 78 68 €D &7 4E 61 60 FPE 27 7A| DL xBlx"mgHami®z
78 57 51 5A 78 6E 7B 23 62 74 4D 4€ 77| ntRAWGZxn{EbTHNW
20 74 41 24 71 €F 41 24 71 3 £3 27 44| FoligtAtaontqys D
E1 45 51 42 63 S4 3F 20 G Sg 4F 4F 4F | WO¥BFOC=T? UUQOO
4F dF 4F 4n 10 7a BN B3 A4 2R 29 25 &2 NNNMNNH&= 15A1 95h

Figure 13 Egg located
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Now that we’ve found what’s likely to be our binary, the last step is to just decode it. Looking at the shellcode, we

can see that it will add 0x3 to each byte starting at 0x22836FF, in our example, and then XOR it by 0x13, as

Li

shown below.

I

il i (=

loc B92:

[mou al, [edi+ecx]

add al, 3

Xor al, 13h

mov [edi+ecx], al

inc ecx

cmp ecx, 13AAChH

jb short loc_B92
1 "

ebp+var_4u4], 1
ecx
loc C8D

Figure 14 XOR decrypting

Once the counter reaches 0x13AAC (80556), it begins a series of sub-routines to manipulate each byte and
decrypt the binary. If we set a breakpoint after the decryption routine and check our memory location, we can see
that the binary is decoded and can now be dumped for further analysis. The MZ and PE headers can be seen in the

following dumped memory.
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- 02270000..02284FFF

‘BB 4F 41 62 @8 FF FF AC 2AQ 21 88 4D 5A 98 o0 POLAE. ‘s:0.MZE.
582 88 B2 08 B4 BB B2 08 FF FF 02 80 BE 08 00 B0 w...#... ..9...
188 88 88 98 48 B0 99 29 20 B8 B2 29 22 98 08 M| ... P s ceenanas
188 28 B2 B8 B8 BB BA 28 PO PR BB A9 BA BA BB PO| ....iccnasnsnanan
B8 80 PO B0 00 B0 B0 92 D2 DO OB B0 PE IF BA BE tsvvssnsTesA¥|H
5 B8 B4 8% CD 21 B2 81 4C CD 21 54 68 69 73 28 V0 .A.=H98L=tThis p
i 72 6F 67 72 61 60 20 63 61 6E 6E &F ¥4 28 62 65| rogram cannot be
128 72 75 6E 20 69 6E 28 44 4F 52 28 6D &F 64 65| run in DOS mode
4 2E @D 8D 8A 24 28 AR GQ A0 B8R AR A8 BY 9E C1 20 e |
3|F2 FF AF 7E F2 FF AF YE F3 FF AF 7E ED AD BA 7E| % »"% »w"% »"gj1”
d|FF FF AF YE ED RD 2C YE FR FF AF 7E D4 39 D4 FE|% » " #4," - »" B9~
3|FC FF AF 7E|/F3 FF RE YE 2B FF AF FE ED BD 2B FE|™ »"= ="+ »"gd+"
F2 FF AF YE ED AD 3B YE F2 FF AF VFE ED BD 3E VE | & » " 9d3"Z #7"gi}"
3|F2 FF AF 7E 52 €9 &2 &8 F3 FF AF 7VE 68 20 86|22 »"Richf ="....
J 08 88 88 60 58 45 88 68 4C 81 85 88 F2 A9 Bl 57| ....PE..LO% ik
308 A8 B2 92 A2 PO BA 92 ED BA B2 A1 BB A1 B9 80| s enne o, 9020, .
188 SE 80 82 08 BC 98 28 BD DA P@ B8 ED BF BB 80| . .. .cleacaaa®_ua
|88 10 B0 B0 08 YO DO 08 B0 PO 49 00 PO 10 0D 90| . b, . .Dess 0.

| BB B2 B0 B8 G5 60 BB 0O G0 B8 BB B8 8B5S 0B 60 60| .8

1 B8 BB 80 98 B8 20 91 09 60 B4 B9 B9 0g 99 84 ..

182 82 88 S1 P8 BA 18 02 BB 18 02 A8 B2 BA 18 A0 8.

408 18 B0 08 P8 BE BA 08 10 B2 B8 A0 B0 BA BB B8

B3 80 B2 88 IC V5 B8 28 A0 08 0B DB 0B BA 28 88

188 &R 82 298 b2 B2 PG 22 A2 B8 20 28 2B 82 82 A8

Figure 15 Decoded binary

For this particular campaign run with this dropper, it places the binary in the %TMP% directory before launching
it, which then ends up writing itself to ‘“%SYSTEMROOT%/system32/WinHost.exe’.

At this point, the Hancitor downloader has been fully loaded on the victim’s machine, where it will proceed to

perform additional malicious activities.

Conclusion

Macro-based techniques are quite common, but the technique being used here with the macro dropper is an
interesting variation. From the encoded shellcode within the macro and using native API calls within VB code to
pass execution to carving out and decrypting the embedded malware from the Word document, it’s a new use of

Hancitor that we’ll be following closely. .

Palo Alto Networks customers are protected from the dropper detailed throughout this blog and its contained

Hancitor payload. You can continue to track this threat through the AutoFocus Hancitor tag. Additionally, all

Hancitor downloader samples are identified as malicious in WildFire. Domains used by Hancitor are also

categorized as malicious.
Acknowledgements

For more analysis of the Hancitor payload, please see this write-up by Minerva Labs.

Indicators of Compromise

Below are some of the most common observed e-mail subjects and file names seen in the latest campaign this

week from over 380,000 sessions. Patterns substituted with regex or representation.

Email Subjects

<domain> invoice for <month>
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levi.com invoice for august

<domain> bill
<domain> deal
<domain> receipt
<domain> contract

<domain> invoice

metlife.com bill
metlife.com deal
metlife.com receipt
metlife.com contract

metlife.com invoice

File Names

artifact[0-9]{9}.doc
bcbsde.com_contract.doc
contract_[0-9]{6}.doc
generic.doc
price_list.doc_[0-9]{6}.doc
report_[0-9]{6}.doc

In addition, we observed these C2 calls out during analysis, which can be detected at your perimeter by the use of

‘/(sl|zaopy)/gate.php’.

hxxp://betsuriin[.]Jcom/sl/gate.php
hxxp://callereb[.]Jcom/zapoy/gate.php
hxxp://evengsosandpal.]ru/ls/gate.php
hxxp://felingdoar[.]ru/sl/gate.php
hxxp://gmailsign|.]info/plasma/gate.php
hxxp://hecksafaor[.]com/zapoy/gate.php
hxxp://heheckbitont[.]ru/sl/gate.php
hxxp://hianingherla[.]com/sl/gate.php
hxxp://hihimbety[.]ru/sl/gate.php
hxxp://meketusebet[.]ru/sl/gate.php
hxxp://mianingrabted[.]ru/zapoy/gate.php
hxxp://moatleftbet[.]Jcom/sl/gate.php
hxxp://mopejusron|[.]ru/sl/gate.php
hxxp://muchcocaugh[.]Jcom/sl/gate.php
hxxp://ningtoparec|.]ru/sl/gate.php
hxxp://nodosandar[.]com/ls/gate.php
hxxp://nodosandar[.]com/zapoy/gate.php
hxxp://ritbeugin[.]ru/ls/gate.php

Page 9 of 10



https://researchcenter.paloaltonetworks.com /2016 /08 /unit42-vb-dropper-and-shellcode-for-hancitor-reveal-new-techniques-behind-uptick/

hxxp://rutithegde[.]ru/sl/gate.php

hxxp://surofonot|.]Jru/sl/gate.php

hxxp://uldintoldhin[.]com/sl/gate.php

hxxp://unjustotor[.]Jcom/sl/gate.php

hxxp://wassuseidund].]ru/sl/gate.php

The below Yara rule can be used to detect this particular dropper and technique described throughout this blog.

10

11

12

13

14

15

16

17

18

rule hancitor_dropper : vb_win32api
{
meta:
author = "Jeff White - jwhite@paloaltonetworks @noottrak"
date ="18AUG2016"
hashl = "03aef51be133425a0e5978ab2529890854ecf1b98a7cf8289c142a62de7acd1a"
hash2 = "4b3912077ef47515b2b74bc1{39de44ddd683a3a79f45c93777e49245f0e9848"
hash3 = "a78972ac6dee8c7292ae06783cfalf918bacfe956595d30a0a8d99858ce94b5a"
strings:
$api_01={ 0056 69 72 74 75 61 6C 41 6C 6C 6F 63 00 } // VirtualAlloc
$api_02 = { 00 52 74 6C 4D 6F 76 65 4D 65 6D 6F 72 79 00 } // RtiIMoveMemory
$api_04 = { 00 43 61 6C 6C 57 69 6E 64 6F 77 50 72 6F 63 41 00 } // CallWindowProcAi
$magic = {504F 4C 41} /POLA
condition:

uint32be(0) == 0xDOCF11E0 and all of ($api_*) and $magic

Source: https://researchcenter.paloaltonetworks.com/2016/08/unit42-vb-dropper-and-shellcode-for-hancitor-reveal-new-techniques-behind-upti

ck/
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