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&2 Tool: Zanubis

Names

Category

Type

Description

Information

Malpedia

Zanubis
Malware
Banking trojan, Backdoor

(Kaspersky) Zanubis, an Android banking trojan, first appeared around August 2022, targeting
financial institution and cryptocurrency exchange users in Peru. Zanubis’s main infection path
is through impersonating legitimate Peruvian Android applications and then tricking the user

into enabling the Accessibility permissions in order to take full control of the device.

<https://securelist.com/crimeware-report-asmcrypt-loader-lumma-stealer-zanubis-
banker/110512/>
<https://www.entdark.net/2022/09/zanubis-latam-banking-trojan.html>

<https://securelist.com/evolution-of-zanubis-banking-trojan-for-android/116588/>

<https://malpedia.caad.fkie.fraunhofer.de/details/apk.zanubis>

Last change to this tool card: 27 June 2025

Download this tool card in JSON format

All groups using tool Zanubis

Changed

Name Country Observed

Unknown groups

Interesting malware not linked to an actor yet

1 group listed (0 APT, 0 other, 1 unknown)
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